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Overview

m Cyberspace as a global domain
m Military Operations in/through Cyberspace

m Mission Assurance and Cyber Deterrence

The Mission of the United States Air Force is to fly, fight,
and wiinnair, space, and cyberspace.
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Cyberspace Domain Elements

store,
exchange

&® ' Physjcal data

QNethorkO Cyberspace is a domain with
characteristics comparable to the

Infrastructure air, space, and maritime domains.
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OSI| Model Comparison
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Cyber Cross-domain Relationships

SPACE
CYBER SPACE
DOMAIN
EM Ops (EW) Cyberspace
AIR “Netv_vork Ops crosses all
Ki neQ@psc the domains
Influence Ops
Counter-intel
SEA Law Enforce LAND

Cyber ops require global and theater integration across all domains
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Cyberspace Attributes

Political

[ Military Economic ]

[ Social Information ]

Infrastructure
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Cyber Organizational Model

Hierarchical Model Cyber Model
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Hierarchy Level ---- ---- Connections
Hierarchy Level ---- Value ----- Contribution
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Key Cyber Functional Elements

Data Collection
Knowledge Creation
(Intelligence)

Force Enhancement

Integrated X-domain Ops
Ops Support

Mission Assurance
(Operations)

Actions in & through Cyberspace
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National Military Strategy
for Cyberspace Ops (NMS-CO)

WEVES Joint Capability Areas:
= Information Operations = Battlespace Awareness

m Network Operations m Force Generation

m Kinetic Actions
m Command and Control

m Law Enforcement

: . m Information Operations
m Counterintelligence

Enablers:

m Science & Technology
m Partnering m Homeland Defense

m Net-centric Operations

m Global Deterrence

m Intelligence Support m Interagency Integration

m Law and policy = Non-governmental
m Trained personnel organization coordination
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Integrate cyber to achieve functional & theater effects: COCOMs
Tactical cyber integration: Service Components
Defend DoD GIG: STRATCOM (JTF-GNO)

Deter cyber weapons of mass effect: STRATCOM

Integrate cyber to achieve global effects: STRATCOM
Homeland Defense: NORTHCOM f
Defense Support to Civil Authorities (DSCA). NORTHCOM
Defense Industrial Base Protection (HSPD 7). Services

Fly - Fight - Win
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AiFly & Fighto

m Establish the Domain
- Expeditionary Cyber Ops
~ Cyber Network Ops
m Control the Domain
- Defense
- Offense
m Use the Domain
- Integrated Attack
- Force Enhancement
—- Support

Cyberspace is a Warfighting Domain
Fly - Fight - Win
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NCybero Opportunity

Potential Uses Strenqgths

m Broad Area Surveillance = Procurement Cost
m Operating Cost

®m Endurance

m Persistent Surveillance

m First Responder Comms . .
m No aircrew risk

m Broadband Access

Challenges
m Precision Navigation s Safety and reliability
= Network nodes & relays = Use with manned aircraft
® Spectrum management ® Bandwidth needs
s Localized 1&W m Technology investment
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Defend the Cyber Domain

~¢°s: : '%%’é/
Wireless ®@°c,>@°&', Influence @, %o Logical
Networks Q¢ Protection o, (J Networks
c}@ Social Networks
&

Electronics (& Infrastructure)
Cyber Effects: Phvsical
ADenial of Service Force Protection Net)\Cvorks
AConfidential Data Loss
AData Manipulation
ASystem Integrity Loss (includes )
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Network Ops Activities

24-Oct-08

Comm Infrastructure
Network Maintenance
Network Security
Network Defense (CND)
Network Attack (CNA)
Intel Processes (CNE)
Self Defense (User)
Defensive Influence Ops
Packet Interdiction
DSCA (civil authorities)
HSPD 7 Support to DIB
Ops Support (Log/Admin)

Military Cyberspace Activities

Inteqgrated Cyber Ops Activities

Infrastructure Protection
EM defense measures
Infrastructure Attack
Offensive Influence Ops
Electronic Attack
Network Defense (Active)
Kinetic/non-Kinetic integration
Global/Theater Integration
Force Enhancement (C2)
EW Support (Cyber-OPE)
Deter/Dissuade Ops
Mission Assurance

Fly - Fight - Win
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2007 Air Force Cyber Study

m Cyber will continue to be a contested environment.

m The infrastructure on which the Air Force depends is
controlled by both military and commercial entities
and is vulnerable to attacks and manipulation.

m Operations in the cyber domain have the ability to
Impact operations in other war-fighting domains.

m Air Force must maintain capability to operate when
the processing of vital information is challenged.

m Nation must defend against data manipulation and
denial of service; I't°s not jJust an |
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TARGETS
Insider Attacks:

S R e =011 B g HUMan Organization

Corruption
— a4 App/Session Layer

Code Manipulation
Malware

gum—
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Mission Assurance Domain Control:
Operations in Contested Cyberspace

EFFECTS

Disinformation
Confusion
C2 Disruption

_ Alter Behaviors

Inaccuracies
Induced Failures

Worms, viruses .—) OS/Network Layer ] Denial of Service

Flooding

Backdoor Implants: __, JETYW7 Sy

—

gum—

Physical e & Devices & Linkages

Destruction
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Data Exfiltration

Malfunctions
Performance loss
Lost Comms



Cyber Deterrence Building Blocks

Visible, credible deterrence activities

\

Law Enforcement
Activities

Non-military
Government
Activities (DImE)

Military Ops
Activities

International Regimes

for national cyber activity oversight

Internet Connection
Norms & Protocols

Network and User
Security
“Lock
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Critical Infrastructure
Protection

Understand
Critical Infrastructure
Vulnerabilities

17



24-Oct-08

Challenges

Increased cyber dependence
Supply chain vulnerabilities
Infrastructure vulnerabilities
Electronics vulnerabilities
Sensor disruption & spoofing
Increased wireless use

More complex attack vectors
Growth in cyber crime

Encryption vulnerabilities

Challenges and Opportunities

Opportunities

Smart users

Mission Assurance Planning
Attack Attribution

Voluntary LE enabling tools
Voluntary sector regulation
Malware behavior detection
Altered data/code detection
Denial of service protection

| nsi der
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QUESTIONS?

This Briefing is:
UNCLASSIFIED
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