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Agenda

ĒNATOôs Transformation

ĒObservations

ĒCyber Defence Efforts in NATO

ĒWay Forward

ĒFurther Discussion Needed
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Modern Society

ÅA serious asymmetric threat in national security

agendas

ÅAll modern information societies are vulnerable to

cyber threats, any country could be attacked

ÅGrowing threat of using cyberspace for terrorist

attacks against critical infrastructure

Å Increasing volume and sophistication of organised

cybercrime

ÅLack of international agreements and regimes

ÅGlobal security issue that must be addressed at a

global level
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NATOõs Transformation

Ē Increasing role of non NATO partners in coalition 

operations (KFOR)

Ē Increasing out of area expeditionary operations 

(Afghanistan)

Ē Integration with Non NATO Organisations (OSCE, 

UNHCR, UN etc)

ĒOperational tasks and structure highly fluid

ĒNATO Network Enabled Capability (NNEC)
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Operating Environment

ĒNATO operations in the future are likely to comprise 

of a federated series of networks between Military and 

Civil agencies from both NATO and non NATO 

partners.

ĒRequirement exists for a common language and 

framework for sharing IA information in near real 

time.

Ē Incidents

ĒThreats

ĒVulnerabilities

Ē Intelligence

ĒCountermeasures
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Asymmetric Warfare

ĒCharacteristics of IA and asymmetric campaigns are 

very similar:

ĒDiversity of attackersô motives and tactics. 

ĒDisproportionate expenditure between attackers and 

ósecurity forcesô. 

ĒAbility of attackers to choose the time and place for an attack 

and afterwards hide within the community. 

ĒHistory has shown that success in asymmetric 

warfare has always depended on proactive, 

intelligence-guided operations that sought to 

minimise the disruption to the communities and 

services protected.
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The Challenge

Ē In IA this means that we have to proactively monitor 

and remediate against dynamic threats both 

externally and internally launched against the 

networks, thereby optimising the effectiveness of the 

protection while minimising the cost and complexity.
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Actors (1 of 2)
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ĒHackers

ĒWorms, viruses, malicious software, website 

defacements, and adolescent pranks

ĒInsiders

ĒUnauthorized disclosure of intellectual property
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Actors (2 of 2)
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ĒCriminal Activity

ĒCredit card theft, child pornography, or copyright 

infringement

ĒSpyware and other unauthorized cyber tracking 

software

ĒPhishing emails and other fake websites

ĒEncrypting files followed by extortion to unencrypt

ĒEspionage

ĒState sponsored or corporate

ĒTypically ñopen sourceò data collection
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Threats (1 of 2)

ĒTechnical Terrorists and 4th Generation 

Warfare

ĒNon-state actors with financing, training, advanced 

educations, and goals

ĒInformation Operations are central to modern 

warfare and diplomacy

ĒAttacks more likely directed at society (economy, 

infrastructure, etc)
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Threats (2 of 2)

ĒInternational Espionage

ĒDirected at both nations and industry

ĒSpying on allies is often the case

ĒLarge portion of the world runs on Microsoft, and 

source code is available to nations for inspection

ĒZero day exploits

ĒOrganised Crime and Frauds

ĒInternational crime rings

ĒDevelopment of bot-nets

ĒLaws governing actions in cyberspace very 

immature or non-existant
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Observations

ĒDirect correlation exist between real-world events 

and cyber attacks

ĒCyber attacks often immediately accompany 

physical attacks/violence

ĒThe trend of politically motivated attacks is 

increasing

ĒCyber attacks are becoming more sophisticated

ĒCyber attackers are attracted to High Value 

Targets

ĒñNuisance attacksò will continue


