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operations. JSOU publications advance the insights and recommendations
of national security professionals and the Special Operations Forces (SOF)
students and leaders for consideration by the SOF community and defense
leadership.

JSOU is the educational component of the United States Special Opera-
tions Command (USSOCOM), MacDill Air Force Base, Florida. e JSOU
mission is to educate SOF executive, senior, and intermediate leaders and
selected other national and international security decision makers, both
military and civilian, through teaching, outreach, and research in the
science and art of joint special operations. JSOU provides education to the
men and women of SOF and to those who enable the SOF mission in a joint
and interagency environment.

JSOU conducts research through its Strategic Studies Department where
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Mission. Provide fully capable special operations forces to defend the
United States and its interests. Plan and synchronize operations against
terrorist networks.
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e Strategic Studies Department also provides teaching and curricu-
lum support to Professional Military Education institutions the sta
colleges and war colleges. It advances SOF strategic in uence by its interac-
tion in academic, interagency, and United States military communities.

e JSOU portal is https://jsoupublic.socom.mil.



On the cover. U.S. Army soldier collects sensitive materials, including a
computer hard drive, following the arrest of an Iragi man for involvement
with the manufacture of improvised explosive devices in the city of Dora
in southern Baghdad, Irag, August . (U.S. Air Force photo by MSgt
Jonathan Doti.)
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Foreword

he advent of the digital age has made it inevitable that troops in

contact will fall upon computers and related equipment valuable for

the information they can provide about the enemy. In this paper,
Dr. William G. Perry provides some guidelines about processing computer
equipment for transfer to information and intelligence professionals who
might wring out from digital storage media the critical information needed
to penetrate the enemy s decision matrix. In addition, captured computer
gear may o en need to be protected by a chain of custody in order to sup-
port legal actions against illegal combatants criminals.

e digital age meshes with the st century irregular warfare environ-
ment in which nonstate actors, armed groups, terrorists, and criminals
confront established governments. Today s Special Operations Forces (SOF)
are most likely to confront these opponents while on counterinsurgency,
foreign internal defense, and counterterrorism missions. From the moment
of tactical discovery until its presentation in the courtroom, digital evidence
will need to be safeguarded and a valid chain of custody maintained so that
the host nation (or U.S. Government) might successfully bring criminals to
justice. iswill fall on the shoulders of the SOF operators at the tip of the
spear who must add yet another skill set to their already full rucksacks.

Particularly in direct action missions, the need to properly capture and
bag-up enemy digital material can be critical to mission success, both for
intelligence and legal purposes. Every strike team that descends upon the
target will consider employing a forensics team that can rapidly identify
sources of valuable digital information, document the ndings, and secure
computers and storage media.

While conducting actions on the objective, it may seem a bit too much
to expect a SOF team to devote e ortto ddling with such details. Dr. Perry
stresses that mission accomplishment and security will always be rstin the
minds of the war ghter, but the digital forensics e ort will produce impor-
tantresults. e legitimacy of host-nation governments, and indeed the U.S.
Government, is reinforced many fold when military operations are founded
on the rule of law. Dr. Perry sideas for Assuring Digital Intelligence Collec-
tion are tactical techniques that have a signi cant strategic payo .

James D. Anderson, Director of Research
JSOU Strategic Studies Department
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Introduction

The military establishment must acknowledge that the face of battle
mw glerkirk? lirjsvgexsri ew e hnqirwmsr sj gsrangx erh gsqtix-
wsr) lew zeypih xs xi jsvijvsrx sjngtswergi sjxIi jyxyvi rexsrep
wigyvi} perhwgeti erh rs{ qywx vero ew ex piewx gsliuyep {xl
en kvsyrhl wied erh wtegi hnqirmsrw Jix0 izir {1 mw ngtsv-
tance, we have just begun the intellectual examinations necessary
xs hizipst e ziefi xlisv} sj IS rrjsvgexsr stivexnsi xlex Ly
yrhivtr er} hmgywnsr sj {evnr xIi hikmxep eki2

nformation warfare may be as old as mankind, but the methods and the

means of its application today are totally new. Key tactical information

can be contained on digital storage devices that are worn on the body
like jewelry. e enemy can transmit information with deadly results from
devices that remain unseen to all but the trained eyes of those who know
how to discover, secure, and preserve digital intelligence.

Code books, maps, encryption devices, and paper documents were once
the subject of searches for useful intelligence on the battle eld. We still
search for similar information, but critical data today can be found on a
secondary storage media that is the size of a ngernail, in electronic address
books and cell phone memory, or written in unseen logs of data packets that
have streamed into and out of the enemy s Internet-connected computer.

Discovering and preserving the enemy s critical electronic data can be
game changers. We can gain a competitive advantage by being astute and
co-opting the enemy s digital intelligence. We can glean electronic intel-
ligence and get inside our adversary s decision-making loop.

e armed forces of the enemy, terrorists and criminals, use computers
the way we do for command and control purposes, to store information
on personnel, to send and receive e-mails and text messages, to encrypt

les, and to implement codes. High value information specifying size of
force, battle logs, and plans for future action has all been discovered on
seized electronic equipment. Files and disks, CDs, and DVDs that contain
time and date stamps, Internet tra c logs, and data on the movement and
whereabouts on an adversary s assets can all be recovered. Vital information
can also be gleaned from unlikely electronic devices, such as digital picture
frames, MP and MP players, and a variety of novelty storage media. e
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enemy is smart about how computers can be used as instruments of war
and is getting smarter. We must do the same.

e likelihood that Special Operations Forces (SOF) will encounter com-
puters, portable electronic equipment (e.g., personal data assistants, cell
phones, and gaming systems) and digital storage media is high. e big
challenge for SOF is to recognize, secure, and safeguard as much of the
discovered data or information as possible so that it can be subjected to
forensic analysis. Successfully discovering, preserving, and assuring digital
intelligence for exploitation and legal purposes is essential to support our
country s national security objectives against those who would do harm.

SOF are likely to be in the rst-responder role for digital information.

e data that is stored on electronic devices can easily be damaged if mis-
handled. Digital data is at risk of being destroyed, modi ed, or lost due to
the volatile nature of electromagnetic storage and other technical issues.
Alteration or damage to a few bits (i.e., sand s) of data can render much
of what is stored on a memory device as useless. See Appendix A to learn
more about the nature of stored information.

Corrupted data may be impossible to recover for analysis. Further, com-
puter (or digital) based evidence may be worthless unless it is collected
and presented in court in such a way that it will not contravene the rules
of admissibility and will lead to the successful conviction of criminals (or
terrorists).

Seizing electronic devices and obtaining digital data fall under rules
for information operations as promulgated by the Department of Defense.
See Appendix B for a perspective of the Joint Chiefs on information opera-
tions. All branches of the armed forces are obliged to follow multinational
doctrine and procedures that are consistent with U.S. law, regulations, and
doctrine.

e purpose of this monograph is to help operators discover, preserve,
and assure information assets so that they can be exploited for intelligence
and legal purposes.
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Statement of Problem

e challenge addressed in this monograph is to develop an understanding
of how SOF can conduct 10 (from tactical entry, discovery of digital assets,
and the establishment of a valid chain of custody) without unnecessarily
endangering the lives of operators while still assuring the integrity of digital
information.

e task for operators is to follow procedures and protocols for data
discovery and seizure that assure the preservation of highly volatile and
perishable digital information. Stored digital information is very fragile.

e precise manner in which electronic media is physically handled and
collected from the target can place the integrity of stored digital information
at risk. Data can be easily damaged, destroyed, or inadvertently modi ed.

e basics of assuring the integrity and usability of digital information
must be employed to ensure the value of the digital information. Circum-
stances in the eld, however, can rapidly become chaotic and unpredictable.

e safety of operators is rst. Electronic evidence, however, remains among
the most problematic to assure.

SOF team members need to be able to identify potential sources of elec-
tronic information; recognize computers, network components, and storage
media; and apply essential information assurance techniques.

SIDS: Digital Search and Seizure Procedures

A number of rational and well-conceived principles can be used to guide
operators when involved in the search and seizure for digital information
and electronic devices. Operators can remember the essence of the proce-
dures with the acronym, SIDS, which stands for scan, identify, document,
and secure.

Table 1. Basic Search and Seizure Principles for Electronic Information

Step Description
Scan 1. Visually scan the environment for the presence of electronic media and
devices.
2. Scan the area for the presence of a wireless network.
Identify 3. Identify electronic devices, all digital devices, media, and connections.
4. ldentify any network connections (local or external).
5. Examine the devices for any visible damage.




