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Congressional Request
In September 2008, the House Armed Services Committee (HASC),
Subcommittee on Terrorism and Unconventional Threats and
Capabilities, requested that GAO complete a review focused on DOD’s
organization and planning of cyberspace operations, including its
defensive and offensive efforts to address cyber threats.
In May 2010, GAO provided the results of our work to the subcommittee
in a classified report.
In July 2011, we published an unclassified version of this report (GAO11-75). To remove information DOD determined to be classified, this
report omits details on DOD cyber-related planning, operations,
capabilities, and capability gaps.
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Background
Potential adversaries recognize that cyberspace is an asymmetric means
to counter U.S. military power, particularly since cyberwarfare poses a
significant threat at a low cost—that is, a handful programmers could
cripple an entire information system
The threat to Department of Defense (DOD) computer networks is
substantial and the potential for sabotage and destruction is present.
• In February 2011, the Deputy Secretary of Defense said that
more than 100 foreign intelligence agencies have tried to breach
DOD computer networks and that one was successful in
breaching networks containing classified information.
• The President has also identified the cyber threat as one of the
most serious national security challenges facing the nation.
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Background
Cyber threats constitute an emerging mission area for DOD, and DOD’s
role in broader U.S. government cyberspace efforts is still evolving.
• The U.S. military develops its strategy around the warfighting
domains—traditionally, the land, air, and maritime domains.
• The cyberspace domain is a unique and emerging warfighting
domain—unlike operations in the other domains, it is non-kinetic
and has no geographical boundaries or coordinates.
• The technical and economic barriers to entry into the cyber
domain are much lower for adversaries and as a result place
U.S. networks at great risk.
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Objectives
Our objectives were to determine:
(1) how DOD is organized to address cybersecurity threats; and to
assess the extent to which DOD has
(2) developed joint doctrine that addresses cyberspace operations
across DOD;
(3) assigned command and control responsibilities that clearly establish
roles between combatant commands and military services; and
(4) identified and taken actions to mitigate any key capability gaps
involving cyberspace operations.
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Scope/Methodology
To answer these objectives:
• We reviewed DOD documentation including doctrine, guidance,
instructions, plans, policies, and reports, and prior GAO reports.
• We conducted interviews with DOD officials at the Office of the
Secretary of Defense; the Army, the Navy, the Marine Corps, and
the Air Force; U.S. Strategic Command; U.S. Central Command;
U.S. Pacific Command; U.S. European Command; U.S. Northern
Command; U.S. Africa Command; U.S. Joint Forces Command;
U.S. Special Operations Command; Joint Staff; the National
Security Agency; and other cognizant organizations.
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Objective 1: How is DOD organized to address
cybersecurity threats?
DOD’s organization for cyber operations is decentralized and spread
across various offices, commands, agencies, and the military services.
• For example, joint policy development responsibilities reside in
several offices in the Office of the Secretary of Defense and the
Joint Staff, and operational responsibilities reside in the U.S.
Strategic Command, the Defense Information Systems Agency, the
military services, and the combatant commands.
DOD is taking steps to address problems of decentralization through
new organizations: For example,
• It established the U.S. Cyber Command and its supportive service
components.
• It restructured the Office of the Secretary of Defense for Policy to
include a cybersecurity focal point.
It remains too early to tell whether the ongoing organizational changes
will improve DOD’s overall cyber effort.
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Objective 2: Has DOD developed joint doctrine that
addresses cyberspace operations across DOD?
Several DOD joint doctrine publications address aspects of
cyberspace operations, but the discussions are insufficient, and no
single joint publication completely addresses cyberspace
operations.
• At least 16 joint doctrine publications discuss cyberspacerelated topics and 8 mention “cyberspace operations,” but
none contained a sufficient discussion of cyberspace
operations.
DOD doctrine also lacks uniform definitions of key terms related to
cyberspace operations. For example,
• There is not a consensus across DOD as to what constitutes a
cyber force;
• There are cases in which the same cyber-related term may
mean different things to members of different services.
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Objective 2: Has DOD developed joint doctrine that
addresses cyberspace operations across DOD? (cont.)
GAO recommended that DOD establish a timeframe for (1) deciding to
proceed with dedicated joint doctrine and (2) updating the existing
body of doctrine accordingly.
• In response to our recommendation, DOD agreed and stated that as
part of implementing the National Military Strategy for Cyberspace
Operations, an assessment of joint doctrine is under way and is
expected to be completed by the end of fiscal year 2011. DOD said
that this process will also include a related cyber lexicon and
definitions.
Update: The Joint Staff has released Joint Test Publication 3-12, its
guidance for cyberspace operations that, if finalized, could provide
additional guidelines for the military services and joint force
commanders and supporting and supported commanders. This
document has been under development since September 2009, but
was still in draft as of May 2011. According to officials with the Joint
Staff and the Office of the Under Secretary of Defense (Policy), this
publication was to be revised again in the spring of 2011 and may
not be finalized and approved for some time.
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Objective 3: Has DOD assigned command and control
responsibilities that clearly establish roles between
combatant commands and military services?
Although DOD has assigned authorities and responsibilities for cyber
operations, the supporting relationships necessary for effective command
and control remain unclear.
• For example, the 2008 Unified Command Plan assigns to the
commander of U.S. Strategic Command the responsibilities of
directing global information grid operations and defense and planning
against cyberspace threats, but it also states that geographic
combatant commanders are to exercise authority over all commands
and forces within their areas of responsibility. These conflicting
statements have led to confusion among the combatant commands
about command and control for cyber operations.
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Objective 3: Has DOD assigned command and control
responsibilities that clearly establish roles between combatant
commands and military services? (cont.)
The lack of clarity in existing relationships has led to uncoordinated,
conflicting, and unsynchronized guidance on how to respond to a
cyber incident. For example,
• After a malware eradication effort was undertaken by DOD in
2008, U.S. Strategic Command identified confusion regarding
command and control authorities and chains of command
because the exploited network fell under the various purviews of
U.S. Strategic Command, the military services, and a geographic
combatant command.
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Objective 3: Has DOD assigned command and control
responsibilities that clearly establish roles between combatant
commands and military services? (cont.)
GAO recommended that DOD clarify its guidance on command and
control relationships among relevant commands and organizations.
• In response to our recommendation, DOD agreed and stated that it
had already satisfied this recommendation by the memorandum
establishing U.S. Cyber Command and the 2008 Unified Command
Plan.
• Update: We subsequently reported that U.S. Cyber Command
issued a Concept of Operations in November 2010 that made
progress in defining command and control relationships, but some
issues persist about how command and control would work under
various scenarios. DOD has to decide what model it wants to use
and is using a series of exercises to help evaluate options and come
to closure on this matter.
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Objective 4: Has DOD identified and taken actions to
mitigate key capability gaps involving cyberspace
operations?
DOD has identified some cyberspace capability gaps, but it has not
completed a comprehensive, department-wide assessment of gaps,
needed resources, and an implementation plan to address gaps.
• Among the common gaps identified are the recognized
insufficiencies of the cyber workforce and of resources.
DOD has continued to make progress with respect to some of the
capability gaps identified in the Integrated Priority Lists for fiscal years
2011-2015.
• DOD officials said that fully addressing cyber capability gaps may
take years.
Though DOD has previously begun efforts similar to a comprehensive
capabilities-based assessment for cyberspace, it has not completed
them.
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Objective 4: Has DOD identified and taken actions to
mitigate key capability gaps involving cyberspace
operations? (cont.)
GAO recommended that DOD conduct a department-wide assessment
and establish an implementation plan and funding strategy to assess
and address gaps.
• In response to our recommendation, DOD agreed and indicated that
cyber defense would be designated as a focus area for risk
management decisions in the upcoming budget cycle. DOD also
stated that its Front End Assessment, as well as the development of
the National Defense Strategy for Cyberspace Operations, would help
the department identify and mitigate gaps.
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GAO Current and Future Work
• Currently, at the request of the Senate Judiciary Committee,
Subcommittee on Terrorism and Homeland Security, GAO is
examining the supply chain used by the federal government to obtain
Information Technology equipment.
• At the request of the HASC, Subcommittee on Emerging Threats and
Capabilities, GAO will soon begin a review of DOD’s efforts and
plans to protect the Defense Industrial Base from cyber threats.
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GAO’s DOD Cybersecurity Reviews: Past Work
Summary
Short Title

Product

Issued

DOD Cyber
Organization/Efforts

Classified

May 2010

Interagency Coordination
Group

Classified

September
2010

Military Services Cyber
Efforts

GAO-11-421

May 2011

DOD Funding for Cyber
Operations

GAO-11-695R

July 2011

DOD Cyber
Organization/Efforts

GAO-11-75

July 2011

(Unclassified Version of May
2010 Report)
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Questions

