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SENIOR LEADER PERSPECTIVE: JIM CHRISTY

NSClI’s Lindsay Trimble recently interviewed Jim Christy, director of
Futures Exploration for the Defense Cyber Crime Center. Christy is a
retired computer crime investigator with the Air Force Office of Special
Investigations that specialized in cyber crime investigations and digital
evidence for more than 23 years and 38 years of federal service. Every
year, Christy plans and organizes the “Meet the Fed” panel at Black Hat
and Defcon, the world’s largest hacker convention with more than
9,500 attendees. He also teaches two graduate courses at George
Washington University, Elliott School of International Affairs — “The
Cyber Threat to American National Security” and “National Cyber
Policy.” Christy won the 2003 Distinguished Information Service Award
from the Association of Information Technology Professionals for his
contributions in the field of information management.

Canyougiveusanover vi ew of the work done at the DoD’'s HCy

TheDepartment ofDefense Cyber Crime Centspne of six national cyber centers designated by
Presdent Bush aboutwo & S I NE& s aG@tr@enter df€xcellence specializing in digital forensics and
cyber crime investigation.

We have five majodzy A 1a ¢6AGKAY 6KIFIG ¢S OFtf (GKS 5igtdd 2 S ()
Forensics&b. Itworks on criminal and counterintelligence and fraud investigatidmsestigations

ranging fromwhite collar crime, child powgraphy, espionage, terrorism, apérform the digital

forensics orthem to be used in the legal process or operations

We havethe Defense Cyber Investigations Training Academy, where we train criminal and
counterintelligence investigators in the Department of Defense on how to perform digital forensics
exams and how to run cyber crime investigations. We also train informatsurasce folks who use the
same tools and processes for their jobs.

Then we have th®efenseCyber Crimenistitute. They dmur research and develomols used by atf
our other organizations. They alsp testing and validation of those toalsBefore you can use a tool in
an accredited lab, ihas to be independently testefirst.

We also have the &ense Industrial Baseolaborativelnformation Sharing iivironment organization
(DCIE) DCISE is basically an organization that i$ab& point andclearing house for referralsf
intrusionsfrom the defense industrial bas& he big defenseontractors anvoluntarilyrefer intrusions
tous WS Qf f théih O Ebibratoryand sharesanitized resultsvith the rest of our partnersf
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the DCISETese contractors voluntarily sign up for this program and we share information with ghem
at the classifiedand unclassified levelsA true public, private partnership.

CKFiQa oKIG abergb LG Nizya (GKS

You are now the director of Futures Exploration for DC3. What role does information sharing play in
partnerships with federal agencies, state and local law enforcement, private industry and academic
institutions? How do you balance information sharing with maintaining effective security?

Unlike some other organizations, we thibdkfense comes first. To play good defense, you have to share
information. We have multiple vehiclege useto shareinformation.¢ KS 5/ L{ 9 avhdloly A T |
is to collect information and shareutith the partners and the rest of government to protectetin
systems.iistkey for smeone seeing newnformationto share it, so it can get analyzed and a
countermeasure can bappliedby the whole community

We just finished ouninth annual DoD Cyber Crime Cordaceattended by over 1,100We openedhe
conferenceup to allfederal, state andocallaw enforcementand all contractors working for those
organizationsWe include federally funded academic institutions specializing in cyber security and digital
forensics as well as practitioners all of the federal agendi@s.un the conferencest the FOUO (¥

Cfficial Use Only) level as well as a couptd off-site classified section® share informationWe hadl75
speakerghis yearand manyhandson trainingcoursesattended by over 500 studentsall of this to

share infamationwith allthe partnerswho need this information

C2NJ GKS LI ad (KNBS ruenMgaindatigB myitlIFoxehsks Challer& Sve s S y
thesecontess that haveaspect=f digital forensics exanthat we see in the cases we proces®ry

day¢ and kstyear, we hadver 1,100teamsfrom 61 countrieghat participated.Then ve share the
results with the community.

Information sharing is absolutely critical to succegslot oforganizationsk 2 tyv@nt to share

information because itnight compromiseinvestigations or operations think defensehas tocomefirst!

., 2 dzQ @ Sbe abk fodeferd yourselfOur national and economic securitysis dependent on
technologytoday® hdzNJ 220 A& RSTSyasS |[yRX G2 o6S 322R i

Since your time as a computer crime investigator with the Air Force, what changes have you seen in
cyber crime?

IntheW na =~ ¢ SQR 0 Bnabkiizifitéra ahdcripgbkiddA S @ a & I dz& AWhgaredzt R |
we running a case on ad@ar2 f R Wduld tell them we wee exercisinghe system. | knew it was

only a matter of time befor@rganized crimenation states and terrorist&ould adoptthe sametools
andtechniquesto useagainst usWe had to exercise the system so we couddectthe evidence, get
attribution for an attackand be able taespond quickly enougfalmost in a reatime sense.
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2 KI G ¢S Q@Shepas Seyerapyeaisthatt 1 ¢ Sy T2NOSYSy (i Rz2a8key Qi OINB
bitersanymore. Theyocus on thosenation statesferrorist organizations leveraging technology and the

organized crimgoing afteryour personalprivacyand yourpersonalresources The traditional

adversaies now apply these tools and techniques for their advantage.

How would you define "cyber crime" vs. "cyber warfare"? Where is the line? How do thresholds
between criminal activity and warfare help in determining appropriate response?

You cardividecyberwarfare down into computer network defense, computer netwottaak and
computernetworkS ELX 2 A G GA2y ® LGQA | NBIt FAYyS tAyS Ly g |
constant in all of them is thatnintrusion is againstthe lav. 1 Q& 32fAg1I &2 6S | ONRK YS=
espionage, terrorismetc. If someone is attacking or exploiting us, those are crimes.

There are toolandmechanisms to colledhformation that only the law enforcement community has
domestically search warrants, sulgenas, wire tapsetc. ¢ KS Ay St ft AISy O0S O2YYdaffh
inside ourborderst 2 3IS0 FGONROdzEA2Y F2NJ Iy isinvdlied quickly A G Qa f1 S
dzaAy3d GK2asS G22fa (42 (NI Ol R246YyY I yYR.TheAlafddsios o KIQiQ
can be made on what kind aburse of action is appropriateTo determine a course of action you need

to know who is attacking and why. RAS G K S NJ (i K I { QeécondniictsandtibnsiBlomatd G A 2 v
sanctionsjncreased securitgrif g S Q f f crinidyaseagainst an individudbr prosecution etc.

With computer crimeinvestigations and cyber crimthe legal system gives you the tools to legally get
GKS AYT2NXIFGA2Y R2YSalGAOFffe&x odzi uleKoBtsidegui St t A 3 Yy O
borders.

Cyber warfare is a crimezbauseyou have to commit crime® carry it out Military, Inteland law

enforcement have to be joined atthe hipto baccessfu[ A 1S Y& 62800 BBWa>XRay Q
jerseystYou @ ¥ Q (i wheyherk (afdttackby an ankle biterorg KSG KSNJ A 1 Qa SaLA 2yl 3¢
until you track it back tdhe origin andhave attributionfor the attack.You @ y Q (i whay tBednotive

isuntil you find outwho is attacking youThe Aw enforcementommunitygives you the tools to gain

attribution andthey have to work closelwith the intelligence community and thmilitary, whichare

also gathering and sharing informatiéer that common operating pictureSharing information is the

key to success.

Many believe cyber crime serves as a proving ground for the tools, skills and tactics for cyber warfare.
They argue any distinction between the two is not real useful. What do you think?

I think the hacker communitywerethe leaders and the organizedime groups, terrorists anacation-
states were slow to recognize tip@tential benefit of the hacker toolg that applies toour government
as well aour adversaries. But they have now. | would think that almost every coamgdymajorcrime
organizatiortoday has some kind of informatiaperationcapability. Certainly, in the old days, the
hackercommunitywere the leaders. Today, the nation stateavewell organizedwell funded
programs to do the developmeiaif tools and skills.
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Are the technical complexities of cyberspace becoming better understood by prosecutors and high-
level officials? When will we get to a point where this information can be effectively communicated to
a judge and jury?

L GKAY]l BSRRBQIKBNMBSKRI{WRH KKFiI R2y Qi KIFI@S | 02
R2Say Qi KI Orbeylare iag of dagzitlsy Nghtoday.People may not understand how they

work and allof the complexities that go along with a network, but people understdreigeneral

02y O0SLIiad 2S5Q0S 0SSy OSNE -rélasdOifést T &2 y Da WIKR § § O
communicationissueanymore

Havingthe resources to defendur critical infrastructureagainst cyber attack & differentstory.¢ K I (i Q &
a really hard prol@m, and a really expensive problemQY y 2 (i & dtNSublickKuppel fora |

GKFG 060S0OlFdzasS LIS2LX S R2y Qi dzyRSNRGIYR GGKIG @Sido
What do you think it will take for the public support for those defenses to grow?

Unfortunately, it will probably take amlectronicPearl Hirbor oran electronic9/11.¢ K 1 Q& & KS &
react We reacto emergency situations. Thesre so many differenfand competingpriorities that the
administrationhas to deal with now: theanorny, two wars, unemployment, et@.he gjueaky wheel

3SGa GKS 3INBFrasSe LGQa KIFENR (G2 LINBLINB T2NJ GKAY

I s there anything else you'd |Iike to add?

For the law enforcement community, we also have a sharing environqasecure portal the
National Repositorgf Digital Feensiclntelligence(NRDFI§, run by Oklahoma State Universignd DC3
¥ @&2dz2QNB | & atzheIéderall state & YodaReNdD) $oMdet access for free to tools,
techniquesand a brum for discussion of cases, te@ndtechniques OklahomaState Universitygloes a
terrific job. We have abat 1,300investigators fromabout 300different law enforcementagencieghat
arecurrently participating in sharing information.
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