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SENIOR LEADER PERSPECTIVE: G. MARK HARDY

NSClI’s Lindsay Trimble recently interviewed G. Mark Hardy, president of National
Security Corporation. Hardy, who holds a CISSP, CISM and CISA, has been providing
information security expertise to government, military and commercial clients for
more than 25 years. A long-standing industry veteran, he is a perennial speaker at
major industry events and the author of The Information Security Handbook for
Enterprise Computing, Client/Server Security Handbook and a contributing author
to Network Security Secrets. Hardy is also a captain in the U.S. Navy and serves as
president of the Association of the United States Navy. In this interview, Hardy
discusses the evolution of cyber security methods, challenging security issues for
organizations and gives recommendations for overcoming these obstacles. He also
provides insight into cloud computing and risk assessment and gives a preview of a
new information security educational curriculum currently being developed.

NSCIYou have been working with government, military and industry clients in information security
for more than 25 years. How have cyber security methods andtsais changed in that time?

HARDY: The methods of the attacks have changed, therefore the methods of the solutions have had to
change along with them. Typically, a threat will emerge or manifest itself, causing a person to develop
some sort of countermeasure or defense. At this point, those who can implement the countermeasure
will do it, it rolls its way out, gets itself into the marketplace, people implement it, the threat gets
mitigated and attackers come up with something else.

We have seen generations of security threats, which have gone from everything such as relatively
benign, simple things. An example of this would be old, original viruses, such as the Michelangelo Virus,
where the requirement was to physically transport a floppy disk from one medium to another. Someone
accidentally would leave the floppy disk in one medium and infect the thing. When that happened, the
infection spread by exactly 1.
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threat environment, where the blended threat attack vectors of perpetrators are highly complex. They

rival almost a military operation in their sophistication and require a very comprehensive, blended

response to be able to deal with them effectively.

Many organizations lack full-time security staff. Thosewhodo have full-i A YS a4 SOdzNA & adl §¥F
have folks who have been trained at a high enough level to respond to the threat and, most of the time,
thosearethelasi LIS2 L)X S Ay Fy 2NBFYyATFGA2y (2 RAZO2OSNIfiKI
somebody who has little to no security expertise ¢ maybe a secretary or a salesman ¢ that will
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required.

2§ Q NXBseeinga dhinge in the threat environment from the 1970s, when we started doing security.
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and, sure enough, he came up with a solution that essentially hacked Newtonian physics and produced
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relativity.
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producing an outcome that the designer never thought possible, because our systems are so
complicated.
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fAGGES oAG fA1S aSSAy3a AF @2dz O02dzZ R tidse@backiup £ 2 OWT
F3FLAYy®  2dz 2dzad ¢l yiSR G2 aSS AT e2dz O02dzA R R2 0o
Ly GKS ynas AG 680FYS | tAGGES 6AG Y2NB tA1S LWy
Ol dzaSaoé¢ LYy GKS dnasz A lhacking\@db M&, defakirig thidps, puttidgdp t S 2 LIt 7

obscene content. By the 2000s, we saw the emergence of almost full-scale economic warfare on the
Internet, whereby organized crime were attacking using the Internet.

You know when they asked Willie Sutton,ad Y1 NROOSNE K& KS NROOSR ol
GKSNBE G(GKS Y2ySeée Aadé LT @2dz a1 GKS ONRYAYLl(f & K2
GKSeQft (Stf @2dz a¢KIGQa gKSNB (KS Y2y Stdypehfd d¢ uQ
threat going forward. We have not yet seen this, but the manifestation for the 2010s is likely going to be

OBO0SNBI NP 2S0@0S aSSy (GUKS FANRG O2dzZ) S NRdzyRa 2 i
g2NI R O2YYdzyA (@& hnlikai gf EcénonicBaactiddsyoReved skrangly worded

diplomatic protests. That sends the wrong message to those who would potentially use cyberspace as a

battlefield.

b{/ LY LY /@0SNINR>Z 6SQ@OS KIR | 0O2dzlbelndegti SNIIA S da
develop national and international rules in cyberwarfare.

HARDY: It does breed some interesting legal questions because where is dot.com? Nobody can answer
that because it no longer fits within the construct of our classical legal system, which defines certain
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activities or certain actions as taking place in certain territories and therefore describes where the
domain is that the courts have jurisdiction.

For example, if you look at the situation in Georgia, where the government came under electronic

attack, then is that under the United Nations or NATO? Is that Article 5 ¢ collective self defense against

an armed attack? Article 6 also talks about armed attack, but it focuses on territory. What about

cyberspace? It turns out that when the Russians attacked the Georgian Web servers, a Georgian national

who happened to live in Atlanta, Georgia ¢ how about that? ¢ reposted all of the Georgian Web sites. If

that were under legal terms of armed conflict, did that person just engage in an act of war by aiding one
AARS 2F |y INXYSR O8oSNIO2yFftAO0GK ¢KS |yasSNI Aa
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represented, it will be run by a 4-star and it will have central authority to protect military critical
infrastructures. ThRS LIN2 6 f SY Aa O2YLX AOFGSR 06SOFdzAS LINROI O
infrastructure is privately owned. Who owns the power grids? Who owns the electrical system or the
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NSCI: What are the top two or three actions you think the Obama administration should take to

improve cyber security?

HARDY: ¢ KS FANERG GKAY3a A& a2YSUKAYy3 GKSe@Q@S |t NBFR
security as a national issue.

With that identification of the problem comes the second step: the ability to develop solutions. The
direction of the Secretary of Defense to stand up U.S. Cyber Command is a big step in that direction in
the military.

C2NJ GKS OAGATALY 62NI RZ 6 SQNBcLIORA ff fA 1152 Ai12A A ST i
but the problem with that is creating a position with responsibility and accountability, but with little or

Y2 lFdziK2NAGED® LGIQA || RAFFAOMzZ G AadadsSod !'a 6S RA
privately owned. How do you end up with a cyber security director who has authority to make decisions
GKFG ITNB 32Ay3 G2 FFFSOG GK2AS LINAGFGS O2YLNI yA
so bringing together some of the best experts to work out these issues in advance is important: How

would we deal with this type of attack? How would we deal with this type of infrastructure issue? From

that, we develop and take decisive courses of action to build into our national infrastructure the ability

to withstand and sustain a potential attack and to build alternative resources for our country, so that in

(KS S¢Syl GKFG 68 FI1OS GKA& aAldd A2y Ay GKS ¥
and just have to wait for it to end.
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blame or the person you fire whensomethingd2 S& ¢ NRBy 3> | YR &S0 GKI LIS
to correct the issue in the first place; they were in an advisory role.

That, again, comes back to the scope of authority. A security leader with appropriate authority will work.

[ SGQa $caSgstems hs én exariple. Their corporate vice president for security has the authority

to shut down the entire Internet access to the company. He had to do it one time, when the SQL

slammer worm infected computers all around the world in minutes. Cisco does a large majority of their

business online. This outbreak took place during their busiest sale season and he had to make the

decision to cut off access and, therefore, cut off all orders coming in, which would cut off revenue,

which would cut off bonuses. It was a very unpopular action, but it turned out it was absolutely the right
GKAYy3 G2 R2d® ¢KS OKFANXIY 2F (GKS 02 NR &dzJJ2 NI
You have a head of security that has the authority to pull the plug and acts with the authority of the

chairman of the board or acts with the authority of the president.

NSCI: As you routinely speak to a variety of audiences, what are the most challenging issues they ask
about? What advice do you have on steps to take to aa@ne these obstacles?

HARDY: Audiences are concerned with the fact that they often lack the resources, financially, to fully
address their problems. That lack of financial resources is traceable to poor communications with
executive management, in that few people can articulately translate a technical aspect of a security
issue in actionable business criteria.

{22 AT a2YS2yS gSNB (G2 odzvYLl Ayid2 (GKS LINBaiAR yu
tweet on Twitter that came over thisparticulaNJ 6t 23 GKIF G Kl a &a2YS LRadAy
GKIFIG adzaasada GKSNBQa a2YS AYyTF2NXIFGA2Yy 2dzi (KS
probably have that "crazy" person escorted out of the building. By effectively rephrasing, you could say

G2 S KI @S | y-malahili§ vhat doddypotentially disclose information that would cause a
AKFNBK2f RSN fl gadaAi RAANYzZLIGAZ2Y (2 2 dzNJ NBQS)/dZS
SESOdziASQa GiSyiAz2yalyR EO&HBEISELR dzaFS Re dek ®
that is actionable.

adzOK 2F ¢gKIFIG L LISNER2YyFft& R2 Aad aSNBS a GKIG
have worked with a variety of organizations and am also certified as a security expert (CISSP, CISM,

CISA). I can speak credibly to both audiences and also transmit information from one side to the other;

AGQa y2d4d +ta Slrae a Ad asSSvyao !'a | NBadf 6z 2yS
organizations, is that they cannot bring to bear the necessary resources to protect themselves.

{802yR: Al O02YSa R2sy (2 SRAOIGA2Yy® 2SQONB 4S84
educated people to do cyber security work? The federal government recently said we need 1,000 smart
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going to be able to pass security clearances. Again ¢ not using hackers in a pejorative term ¢ but in
ISYySNIfsx (GKS&aS YvYIre 0SS F2fl1a 6K2 RS@OSt21LISR aS0Odz
whose personal backgrounds may not qualify them for a security clearance, or people whose social skills

are less than desirable in corporate America. They may be brilliant online, but face-to-face may not be

highly successful as a communicator.

So, part of the issue is developing education and creating pathways for people in the workforce and for
newpeopleeni SNAY 3 (GKS ¢2N] F2NOSd 2SQNBE aSSAy3a |y Sy
to create a cybersecurity workforce, but that takes time. There is a vulnerability window, whereby our
ability to respond may be inadequate to the potential unknown threadi G KI 4 Q& 2 dzi G KSNB
G§KSNBE FTNRY KSNBI odzi 6SQR o6SGGSNI 3ISG ¢g2NyJAy3aT 2

NSCI: What advice would you give to overcome that education and training obstacle?

ITw5,Y LQY GF1Ay3 OGA2y 2y (K (o rdcybdr dcurity2 NJ A
SRdzOF A2yl f LINRPAINIY G GKS oF OKSt 2NNR& RSINEBS
experts and a publisher. Major colleges and universities nationwide are going to be able to distribute
GKA&Ad 2 SQNB | Hardfon IEbbi&dries that Alowdabileiofedrn kinesthetically how to

R2 AGX AyadGdSIR 2F 2dzaid NBFRAYy3I AG Ay | 06221¢ !
FYOAGAZ2dza LINRP2SOGX o6dzi NI GKSNJ (KAY @A Y4 BQYNXY
F2NBINR YR GF1Ay3 OlA2yd 2SQNB adAft ¢g2N)]Ay3
create a significant opportunity for people entering the workforce as well as, ideally from my

perspective, military veterans who wish to transition to the civilian workforce or who wish to return to

GKS YATAGFENE Ay (GKS O@0SNJI g2N] F2NOSo 2SQft LINE
very difficult to find in the educational market today.
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t

NSCI: Looking at the future of IT security, how do you think our universities and various certifications
(e.g. CISSP, CEH, CISM, CISA) are doing in preparing future cyber security professionals?

lTw5,Y LYAGAFIffex LQff (23 {ONBKS S deS adiSANZiyA FoAaK: | GOA 2
mass.

The CISSP ¢ when it was first developed 20 years ago ¢ had a very slow start. It took about seven or eight
years before it caught on. The SSCP certification ¢ which is also administered by (ISC)2 ¢ has had a slow
start, but we expect that to start catching on.

Certifications provide assurance to a potential employer that an employee had demonstrated a certain
level of knowledge and maintains currency in that knowledge. How do we translate security
certifications into preparing security professionals?
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The Department of Defense has issued a directive ¢ DoD 8570.-M. Basically, 8570 specifies industry

dSOdzNR Ge ljda t AFTAOIGA2ya 06SOlIdzasS (G4KS 5SLJoNduerSy i 27
certifications. However, they recognize a certain level of due diligence in the commercial marketplace

that certain certifications represent a level of demonstrated expertise. Many of these certifications are

brought to bear in the Defense Department by meeting certain criteria. We have three levels of

workforce certification for the workforce and for management. We have that particular instruction

broken up into different categories: IAT for technical; IAM for management; with increasing certification

baselines for Level I, Level Il and Level Ill.

All of these are very useful for a senior manager, in that when they look at the alphabet soup of

certifications out there, it translates those into a roughly parallel expertise. For example, CISSP would be

an excellent certification for a high-level manager in information assurance, but is probably not the right
certification for an entry-level technician. And so having something such as DOD-approved baseline
certifications helps management ¢ whetherthe8 QNBE Ay (G KS 32 @SNy &s@nout 2 NJ
the alphabet soup of certifications to match them to the level of expertise they need.

c
w

NSCI: Should there be certifications for certain security professionals, such as those working critical
infrastructure?

HARDY: If you look at what makes a certification work, it has to do with critical mass. There is now a

Certified FISMA Compliance Practitioner ¢ CFCP ¢ and one can be grandfathered under the CFCP by
550SY0SN) om®d whA3IK{G Yy Lfar @mpeténtles of ingersténdirg tertification &ntl G G S
accreditation concepts related to the Federal Information Security Management Act. The federal

320SNYYSYG Yle ale 642 sKIGKsé odzi GKSNB Aa +y 2N
canf 221 + 4 AQ I ypRofitorfoy andntLANBAFR GF 2NNEH yRINIGA 2y KE ¢ K |
matter. (ISC)2isanon-LINR FAG S o0dzi GKSNBQa y2 NBlFazy &2dz OF yqi

standard and make some money off it.

So you find that certifications do a couple of things. First, they may serve industry by assuring a certain
level of knowledge. Secondly, they also represent a pretty decent revenue stream for an organization
that gets everyone to buy into it. And so, if we assign a certification to certain job skills, there may be
value in that, in that it demonstrates a deeper level of understanding. But it further clouds and
complicates the marketplace and there is no central unification for all of these skill certifications.

C2NJ SEFYLX S (GKAyYy]l 2F a2Y$S2yS 3I2Ay3 (2 GKS RNAYSN
license to drive a bus, a dump truck and a motorcycle. For the most part, if you want to drive a bus, a

truck and a motorcycle ¢ in whatever stateyou liveing@ 2 dzZQNBE 3JI2Ay 3 (G2 KI @S G2 JINZ
SELISNIAAZS® _2dz NBIffe R2yQd KIF@S I OKFyos G2 oOdvs
{22 6K2Qa& I RYAYAAUSNAY3I (KSAS OSNIATFAOtodate2 ya K I§2 ¢
And where doesthe moneygoK / SNIAFAOlI GA2y & KSE L) odzi L &adzZasSgi
now where one can take a boot camp ¢ four-day, intensive training, on the fifth day, they whisk the

materials out from under your face and slide the test to you, you regurgitate it as fast as you can with
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The difficulty we face with certifications is that it means that if a person passed a particular test at a

particulartmS> Al R2Say Qi ySOSaalNAfe& RSY2yaidNIXaGS 2y 3gaiy
normally assured through continuing education ¢ accruing 40 credit hours per year, for example ¢ by
attending conferences, writing things, reading things, learning things, I G G SY RAy 3 Of  aaSaxzf§Si

whole range of doing that, but it basically shows that an individual has demonstrated dedication to
learning.

These qualifications are, for the most part, self-NBE LI2 NIISR | yR Sy T2 NDSR { KNEP dzff K
possible that someone could have a certification, be brilliant, work on this 52 weeks a year and has been

doing it for 20 years, and their exact same certification could be held by someone who took a four-day

cram course, regurgitated it on paper and kind of stretched the truth from time to time to show they

stayed current, but nobody really knows. The real difficulty for the employer is a certification should

Fa&aSNI  OSNIFAYy tS@St 2F SELISNIAAST odzi 6AGK {#KS
demonstrate, ideally hands-on, how they would handle types of issues and problems that one expects.

Successful passing of that real-world test is probably even more important.

NSCI: What advice would you give to someone interested in pursuing a cyber career?

1 w5, Y D22R ljdSaidAz2yd® CANERGTZ O2YYAl e2dz2NBRSE T f
of transistors doubles every 18 months, and therefore computing speed doubles in the same period. G.
al N] Qa O2NRffIl NB al &a fonatioFsecarity wilklé bbspletd i 1@&mdntyfs2 & |

C2NJ GK2asS 6K2 R2yQl 0StASOS YSY (g2 &SIFNRER 323 K2
how many Windows 7 computers are being run? And, yet, roll the clock forward 18 to 24 months, and

allthenumdo SNE OKlFy3ISo At K2ySa IINB oFNBfe Gg2 &SI Na fF
dzy 1\ y26y Go2 @SIFINAR 320 2KIG O02YSa FGSNI CFHOSo241 =
but two years from now it will have 20 million subscribers. So, that first commitment has to be to
O2yaidlyidte tSIENYye® hyS OFyQi SELISOG G2 are aL KIWoS
F 3l Ay dE

Number 2: have an ethical orientation. People want to be hackers, do penetration testing or break into
thingsbecause A 1 a2dzyRa fA1S A0GQa Fdzyd® ! yR AlG Aaod . dzizf2d
people not to stray to the dark side early on in their lives. An arrest record or errors in judgment may

prevent them from ever having an opportunity later in life to do work that really means something ¢ for
example, earning a Department of Defense security clearance and working with some of the most

sophisticated security systems ever invented.

The third piece of advice | would give is get an education. Many people who get into security have a

tremendous knack to learn computers at a young age, but they may not have the personal discipline to

AA0 G0KNRdzZAK &a20Alt addzRASaz ft3ISoNIr I SGOd:E | yR
realize that having a well-rounded education offers the most opportunity. For those who do not have a

degree, go get one. Security degrees are going to become much more available in about 10 months

¢
N
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when we roll out comprehensive security education ¢ a capability that will reach several hundred cities
across the United States. Having an education and the discipline one learns when going through that
education is going to help maintain that lifelong learning aspect toward doing things. That, plus an
ethical background, pretty much positionsapersoncA ¥ (i K S & Q NdBo h@y@aYdrySudc&ssfull
career in a variety of agencies.

NSCI: In your risk assessment work, can you tell us about a few of the best practices you've seen that
all organizations could or should benplementing?

| ' w5, Y bdzYoSNJI mY I @S  gNARGGSY LREtAORBD® !  GNRI
protected and how important it is, therefore how much value is assigned and how much to spend to
protect it. Effective policiesshouldbead 2 dzi 2y S LI 3S t 2y 3> t S2LX S

S &t
LJ 3SK¢ ''YR L Fal a2KFG Aa GKS FGdSyidAazy aLly

e
2

And so, what that suggests is that having a brief policy statement creates the expectation that all

employees should read it. Policies should be simple; the details can be worked out. Policy statements

answer a number of basic questions. They have to match the mission of the organization. Policies should

be written with a good understanding of the business, rather than simply written by security people.
¢CKIFIGQa oKeé ¢S SyR dzl-dhamdted piisswioddsf 3 upPekcse 3 laiwkrdasé, 3 a - @ G m
YydzYo SNEX o &aLISOALFf OKIFNIOGSNAEI YR Ydzad o6S OKI
LJIS2LX S R2y Qi GKAYy|l GKIFIG gleod 2SS KIFI@S (G2 3ISG RS
gKI G @2dz LINPGSOGY K2g YdzOK AdGQa ¢2NIK FYyR YIF1S
probably the most important thing.

Secondly, focus on security awareness and training. Most people want to do the right thing, but they are
very bad guessers when it comes to knowing what the right thing is with respect to computer security.
So, given the choice between deleting without reading or clicking on dancing bears, | think that some
employees tend to click on dancing bears to see what happens. Unfortunately, usually something else
happens other than just the bears dancing. The education needs to be recurring, and ideally, security
awareness becomes a part of the corporate culture. Certain companies and military organizations have
their own culture.

When | fly with Southwest Airlines, for example, their culture is to take care of their employees and
GKSeQft dGF1S O NB 2 TR2AKY/ST Odzadi 2! YWSRNEASG Q& R+ KA dd/S FA
azy3as GKSe GStf 221Saz G(GKSeQftf G2aa LISFHydzia R2
FY203KSNI I ANIAYSIEI GKERDNEC KIoER4d ddil (6 $ & Ndha@adrth fafN s ©
security awareness as part of it.

¢CKS YAfAGFNE Aa OSNE 3I22R |G dKFrdGod 2KSy L gl a
GCKAE A&-REDEOEGKNESNE y20 I &4S0dNB tAySo wéae L
mean? When you answered the phone, you told the person on the other end that somebody else might

be listening in; everyone on the phone call knew that they were potentially subject to monitoring. Now,

we send e-mails with large important attachments and who knows who gets to see it along the way?

Awareness and training will help.
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And then the layered security tools come into place. What the security technology will do is keep the

honest users from making serious mistakes and make the dishonest user's level of difficulty higher when
GKS@QNB GNBAY3 (2 O2YYALl | K2atdAaftsS I0led ¢KSNBQ
K2a2ySaidod C2NJ SEIFYLX S 2014 18SLI K2aySaid LS2LX S
of layered security is to create a gauntlet of multiple security challenges an attacker may fail to

complete because they lack the time or the skill to complete it, or they set off an alarm and provide for a
NEalLlyasSs a2 GKS& OFyQd 3ISiG G2 GKSANI 202S0O0GA0S

In summary: have a written policy; training and awareness; and layered security.

NSCI: How does risk assessment scale from a small business network, with a couple of a servers and a
few dozen clients, to something as large as the DoD, operating across multiple ré&swaith
hundreds of thousands of clients around the globe?

HARDY: Risk assessment is fundamentally matching vulnerabilities to threats and to assets. How much is
my asset worth? What are the threats that could cause harm to that asset? And how vulnerable am | to
those threats, that is to say, can they manifest themselves?

For example, if | lived in San Francisco and had a collection of fine crystal, the threat to that may be
SINIKIljdzr 1Sad 28ttt GKSNBQa | faz hevulhéasiiychowz2z ¥ S
likely is that to happentoyoucA & Y dzOK KAIKSNI Ay {ly CN}IyOAaxaodz i
still there, but a risk assessment looks at it and helps you decide whether to prepare for it or not. If it

happens, thenyoud I {S GKS KAG® LGQA | YIylF3ISYSyd RSOA&R
decides the risk is unacceptable, then risk assessment says you need to mitigate the risk ¢ implement a
countermeasure; assign the risk ¢ take out an insurance policy; or avoid the behavior. And that is the
only way to really do risk avoidance.

L¥ @2dz2ONB | FNF}AR 2F ReAYy3d kKUKFIIDAI YB2 DRI QS DYy S
on an airplane, you might have a hard time living parts of your life. Buti G K+ 6 Qa I OK2A

What we do when we look at something from a risk assessment perspective is know what your assets

FNBE Ay GSN¥Ya 2F GKSANI @IFtdzST 1{y26 6KFIG G§KS GKN
your vulnerability to them?); and understand the universe of countermeasures available. Then you can

make a series of business decisions on what countermeasures are reasonable to implement and provide

a reduction of the risk; what risk are we going to assign to others; and what risk is of such a nature that |

can neither reduce it nor reassign it, and therefore must stop that particular practice ¢t K 4 Q& N & |
avoidance.
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NSCI: You've authored books on various aspects of information security. Given cloud computing seems
to be catching on, what are the major security changes an organization should be aware of prior to
adopting a "cloud architecture"?

HARDY: Many peopledoy Qi dzy RSNBE Gl YR 6KIF G Of 2dzR 02 YLJdzi A y 3
Basically, what happens is that in the traditional technology infrastructure, one owns a computer, they

own the software applications, they plug it into the wall, they have to do the maintaining and updating;

all this work you do yourself.

/] £2dzR O02YLlziAy3d &l e&a @2dz R2y Qi ySSR (G2 dzyRSNEGMYR
{2YS2yS StasS gAftt LINPGARS AG FT2NJ @&2dzhecloudQa 2 dzi fi K
g2dA R 0SS a2YS2yS StasSqQa O2YLWz2iSNI aeadsSy GKFG A LJ
GKSNBE GKIFIG aSNBAOS Aa O2YAy3a FTNRY 2N S@Sy (GKS 2Y

service would be something like aGoogleapp® L R2y Qi ySSR (2 24y aiAONRajp T
D223tS YR aGFNI R2Ay3 g2NR LINPOSaaAaAydId LIQa a2 N
a2YS O KSNE v¢

Ly | ydziakStfz GKIFIGQa LINBiGdGe YdzOK ¢ Khavdatheir@m K2 a Ay
250 aAilS K2ailiSR 2y GKSANI 2gy O2YLIMziSNBRT AidQa RAPYS
gK2fS NIy3aS 2F O2YLIziAy3a OF LI oAfAGASE 6KSNB (K S
1y26 6KSNB AiQa 0SAyad 2N\H]eraZK2;a§I<aSl\hHiZ)fuyK7\Sf?ae7\auud8Y¢Ké 2d
AG Ay A0Qa GdaNYySR 2y LGIQa tA1S StSOGNROAGeEY KS

2 KFG Fo2dzi aSOdzNAGe Y2RSta FT2N) Of 2dzR O2YLJzi Ay 3 ¢
working on it, but what happens is that with a third party hosting your data someplace else and

probably co-locating your data with many other customers, how do you keep somebody ¢ such as a

skilled hacker ¢ from entering your database, climbing outside of that enclave and then climbing into

a2yvySz2yS StasqQa RIaGlrolaSo

A lot of cloud computing is moving toward virtual systems, using VMware and other types of tools. If

you wanted to have a new Microsoft Windows 2007 server with 2G of memory and 50G of hard drive

sl OSs YR Fy hNIXOtS RFEGFOoFrasS azftdziAz2y dzLJ ' YR Nfzyy
Microsoft and Oracle, have it shipped, installed, configured, and update the software. In the virtual

R2YFAY Ay Of 2dzR O2Y LIz ¥PINKAZANKORIFI FR FYUKYKI>E Yayakis
virtual machine, out there in the cloud, ready to run.

Security will be tough. To whom do you assign liability? What are the international boundaries? If the
attacker is from overseas, how do you catch him and in whose court do you prosecute? How do you
enforce a service-level agreement’> There are a number of potential security issues starting to emerge as

6S t22] LG AGo [ 2dz Oly SyONBLI REdGF Fd NBadz od
softwvaNB & | ASNWAOS: a2YS82yS Kira (G2 RSONBLI GKS BRI
AlQa LRGSYGAIfte @dAf ySNIo6tSd 2KEG | 62dzi LISNR2Y It ¢

under regulations, such as HIPAA, or financial information subject to the Gramm-Leach Bliley Act
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(GLBA)? Some of these companies might be compromising sensitive data or getting it wrong, resulting in
criminal charges. If the lack of data integrity is due to a hack at the cloud, to whom do you assign

liabilA 6 8 K ¢KS LRAYG A& AdGQa | 3ANBFG LI NX¥RAIYIZ 6 dzi
focused on cloud computing security.

b{/LY L& GKSNB lyeidKAaAy3d Stas e2dQR t4A1S8 G2 I RR

HARDY: Security has evolved over many years to go from the fringes of computing to being part of the

O2NB 2F K2g 6S KIFI@PS (2 R2 o0dzaAySaad ¢ KSowhyidSNYy
America, where you can leave your front door unlocked and the keys in your car overnight and never

worry. Today, we lock our car, take the keys, set the alarm in the house, put bars on the window, and

you still have to worry about attacks. With that as a paradigm, security becomes much more important.

Not only that, but we put much more of our lives, information, business process know-how and critical
infrastructure of our national defense on the wire. | fully expect the next war to be on the wire. Having

access to qualified cyber security experts will be critical to protecting the critical infrastructure and the

industrial knowledge-base of America.

¢KS @SN IS LISNER2Y R2SayQi eSi aSS 0OeoSNJ aSoOdN
credit card number, or at worst case, identity theft. It has the potential to drastically impact lives, where

it takes out huge chunks of critical infrastructure. We must ¢ as a nation ¢ prepare for that, defend

against that and enable our workforce to be able to succeed, fully-functioning, in a hostile environment

before that environment materializes. The danger of it is that people wait until some adverse event

happens before they protect against it because denial often exceeds wisdom.

L K2LS 6S R2y Qi KI @S (2 32 R26y (GKS NRIR 2F |
fA1Ste GKFG AG R2 Senthddirst@ddipleiofzhoti firedd BStohidand GBamyia Sandi S
0KS | gSNI IS LISNER2Y A& y2G &SG FtFNYSR® LQY 62N
GK2dzal yRaE 2F OeoSN) 4aSOdaNA (& SELISNIASZ | ff 20 AlYER |
f20S (2 OKIF{ 6AGK &2dz Ay GKS Fdzidz2NB FyR 3IABS @&
Thank you.
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