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SENIOR LEADER PERSPECTIVE: G. MARK HARDY 

NSCI’s Lindsay Trimble recently interviewed G. Mark Hardy, president of National 
Security Corporation. Hardy, who holds a CISSP, CISM and CISA, has been providing 
information security expertise to government, military and commercial clients for 
more than 25 years. A long-standing industry veteran, he is a perennial speaker at 
major industry events and the author of The Information Security Handbook for 
Enterprise Computing, Client/Server Security Handbook and a contributing author 
to Network Security Secrets. Hardy is also a captain in the U.S. Navy and serves as 
president of the Association of the United States Navy. In this interview, Hardy 
discusses the evolution of cyber security methods, challenging security issues for 
organizations and gives recommendations for overcoming these obstacles. He also 
provides insight into cloud computing and risk assessment and gives a preview of a 
new information security educational curriculum currently being developed.   
 
NSCI: You have been working with government, military and industry clients in information security 
for more than 25 years. How have cyber security methods and solutions changed in that time? 

 
HARDY: The methods of the attacks have changed, therefore the methods of the solutions have had to 
change along with them. Typically, a threat will emerge or manifest itself, causing a person to develop 
some sort of countermeasure or defense. At this point, those who can implement the countermeasure 
will do it, it rolls its way out, gets itself into the marketplace, people implement it, the threat gets 
mitigated and attackers come up with something else.  
 
We have seen generations of security threats, which have gone from everything such as relatively 
benign, simple things. An example of this would be old, original viruses, such as the Michelangelo Virus, 
where the requirement was to physically transport a floppy disk from one medium to another. Someone 
accidentally would leave the floppy disk in one medium and infect the thing. When that happened, the 
infection spread by exactly 1.  
 
!ǎ ȅƻǳ Ŏŀƴ ǘŜƭƭΣ ōŀŎƪ ƛƴ ǘƘƻǎŜ ƻƭŘ ŘŀȅǎΣ ǘƘƛƴƎǎ ŘƛŘƴΩǘ ŎƘŀƴƎŜ ǾŜǊȅ ǊŀǇƛŘƭȅΦ ¢ƻŘŀȅΣ ǿŜΩǊŜ ƛƴ ŀ Ƴǳƭǘƛ-modal 
threat environment, where the blended threat attack vectors of perpetrators are highly complex. They 
rival almost a military operation in their sophistication and require a very comprehensive, blended 
response to be able to deal with them effectively.  
 
Many organizations lack full-time security staff. Those who do have full-ǘƛƳŜ ǎŜŎǳǊƛǘȅ ǎǘŀŦŦ ŘƻƴΩǘ ŀƭǿŀȅǎ 
have folks who have been trained at a high enough level to respond to the threat and, most of the time, 
those are the lasǘ ǇŜƻǇƭŜ ƛƴ ŀƴ ƻǊƎŀƴƛȊŀǘƛƻƴ ǘƻ ŘƛǎŎƻǾŜǊ ǘƘŀǘ ǘƘŜǊŜ ƛǎ ŀ ǇǊƻōƭŜƳΦ ¢ȅǇƛŎŀƭƭȅΣ ƛǘΩǎ ŀ ǳǎŜǊΣ 
somebody who has little to no security expertise ς maybe a secretary or a salesman ς that will 
ŜƴŎƻǳƴǘŜǊ ǎƻƳŜǘƘƛƴƎ ǘƘŀǘ ƭƻƻƪǎ ǊŜƭŀǘƛǾŜƭȅ ƛǊǊŜǎƛǎǘƛōƭŜΥ ά/ƭƛŎƪ ƘŜǊŜ ŦƻǊ free tickets; Click here and watch 
ŘŀƴŎƛƴƎ ōŜŀǊǎΦέ  bƛƴŜ ƻǳǘ ƻŦ мл ǇŜƻǇƭŜ ǿƛƭƭ ŎƭƛŎƪ ǘƻ ǎŜŜ ǿƘŀǘ ƘŀǇǇŜƴǎ ǿƘŜƴ ȅƻǳ ŎƭƛŎƪ ƻƴ ŘŀƴŎƛƴƎ ōŜŀǊǎΦ 
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¢ƘŀǘΩǎ ǿƘŜƴ ŀ ƴŜǿ ƛƴŦŜŎǘƛƻƴ ōǊŜŀƪǎ ƻǳǘΣ Ǌǳƴǎ ǘƘǊƻǳƎƘ ŀƴ ŜƴǘŜǊǇǊƛǎŜ ŀƴŘ ŜŦŦŜŎǘƛǾŜ ǊŜǎǇƻƴǎŜǎ ŀǊŜ 
required.  
 
²ŜΩǊŜ ŀƭǎƻ seeing a change in the threat environment from the 1970s, when we started doing security. 
¢ƻ ŘŜŦƛƴŜ ǘŜǊƳǎ ŎŀǊŜŦǳƭƭȅΥ ά/ǊŀŎƪŜǊǎέ ŀǊŜ ǘƘƻǎŜ ǿƘƻ Řƻ ƳŀƭƛŎƛƻǳǎ ǿƻǊƪΦ άIŀŎƪŜǊǎέ ŀǊŜ ǘƘƻǎŜ ǿƘƻ Ŏŀƴ 
ǇǊƻŘǳŎŜ ŀƴ ƻǳǘŎƻƳŜ ǘƘŀǘ ǘƘŜ ŘŜǎƛƎƴŜǊ ƻŦ ŀ ǎȅǎǘŜƳ ŘƛŘƴΩǘ ƛƴǘŜƴŘΦ  
 
FƻǊ ŜȄŀƳǇƭŜΣ 9ƛƴǎǘŜƛƴ ƘŀŎƪŜŘ bŜǿǘƻƴƛŀƴ ǇƘȅǎƛŎǎΦ bŜǿǘƻƴ ǿŀǎƴΩǘ ǘƘƛƴƪƛƴƎ ŀōƻǳǘ ǿƘŀǘ ƘŀǇǇŜƴŜŘ ǿƘŜƴ 
ǘƘƛƴƎǎ ƳƻǾŜŘ ŎƭƻǎŜ ǘƻ ǘƘŜ ǎǇŜŜŘ ƻŦ ƭƛƎƘǘΦ .ǳǘ 9ƛƴǎǘŜƛƴ ǿŀǎ ǘƘƛƴƪƛƴƎ ŀōƻǳǘ ƛǘΦ IŜ ǎŀƛŘ ά²Ƙŀǘ ƛŦ L Řƻ ǘƘƛǎΚέ 
and, sure enough, he came up with a solution that essentially hacked Newtonian physics and produced 
ŀƴ ƻǳǘŎƻƳŜ ǘƘŀǘ ǘƘŜ ŘŜǎƛƎƴŜǊ ŘƛŘƴΩǘ ƛƴǘŜƴŘΦ Lǘ ǇǊƻŘǳŎŜŘ ǎƻƳŜǘƘƛƴƎ ǳǎŜŦǳƭ ŦƻǊ 9ƛƴǎǘŜƛƴ ς his theory of 
relativity.  
 
{ƻΣ ǿƘŜƴ ǎƻƳŜōƻŘȅ ƘŀŎƪǎ ŀ ŎƻƳǇǳǘŜǊ ǎȅǎǘŜƳΣ ǘƘŜȅΩǊŜ ƴƻǘ ǾƛƻƭŀǘƛƴƎ ƭŀǿǎ ƻŦ ǇƘȅǎƛŎǎΤ ǘƘŜȅΩǊŜ ƴƻǘ 
ŎƘŀƴƎƛƴƎ ǘƘŜ ǿƛǊƛƴƎ ƻƴ ŀ ŎƘƛǇΦ ¸ƻǳ ŎŀƴΩǘ Řƻ ǘƘŀǘΤ ȅƻǳ ƘŀǾŜ ǘƻ ǿƻǊƪ ǿƛǘƘƛƴ ǘƘŜ ǊǳƭŜ ǎŜǘΣ ōǳǘ ȅŜǘ ȅƻǳΩǊŜ ǎǘƛƭƭ 
producing an outcome that the designer never thought possible, because our systems are so 
complicated.  
 
Lƴ ǘƘŜ тлǎΣ ƘŀŎƪƛƴƎΩǎ ŦƻŎǳǎ ǿŀǎ ōŀǎŜŘ ƻƴ ƛntellectual curiosity/proof of concept ς άIŜȅΣ L Ŏŀƴ ōǊŜŀƪ ƛƴǘƻ 
ǘƘƛǎ ǎȅǎǘŜƳΦέ ¢ƘŜ ƘŀŎƪŜǊ ŜǘƘƛŎǎ ōŀŎƪ ǘƘŜƴ ǿŀǎ ά/ŀǳǎŜ ƴƻ ŘŀƳŀƎŜ ŀƴŘ ŘƻƴΩǘ ǘŀƪŜ ŀƴȅǘƘƛƴƎΦέ  Lǘ ǿŀǎ ŀ 
ƭƛǘǘƭŜ ōƛǘ ƭƛƪŜ ǎŜŜƛƴƎ ƛŦ ȅƻǳ ŎƻǳƭŘ ǇƛŎƪ ŀ ƭƻŎƪΤ ȅƻǳΩŘ ƎŜǘ ǘƘŜ ƴŜƛƎƘōƻǊΩǎ ŘƻƻǊ ƻǇŜƴΣ ōǳǘ ǘƘŜƴ close it back up 
ŀƎŀƛƴΦ ¸ƻǳ Ƨǳǎǘ ǿŀƴǘŜŘ ǘƻ ǎŜŜ ƛŦ ȅƻǳ ŎƻǳƭŘ Řƻ ƛǘΦ ¸ƻǳ ŘƛŘƴΩǘ ōǊŜŀƪ ƻǊ ǘŀƪŜ ŀƴȅǘƘƛƴƎΦ 
 
Lƴ ǘƘŜ улǎΣ ƛǘ ōŜŎŀƳŜ ŀ ƭƛǘǘƭŜ ōƛǘ ƳƻǊŜ ƭƛƪŜ ǇǊŀƴƪǎΦ Lǘ ōŜŎŀƳŜ ƳƻǊŜ ƭƛƪŜ ά[ƻƻƪ ǿƘŀǘ ǇǊƻōƭŜƳǎ ǿŜ Ŏŀƴ 
ŎŀǳǎŜΦέ Lƴ ǘƘŜ флǎΣ ƛǘ ōŜŎŀƳŜ ƳŀƭƛŎƛƻǳǎΦ tŜƻǇƭŜ ǿŜǊŜ hacking Web sites, defacing things, putting up 
obscene content. By the 2000s, we saw the emergence of almost full-scale economic warfare on the 
Internet, whereby organized crime were attacking using the Internet. 
 
You know when they asked Willie Sutton, a ōŀƴƪ ǊƻōōŜǊΣ ǿƘȅ ƘŜ ǊƻōōŜŘ ōŀƴƪǎΣ ƘŜ ǎŀƛŘ ά.ŜŎŀǳǎŜ ǘƘŀǘΩǎ 
ǿƘŜǊŜ ǘƘŜ ƳƻƴŜȅ ƛǎΦέ LŦ ȅƻǳ ŀǎƪ ǘƘŜ ŎǊƛƳƛƴŀƭǎ ǿƘƻ ŀǊŜ ƎƻƛƴƎ ŀŦǘŜǊ ǘƘŜ LƴǘŜǊƴŜǘ ǿƘȅ ǘƘŜȅΩǊŜ ƘŀŎƪƛƴƎΣ 
ǘƘŜȅΩƭƭ ǘŜƭƭ ȅƻǳ ά¢ƘŀǘΩǎ ǿƘŜǊŜ ǘƘŜ ƳƻƴŜȅ ƛǎΦέ LǘΩǎ ƛƴ ǘƘŜ ŎƻƳǇǳǘŜǊ ǎȅǎǘŜƳǎΣ ǎƻ ǿŜ ƘŀǾŜ ŀ ŘƛŦŦŜǊŜƴt type of 
threat going forward. We have not yet seen this, but the manifestation for the 2010s is likely going to be 
ŎȅōŜǊǿŀǊΦ ²ŜΩǾŜ ǎŜŜƴ ǘƘŜ ŦƛǊǎǘ ŎƻǳǇƭŜ ǊƻǳƴŘǎ ƻŦ ǘƘŀǘ ǿƛǘƘ 9ǎǘƻƴƛŀ ŀƴŘ DŜƻǊƎƛŀΦ LƴǘŜǊŜǎǘƛƴƎƭȅ ŜƴƻǳƎƘΣ ǘƘŜ 
ǿƻǊƭŘ ŎƻƳƳǳƴƛǘȅ ŘƛŘƴΩǘ ǊŜǎǇƻƴŘ ǿƛǘh military or economic sanctions, or even strongly worded 
diplomatic protests. That sends the wrong message to those who would potentially use cyberspace as a 
battlefield. 
 
b{/LΥ Lƴ /ȅōŜǊtǊƻΣ ǿŜΩǾŜ ƘŀŘ ŀ ŎƻǳǇƭŜ ƛƴǘŜǊǾƛŜǿǎ ǿƛǘƘ ƭŜŀŘŜǊǎ ǿƘƻ ŀƎǊŜŜŘ ǘƘŜǊŜ ǿƛƭƭ be a need to 
develop national and international rules in cyberwarfare.    
 
HARDY: It does breed some interesting legal questions because where is dot.com? Nobody can answer 
that because it no longer fits within the construct of our classical legal system, which defines certain 
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activities or certain actions as taking place in certain territories and therefore describes where the 
domain is that the courts have jurisdiction.  
 
For example, if you look at the situation in Georgia, where the government came under electronic 
attack, then is that under the United Nations or NATO? Is that Article 5 ς collective self defense against 
an armed attack? Article 6 also talks about armed attack, but it focuses on territory. What about 
cyberspace? It turns out that when the Russians attacked the Georgian Web servers, a Georgian national 
who happened to live in Atlanta, Georgia ς how about that? ς reposted all of the Georgian Web sites. If 
that were under legal terms of armed conflict, did that person just engage in an act of war by aiding one 
ǎƛŘŜ ƻŦ ŀƴ ŀǊƳŜŘ ŎȅōŜǊ ŎƻƴŦƭƛŎǘΚ ¢ƘŜ ŀƴǎǿŜǊ ƛǎΥ ²Ŝ ŘƻƴΩǘ ƪƴƻǿΦ  
 
LǘΩǎ ŀƴ ŜƳŜǊƎƛƴƎ ŦƛŜƭŘ ǘƘŀǘ Ƙŀǎ ǘƻ ōŜ ŘŜŦƛƴŜŘΦ !ǎ ȅƻǳ ƪƴƻǿΣ ǘƘŜ ¦Φ{Φ Ƙŀǎ ǊŜŎŜƴǘƭȅ ǎǘƻƻŘ ǳǇ ǘƘŜ 5ŜŦŜƴǎŜ 
5ŜǇŀǊǘƳŜƴǘΩǎ ¦Φ{Φ /ȅōŜǊ /ƻƳƳŀƴŘΦ ¢ƘŜ ¦Φ{Φ /ȅōŜǊ /ƻƳƳŀƴŘ ǿƛƭƭ ōŜ ŀ ǎǳb-unified command, which 
ƳŜŀƴǎ ƭƛǘǘƭŜ ǘƻ ŀƴȅōƻŘȅ ŜȄŎŜǇǘ ƛŦ ȅƻǳΩǊŜ ƛƴ ǘƘŜ ƳƛƭƛǘŀǊȅΦ CǳƴŘŀƳŜƴǘŀƭƭȅΣ ƛǘ ƳŜŀƴǎ ǘƘŀǘ ŀƭƭ {ŜǊǾƛŎŜǎ ǿƛƭƭ ōŜ 
represented, it will be run by a 4-star and it will have central authority to protect military critical 
infrastructures. ThŜ ǇǊƻōƭŜƳ ƛǎ ŎƻƳǇƭƛŎŀǘŜŘ ōŜŎŀǳǎŜ ǇǊƻōŀōƭȅ фл ǇŜǊŎŜƴǘ ƻŦ ƻǳǊ ŎƻǳƴǘǊȅΩǎ ŎǊƛǘƛŎŀƭ 
infrastructure is privately owned. Who owns the power grids? Who owns the electrical system or the 
ǎǘƻŎƪ ƳŀǊƪŜǘ ǘǊŀŘƛƴƎ ƴŜǘǿƻǊƪǎΚ ¢ƘƻǎŜ ŀǊŜƴΩǘ ƴŜŎŜǎǎŀǊƛƭȅ ƻǿƴŜŘ ōȅ ǘƘŜ ƎƻǾŜǊƴƳŜƴt, so how do you 
ǿƻǊƪ ƻǳǘ ŀƎǊŜŜƳŜƴǘǎ ǘƻ ǇǊƻǘŜŎǘ ǘƘŀǘ ǿƘŜƴ ǘƘŜȅΩǊŜ ŀ ǇƻǘŜƴǘƛŀƭ ǘŀǊƎŜǘ ŦƻǊ ŀ ŎȅōŜǊ ŀǘǘŀŎƪΚ 
 
NSCI: What are the top two or three actions you think the Obama administration should take to 
improve cyber security? 
 
HARDY: ¢ƘŜ ŦƛǊǎǘ ǘƘƛƴƎ ƛǎ ǎƻƳŜǘƘƛƴƎ ǘƘŜȅΩǾŜ ŀƭǊŜŀŘȅ ŘƻƴŜΦ ¢ƘŜ ŀŘƳƛƴƛǎǘǊŀǘƛƻƴ Ƙŀǎ ƛŘŜƴǘƛŦƛŜŘ ŎȅōŜǊ 
security as a national issue.  
 
With that identification of the problem comes the second step: the ability to develop solutions. The 
direction of the Secretary of Defense to stand up U.S. Cyber Command is a big step in that direction in 
the military.  
 
CƻǊ ǘƘŜ ŎƛǾƛƭƛŀƴ ǿƻǊƭŘΣ ǿŜΩǊŜ ǎǘƛƭƭ ƭƻƻƪƛƴƎ ŦƻǊ ŀƴ ŜŦŦŜŎǘƛǾŜ ŎȅōŜǊ ǎŜŎǳǊƛǘȅ ς LΩŘ ƭƛƪŜ ǘƻ ǳǎŜ ǘƘŜ ǿƻǊŘ άŎȊŀǊΣέ 
but the problem with that is creating a position with responsibility and accountability, but with little or 
ƴƻ ŀǳǘƘƻǊƛǘȅΦ LǘΩǎ ŀ ŘƛŦŦƛŎǳƭǘ ƛǎǎǳŜΦ !ǎ ǿŜ ŘƛǎŎǳǎǎŜŘ ǇǊŜǾƛƻǳǎƭȅΣ фл ǇŜǊŎŜƴǘ ƻŦ ƻǳǊ ŎǊƛǘƛŎŀƭ ƛƴŦǊŀǎǘǊǳŎǘǳǊŜ ƛǎ 
privately owned. How do you end up with a cyber security director who has authority to make decisions 
ǘƘŀǘ ŀǊŜ ƎƻƛƴƎ ǘƻ ŀŦŦŜŎǘ ǘƘƻǎŜ ǇǊƛǾŀǘŜ ŎƻƳǇŀƴƛŜǎΚ ¸ƻǳ ŎŀƴΩǘ ƻǊŘŜǊ ǘƘŜƳ ǘƻ ŘƛǎŎƻƴƴŜŎǘ ǘƘƛǎΣ ƻǊ ǘƻ ǳǎŜ ǘƘŀǘΣ 
so bringing together some of the best experts to work out these issues in advance is important: How 
would we deal with this type of attack? How would we deal with this type of infrastructure issue? From 
that, we develop and take decisive courses of action to build into our national infrastructure the ability 
to withstand and sustain a potential attack and to build alternative resources for our country, so that in 
ǘƘŜ ŜǾŜƴǘ ǘƘŀǘ ǿŜ ŦŀŎŜ ǘƘƛǎ ǎƛǘǳŀǘƛƻƴ ƛƴ ǘƘŜ ŦǳǘǳǊŜΣ ǿŜ ŘƻƴΩǘ ƘŀǾŜ ǘƻ Ǝƻ ǘƘŜ ǿŀȅ ƻŦ 9ǎǘƻƴƛŀ ŀƴŘ DŜƻǊƎƛŀ 
and just have to wait for it to end. 
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b{/LΥ L ǘƘƛƴƪ ǿŜΩǊŜ ŀƭƭ ǿŀƛǘƛƴƎ ǿƛǘƘ ōŀǘŜŘ ōǊŜŀǘƘ ŦƻǊ ŀƴ ƻŦŦƛŎƛŀƭ ŀƴƴƻǳƴŎŜƳŜƴǘ ŀōƻǳǘ ǘƘƛǎ Ǉƻǎƛtion. 
 
HARDY: 9ǾŜǊȅƻƴŜΩǎ ǿŀƛǘƛƴƎ ǘƻ ǎŜŜΣ ōǳǘ ǘƘŜ ǇǊƻōƭŜƳ ƛǎ ǿŜ ǘŀƭƪ ŀōƻǳǘ ǘƘŜ /{h ŀǎ ǘƘŜ άŎƘƛŜŦ ǎŜŎǳǊƛǘȅ 
ƻŦŦƛŎŜǊΣέ ōǳǘ L ǘƘƛƴƪ ŦƻǊ Ƴŀƴȅ ƻǊƎŀƴƛȊŀǘƛƻƴǎΣ ǘƘŜ /{h ƛǎ ǘƘŜ άŎƘƛŜŦ ǎŎŀǇŜƎƻŀǘ ƻŦŦƛŎŜǊΦέ LǘΩǎ ǘƘŜ ǇŜǊǎƻƴ ȅƻǳ 
blame or the person you fire when something ƎƻŜǎ ǿǊƻƴƎΣ ŀƴŘ ȅŜǘ ǘƘŀǘ ǇŜǊǎƻƴ ŘƛŘƴΩǘ ƘŀǾŜ ǘƘŜ ŀǳǘƘƻǊƛǘȅ 
to correct the issue in the first place; they were in an advisory role.  
 
That, again, comes back to the scope of authority. A security leader with appropriate authority will work. 
[ŜǘΩǎ ƭƻƻƪ ŀǘ /ƛsco Systems as an example. Their corporate vice president for security has the authority 
to shut down the entire Internet access to the company. He had to do it one time, when the SQL 
slammer worm infected computers all around the world in minutes. Cisco does a large majority of their 
business online. This outbreak took place during their busiest sale season and he had to make the 
decision to cut off access and, therefore, cut off all orders coming in, which would cut off revenue, 
which would cut off bonuses. It was a very unpopular action, but it turned out it was absolutely the right 
ǘƘƛƴƎ ǘƻ ŘƻΦ ¢ƘŜ ŎƘŀƛǊƳŀƴ ƻŦ ǘƘŜ ōƻŀǊŘ ǎǳǇǇƻǊǘŜŘ ǘƘŜ Ŏŀƭƭ ŀƴŘ ǘƘŀǘΩǎ ŀƴ ŜȄŀƳǇƭŜ ƻŦ Ƙƻǿ ǘƻ Řƻ ƛǘ ǊƛƎƘǘΦ 
You have a head of security that has the authority to pull the plug and acts with the authority of the 
chairman of the board or acts with the authority of the president. 
 
NSCI: As you routinely speak to a variety of audiences, what are the most challenging issues they ask 
about? What advice do you have on steps to take to overcome these obstacles? 
 
HARDY: Audiences are concerned with the fact that they often lack the resources, financially, to fully 
address their problems. That lack of financial resources is traceable to poor communications with 
executive management, in that few people can articulately translate a technical aspect of a security 
issue in actionable business criteria. 
 
{ƻΣ ƛŦ ǎƻƳŜƻƴŜ ǿŜǊŜ ǘƻ ōǳƳǇ ƛƴǘƻ ǘƘŜ ǇǊŜǎƛŘŜƴǘ ƻŦ ǘƘŜ ŎƻƳǇŀƴȅ ƛƴ ǘƘŜ ŜƭŜǾŀǘƻǊ ŀƴŘ ǎŀȅ ά²Ŝ Ƨǳǎǘ ƘŀŘ ŀ 
tweet on Twitter that came over this particulaǊ ōƭƻƎ ǘƘŀǘ Ƙŀǎ ǎƻƳŜ ǇƻǎǘƛƴƎ ƻŦŦ ƻŦ ǎƻƳŜƻƴŜ ŜƭǎŜΩǎ ǎƛǘŜ 
ǘƘŀǘ ǎǳƎƎŜǎǘǎ ǘƘŜǊŜΩǎ ǎƻƳŜ ƛƴŦƻǊƳŀǘƛƻƴ ƻǳǘ ǘƘŜǊŜ ǘƘŀǘ ǎƘƻǳƭŘƴΩǘ ōŜ ƻǳǘ ǘƘŜǊŜΣέ ǘƘŜ ǇǊŜǎƛŘŜƴǘ ǿƻǳƭŘ 
probably have that "crazy" person escorted out of the building. By effectively rephrasing, you could say 
ά²Ŝ ƘŀǾŜ ŀƴ ƛƴǘŜƴǘƛƻƴŀƭ Ŝ-mail liability that could potentially disclose information that would cause a 
ǎƘŀǊŜƘƻƭŘŜǊ ƭŀǿǎǳƛǘΣ ŘƛǎǊǳǇǘƛƻƴ ǘƻ ƻǳǊ ǊŜǾŜƴǳŜ ŀƴŘ ŘŜŎǊŜŀǎŜ ƻǳǊ ǎǘƻŎƪ ǇǊƛŎŜΦέ  bƻǿ ȅƻǳ ƘŀǾŜ ǘƘŀǘ 
ŜȄŜŎǳǘƛǾŜΩǎ ŀǘǘŜƴǘƛƻƴ ŀƴŘ ƘŀǾŜ ŜȄǇƭŀƛƴŜŘ ǘƘŜ ŜȄŀŎǘ ǎŀƳŜ ŜǾŜƴǘΦ ¸ƻǳΩǾŜ Ƨǳǎǘ ǊŜǇƘǊŀǎŜŘ ƛǘ ƛƴ ŀ ŎǊƛǘŜǊƛƻƴ 
that is actionable.  
 
aǳŎƘ ƻŦ ǿƘŀǘ L ǇŜǊǎƻƴŀƭƭȅ Řƻ ƛǎ ǎŜǊǾŜ ŀǎ ǘƘŀǘ άwƻǎŜǘǘŀ {ǘƻƴŜΦέ L ƘŀǾŜ ŀ ōǳǎƛƴŜǎǎ ōŀŎƪƎǊƻǳƴŘΣ ŀƴ a.!Σ 
have worked with a variety of organizations and am also certified as a security expert (CISSP, CISM, 
CISA). I can speak credibly to both audiences and also transmit information from one side to the other; 
ƛǘΩǎ ƴƻǘ ŀǎ Ŝŀǎȅ ŀǎ ƛǘ ǎŜŜƳǎΦ !ǎ ŀ ǊŜǎǳƭǘΣ ƻƴŜ ƻŦ ǘƘŜ ōƛƎ ƛǎǎǳŜǎ ŦƻǊ Ƴŀƴȅ ƛƴŘƛǾƛŘǳŀƭǎΣ ŀƴŘ ǘƘŜǊŜŦƻǊŜ 
organizations, is that they cannot bring to bear the necessary resources to protect themselves. 
 
{ŜŎƻƴŘΣ ƛǘ ŎƻƳŜǎ Řƻǿƴ ǘƻ ŜŘǳŎŀǘƛƻƴΦ ²ŜΩǊŜ ǎŜŜƛƴƎ ŀ ŎƻƴŎŜǊƴ ǿƛǘƘ ǊŜǎǇŜŎǘ ǘƻ Ƙƻǿ Řƻ ǿŜ ŦƛƴŘ ǎƳŀǊǘΣ 
educated people to do cyber security work? The federal government recently said we need 1,000 smart 
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ƴŜǿ ǇŜƻǇƭŜΦ ¢ƘŜǊŜΩǎ ǎƻƳŜ ŘƛǎŎǳǎǎƛƻƴ ǎŀȅƛƴƎ ǘƘŜȅΩǊŜ ƴƻǘ ƻǳǘ ǘƘŜǊŜΦ ¢ƘŜȅ ŀǊŜΣ ōǳǘ ǘƘŜȅΩǊŜ ŀƭǊŜŀŘȅ 
ŜƳǇƭƻȅŜŘ ŀƴŘ ŀǊŜ ǇǊƻōŀōƭȅ ŀƭǊŜŀŘȅ ƳŀƪƛƴƎ ƎƻƻŘ ƳƻƴŜȅΦ hǊΣ ǘƘŜȅΩǊŜ ƘŀŎƪŜǊǎ ŀƴŘ ǘƘŜȅΩǊŜ ǇǊƻōŀōƭȅ ƴƻǘ 
going to be able to pass security clearances. Again ς not using hackers in a pejorative term ς but in 
ƎŜƴŜǊŀƭΣ ǘƘŜǎŜ Ƴŀȅ ōŜ Ŧƻƭƪǎ ǿƘƻ ŘŜǾŜƭƻǇŜŘ ǎŜŎǳǊƛǘȅ ŜȄǇŜǊǘƛǎŜ ƛƴ ŀƴ άŜȄǘǊŀŎǳǊǊƛŎǳƭŀǊέ ŦŀǎƘƛƻƴΣ ǇŜƻǇƭŜ 
whose personal backgrounds may not qualify them for a security clearance, or people whose social skills 
are less than desirable in corporate America. They may be brilliant online, but face-to-face may not be 
highly successful as a communicator.  
 
So, part of the issue is developing education and creating pathways for people in the workforce and for 
new people enǘŜǊƛƴƎ ǘƘŜ ǿƻǊƪŦƻǊŎŜΦ ²ŜΩǊŜ ǎŜŜƛƴƎ ŀƴ ŜƳŜǊƎŜƴŎŜ ƻŦ ŜŘǳŎŀǘƛƻƴŀƭ ƻǇǇƻǊǘǳƴƛǘƛŜǎ ŘŜǎƛƎƴŜŘ 
to create a cybersecurity workforce, but that takes time. There is a vulnerability window, whereby our 
ability to respond may be inadequate to the potential unknown threaǘ ǘƘŀǘΩǎ ƻǳǘ ǘƘŜǊŜΦ ²Ŝ Ŏŀƴ ƎŜǘ 
ǘƘŜǊŜ ŦǊƻƳ ƘŜǊŜΣ ōǳǘ ǿŜΩŘ ōŜǘǘŜǊ ƎŜǘ ǿƻǊƪƛƴƎ ƻƴ ƛǘ ƴƻǿΗ 
 
NSCI: What advice would you give to overcome that education and training obstacle? 
 
I!w5¸Υ LΩƳ ǘŀƪƛƴƎ ŀŎǘƛƻƴ ƻƴ ǘƘŀǘΦ L ŀƳ ǿƻǊƪƛƴƎ ƻƴ ŀ ǇǊƻƧŜŎǘ ǘƘŀǘ ƛǎ ōǳƛƭŘƛƴƎ ŀƴ Ŝƴǘƛre cyber security 
ŜŘǳŎŀǘƛƻƴŀƭ ǇǊƻƎǊŀƳ ŀǘ ǘƘŜ ōŀŎƘŜƭƻǊΩǎ ŘŜƎǊŜŜ ƭŜǾŜƭΦ ²ŜΩǊŜ ŎǊŜŀǘƛƴƎ мо ŎƻǳǊǎŜǎΣ ǿƛǘƘ мо ǎǳōƧŜŎǘ ƳŀǘǘŜǊ 
experts and a publisher. Major colleges and universities nationwide are going to be able to distribute 
ǘƘƛǎΦ ²ŜΩǊŜ ŀƭǎƻ ŎǊŜŀǘƛƴƎ ƻƴƭƛƴŜ hands-on laboratories that allow people to learn kinesthetically how to 
Řƻ ƛǘΣ ƛƴǎǘŜŀŘ ƻŦ Ƨǳǎǘ ǊŜŀŘƛƴƎ ƛǘ ƛƴ ŀ ōƻƻƪΦ !ƴŘ ǿŜ ŜȄǇŜŎǘ ǘƻ ƘŀǾŜ ǘƘƛǎ ǳǇ ƻƴƭƛƴŜ ōȅ ƴŜȄǘ ŦŀƭƭΦ LǘΩǎ ŀ ǾŜǊȅ 
ŀƳōƛǘƛƻǳǎ ǇǊƻƧŜŎǘΣ ōǳǘ ǊŀǘƘŜǊ ǘƘŀƴ ǎƛƳǇƭȅ ǿǊƛƴƎƛƴƎ Ƴȅ ƘŀƴŘǎ ŀƴŘ ǎŀȅƛƴƎ ά²ƻŜ ƛǎ ǳǎΣέ LΩƳ ƳƻǾƛƴƎ 
ŦƻǊǿŀǊŘ ŀƴŘ ǘŀƪƛƴƎ ŀŎǘƛƻƴΦ ²ŜΩǊŜ ǎǘƛƭƭ ǿƻǊƪƛƴƎ ƻǳǘ ǘƘŜ ŘŜǘŀƛƭǎΣ ōǳǘ ǘƘŜ ƳŀƧƻǊ ǇƛŜŎŜǎ ŀǊŜ ƛƴ ǇƭŀŎŜΦ ¢Ƙƛǎ ǿƛƭƭ 
create a significant opportunity for people entering the workforce as well as, ideally from my 
perspective, military veterans who wish to transition to the civilian workforce or who wish to return to 
ǘƘŜ ƳƛƭƛǘŀǊȅ ƛƴ ǘƘŜ ŎȅōŜǊ ǿƻǊƪŦƻǊŎŜΦ ²ŜΩƭƭ ǇǊƻǾƛŘŜ ŀŎŎŜǎǎ ǘƻ ŜŘǳŎŀǘƛƻƴŀƭ ǇǊƻƎǊŀƳǎ ǘƘŀǘΣ ŎǳǊǊŜƴǘƭȅΣ ŀǊŜ 
very difficult to find in the educational market today. 
 
NSCI: Looking at the future of IT security, how do you think our universities and various certifications 
(e.g. CISSP, CEH, CISM, CISA) are doing in preparing future cyber security professionals?   
 
I!w5¸Υ LƴƛǘƛŀƭƭȅΣ LΩƭƭ ŀǎƪ ǘƘŜ ǉǳŜǎǘƛƻƴ άǿƘŀǘ ŘƻŜǎ ƛǘ ǘŀƪŜ ǘƻ ŎǊŜŀǘŜ ŀ ŎŜǊǘƛŦƛŎŀǘƛƻƴΚέ ¢ƘŜ ŀƴǎǿŜǊ ƛǎ ŎǊƛǘƛŎŀƭ 
mass.  
 
The CISSP ς when it was first developed 20 years ago ς had a very slow start. It took about seven or eight 
years before it caught on. The SSCP certification ς which is also administered by (ISC)² ς has had a slow 
start, but we expect that to start catching on.  
 
Certifications provide assurance to a potential employer that an employee had demonstrated a certain 
level of knowledge and maintains currency in that knowledge. How do we translate security 
certifications into preparing security professionals? 
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The Department of Defense has issued a directive ς DoD 8570.-M. Basically, 8570 specifies industry 
ǎŜŎǳǊƛǘȅ ǉǳŀƭƛŦƛŎŀǘƛƻƴǎ ōŜŎŀǳǎŜ ǘƘŜ 5ŜǇŀǊǘƳŜƴǘ ƻŦ 5ŜŦŜƴǎŜ ŘƻŜǎƴΩǘ ƘŀǾŜΣ ǿƛǘƘƛƴ ƛǘǎŜƭŦΣ ǘƘŜ ŀōƛƭƛǘȅ ǘo issue 
certifications. However, they recognize a certain level of due diligence in the commercial marketplace 
that certain certifications represent a level of demonstrated expertise. Many of these certifications are 
brought to bear in the Defense Department by meeting certain criteria. We have three levels of 
workforce certification for the workforce and for management. We have that particular instruction 
broken up into different categories: IAT for technical; IAM for management; with increasing certification 
baselines for Level I, Level II and Level III.  
 
All of these are very useful for a senior manager, in that when they look at the alphabet soup of 
certifications out there, it translates those into a roughly parallel expertise. For example, CISSP would be 
an excellent certification for a high-level manager in information assurance, but is probably not the right 
certification for an entry-level technician. And so having something such as DOD-approved baseline 
certifications helps management ς whether theȅΩǊŜ ƛƴ ǘƘŜ ƎƻǾŜǊƴƳŜƴǘ ƻǊ ǘƘŜ ŎƛǾƛƭƛŀƴ ǿƻǊƭŘ ς sort out 
the alphabet soup of certifications to match them to the level of expertise they need. 
 
NSCI: Should there be certifications for certain security professionals, such as those working critical 
infrastructure? 
 
HARDY: If you look at what makes a certification work, it has to do with critical mass. There is now a 
Certified FISMA Compliance Practitioner ς CFCP ς and one can be grandfathered under the CFCP by 
5ŜŎŜƳōŜǊ омΦ wƛƎƘǘ ƴƻǿΣ ƛǘΩǎ ŀƴ άŜȄŀƳέ ǘƘŀǘ ǘŜǎǘs for competencies of understanding certification and 
accreditation concepts related to the Federal Information Security Management Act. The federal 
ƎƻǾŜǊƴƳŜƴǘ Ƴŀȅ ǎŀȅ άǎƻ ǿƘŀǘΚΣέ ōǳǘ ǘƘŜǊŜ ƛǎ ŀƴ ƻǊƎŀƴƛȊŀǘƛƻƴ ǘƘŀǘ Ƙŀǎ ǎŜǘ ǘƘƛǎ ŎŜǊǘƛŦƛŎŀǘƛƻƴ ǳǇΦ !ƴŘ ȅƻǳ 
can ƭƻƻƪ ŀǘ ƛǘ ŀƴŘ ŀǎƪ άLǎ ƛǘ ŦƻǊ ŀ ŦƻǊ-profit or for a non-ǇǊƻŦƛǘ ƻǊƎŀƴƛȊŀǘƛƻƴΚέ ¢ƘŜ ŀƴǎǿŜǊ ƛǎ ƛǘ ŘƻŜǎƴΩǘ 
matter. (ISC)² is a non-ǇǊƻŦƛǘΣ ōǳǘ ǘƘŜǊŜΩǎ ƴƻ ǊŜŀǎƻƴ ȅƻǳ ŎŀƴΩǘ ǎŜǘ ǳǇ ŀ ǾŜƴŘƻǊ ŎŜǊǘƛŦƛŎŀǘƛƻƴ ŘŜŎƭŀǊƛƴƎ ƛǘΩǎ ŀ 
standard and make some money off it.  
 
So you find that certifications do a couple of things. First, they may serve industry by assuring a certain 
level of knowledge. Secondly, they also represent a pretty decent revenue stream for an organization 
that gets everyone to buy into it. And so, if we assign a certification to certain job skills, there may be 
value in that, in that it demonstrates a deeper level of understanding. But it further clouds and 
complicates the marketplace and there is no central unification for all of these skill certifications.  
 
CƻǊ ŜȄŀƳǇƭŜΣ ǘƘƛƴƪ ƻŦ ǎƻƳŜƻƴŜ ƎƻƛƴƎ ǘƻ ǘƘŜ ŘǊƛǾŜǊǎΩ ƭƛŎŜƴǎŜ ōǳǊŜŀǳ ŀƴŘ ǎŀȅƛƴƎ ǘƘŜȅ ǿŀƴǘ ŀ ŘǊƛǾŜǊǎΩ 
license to drive a bus, a dump truck and a motorcycle. For the most part, if you want to drive a bus, a 
truck and a motorcycle ς in whatever state you live in ς ȅƻǳΩǊŜ ƎƻƛƴƎ ǘƻ ƘŀǾŜ ǘƻ ǇǊƻǾŜ ǘƘŜ ǎŀƳŜ ƭŜǾŜƭ ƻŦ 
ŜȄǇŜǊǘƛǎŜΦ ¸ƻǳ ǊŜŀƭƭȅ ŘƻƴΩǘ ƘŀǾŜ ŀ ŎƘŀƴŎŜ ǘƻ ŎƻƳŜ ǳǇ ǿƛǘƘ ǎƘƻǊǘŎǳǘǎΦ  
{ƻΣ ǿƘƻΩǎ ŀŘƳƛƴƛǎǘŜǊƛƴƎ ǘƘŜǎŜ ŎŜǊǘƛŦƛŎŀǘƛƻƴǎΚ Iƻǿ Řƻ ǿŜ ƪƴƻǿ ǘƘŜ ƳŀǘŜǊƛŀƭ ƛǎ ŎǳǊǊŜƴǘ ŀƴŘ ǳǇ-to-date? 
And where does the money goΚ /ŜǊǘƛŦƛŎŀǘƛƻƴǎ ƘŜƭǇΣ ōǳǘ L ǎǳƎƎŜǎǘ ǘƘŀǘΩǎ ƴƻǘ ƛǘΦ ¢ƘŜǊŜ ŀǊŜ Ƴŀƴȅ ŎƻǳǊǎŜǎ 
now where one can take a boot camp ς four-day, intensive training, on the fifth day, they whisk the 
materials out from under your face and slide the test to you, you regurgitate it as fast as you can with 
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your short-ǘŜǊƳ ƳŜƳƻǊȅΣ ȅƻǳ Ǉŀǎǎ ǘƘŜ ǘŜǎǘΣ ŀƴŘ ŎƻƴƎǊŀǘǳƭŀǘƛƻƴǎΗ .ǳǘ ƛǎ ǘƘŀǘ ǘǊǳŜ ƭŜŀǊƴƛƴƎΚ L ŘƻƴΩǘ ǘƘƛƴƪ 
so.  
 
The difficulty we face with certifications is that it means that if a person passed a particular test at a 
particular timŜΣ ƛǘ ŘƻŜǎƴΩǘ ƴŜŎŜǎǎŀǊƛƭȅ ŘŜƳƻƴǎǘǊŀǘŜ ƻƴƎƻƛƴƎ ŎƻƳǇŜǘŜƴŎȅΦ ¢Ƙŀǘ ƻƴƎƻƛƴƎ ŎƻƳǇŜǘŜƴŎȅ ƛǎ 
normally assured through continuing education ς accruing 40 credit hours per year, for example ς by 
attending conferences, writing things, reading things, learning things, ŀǘǘŜƴŘƛƴƎ ŎƭŀǎǎŜǎΣ ŜǘŎΦ ¢ƘŜǊŜΩǎ ŀ 
whole range of doing that, but it basically shows that an individual has demonstrated dedication to 
learning.  
 
These qualifications are, for the most part, self-ǊŜǇƻǊǘŜŘ ŀƴŘ ŜƴŦƻǊŎŜŘ ǘƘǊƻǳƎƘ ǊŀƴŘƻƳ ŀǳŘƛǘǎΦ LǘΩǎ 
possible that someone could have a certification, be brilliant, work on this 52 weeks a year and has been 
doing it for 20 years, and their exact same certification could be held by someone who took a four-day 
cram course, regurgitated it on paper and kind of stretched the truth from time to time to show they 
stayed current, but nobody really knows. The real difficulty for the employer is a certification should 
ŀǎǎŜǊǘ ŀ ŎŜǊǘŀƛƴ ƭŜǾŜƭ ƻŦ ŜȄǇŜǊǘƛǎŜΣ ōǳǘ ǿƛǘƘ ǘƘŜ ŎŀǾŜŀǘ άƭŜǘ ǘƘŜ ōǳȅŜǊ ōŜǿŀǊŜΦέ IŀǾŜ ǘƘŀǘ ǇŜǊǎƻƴ 
demonstrate, ideally hands-on, how they would handle types of issues and problems that one expects. 
Successful passing of that real-world test is probably even more important. 
 
NSCI: What advice would you give to someone interested in pursuing a cyber career? 
 
I!w5¸Υ DƻƻŘ ǉǳŜǎǘƛƻƴΦ CƛǊǎǘΣ ŎƻƳƳƛǘ ȅƻǳǊǎŜƭŦ ǘƻ ƭƛŦŜƭƻƴƎ ƭŜŀǊƴƛƴƎΦ aƻƻǊŜΩǎ [ŀǿ ǎǘŀǘŜǎ ǘƘŀǘ ǘƘŜ ŘŜƴǎƛǘȅ 
of transistors doubles every 18 months, and therefore computing speed doubles in the same period. G. 
aŀǊƪΩǎ ŎƻǊƻƭƭŀǊȅ ǎŀȅǎ ƘŀƭŦ ƻŦ ǿƘŀǘ ȅƻǳ ƪƴƻǿ ŀōƻǳǘ ƛƴformation security will be obsolete in 18 months. 
CƻǊ ǘƘƻǎŜ ǿƘƻ ŘƻƴΩǘ ōŜƭƛŜǾŜ ƳŜΥ ǘǿƻ ȅŜŀǊǎ ŀƎƻΣ Ƙƻǿ Ƴŀƴȅ ±ƛǎǘŀ ŎƻƳǇǳǘŜǊǎ ǿŜǊŜ ōŜƛƴƎ ǊǳƴΚ !ƴŘ ƴƻǿΣ 
how many Windows 7 computers are being run? And, yet, roll the clock forward 18 to 24 months, and 
all the numōŜǊǎ ŎƘŀƴƎŜΦ ƛtƘƻƴŜǎ ŀǊŜ ōŀǊŜƭȅ ǘǿƻ ȅŜŀǊǎ ƻƭŘΣ ŀƴŘ  ȅŜǘ ǘƘŜȅΩǊŜ ǳōƛǉǳƛǘƻǳǎΦ ¢ǿƛǘǘŜǊ ǿŀǎ 
ǳƴƪƴƻǿƴ ǘǿƻ ȅŜŀǊǎ ŀƎƻΦ ²Ƙŀǘ ŎƻƳŜǎ ŀŦǘŜǊ CŀŎŜōƻƻƪΣ aȅǎǇŀŎŜ ŀƴŘ ¢ǿƛǘǘŜǊ ƘŀǎƴΩǘ ōŜŜƴ ƛƴǾŜƴǘŜŘ ȅŜǘΣ 
but two years from now it will have 20 million subscribers. So, that first commitment has to be to 
Ŏƻƴǎǘŀƴǘƭȅ ƭŜŀǊƴΦ hƴŜ ŎŀƴΩǘ ŜȄǇŜŎǘ ǘƻ ǎŀȅ άL ƘŀǾŜ ŀƴ ŜŘǳŎŀǘƛƻƴΤ L Ŏŀƴ Řƻ ǘƘŜ ǎŀƳŜ ǘƘƛƴƎ ƻǾŜǊ ŀƴŘ ƻǾŜǊ 
ŀƎŀƛƴΦέ 
 
Number 2: have an ethical orientation. People want to be hackers, do penetration testing or break into 
things because ƛǘ ǎƻǳƴŘǎ ƭƛƪŜ ƛǘΩǎ ŦǳƴΦ !ƴŘ ƛǘ ƛǎΦ .ǳǘΣ ƻǳǘǎƛŘŜ ƻŦ ǘƘŜ ǇǊƻǇŜǊ ŎƻƴǘŜȄǘΣ ƛǘΩǎ ŀƭǎƻ ƛƭƭŜƎŀƭΦ L ŀŘǾƛǎŜ 
people not to stray to the dark side early on in their lives. An arrest record or errors in judgment may 
prevent them from ever having an opportunity later in life to do work that really means something ς for 
example, earning a Department of Defense security clearance and working with some of the most 
sophisticated security systems ever invented.  
The third piece of advice I would give is get an education. Many people who get into security have a 
tremendous knack to learn computers at a young age, but they may not have the personal discipline to 
ǎƛǘ ǘƘǊƻǳƎƘ ǎƻŎƛŀƭ ǎǘǳŘƛŜǎΣ ŀƭƎŜōǊŀΣ ŜǘŎΦΣ ŀƴŘ ŘƻƴΩǘ ǎǳŎŎŜŜŘ ŀŎŀŘŜƳƛŎŀƭƭȅΦ ¢ƘŜ ƻƭŘŜǊ L ƎŜǘΣ ǘƘŜ ƳƻǊŜ L 
realize that having a well-rounded education offers the most opportunity. For those who do not have a 
degree, go get one. Security degrees are going to become much more available in about 10 months 
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when we roll out comprehensive security education ς a capability that will reach several hundred cities 
across the United States. Having an education and the discipline one learns when going through that 
education is going to help maintain that lifelong learning aspect toward doing things. That, plus an 
ethical background, pretty much positions a person ς ƛŦ ǘƘŜȅΩǊŜ ŎƻƳǇŜǘŜƴǘ ς to have a very successful 
career in a variety of agencies.  
 
NSCI: In your risk assessment work, can you tell us about a few of the best practices you've seen that 
all organizations could or should be implementing? 
 
I!w5¸Υ bǳƳōŜǊ мΥ  IŀǾŜ ŀ ǿǊƛǘǘŜƴ ǇƻƭƛŎȅΦ ! ǿǊƛǘǘŜƴ ǇƻƭƛŎȅ ŘŜŦƛƴŜǎ ǿƘŀǘΩǎ ƛƳǇƻǊǘŀƴǘΣ ǿƘŀǘ ƴŜŜŘǎ ǘƻ ōŜ 
protected and how important it is, therefore how much value is assigned and how much to spend to 
protect it. Effective policies should be aōƻǳǘ ƻƴŜ ǇŀƎŜ ƭƻƴƎΦ tŜƻǇƭŜ ǎŀȅ άIƻǿ Ŏŀƴ ŀ ǇƻƭƛŎȅ ōŜ Ƨǳǎǘ ƻƴŜ 
ǇŀƎŜΚέ !ƴŘ L ŀǎƪ ά²Ƙŀǘ ƛǎ ǘƘŜ ŀǘǘŜƴǘƛƻƴ ǎǇŀƴ ƻŦ ǘƘŜ ŀǾŜǊŀƎŜ ŜȄŜŎǳǘƛǾŜ ƛƴ ǇŀƎŜǎΚ  ¢ƘŜ ŀƴǎǿŜǊ ƛǎ ƻƴŜΦέ  
 
And so, what that suggests is that having a brief policy statement creates the expectation that all 
employees should read it. Policies should be simple; the details can be worked out. Policy statements 
answer a number of basic questions. They have to match the mission of the organization. Policies should 
be written with a good understanding of the business, rather than simply written by security people. 
¢ƘŀǘΩǎ ǿƘȅ ǿŜ ŜƴŘ ǳǇ ǿƛǘƘ ǇƻƭƛŎƛŜǎ ǘƘŀǘ ǎŀȅ άмр-character passwords, 3 uppercase, 3 lowercase, 3 
ƴǳƳōŜǊǎΣ о ǎǇŜŎƛŀƭ ŎƘŀǊŀŎǘŜǊǎΣ ŀƴŘ Ƴǳǎǘ ōŜ ŎƘŀƴƎŜŘ ŜǾŜǊȅ ол ŘŀȅǎΦέ ²Ŝƭƭ ǿƘȅΚ LǘΩǎ ƎƻƻŘ ǎŜŎǳǊƛǘȅΣ ōǳǘ 
ǇŜƻǇƭŜ ŘƻƴΩǘ ǘƘƛƴƪ ǘƘŀǘ ǿŀȅΦ ²Ŝ ƘŀǾŜ ǘƻ ƎŜǘ ŘŜǘŀƛƭǎ ŦǊƻƳ ǊŜŀƭƛǘȅΦ ²ǊƛǘŜ ǘƘŀǘ ǇƻƭƛŎȅ ƛƴ ŀ ǿŀȅ ǘƘŀǘ ŘŜŦƛƴŜǎ 
ǿƘŀǘ ȅƻǳ ǇǊƻǘŜŎǘΣ Ƙƻǿ ƳǳŎƘ ƛǘΩǎ ǿƻǊǘƘ ŀƴŘ ƳŀƪŜ ǎǳǊŜ ŜǾŜǊȅ ŜƳǇƭƻȅŜŜ ǊŜŀŘǎ ƛǘ ŀƴŘ ƪƴƻǿǎ ƛǘΦ ¢ƘŀǘΩǎ 
probably the most important thing.  
 
Secondly, focus on security awareness and training. Most people want to do the right thing, but they are 
very bad guessers when it comes to knowing what the right thing is with respect to computer security. 
So, given the choice between deleting without reading or clicking on dancing bears, I think that some 
employees tend to click on dancing bears to see what happens. Unfortunately, usually something else 
happens other than just the bears dancing. The education needs to be recurring, and ideally, security 
awareness becomes a part of the corporate culture. Certain companies and military organizations have 
their own culture.  
 
When I fly with Southwest Airlines, for example, their culture is to take care of their employees and 
ǘƘŜȅΩƭƭ ǘŀƪŜ ŎŀǊŜ ƻŦ ǘƘŜ ŎǳǎǘƻƳŜǊǎΣ ŀƴŘ ƘŀǾŜ Ŧǳƴ ŘƻƛƴƎ ƛǘΦ !ƴŘ ƛǘΩǎ ŀ Ŧǳƴ ŀƛǊƭƛƴŜΗ ¢ƘŜȅ ǎƛƴƎ ǘƘŜ ŘŜǇŀǊǘǳǊŜ 
ǎƻƴƎΣ ǘƘŜȅ ǘŜƭƭ ƧƻƪŜǎΣ ǘƘŜȅΩƭƭ ǘƻǎǎ ǇŜŀƴǳǘǎ Řƻǿƴ ǘƘŜ ŀƛǎƭŜΣ ŀƴŘ ŜǾŜǊȅƻƴŜ ŜȄǇŜŎǘǎ ǘƘŀǘΦ .ǳǘ ƛŦ ȅƻǳ Ŧƭȅ ƻƴ 
ŀƴƻǘƘŜǊ ŀƛǊƭƛƴŜΣ ǘƘŜȅΩǊŜ ŀōǎƻƭǳǘŜƭȅ ōǳǎƛƴŜǎǎ-ƭƛƪŜΦ ¢ƘŀǘΩǎ ǘƘŜƛǊ ŎǳƭǘǳǊŜΦ 5ŜŦƛƴƛƴƎ ǘƘŜ ŎǳƭǘǳǊe needs to have 
security awareness as part of it.  
¢ƘŜ ƳƛƭƛǘŀǊȅ ƛǎ ǾŜǊȅ ƎƻƻŘ ŀǘ ǘƘŀǘΦ ²ƘŜƴ L ǿŀǎ ƻƴ ŀ ǎƘƛǇ ȅŜŀǊǎ ŀƎƻΣ ȅƻǳΩŘ ŀƴǎǿŜǊ ǘƘŜ ǇƘƻƴŜ ōȅ ǎŀȅƛƴƎ 
ά¢Ƙƛǎ ƛǎ ǘƘŜ ǉǳŀǊǘŜǊ-ŘŜŎƪΦ ¢Ƙƛǎ ƛǎ ƴƻǘ ŀ ǎŜŎǳǊŜ ƭƛƴŜΦ aŀȅ L ƘŜƭǇ ȅƻǳΚέ ²Ƙŀǘ ŘƻŜǎ ά¢Ƙƛǎ ƛǎ ƴƻǘ ŀ ǎŜŎǳǊŜ ƭƛƴŜέ 
mean? When you answered the phone, you told the person on the other end that somebody else might 
be listening in; everyone on the phone call knew that they were potentially subject to monitoring. Now, 
we send e-mails with large important attachments and who knows who gets to see it along the way? 
Awareness and training will help.   
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And then the layered security tools come into place. What the security technology will do is keep the 
honest users from making serious mistakes and make the dishonest user's level of difficulty higher when 
ǘƘŜȅΩǊŜ ǘǊȅƛƴƎ ǘƻ ŎƻƳƳƛǘ ŀ ƘƻǎǘƛƭŜ ŀŎǘΦ ¢ƘŜǊŜΩǎ ƴƻ ƎŜǘǘƛƴƎ ŀǊƻǳƴŘ ƛǘΣ ōǳǘ ȅƻǳ ǿƛƭƭ ƪŜŜǇ ǘƘŜ ƘƻƴŜǎǘ ǇŜƻǇƭŜ 
ƘƻƴŜǎǘΦ CƻǊ ŜȄŀƳǇƭŜΣ ƭƻŎƪǎ ƪŜŜǇ ƘƻƴŜǎǘ ǇŜƻǇƭŜ ƘƻƴŜǎǘΣ ōǳǘ ǘƘŜȅ ŘƻƴΩǘ ƪŜŜǇ ŀƭƭ ǘƘŜ ǘƘƛŜǾŜǎ ƻǳǘΦ ¢ƘŜ Ǝƻŀƭ 
of layered security is to create a gauntlet of multiple security challenges an attacker may fail to 
complete because they lack the time or the skill to complete it, or they set off an alarm and provide for a 
ǊŜǎǇƻƴǎŜΣ ǎƻ ǘƘŜȅ ŎŀƴΩǘ ƎŜǘ ǘƻ ǘƘŜƛǊ ƻōƧŜŎǘƛǾŜΦ 
 
In summary: have a written policy; training and awareness; and layered security.  
 
NSCI: How does risk assessment scale from a small business network, with a couple of a servers and a 
few dozen clients, to something as large as the DoD, operating across multiple networks with 
hundreds of thousands of clients around the globe? 
 
HARDY: Risk assessment is fundamentally matching vulnerabilities to threats and to assets. How much is 
my asset worth? What are the threats that could cause harm to that asset? And how vulnerable am I to 
those threats, that is to say, can they manifest themselves? 
 
For example, if I lived in San Francisco and had a collection of fine crystal, the threat to that may be 
ŜŀǊǘƘǉǳŀƪŜǎΦ ²ŜƭƭΣ ǘƘŜǊŜΩǎ ŀƭǎƻ ŀ ǘƘǊŜŀǘ ƻŦ ŜŀǊǘƘǉǳŀƪŜǎ ƻƴ ǘƘŜ Ŝŀǎǘ ŎƻŀǎǘΣ ōǳǘ ǘhe vulnerability ς how 
likely is that to happen to you ς ƛǎ ƳǳŎƘ ƘƛƎƘŜǊ ƛƴ {ŀƴ CǊŀƴŎƛǎŎƻ ǘƘŀƴ ƛǘ ǿƻǳƭŘ ōŜ ƛƴ ²ŀǎƘƛƴƎǘƻƴΣ 5Φ/Φ LǘΩǎ 
still there, but a risk assessment looks at it and helps you decide whether to prepare for it or not. If it 
happens, then you ǘŀƪŜ ǘƘŜ ƘƛǘΦ LǘΩǎ ŀ ƳŀƴŀƎŜƳŜƴǘ ŘŜŎƛǎƛƻƴ ǿƘŜǘƘŜǊ ƻǊ ƴƻǘ ǘƻ ŀŎŎŜǇǘ ǘƘŜ ǊƛǎƪΦ LŦ ƻƴŜ 
decides the risk is unacceptable, then risk assessment says you need to mitigate the risk ς implement a 
countermeasure; assign the risk ς take out an insurance policy; or avoid the behavior. And that is the 
only way to really do risk avoidance.  
LŦ ȅƻǳΩǊŜ ŀŦǊŀƛŘ ƻŦ ŘȅƛƴƎ ƛƴ ŀ ǇƭŀƴŜ ŎǊŀǎƘΣ ƴŜǾŜǊ Ŧƭȅ ƻƴ ŀƴ ŀƛǊǇƭŀƴŜ ς ǘƘŀǘΩǎ ŀǾƻƛŘŀƴŎŜΦ .ǳǘ ƛŦ ȅƻǳ ƴŜǾŜǊ Ŧƭȅ 
on an airplane, you might have a hard time living parts of your life. Buǘ ǘƘŀǘΩǎ ŀ ŎƘƻƛŎŜ ȅƻǳ Ŏŀƴ ƳŀƪŜΦ  
 
What we do when we look at something from a risk assessment perspective is know what your assets 
ŀǊŜ ƛƴ ǘŜǊƳǎ ƻŦ ǘƘŜƛǊ ǾŀƭǳŜΤ ƪƴƻǿ ǿƘŀǘ ǘƘŜ ǘƘǊŜŀǘǎ ŀǊŜΤ ƪƴƻǿ ǿƘŀǘ ǘƘŜ ŀǘǘŀŎƪ ǾŜŎǘƻǊǎ ŀǊŜ όƛΦŜΦΣ ǿƘŀǘΩǎ 
your vulnerability to them?); and understand the universe of countermeasures available. Then you can 
make a series of business decisions on what countermeasures are reasonable to implement and provide 
a reduction of the risk; what risk are we going to assign to others; and what risk is of such a nature that I 
can neither reduce it nor reassign it, and therefore must stop that particular practice ς ǘƘŀǘΩǎ Ǌƛǎƪ 
avoidance.  
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NSCI: You've authored books on various aspects of information security.  Given cloud computing seems 
to be catching on, what are the major security changes an organization should be aware of prior to 
adopting a "cloud architecture"?  
 
HARDY: Many people doƴΩǘ ǳƴŘŜǊǎǘŀƴŘ ǿƘŀǘ ŎƭƻǳŘ ŎƻƳǇǳǘƛƴƎ ǊŜŀƭƭȅ ƛǎΦ ¢Ƙŀǘ Ƴŀȅ ōŜ ǘƘŜ ōƛƎƎŜǎǘ ŘŀƴƎŜǊΦ 
Basically, what happens is that in the traditional technology infrastructure, one owns a computer, they 
own the software applications, they plug it into the wall, they have to do the maintaining and updating; 
all this work you do yourself.  
 
/ƭƻǳŘ ŎƻƳǇǳǘƛƴƎ ǎŀȅǎ ȅƻǳ ŘƻƴΩǘ ƴŜŜŘ ǘƻ ǳƴŘŜǊǎǘŀƴŘ ǘƘŀǘ ŀƴŘ ȅƻǳ ŘƻƴΩǘ ƘŀǾŜ ǘƻ ƘŀǾŜ ǘƘŜ ǘŜŎƘƴƻƭƻƎȅΦ 
{ƻƳŜƻƴŜ ŜƭǎŜ ǿƛƭƭ ǇǊƻǾƛŘŜ ƛǘ ŦƻǊ ȅƻǳΦ LǘΩǎ ƻǳǘ ǘƘŜǊŜ ƛƴ ǘƘŜ άŎƭƻǳŘΦέ .ǳǘ ǿƘŀǘ ƛǎ ǘƘŜ ŎƭƻǳŘΚ ¢he cloud 
ǿƻǳƭŘ ōŜ ǎƻƳŜƻƴŜ ŜƭǎŜΩǎ ŎƻƳǇǳǘŜǊ ǎȅǎǘŜƳ ǘƘŀǘ ƛǎ ǇǊƻǾƛŘƛƴƎ ȅƻǳ ǘƘŜ ǎŜǊǾƛŎŜΦ LǘΩǎ ǘǊŀƴǎǇŀǊŜƴǘ ǘƻ ǘƘŜ ǳǎŜǊ 
ǿƘŜǊŜ ǘƘŀǘ ǎŜǊǾƛŎŜ ƛǎ ŎƻƳƛƴƎ ŦǊƻƳ ƻǊ ŜǾŜƴ ǘƘŜ ŎƻƳǇǳǘŜǊ ƛǘΩǎ ǊǳƴƴƛƴƎ ƻƴΦ CƻǊ ŜȄŀƳǇƭŜΣ ǎƻŦǘǿŀǊŜ ŀǎ ŀ 
service would be something like a Google appΦ L ŘƻƴΩǘ ƴŜŜŘ ǘƻ ƻǿƴ aƛŎǊƻǎƻŦǘ ²ƻǊŘΦ L Ŏŀƴ Ƨǳǎǘ ƭƻƎ ƛƴǘƻ 
DƻƻƎƭŜ ŀƴŘ ǎǘŀǊǘ ŘƻƛƴƎ ǿƻǊŘ ǇǊƻŎŜǎǎƛƴƎΦ LǘΩǎ ǎǘƻǊŜŘ ƻƴ ǘƘŜ DƻƻƎƭŜ ǎŜǊǾŜǊ άƻǳǘ ǘƘŜǊŜ ƛƴ ǘƘŜ ŎƭƻǳŘ 
ǎƻƳŜǿƘŜǊŜΦέ   
 
Lƴ ŀ ƴǳǘǎƘŜƭƭΣ ǘƘŀǘΩǎ ǇǊŜǘǘȅ ƳǳŎƘ ǿƘŀǘ ²Ŝō ƘƻǎǘƛƴƎ Ƙŀǎ ōŜŜƴ ŦƻǊ ȅŜŀǊǎΦ ±ŜǊȅ ŦŜǿ ǇŜƻǇƭŜ have their own 
²Ŝō ǎƛǘŜ ƘƻǎǘŜŘ ƻƴ ǘƘŜƛǊ ƻǿƴ ŎƻƳǇǳǘŜǊǎΤ ƛǘΩǎ ŘƻƴŜ ōȅ ǎƻƳŜōƻŘȅ ŜƭǎŜΦ bƻǿ ǿŜΩǾŜ ŜȄǘŜƴŘŜŘ ǘƘŀǘ ǘƻ ŀ 
ǿƘƻƭŜ ǊŀƴƎŜ ƻŦ ŎƻƳǇǳǘƛƴƎ ŎŀǇŀōƛƭƛǘƛŜǎ ǿƘŜǊŜ ǘƘŜ ŜƴŘ ǳǎŜǊ ƻǊ ǘƘŜ ƘŜŀŘ ƻŦ ŀ ōǳǎƛƴŜǎǎ ŘƻŜǎƴΩǘ ƴŜŜŘ ǘƻ 
ƪƴƻǿ ǿƘŜǊŜ ƛǘΩǎ ōŜƛƴƎ ǊǳƴΣ ǿƘŜǊŜ ǘƘŜ ǎȅǎǘŜƳ ƛǎ ƻǊ ǿƘƻΩǎ ǊǳƴƴƛƴƎ ƛǘΦ ¢ƘŜȅ Ƨǳǎǘ ƪƴƻǿ ǘƘŀǘ ǿƘŜƴ ǘƘŜȅ ǇƭǳƎ 
ƛǘ ƛƴΣ ƛǘΩǎ ǘǳǊƴŜŘ ƻƴΦ LǘΩǎ ƭƛƪŜ ŜƭŜŎǘǊƛŎƛǘȅΥ ǿƘŜƴ ȅƻǳ ǘǳǊƴ ƻƴ ŀ ǎǿƛǘŎƘΣ ȅƻǳ ƪƴƻǿ ƛǘΩǎ ǘƘŜǊŜΦ 
 
²Ƙŀǘ ŀōƻǳǘ ǎŜŎǳǊƛǘȅ ƳƻŘŜƭǎ ŦƻǊ ŎƭƻǳŘ ŎƻƳǇǳǘƛƴƎΚ ¢ƘŜ ǇǊƻōƭŜƳ ƛǎ ǘƘŀǘ ǿŜ ŘƻƴΩǘ ƘŀǾŜ ŀƴȅ ȅŜǘΦ ²ŜΩǊŜ 
working on it, but what happens is that with a third party hosting your data someplace else and 
probably co-locating your data with many other customers, how do you keep somebody ς such as a 
skilled hacker ς from entering your database, climbing outside of that enclave and then climbing into 
ǎƻƳŜƻƴŜ ŜƭǎŜΩǎ ŘŀǘŀōŀǎŜΦ  
 
A lot of cloud computing is moving toward virtual systems, using VMware and other types of tools. If 
you wanted to have a new Microsoft Windows 2007 server with 2G of memory and 50G of hard drive 
sǇŀŎŜΣ ŀƴŘ ŀƴ hǊŀŎƭŜ ŘŀǘŀōŀǎŜ ǎƻƭǳǘƛƻƴ ǳǇ ŀƴŘ ǊǳƴƴƛƴƎΣ ƛǘΩŘ ǘŀƪŜ ȅƻǳ ŀōƻǳǘ ŀ ǿŜŜƪΦ ¸ƻǳΩŘ ƘŀǾŜ ǘƻ Ŏŀƭƭ 
Microsoft and Oracle, have it shipped, installed, configured, and update the software. In the virtual 
ŘƻƳŀƛƴ ƛƴ ŎƭƻǳŘ ŎƻƳǇǳǘƛƴƎΣ ȅƻǳΩŘ Ǝƻ ƻƴƭƛƴŜΣ ǎŀȅ άƎƛǾŜ ƳŜ ǘƘƛǎΧέ ŀƴŘ ǿƛǘƘƛƴ ƳƛƴǳǘŜǎΣ ȅƻǳΩŘ ƘŀǾŜ ŀ 
virtual machine, out there in the cloud, ready to run. 
 
Security will be tough. To whom do you assign liability? What are the international boundaries? If the 
attacker is from overseas, how do you catch him and in whose court do you prosecute? How do you 
enforce a service-level agreement? There are a number of potential security issues starting to emerge as 
ǿŜ ƭƻƻƪ ŀǘ ƛǘΦ ¸ƻǳ Ŏŀƴ ŜƴŎǊȅǇǘ Řŀǘŀ ŀǘ ǊŜǎǘΣ ōǳǘ ȅƻǳ ŎŀƴΩǘ ǿƻǊƪ ƻƴ ŜƴŎǊȅǇǘŜŘ ŘŀǘŀΣ ǎƻ ƛŦ ȅƻǳΩǊŜ ǳǎƛƴƎ 
softwaǊŜ ŀǎ ŀ ǎŜǊǾƛŎŜΣ ǎƻƳŜƻƴŜ Ƙŀǎ ǘƻ ŘŜŎǊȅǇǘ ǘƘŜ Řŀǘŀ ōŜŦƻǊŜ ǘƘŜȅ Ŏŀƴ ǇǊƻŎŜǎǎ ƛǘΦ ²ƘƛƭŜ ƛǘΩǎ ŘŜŎǊȅǇǘŜŘΣ 
ƛǘΩǎ ǇƻǘŜƴǘƛŀƭƭȅ ǾǳƭƴŜǊŀōƭŜΦ ²Ƙŀǘ ŀōƻǳǘ ǇŜǊǎƻƴŀƭƭȅ ƛŘŜƴǘƛŦƛŀōƭŜ ƛƴŦƻǊƳŀǘƛƻƴΚ hǊ ƻǘƘŜǊ ŘŀǘŀōŀǎŜǎ ǘƘŀǘ Ŧŀƭƭ 
under regulations, such as HIPAA, or financial information subject to the Gramm-Leach Bliley Act 
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(GLBA)? Some of these companies might be compromising sensitive data or getting it wrong, resulting in 
criminal charges. If the lack of data integrity is due to a hack at the cloud, to whom do you assign 
liabilƛǘȅΚ ¢ƘŜ Ǉƻƛƴǘ ƛǎ ƛǘΩǎ ŀ ƎǊŜŀǘ ǇŀǊŀŘƛƎƳΣ ōǳǘ ǿŜΩǊŜ ǎǘƛƭƭ ŦƛƎǳǊƛƴƎ ƛǘ ƻǳǘΦ L ǿƻǳƭŘ ƭƻǾŜ ǘƻ ǎŜŜ ŀ ŎƻƴŦŜǊŜƴŎŜ 
focused on cloud computing security. 
 
b{/LΥ Lǎ ǘƘŜǊŜ ŀƴȅǘƘƛƴƎ ŜƭǎŜ ȅƻǳΩŘ ƭƛƪŜ ǘƻ ŀŘŘΚ 
 
HARDY: Security has evolved over many years to go from the fringes of computing to being part of the 
ŎƻǊŜ ƻŦ Ƙƻǿ ǿŜ ƘŀǾŜ ǘƻ Řƻ ōǳǎƛƴŜǎǎΦ ¢ƘŜ LƴǘŜǊƴŜǘ Ƙŀǎ ōŜŜƴ ǳǊōŀƴƛȊŜŘΦ ²ŜΩǾŜ ƎƻƴŜ ŦǊƻƳ ǎƳŀƭƭ-town 
America, where you can leave your front door unlocked and the keys in your car overnight and never 
worry. Today, we lock our car, take the keys, set the alarm in the house, put bars on the window, and 
you still have to worry about attacks. With that as a paradigm, security becomes much more important. 
Not only that, but we put much more of our lives, information, business process know-how and critical 
infrastructure of our national defense on the wire. I fully expect the next war to be on the wire. Having 
access to qualified cyber security experts will be critical to protecting the critical infrastructure and the 
industrial knowledge-base of America. 
 
¢ƘŜ ŀǾŜǊŀƎŜ ǇŜǊǎƻƴ ŘƻŜǎƴΩǘ ȅŜǘ ǎŜŜ ŎȅōŜǊ ǎŜŎǳǊƛǘȅ ǘƻ ōŜ ŀƴȅǘƘƛƴƎ ƳƻǊŜ ǘƘŀƴ ǇŜǊƘŀǇǎ ŀ ŎƻƳǇǊƻƳƛǎŜŘ 
credit card number, or at worst case, identity theft. It has the potential to drastically impact lives, where 
it takes out huge chunks of critical infrastructure. We must ς as a nation ς prepare for that, defend 
against that and enable our workforce to be able to succeed, fully-functioning, in a hostile environment 
before that environment materializes. The danger of it is that people wait until some adverse event 
happens before they protect against it because denial often exceeds wisdom.  
 
L ƘƻǇŜ ǿŜ ŘƻƴΩǘ ƘŀǾŜ ǘƻ Ǝƻ Řƻǿƴ ǘƘŜ ǊƻŀŘ ƻŦ ŀ ŘƛƎƛǘŀƭ tŜŀǊƭ IŀǊōƻǊ ōŜŦƻǊŜ ƛǘ ƘŀǇǇŜƴǎΦ LǘΩǎ ǳƴŦƻǊǘǳƴŀǘŜƭȅ 
ƭƛƪŜƭȅ ǘƘŀǘ ƛǘ ŘƻŜǎ ƘŀǾŜ ǘƻ ƘŀǇǇŜƴΦ ²ŜΩǾŜ ǎŜen the first couple of shots fired ς Estonia and Georgia ς and 
ǘƘŜ ŀǾŜǊŀƎŜ ǇŜǊǎƻƴ ƛǎ ƴƻǘ ȅŜǘ ŀƭŀǊƳŜŘΦ LΩƳ ǿƻǊƪƛƴƎ ǿƛǘƘ ŀ ǘŜŀƳ ǘƻ ōǳƛƭŘ ŀ ǇŀǘƘǿŀȅ ǘƻ ŜŘǳŎŀǘŜ 
ǘƘƻǳǎŀƴŘǎ ƻŦ ŎȅōŜǊ ǎŜŎǳǊƛǘȅ ŜȄǇŜǊǘǎΣ ŀƭƭƻǿƛƴƎ ǘƘŜƳ ǘƻ ƎŜǘ ōŀŎƘŜƭƻǊΩǎ ŘŜƎǊŜŜǎ ƛƴ ƛƴŦƻǊƳŀǘƛƻƴ ǎŜŎǳǊƛǘȅΦ LΩŘ 
ƭƻǾŜ ǘƻ ŎƘŀǘ ǿƛǘƘ ȅƻǳ ƛƴ ǘƘŜ ŦǳǘǳǊŜ ŀƴŘ ƎƛǾŜ ȅƻǳ ƳƻǊŜ ŘŜǘŀƛƭǎΣ ŀǎ ǿŜΩǾŜ Ǝƻǘ ǎƻƳŜǘƘƛƴƎ ōƛƎ ƻƴ ǘƘŜ ƘƻǊƛȊƻƴΦ  
 
Thank you. 
 


