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SENIOR LEADER PERSPECTIVE : GENERAL GENE RENUART

b{/ LQa [ A yeRentlyidtervieNddGeaecra&ene Renuascommander ofhe North American

Aerospace Defense Command (NORAD) and U.S. Northern Command (USNORTHCOM), headquartere@at
Peterson Air Force Base, Céle entered the U.S. Air Force in 1971 and was commissioned through the
Officer Training School in 1972. Renuaruassd command of NORADS
and USNORTHCOM in 2007.
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Homeland Defense and Civil Support operations within the assigne
area of responsibility to defend, protecand secure the United ; -7 -
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mission? How has your organization adjusted its defense systems t ,
include monitoring for potential cyber attacks?

GENERAL GERENUARWe are constantly takingctions to protect
our networks by applying antiirus and software updates to reduce
network vulnerabilities, increasing network monitoring and expandi
information sharing with UEERT [U.S. Computer Emergency
Readines Team] and coalition partner€learly more needs to be done within the government and

private sectors to ensure uninterrupted access to our critical network infrastructure, such as nationwide
implementation of smart sensors that can quickly identify and stop malicious cyber activitseaind

time nationwide cyber common operational picture that will enhance situational awareness and
decisionmaking.

Also, malicious cyber activity across the public and private sectors has pushed USNORTHCOM to explo
and codify its role in providing cgbsupport to civil authoritieswWe are working with DHS and other
stakeholders to characterize possible and probable cyber assistance requests in the event of a national
cyber incident.

Over the past year, NORAD and USNORTHCOM have made a numhestofeads to imprae the

defense of our networkddithin the headquarters, we established a robust 24/7 Network Operations

and Security Center (NOSC). This NOSC works with our network maintainers, subordinates, component
and other DoD [Department of Defeglsentities to keep open our lines of communication with our

NORAD partners and all of our USNORTHCOM Interagency partners. Our Cyber Domain Watch Officers
LINE GARS fSIFIRSNBKALI G§KS NBIljdZANBR | g1 NBVSaaothzT a
GAGKAY 2dzNJ KSI RljdzZr NISNEQ ySiGg2N]l & FyYRWearddsdby 0
expanding our relationship with DHS [Department of Homeland Security] to improve our situational
awareness and understanding of their unique cylsguirements.
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NORTHCOM would do more if it had the funding and manning?

RENUART: Certainly, funding and manning will always allow you to be more active irsatwylre

gyt G2 0SS OFNBFdzA y2i G2 are aoS INB y20 ot S Jiz
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capabilities that really reside and existather areas and other organizations. USSTRATCOM is really the
principle player for the Department of Defense. DHS is the principle player for the whole of government

YR GKSY GKSNB IINB I ydzYoSNJ 2F LINA Gl aiifEnd,as@di 2 NJ INS
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money and more people, but it would really be to help us continue to partner with STRATCOM and DHS,

in particular, and really expand into the private sector over the coming days and months to create

common cyber defense capabilities that reduce vudtdlities in both the classified and unclassified

networks we use.

NSCI: Would you tell me a little about the cyber arrangements and authorities between USSTRATCOM,
USNORTHCOM and the DHS?

RENUART: Within our area of responsibility, USNORTH@ORgwith USSTRATCOM and Hf@ave
teamed to shape the cyber security efforts by improving information exchange and expanding
relationships with the government and private sector cyber community of interest.

USNORTHCOM has the specific responsibilitpdéense Support of Civil Authorities (DSCA) and

Homeland Defense (HD) within the continentalitdd StatesRegarding DSCA, the DHS has outlined key

cyber responsibilities for the DoD in the National Responamé&work, Cyber Incident AnneXhese

respond OAf AGASAE NBE aKFENBR 0Si6SSy ! {bhwe¢l/haz | {fcw
intelligence and law enforcement organizations.

USNORTHCOM leverages the cyber capabilities within DoD through USSTRATCOM in executing its DS
and HD cyber responsibilitieBhe standup of USCYBERCOM under USSTRATCOM etibnge this
arrangementWe regularly meet with DHS and USSTRATCOM to discuss current cyber activities and
efforts to enhance future mutual support.

Our cyber authorities are deted from a number of soues. The Unified Command Plan ggs DSCA
and HD to USNORTHCOMe National Response Framework established the whole of governaient,
hazard response construcHSPEb [Homeland Security Presidential Directive] Management of
Domestic Incidents establiss a single, comprehensive approach to domestic incident management.
HSPEY Critical Infrastructure Identification, Prioritization and Protection details the approach to
protecting the Defense Industrial Bas¢SPEB National Preparedness is the foundetal document for
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prevention and response to threatened or actual domestic terrorist attacks, major disasters and other
emergencies

NSCI: To illustrate these relationships, can you summarize the sequence of events and agency
involvement if a governmenor military network were to experience a major cyber attack?

wOb!!we¢Y CANRGET LQR fA1S G2 K2LIS GKIFIG 6SQ@S RS
suddenly discovered an intrusion or a vulnerability that was being exploited, then nobodyaalte

1y26 GKFGd ''a 6SQ@0S ySig2N]l SR (23SGKSNJ Ay 2LISN
the STRATCOM structure and the Cyber Command structure, we hear information on our networks in
reaktime. The alert giving us word of this intrusimight well come through one of them to us before it
actually gets into our enterprise. But we do have the ability to detect and determine threats
AYYSRAFGStE@ AT GKSe 02YS G2 dzaT ¢S R2y Qi 1y2¢6
make the fdks at STRATCOM aware of this issue. Sometimes, it might come to us through a Service
enterprise, and then we would collaborate immediately with the Services.

LGiQa + O2ftflr 02N GAGS LINRPOSaasz |yR L (Kamgtimegg SQN
or pretty close, inreaimecd 2 G KI 4 A (i Q&ndyodtidl plocesd.Symelofythie fixes to those
intrusions may be better initiated at a more global level. So, DISA gr@ibbal Network Operations

will initiate those efforts on beH&aof the many other users that may be affected. But we also do have

the ability to do some seffirotection of our own enterprise within the command.

LGiQa OdzyoSNE2YS G2 RSaONROGS Al Fa I OKFEAY 2F O
where most of the players are in that space simultaneously, especially within DoD.

NSCIFrom a USNORTHCOM perspective, can you discuss a few of the key challenges regarding
cyberspace operations?

RENUART: Our mission partners transcend traditional mitsaijtions, thus our cyber interestsgand

well beyond DoD network#&s such, NORAD and USNORTHCOM view our access to the Global
Information Grid and the broader Internet as critical to successful homeland defense and civil support
missions.

Key chatnges for NORAD and USNORTHCOM include a secure, available, interoperable and reliable
cyber environment that will enable us to efftively execute our missiongo address these shortfalls,

we require improved cyber situational awareness and defense toulsroved training for cyber
professionals and interoperable standards with our DoD anddoBD mission partners.

USNORTHCOM is the single entry point fdDSICA missions to include cybEnis construct simplifies
requests for assistance from cigilithorities and ensures unity of effort for DSCA operations.
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The bottom line is that USNORTHCOM, USTRATCOM, USCYBERCOM, DHS and the public and privat
sectors must do everything we can to build resiliency and redundancy in our networks to assure
successfl execution of our homeland defense and civil support missions.

NSCIlYou mentioned the need for improved training of cyber professiorg@istopic that comes up
often in this growing field. Does the technical nature of cyber defense ever make it dliffior
NORTHCOM and its partners to acquire the resources and training they need from lawmakers?

wOb!!lwey 2SS (GSyR (G2 FLIINRIOK ySigagNHQa SOazNE ki &
this. We let Service network operations and securitytees deal with their networks. We do this, not

jdzA GS Ay A&zttt dA2yzZ o6dzi a Y2NB RAAONBSG SyidaAd
training construct among all of the Services and, increasingly, among other government organizations to
be able to operate.

This networkg this enterprise that we live igis altinclusive and simultaneous across a variety of
ALSOGNHzYa YR AY gKIFG L ¢g2dd R OFtt aySteg2N] aLl
programs. For example, the Nalgs kind of become the lead agency to provide more aggressive

training for cyber professionals and the Services are all beginning to pile onto that. But it is a capacity
problem; you can only go so fast and training someone to be a systems administragor different

from training someone who can operate in a defensive environment in cybergpahere the threats,
FaGaGroOla 2N AYyiNHzaA2ya OFy 0O02YS FTNRY | gK2tS @t
and we need to continue to do thaf\s Cyber Command comes aboard, they will begin to drive those
1S StSySyida 2F GNIXYAyAy3a GKFaG FEf 2F GKS { SNIA
to increase sheer capacity in this area.

NSCIHow will that affect the overall bulget?

RENUART: | think that General Chilton is pretty comfortable with the current budget projections that we
have. We have sufficient funding to continue, maintain and sustain those training programs. | think that
the cyber arena is one where the moredgo f S| Ny = (GKS Y2NB @&2dz TAIdzNB

32Ay3 G2 6S F fAQGAY3IAIT ONBIFIGKAY3I SYy@ANRYYSyild (K
OF LI OAGe& 2@SNJ GAYS® LQY y2G &adaNBE ¢S &Sgouthyk g |
82dzQ0S RSFSYyR éF“z Fy SYGdSNLIINRaS:T a2YS 2GKSN) @gdz y

NSCI; 2 dzQ@S o

GKSNBE 0SSy Fyeé &aLISOAFTAO OBoSN) adz0O0SaasSa aAiryos
wob! lweY 843 2yS a4L800 65008 0S8y &dz00Sa 4T d
DHS and other government agencies to mitigate the impact of cyber incidents.

NORAD and USNORTHCOM also sponsoredspydefic exercises that have pnoved relationships

withDoDandno® 25 O86SNJ YA&aaA2y LI NIYySNE® ¢KSasS SESN
a2a0SyY¢ o0& OKIffSy3aAay3a 2dzNJ SIdzZA LIYSydz Gl OGAOa
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Finally, the establishment of a robust 24/7 Network Operations and Security Center has enhanced our
situational awareness and response to malicious cyber activity that could adversely affect our

operations.

NSCI: Is it ever difficult to quantify succesyy (KA & FTASER 0SOlFdzAS ay2 ySs ¢
ySsaKsé

RENUARTBuccess comes in a variety of areas. | think we can quantify the success as we defend our
SYGSNIINRARAS | 3FAyad alLISOATFAO Ayl Ndznded goainstite 2dz & S
82dzQ@S yS3IFGSR Al 22d2Q@S SyadaNBR GKFd AdG Ol yQi
nature of cyber is that it can move from one target to anther pretty quickly, so you may not necessarily
1y26 GKIFG 22d2Qd@abithigffSR | LINRof SY

O( [N
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but on the other hand, some of the threats we see are designed to lay dormant and only become a
threat later on down the road. Sow& 2 dzf Ry Qi &l & ab2(iKAy3IQa KI LISy SR

FIL OGx @2dz Oy YI1S GKS OFrasS (KIFG AF y20iKAy3IQa I LJ
those that would manipulate the networks or enterpriseontinues to remain constariti Qa 06 2 Ny 2 di
GKS AyGSttAaSyO0S ¢S aSST AGQa 02Ny 2dzi 2F (GKS I O

and do cute things every day. That intrusion intent is present in a variety of different areas. | would

suspect that even industrigbompetition drives a certain amount of intrusion into networks for a
O2YLISGAGAGS SRIAS® {2 ¢S 2dAKIG y2d4 G2 | aadzyS GKIYQd
GSQONB y20 &aSSAy3a a2YSOKAYy3AZ &a2YSo02Reée dWdneed®dS F A FPdzN.
dive deeper.

NSCIl: USNORTHCOM and NORAD recently held the Ardent Sentry 2009 exercise in various sites acros
the country. Did this exercise incorporate cyber defensive and/or offensive tactics?

RENUARWe incorporated numerous cyber defémns tactics that exposed areas where we need
AYLINRGSYSY(Gz odzi Ffa2 oNRdAzZAKG (2 fA3IKG I NBlFa o @SN
investments in technology, training and people.

NSCIDid the exercise provide any insight and/or lessons learnéddzQ @S 6 SSy Fo6f S (2 S¢
support of USNORTHCOM cyberspace operations?

RENUART: Yes it dWlithout going into specific details, there were several lessons andi@ K a ¢S QS
taken for actionThe staff, particularly the J6, is currently working be tesults that will enhance our
cyber security posture.
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NSCIlYou mentioned that NORTHCOM has sponsored cgbecific exercises. Would you tell us a little
about that?

RENUART: USNORTHCOM participated in the Sydvaer exercises, hosted by DA% look forward to

the opportunity to work wih DHS in the next Cyber StorRurther, we routinely participate in
USSTRATCGSponsored exercise€ A Y I t f 8 2 6S Q@S K StépRxe@iseOS&Mdrilg A y
various cyber scenarios and greatly increasdzbcwctivity in all exercises.

Ly FRRAGAZ2Y (G2 NRodzad OeoSNI StSYSyia Ay 2dzNJ SE

LIKA&AKAY3I SESNDAA&ASA 6AGKAY ( kdphishBdspedifiddramiigd S GG K |

also conducted maratory cyber security training and awareness sessions for all personnel.

NSCI: What opportunities do you see for other collaborative projects with defense organizations
and/or industry partners?

RENUARTNORAD and USNORTHCOM partner with Allies; Federal, State, local and tribal governments;
and the private sector to reduce cyber vulnerabilities and defend against infrastructure attacks.

DHS is giving USNORTHCOM the opportunity to take part in devetlogiinfirst Quadremial Homeland
Security ReviewT his provides an additional venue for us to further refine our role in providing cyber
assistance to DHS.

Other collaborative projects include ongoing development of the-2id $lational Cyber Incident
wSalLkRyasS tfly gKAOK gAff SyKI yOSleuwlkyder yididankvaty Q &
a wholeof-government approachlhe stakeholders supporting this effort are government and-non
government organizations.

NSCI: Has the multiational partnership between the United States, Mexico and Canada enabled
USNORTHCOM to have a broader perspective on the global effects of cyberspace?

RENUARWe are building a relationship with Canada Command and the Canadian Forces Network
Operations Centre téacilitate information sharig of cybe#related information.This will enhance
mutual situational awareness and offers the potential to synchronize cyber response to a major event.

Mexico and the U.S. have common security objectives that canuteally supported though increased
intelligence sharing, inteperability and collaboratiorRecently, we had discussions with the Mexican
military to develop interoperable communications solutions within the cyberspace domain.

z

NSCI: Isthere anythin§ f &S @2 dzQR fA1S (2 | RRK

RENUARTISNORTHCOM experiences many of the same threats thddobDrorganizizons address on
a daily basisTo help mitigate these threats, more collaboration is needed between private and
government sectors.
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Recentlytherehd 0SSy aA3ayAFAOLyld | OGAGAGe -DaRGy@SPNityA v 3
Review, the updating of the National Cyber Incident Response Plan and the stand up of USCYBERCOM.
Given its Homeland Defense and Civil Support missions, USNORTHOOdwith STRATCOM and
USCYBERC@M NB LINRBYAYSyild LI &@SNBR Ay a8yOKNRYATAyYy3 |
interest in cyberspace.

CKFYy]l @2dz F2NJ 6KAA 2LIRNIdzyAGe (2 RA&aOdzaa ! {bh
of cybeaspace activities both within DoD and witlir external mission parthnerddlORAD and
USNORTHCOM mission success is predicated on robust, reliable access to both classified and
unclassified mission systems. Our efforts in the cyber domain, throughout tblewhgovernment,

are vital to ensure our homelands are defended, protected and secure.
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