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SENIOR LEADER PERSPECTIVE:
DANIEL HINGTGEN

NSClI’s Lindsay Trimble recently had the opportunity to interview Mr.
Daniel Hingtgen, chief of Information Assurance (IA) Policy, Programs
and Training for U.S. Army Europe (USAREUR). Previously, Hingtgen
was active duty in the U.S. Army, retiring in 2004 as a sergeant
major. During his career, he was a program manager for multiple
Army training initiatives and IA policy development, including
developing the Army in Europe IA policy for 65,000 information
technology users. In this interview, Hingtgen discusses the ways that
USAREUR has adapted to meet the new threats present in
cyberspace.

NSCI: What is U.S. Army Europe’s relationship to other Department of Defense organizations
supporting cyberspace operations?

DANIEL HINGTGEN: Our direct relationship is supporting Title X for Europe to support AFRICOM [U.S.

African Command], EUCOM [U.S. European Command] and all subordinate tenants and major
adzo 2 NRAYIFGS O2YYIFIyRa F2N 0KS ySig2N] O2yySOiGAQ
part of the global information grid. And of course owning it, managing it, safeguarding it and securing it

are all critical and tied in. We have a lot of customers on our network that we rely on to ensure that they

are doing their part to keep the network safe and that goes from the individual user being properly

trained and certified to the computer user to the systems administrators and the enterprise

administrators needing all the training and certification requirements for the Department of Defense as

well as the Department of the Army.

My office focuses on the training and certification side for the AFRICOM and EUCOM workforce. The

day-to-day operations are basically Army-run and owned. The people that | deal with for the Army in

9dzN2 LISQa ySig2N] O60KAOK O2@3SNBE ! N¥Ye& AqDeplruabhe LIS Q
of Defense civilians, contractors and military members.

NSCI: From a USAREUR perspective, can you discuss a few of the key challenges regarding cyberspace
operations?

HINGTGEN: The most significant challenge is the constant bombardment of new information assurance
vulnerability alerts, new directives, new challenges ¢ both seen and unforeseen ¢ that come down the
LIALIS® ¢KSasS 32 0Se2yR gKIG €2dzQNB R2Ay3a Ay @&2dz
the information that meets our requirements and that people can trustit, butitQa | @S NE Ff dzA
SYGANRYYSYyil 6AGK I @OSNBE 200A2dza GKNBFG FTNRY |
the physical possibilities of breaking into the network like someone walking into a building and gaining

access. The challenges that are in the cyber world for corporate America or Britain or France are pretty
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NSCI: How have these challenges evolved during your time at USAREUR — active duty and now?

HINGTGEN: There have been significant changes! When | did automation for the U.S. Army back in the

82nd Airborne Division, we had semi-vans with mainframe computers in them and security was not an

issue on anything because we owned and operated our own network. Now, with the networking and
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been significant changes ¢ both good and bad.

O

NSCI: How has USAREUR adapted to meet the new threats present in cyberspace?
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happening in the continental United States. We have a significant amount of different posts, camps and

stations ¢ called aKaserneoverhereca Ol G G SNBR (G KNR dzZAK2dzi 9dz2NRBLIST & G
fA1S I C2NI . NI3I3 2NIC2NI |1 22R gAGK +Fff 27F dz y
the fiber and commercial networks to allow a lot of our traffic to pass through.2 SQNB 2dza G | 6 2 ¢
completing our facility upgrades.

Another significant change is that ¢ not that we have an undisciplined workforce ¢ but we have a

workforce that is using the company or government-supplied computer access to go and do different

things on the Internet. This is also true in the corporate world and in the other military branches and

government. If you get a good percentage of your employees doingthat g KS G KSNJ A 1 Qa4 F2 NQ I

a day or a considerable amount of time ¢ A { aRidg awiay bandwidth that is supposed to be dedicated to

0KS YA&aaArzyo ¢KIFIGQa | OKFIffSyaS SOSNEGKSNBE® 2 SHUDS
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network. Another action that has helped is that our users are trained and certified as computer users to

know their specific roles and responsibilities.

NSCI: Many senior leaders have commented that trained cyber warriors are one of the most significant
shortfalls we have right now. As the lead for Information Assurance Policy, Programs and Training,
what programs have you initiated to prepare USAREUR soldiers for the fight in cyberspace?

HINGTGEN: The foundation for what we do is the policy and the law ¢ the Federal Information Security
Management Act (FISMA) and other directives. So what we have here in Army Europe is a dedicated
training and certification program which is commercial certification for our elevated privileged users,
such as our systems administrators, organizational unit administrators and our enterprise
administrators. At different levels, depending on what they do on the network, we have the appropriate
level of blended training ¢ done online, prior with prerequisites and instructor-led training ¢ which

110 Royal Aberdeen ® Smithfield, VA 23430 ® ph. (757) 871-3578

CyberPro National Security Cyberspace Institute Page | 2




= Volume 2, Edition 16
_National Cybe r P ro August13, 2009
Security
Cyberspace

NSCI Institute Keeping Cyberspace Professionals Informed

culminates in a commercial certification test to show that they are certified and that they have gained

0KS 1y2¢6f SRAS ySSRSR Ay (K2aS LI aakealloRhé traibingdnkK I § Q
place to accomplish that.

We also do a lot of other training and certification for the Army in Europe workforce, which includes
AFRICOM and EUCOM, and USAFE [U.S. Air Forces in Europe] if they want to buy-in to our program. We
do project management, enterprise project management, enterprise architecture and information
technology infrastructure library (ITIL). Not only do people have to attend to keep their positions, but
we also allow for continued growth in the IT arena to become more professional and competent in your
duty roles and responsibilities to safeguard and secure the network ¢ both as a systems administrator or
as a project lead for a group of systems administrators working a project.

F3FAY S A0Qa tsih&fGundafidriofwdad we ineéd tdido, Wiy we need to do it, and where

S YySSR (G2 F20dza 2dzNJ GNIAyAy3a SySNHeE |yR R2ffl
combination of all three and then you tie in the IA programs already established in the Department of
5STSyasS yR Ay (GKS 5SLINIYSYyd 2F GKS ! Nyeo ¢Kz2 3PS
those systems to facilitate the success down here on the ground, for example the Army Portfolio

Management Solution system, which helps with the management and day-to-day operations of our

certification and accreditation actions of those systems on our network. We use that system for the

recording, tracking, managing and moderating.

NSCI: How has this training improved cyber capabilities?

HINGTGEN: From my experience, it is a significant challenge to keep IT people in that set job because if

a2YS2yS Aa | aeadsSya FRYAYAAUGNI 02N g2NJAy3a KSN 2
across the street with a promotion for their career field, people want to go for a promotion and better

themselves ¢ not only for the money, but for growth and professional development. They leave the

technical arena and go for staff or management-type positions, and it can be a big hindrance to the IT

team for those very competent and well-trained technicians to move into other positions. Before NSPS,

the 2210s received additional money based on the fact that you were a technician. That takes the good

LIS2LX S Fglead LQY y2i aledRfyd XNRIASKRWE HRERI LD it &:
somebody overnight that will fully understand the theater and network as well as the relevance for the

role they have.

NSCI: What do you see as the next steps to providing the quality and quantity of cyber warriors senior
leaders are asking for?

HINGTGEN: All the services have gotten smart enough to try to consolidate resources, servers and

enterprise-type environments S NE dzda || RAAUONAROdzi SR SY@GANRYYSy A
bringing things in and taking back the control of managing and operating the entire network. In my

opinion, | believe that the end-statewouldbe ¢ K SNB (1 KS 5 S LJ NIDISK&Défénse2 T 5S T R
Information Security Agency ¢ is the backbone and everyone rides off of one enterprise network. So all

of our IT professionals are support staff to one enterprise, instead of having just the Air Force enterprise

2N GKS ! Ny¥e SYGdSNIINRAR&aSe® 2SQR ff 06S GASR G23Si0MSN
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that that would be the most significant thing that the Department of Defense could do to get all the IT

cyber warriors working in the same direction for the same network. We have the theater information

grid here in Army Europe, which is part of the global information grid. We should all be working in the

same channel. And that may be the goal of the new cyber command that they are standing up. | believe

0Kl GQa ¢gKSNKN&EI 6S ySSR (2

People become fearful of change and they get fearful of losing their jobs, but change and moving in the
NAIKG RANBOUAZ2Y fSIRa (2 2LILRNIdzyArAdtesd ¢KS Oeéo$s
available; that the information going back and forth has integrity, is sound, trustworthy and available

24/7; and that the network is fully supporting the mission requirement and its people are responsible

F2N) oKFiG GKS@QNB areiAya 2y GKSNBEX¢KS aeySNHe ¢

NSCI: There has been a lot of discussion recently about the
need to prioritize network defense efforts using a risk-based
approach — we can’t afford to protect everything to the same
degree all the time, and not everything is equal in terms of
mission assurance. What is USAREUR doing in this area?

HINGTGEN: The priorities can come based on the threat. The

threat is always there, but if something new comes up, of

course the priority changes. For Army in Europe, the priority at

the moment ¢ as it is for the rest of the Army ¢ is the

deployment of data at rest, or mobile armor: products that

6SONB AYLX SYSyidAy3a I ONRaa ! Nxye
information on your hard drive so that should your laptop or device be stolen, the personal identifiable

AYF2NXYIGA2Yy 6SUR2¥8E8 OFryy2di&SNBlFaArte €221SR |
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all of our cryptographic-ii @ LIS RS@AO0S& (KNRdAZAK2dzi ( Kifytod®witls 2 NJ |

our network access control. There are a lot of major programs that are being pushed at the top as well
Fa 0KAy3a 6SQNB R2Ay3 G 2dNJ 29y € S@Stx odzi GK
priorities.

TheissueistK Ay 3& FFNB OKFy3aAy3a G4 GKS aryYyS GAYS @&2dzQN
going down one road and you might need to veer off and take a left turn because that has changed now
YR @&2dz GKAY]l aftSdiQa 32 GKAA gl &de ¢KIFIGQa || O2

NSCI: What kinds of opportunities do you see for interaction with industry partners in training for
cyber defense and offense?

HINGTGEN: Industry partners have a select role and we certainly need to work hand-in-hand with our
industry partners because i KS@ QNB (G KS 2y Sa (KFId RS@St2L) GKS LJ
industry that is the one that will facilitate meeting the requirements that we have. The UAV being able
G2 02YYdzyAOFGS FNRY /hb!{ 6KSYy AIWOE STR2FAVWVKAADSD
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wireless network, through satellite, down to a guy with headphones sitting in Colorado. It shows you the

L26SN) 2F GKS gANBR FyR (GKS SANBtSaa ySisgz2Nla | JR
have that same level of confidence in communicationdowntothes2 f RASNJ Ay | F2EK2f S L
the Pentagonandwanttotalk toas2 ft RASNJ Ay || FT2EK2f Sz &2dz KI @S S |

ij
KAY® ¢KFEGQa 6KSNB L (KAY] péecPl@ied inddstryito/devdiopthdsd G G WS a
types of products.

NSCI: Is there anything else you’d like to add?

HINGTGEN: | believe that Army in Europe has the best training and certification. We have been

recognized for it DoD-wide.! 3 Ay 3 L Q @Ko n§ Roiint alibe thedpalicy Settidy the standards

for us to follow, but having the resources, the people on the ground and the leadership support to make

whatever program happen is essential. And based on the things that are going on in the world and now

GAGK t NBaARSY(d holYlFIQa Oeo6SNI O2YYFYyRX GKS QGAraArdAit
has been in the past on the importance and how much we rely on IT.

There are some great videos outthereca 2 K I G A §réa {GMYRB 2682AK/T (0 KAATY IS NIl I LIL é
LGQa aO0OFNE K2g YdzOK 6S RSLISYR 2y 2dzNJ L¢X 2dzNJ OHY LI
2y | RFAf& olairae 2KFIG g2dz R €2dz R2 A GKSe ¢S5
threat and it can have seriousrami¥ A OF G A2y a F2NJ LIS2LX S |y fA
moving forward with the cyber command.
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