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SENIOR LEADER PERSPECTIVE: CoL. CHARLES WILLIAMSON III

NSCI'’s Lindsay Trimble had the opportunity to interview Colonel
Charles Williamson I11, deputy staff judge advocate, Headquarters U.S.
Air Forces in Europe (USAFE), Ramstein Air Base, Germany. In his
current position, Williamson assists the senior legal counsel in
providing services to the USAFE commander and staff, and in
overseeing 21 subordinate legal offices. He previously served as the
first staff judge advocate for the Joint Task Force-Computer Network
Operations, as the staff judge advocate for the Air Force Intelligence,
Surveillance and Reconnaissance Agency and as legal advisor for the
Joint Information Operations Warfare Command.

The views expressed in this interview are the views of Col. Williamson,
not the views of the Department of Defense or the U.S. Air Force.

I . i
NSCIHow has the legal world been affected by the increase in cyber operations and cyber
attacks?

COL. CHARLES WILLIAMSOnite legal world is in constant motion, so this is yet another change
that the legal world has had to adapt to. When the world went from the horse to the automobile, it
raised a whole new list of questions, and when it went from lantdased artillery in warfare to the
airplane z and the range that it broughtz we had a whole new set of legal issues. In fact, one of the
very earliest treaties on the application of force came ithe transition from land-based artillery to
aircraft.

The legal world is always adapting. The Internet brings a whole new set of challenges because the
speed and the range are essentially unlimited. Before, pretty much everything had tangible,
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and | probably both learned how airplanes worked lift, drag and thrust z in fourth grade. The

people who are now in third and fourth grade are starting to figure out how the Internet works the

OAi A xAu OEAO Uil O AT A ) 1TAAOTAA Eix £ ECEO xI10
and be part of life. We aralefinitely in a significant transition period.

NSCI: Do the same rules apply to cyber conflict as the rules of armed conflict?

WILLIAMSON: Yes, they do, but how they apply is the trick. The U.S. Department of Defense position
EO OEAO OEAU AT AbpDbi U8 4EA $/$ ' AT AOAI #1 O1 OAI
xA xEI1l ApPI U OEA OOl AOAEEIET Al AAGBIOA BHIAR O H AAOA
generic DOD instruction, called the DOD Law of War Program, that says we will apply the Law of

War in all contexts. So, yes, the DOD is going to apply the Law of War in cyberspace conflict.
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But those rulesz necessity, proportionality, distinction, perfidy z are generally setup to handle the
application of force and violence. So, when we expect blood on the streets, broken glass, twisted |
OOAAI h OEAO3O xEAO OEI OA 0OOI AO oxapglyAhatiindtie Gternef 1 1 U JA A
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There are some tricky challenges that are not addressed in the DOD paper. For instance, we have
databases on our blood supply. So if somebody breaks into that database and messes with that data,
ATA xA AAT 60 O0O00 1z60 AATBA OOHBDOPDODUEAT ApdndAAE I A
people lose their lives because of that, we now have a LafvWar violation by somebody because

they messed with medical things, which are typically not lawful targets.
NSCI: Wow. | never thought of that aspect.

7),,)!'-3/.d 9A0h EO8O OECEO ET OEA $/ $ zAbb@®AON i
10 years.

Mike Schmitt, a professor, wrote a paper in the Columbia Law Journal and talked about how to
AAAEAA xEAT Ul O60A AO xAO EIT -padtesh Dne PADAGemeral A A A JA
Counsel applies the same kind of tests, but they boil it dovto a simpler question: If the effects are

equivalent to what we would see with the traditional application of force, then we expect that the

world will apply the traditional Law of Force rules. As | said, if we expect blood on the streets,

broken glass, wisted steel, then we would expect the Law of War to apply.

(AOAGO AT AgAipi Ag 7A AiI O A AAOGOOT U AT AT AT UBO PA
iIT EO8 )O0860 Al 01 OEAT OAOCEAAI T U Pi OOEAI A @&ihe A1 AJOO
temperature controls for the petroleum refinery and override them, causing the plant to explode. It
has the same effect, but is caused by different agents. In the cyberspace example, it could be caused
by somebody 10,000 miles away. But the DOD islsgoing to apply the same standard of force

PDOET AEPI AO OI AAAEAA EZ EO080 A 1 AxAEOI O0A 1T £ ANYOA

NSCI: The enormity of cyberspace is stretching the boundaries of the possibility of attacks
worldwide. How is international law intersecting with nati  onal law in this realm?

WILLIAMSON: This is probably one of the areas that is the most frustrating to the operators,

AAAAOGOA OEAU x1 O1 A OAATT U TEEA OI OAA 11 OA COEAQAI
world does not develop rules that way. Tk world has generally developed rules through sad
AobpAOEAT AANn xEAOA xA 1T AAA T EOOAEAO AT A xA OAUh JAO
and we come up with a new set of rules. It tends to be backwatdoking.

So there are certainly national lawghat are being developed. The biggest example of that comes

100 T &£ OEA #1 01 AEI 1T £ %001 PASO #UAAOAOEIA #1711 OM1 O

countries, plus a number of observer countries, that got together and basically made a big list of bad
things that can happen on or through the Internet. Then, the countries said they were going to take
the list of bad things and turn it into national law in each country that will prohibit the bad things,
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provide punishments for violation of these rulesth® | AAO OEAO O1 AEAOUSO OOQAE
as well as respecting certain important societal interests. For instance, in Europe the Cybercrime
Convention said the countries would pass laws regulating hate speegheally focusing on things

like distibOOET 1T 1T &£ . AUE 1 Ai 1T OAAETI EA AT A OEET CO OEAOD
In the U.S., that would violate our first amendment, so the U.S. said that we were going to take a
reservation and not agree to that particular provision.

E /

NSCI: Werethe rules across all European countries the same? Or did each country get to tailor
the rules?

WILLIAMSON: Each country takes this list from the convention and passes its own laws to enforce
with national law what the countries have agreed is a list of whthings. All countries include the
same aspects, but apply it nationally. There will be some differences from country to country
because each country will apply their own rules in a slightly different way. This respects national
sovereignty, but also allavs for international cooperation.

One of the biggest things that it changes, though, is that it sets up a mechanism for the countries to
pass their own rules that would allow for the exchange of information between countries more
easily than would have appened without the convention. For instance, one country can ask
another country for information about an intrusion and if the providing country has passed a law
saying they can collect the data by court order from their own companies, then they could gleé¢

data and turn it over to the requesting country. Before the Cybercrime Convention, it was pretty
spotty as to whether that kind of thing would happen.

NSCI: How is the Air Force legal team reshaping their mission to encompass cyberspace and
cyber attacks?

WILLIAMSON: The Air Force, as a service, has been doing information operations for a long time, so

OEA ' EO &1 OAA OEOI OCE OEA Ownd® EETA 1T &£ OITE A MAA
you look around at some of the early legal writigs on information operations and Internet law, you

xEl 1 OAA 'EO &1 OAA *1' 06 1TAIAO Pip Obps8 3ET AA OHAI
AFCYBER (Provisional) and the 24th Air Force will have its own legal office that will specialize in

cyberspa® operations. The 67th Network Warfare Wing has a legal office and they have worked to

AA AT CACAA ET AUAARAOOPAAA EOOOAOG8 7EAOAOAO OEAOAQS O
things, there are lawyers involved; the Air Force Information Operations Cater, the Air Force

Communications Agency. And AFOSI JAGs have been in the middle of it for a long time.

In addition to that, the AF has provided a lot of the lawyers who are working in joint billets for
cyberspacez Joint Task Force Global Network Operans, the Joint Functional Component
Command Network Warfare, U.S. Strategic Commanavherever the joint arena is, there will be Air
Force people.
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NSCI: Are the U.S. military branches joining together in this effort?

WILLIAMSON: Everybody is trying t@et in and support the fight. In the legal world, there are a lot
of crossservice events. For instance, when one of the JAG schools hosts a conference or course,
other people from other services are always invited.

NSCI: What about other government organizations?

WILLIAMSON: | have less insight in that now than | used to. | know that, for example, there were

$/$ 1 AxUAOO ET O 1 OAA ET O0OAOEAAT O "OOEGO AUAAONAA
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effort that DOD lawyers were involved in.

NSCI: Are new laws being developed as cyber education and legal cases increase?

WILLIAMSON: Law in this area is mostly not written down. Law in this area is msdeveloped by
DOAAOEAA8 4EAOA AOA A 110 1T &£ AEATITATCAO O1 OAAQOE
Ol CAOEAOh T AEA A 1 Ax AT A xOEOA EO Ai x18 2ECEO Wi x
UAO EiT x OEAUGS OA ok thedntetnkt. TAdreliskddtairdy afoi of s@ying going on,

but beyond thatz in terms of using it to help fight warsz it is still very slowly developing. A lot of

OEEO x1 OE EO AAEIT ¢ AITA ET OAAOAOh diiertitar HOASO Wi O
instance hypotheticals raised in the many law review articles.

3ET AA OEAOAGO 110 A AiTiii11T O1TAAOOOAT AET ¢ UAO 1 E
very hard for governments to sit down and write down these rules. That mearthat we have to
develop things by practice. So, some country will do something on the Internet and the rest of the
xI Ol A xEI1l OAUh O71T AEA 7A AiI160 1 EEA OEAO ATA [
NSCI: Such as the Russian attacks on Estonia?

WILLIAMSONA EAO08 O AT AgAi 1 A T &£ 1TTA T £ GEA AEAT T AT CROd
AiTi A T606 AT A OAU OEAO OEA 2000EAT cCci1 GAOTIiI AT O xAO
allegations about China. The evidence seems reasonably clear, but no one has béling to point ~~ §
Of #EETA AT A OAU 091 Oh OEA #EET AOA Ci1 OAOTIT AT Oh §ob
though.

3DUET C EO AEAEAOAT O &£01 1 OEA APPI EAAOCEITT 1T £ A gAA
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number of bad effects before the world can see the cause to create new rules. sh&x A A A OI1 U EA

it happened with the air weapon, balloons and airplanes. Those changes happened pretty quickly: It
was about 40 years between the first military use of the balloon and the first regulations about
balloons. For artillery, it was about 800years from the first military use in Europe of artillery until

you had the first major set of rules governing the use of weapons.
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These things tend to take a long time, but in the meantime, we have the principles we live with for

war and the UN Charteg OAUET ¢ xAd611 T1T1U OOA & OAA ET OAl £
PDOAOGAT O EO xEAO Ui 6 Al xEAT O1 i1 AGEETI ¢ AAA EADPD
a feeling these changes will happen a lot faster, though.
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bad things. This is the area where international cooperation is likely to achieve the best effects. But

there are a lot of challenges to overcome with mistrust. You l&at things like arms limitation

treaties, for example. Those are based on strong verification regimes, where each country allowed

OEA 1T OEAO A1 O1 60U OiF Al U T OAO EOO TAOEITTAI AEO@DA
territory with very short not ice and do onsite inspections, where the military forces from another

country get to walk around some of the most sensitive areas of a countgthe places where they

store their nuclear weapons. And so the U.S. and Soviet Union had to really establ@hes basic

1 AGAT 1T &£ 00000 AAZEI OA OEAU xT OI A Aiililx AAAE 1T OHAO
yT AUAAOODPAAAh EOGBO O OCEAO AAAAOOA Ui & EAOGA O A
AAT 80 BT OOEAI U OA A colpute®.RAall e iEyouicQuil Ovtiah woAldydiuOook

for? An arms limitation treaty is not likely to work, but on the other hand, some kind of detection

treaty may help.

During the Cold War, NATO operated the Distant Early Warning Line near the ArdBlacle. If the

Russians came over the Pole, we would see them and respond. So, if the international community

AAT AT T A Ob xEOE OI i AGEET ¢ 1 EEA OEAOh EO IZCEOJEA
it protected mostly North America and Europe.d there a way to start with a kernel of that in

cyberspace and expand? | think that will be one of the big challenges for the international

community.

C3#)d )O OEAOA AT UOEET C Al OA Ui OGBA 1EEA O AAA

WILLIAMSON: This is a pretty exciting time to be inveéd in this because it has such huge and

unknown potential z for good or ill. You can look at how even developing countries are getting into

cyberspace activities. Look at, for instance, thirgieneration cell phones. There are parts of China

that, at sometime, were ahead of the United States in terms of the deployment of wireless devices.

"00 EOB8O0 OPOAAAET ¢ AOAOUxEAOA8 )1 | Z#OEAAh OEAO A
phones, but not deploying land lineg and those cell phones are able toeach into the Internet. So

that power to get the information is really spreading everywhere. How the world is going to figure

out how to use it well and to minimize harm will be interesting to see.
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