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SENIOR LEADER PERSPECTIVE: COL. CHARLES WILLIAMSON III 

NSCI’s Lindsay Trimble had the opportunity to interview Colonel 
Charles Williamson III, deputy staff judge advocate, Headquarters U.S. 
Air Forces in Europe (USAFE), Ramstein Air Base, Germany. In his 
current position, Williamson assists the senior legal counsel in 
providing services to the USAFE commander and staff, and in 
overseeing 21 subordinate legal offices. He previously served as the 
first staff judge advocate for the Joint Task Force-Computer Network 
Operations, as the staff judge advocate for the Air Force Intelligence, 
Surveillance and Reconnaissance Agency and as legal advisor for the 
Joint Information Operations Warfare Command. 
 
The views expressed in this interview are the views of Col. Williamson, 
not the views of the Department of Defense or the U.S. Air Force. 
 
NSCI: How has the legal world been affected by the increase in cyber operations and cyber 
attacks?  
 
COL. CHARLES WILLIAMSON: The legal world is in constant motion, so this is yet another change 
that the legal world has had to adapt to. When the world went from the horse to the automobile, it 
raised a whole new list of questions, and when it went from land-based artillery in warfare to the 
airplane ɀ and the range that it brought ɀ we had a whole new set of legal issues. In fact, one of the 
very earliest treaties on the application of force came in the transition from land-based artillery to 
aircraft.  
 
The legal world is always adapting. The Internet brings a whole new set of challenges because the 
speed and the range are essentially unlimited. Before, pretty much everything had tangible, 
humanly-uÎÄÅÒÓÔÁÎÄÁÂÌÅ ÌÉÍÉÔÁÔÉÏÎÓ ÏÎ ÉÔȢ "ÕÔ ÐÅÏÐÌÅ ÄÏÎȭÔ ÉÎÔÕÉÔÉÖÅÌÙ ÕÎÄÅÒÓÔÁÎÄ ÔÈÅ )ÎÔÅÒÎÅÔȟ ÓÏ 
ÉÔ ÉÓ ÄÉÆÆÅÒÅÎÔ ÉÎ ÔÅÒÍÓ ÏÆ ÇÅÔÔÉÎÇ ÕÓÅÄ ÔÏ ÉÔȢ ) ÔÈÉÎË ÔÈÁÔȭÓ Á ÆÁÉÒÌÙ ÔÅÍÐÏÒÁÒÙ ÐÒÏÂÌÅÍȟ ÔÈÏÕÇÈȢ 9ÏÕ 
and I probably both learned how airplanes worked ɀ lift, drag and thrust ɀ in fourth grade. The 
people who are now in third and fourth grade are starting to figure out how the Internet works the 
ÓÁÍÅ ×ÁÙ ÔÈÁÔ ÙÏÕ ÁÎÄ ) ÌÅÁÒÎÅÄ ÈÏ× ÆÌÉÇÈÔ ×ÏÒËÓȢ 3Ï ÏÖÅÒ ÔÉÍÅȟ ÉÔȭÌÌ ÂÅÃÏÍÅ ÉÎÇÒÁÉÎÅÄ ÉÎ ÐÅÏÐÌÅ 
and be part of life. We are definitely in a significant transition period. 
 
NSCI: Do the same rules apply to cyber conflict as the rules of armed conflict? 
 
WILLIAMSON: Yes, they do, but how they apply is the trick. The U.S. Department of Defense position 
ÉÓ ÔÈÁÔ ÔÈÅÙ ÄÏ ÁÐÐÌÙȢ 4ÈÅ $/$ 'ÅÎÅÒÁÌ #ÏÕÎÓÅÌ ×ÒÏÔÅ Á ÐÁÐÅÒ ÉÎ ρωωω ÔÈÁÔ ÓÐÅÃÉÆÉÃÁÌÌÙ ÌÁÙÓ ÏÕÔ ȰÙÅÓȟ 
×Å ×ÉÌÌ ÁÐÐÌÙ ÔÈÅ ÒÕÌÅÓȱ ÉÎ ÉÎÆÏÒÍÁÔÉÏÎ ÏÐÅÒÁÔÉÏÎÓȟ ×ÈÉÃÈ ÉÎÃÌÕÄÅÓ ÃÙÂÅÒ ÏÐÅÒÁÔÉÏÎÓȢ 4ÈÅÒÅȭÓ Á ÍÏÒÅ 
generic DOD instruction, called the DOD Law of War Program, that says we will apply the Law of 
War in all contexts. So, yes, the DOD is going to apply the Law of War in cyberspace conflict.  
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But those rules ɀ necessity, proportionality, distinction, perfidy ɀ are generally set-up to handle the 
application of force and violence. So, when we expect blood on the streets, broken glass, twisted 
ÓÔÅÅÌȟ ÔÈÁÔȭÓ ×ÈÁÔ ÔÈÏÓÅ ÒÕÌÅÓ ×ÅÒÅ ÏÒÉÇÉÎÁÌÌÙ ÄÅÓÉÇÎÅÄ ÆÏÒȢ "ÕÔ ÈÏ× ÄÏ Ùou apply that in the Internet 
ÅÎÖÉÒÏÎÍÅÎÔȟ ×ÈÅÒÅ ÉÔȭÓ ÃÅÒÔÁÉÎÌÙ ÔÈÅÏÒÅÔÉÃÁÌÌÙ ÐÏÓÓÉÂÌÅ ÔÏ ÈÁÖÅ ÔÈÏÓÅ ËÉÎÄÓ ÏÆ ÅÆÆÅÃÔÓȟ ÂÕÔ ×ÈÅÒÅ ×Å 
ÈÁÖÅÎȭÔ ÓÅÅÎ ÔÈÅÍ ÓÏ ÆÁÒȩ 
 
There are some tricky challenges that are not addressed in the DOD paper. For instance, we have 
databases on our blood supply. So if somebody breaks into that database and messes with that data, 
ÁÎÄ ×Å ÃÁÎȭÔ ÔÒÕÓÔ ÏÕÒ ÂÌÏÏÄ ÓÕÐÐÌÙ ÁÎÙÍÏÒÅ ɀ ÏÒ ÃÁÎȭÔ ÔÒÕÓÔ ÉÔ ÁÓ ÍÕÃÈ ÁÎÄ ÈÁÖÅ ÔÏ ÖÅÒÉÆÙ ÉÔ ɀ and 
people lose their lives because of that, we now have a Law of War violation by somebody because 
they messed with medical things, which are typically not lawful targets. 
 
NSCI: Wow. I never thought of that aspect. 
 
7),,)!-3/.ȡ 9ÅÓȟ ÉÔȭÓ ÒÉÇÈÔ ÉÎ ÔÈÅ $/$ ÐÁÐÅÒȟ ÓÏ ÔÈÅ ÃÏÎÃÅÐÔ ÈÁÓ ÂÅÅÎ ÁÒÏÕÎÄ Á ÌÏÎÇ ÔÉÍÅ ɀ about 
10 years.  
 
Mike Schmitt, a professor, wrote a paper in the Columbia Law Journal and talked about how to 
ÄÅÃÉÄÅ ×ÈÅÎ ÙÏÕȭÒÅ ÁÔ ×ÁÒ ÉÎ ÃÙÂÅÒÓÐÁÃÅȢ (Å ÃÁÍÅ ÏÕÔ ×ÉÔÈ Á ÓÅÖÅÎ-part test. The DOD General 
Counsel applies the same kind of tests, but they boil it down to a simpler question: If the effects are 
equivalent to what we would see with the traditional application of force, then we expect that the 
world will apply the traditional Law of Force rules. As I said, if we expect blood on the streets, 
broken glass, twisted steel, then we would expect the Law of War to apply. 
 
(ÅÒÅȭÓ ÁÎ ÅØÁÍÐÌÅȡ 7Å ÃÏÕÌÄ ÄÅÓÔÒÏÙ ÁÎ ÅÎÅÍÙȭÓ ÐÅÔÒÏÌÅÕÍ ÒÅÆÉÎÅÒÙ ÃÁÐÁÂÉÌÉÔÙ ÂÙ ÄÒÏÐÐÉÎÇ Á ÂÏÍÂ 
ÏÎ ÉÔȢ )ÔȭÓ ÁÌÓÏ ÔÈÅÏÒÅÔÉÃÁÌÌÙ ÐÏÓÓÉÂÌÅ ÔÏ ÅÌÅÃÔÒÏÎÉÃÁÌÌÙ ÂÒÅÁË ÉÎÔÏ ÔÈÅ ÃÏÎÔÒÏÌ ÓÙÓÔÅÍ ÔÈÁÔ ÍÁÎÁÇÅs the 
temperature controls for the petroleum refinery and override them, causing the plant to explode. It 
has the same effect, but is caused by different agents. In the cyberspace example, it could be caused 
by somebody 10,000 miles away. But the DOD is still going to apply the same standard of force 
ÐÒÉÎÃÉÐÌÅÓ ÔÏ ÄÅÃÉÄÅ ÉÆ ÉÔȭÓ Á ÌÁ×ÆÕÌ ÕÓÅ ÏÆ ÆÏÒÃÅ ÏÒ ÎÏÔȢ 
 
NSCI: The enormity of cyberspace is stretching the boundaries of the possibility of attacks 
worldwide. How is international law intersecting with nati onal law in this realm?  
 
WILLIAMSON: This is probably one of the areas that is the most frustrating to the operators, 
ÂÅÃÁÕÓÅ ÔÈÅÙ ×ÏÕÌÄ ÒÅÁÌÌÙ ÌÉËÅ ÔÏ ÓÅÅ ÍÏÒÅ ÇÕÉÄÁÎÃÅ ÏÎ ×ÈÁÔȭÓ ÏË ÏÒ ÎÏÔȢ 4ÈÅ ÒÅÁÌÉÔÙ ÉÓ ÔÈÁÔ ÔÈÅ 
world does not develop rules that way. The world has generally developed rules through sad 
ÅØÐÅÒÉÅÎÃÅȠ ×ÈÅÒÅ ×Å ÍÁÄÅ ÍÉÓÔÁËÅÓ ÁÎÄ ×Å ÓÁÙȟ ÁÓ ÔÈÅ ×ÏÒÌÄȟ Ȱ×Å ÄÏÎȭÔ ×ÁÎÔ ÔÏ ÄÏ ÔÈÁÔ ÁÇÁÉÎȱ 
and we come up with a new set of rules. It tends to be backward-looking.  
 
So there are certainly national laws that are being developed. The biggest example of that comes 
ÏÕÔ ÏÆ ÔÈÅ #ÏÕÎÃÉÌ ÏÆ %ÕÒÏÐÅȭÓ #ÙÂÅÒÃÒÉÍÅ #ÏÎÖÅÎÔÉÏÎȢ 4ÈÅ #ÏÕÎÃÉÌ ÏÆ %ÕÒÏÐÅ ÈÁÓ ÓÏÍÅ τπ-plus 
countries, plus a number of observer countries, that got together and basically made a big list of bad 
things that can happen on or through the Internet. Then, the countries said they were going to take 
the list of bad things and turn it into national law in each country that will prohibit the bad things, 
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provide punishments for violation of these rules thaÔ ÍÅÅÔ ÔÈÁÔ ÓÏÃÉÅÔÙȭÓ ÔÒÁÄÉÔÉÏÎÓ ÁÎÄ ÓÔÁÎÄÁÒÄÓȟ 
as well as respecting certain important societal interests. For instance, in Europe the Cybercrime 
Convention said the countries would pass laws regulating hate speech ɀ really focusing on things 
like distribÕÔÉÏÎ ÏÆ .ÁÚÉ ÍÅÍÏÒÁÂÉÌÉÁ ÁÎÄ ÔÈÉÎÇÓ ÔÈÁÔ ÔÈÅÙȭÖÅ ÂÅÅÎ ÃÏÎÃÅÒÎÅÄ ÁÂÏÕÔ ÆÏÒ Á ÌÏÎÇ ÔÉÍÅȢ 
In the U.S., that would violate our first amendment, so the U.S. said that we were going to take a 
reservation and not agree to that particular provision.  
 
NSCI: Were the rules across all European countries the same? Or did each country get to tailor 
the rules? 
 
WILLIAMSON: Each country takes this list from the convention and passes its own laws to enforce 
with national law what the countries have agreed is a list of bad things. All countries include the 
same aspects, but apply it nationally. There will be some differences from country to country 
because each country will apply their own rules in a slightly different way. This respects national 
sovereignty, but also allows for international cooperation.  
 
One of the biggest things that it changes, though, is that it sets up a mechanism for the countries to 
pass their own rules that would allow for the exchange of information between countries more 
easily than would have happened without the convention. For instance, one country can ask 
another country for information about an intrusion and if the providing country has passed a law 
saying they can collect the data by court order from their own companies, then they could get the 
data and turn it over to the requesting country. Before the Cybercrime Convention, it was pretty 
spotty as to whether that kind of thing would happen.  
 
NSCI: How is the Air Force legal team reshaping their mission to encompass cyberspace and 
cyber attacks?  
 
WILLIAMSON: The Air Force, as a service, has been doing information operations for a long time, so 
ÔÈÅ !ÉÒ &ÏÒÃÅ ÔÈÒÏÕÇÈ ÔÈÅ ȬωπÓ ËÉÎÄ ÏÆ ÔÏÏË Á ÌÅÁÄ ÁÎÄ !ÉÒ &ÏÒÃÅ *!'Ó ÊÕÍÐÅÄ ÒÉÇÈÔ ÉÎÔÏ ÔÈÁÔȢ 7ÈÅÎ 
you look around at some of the early legal writings on information operations and Internet law, you 
×ÉÌÌ ÓÅÅ !ÉÒ &ÏÒÃÅ *!'Óȭ ÎÁÍÅÓ ÐÏÐ ÕÐȢ 3ÉÎÃÅ ÔÈÅÎȟ ×ÅȭÖÅ ÂÅÅÎ ÉÎÖÏÌÖÅÄ ×ÉÔÈ ÔÈÅ ÌÅÇÁÌ ÏÆÆÉÃÅ ÁÔ 
AFCYBER (Provisional) and the 24th Air Force will have its own legal office that will specialize in 
cyberspace operations. The 67th Network Warfare Wing has a legal office and they have worked to 
ÂÅ ÅÎÇÁÇÅÄ ÉÎ ÃÙÂÅÒÓÐÁÃÅ ÉÓÓÕÅÓȢ 7ÈÅÒÅÖÅÒ ÔÈÅÒÅȭÓ ÁÎ !ÉÒ &ÏÒÃÅ ÏÒÇÁÎÉÚÁÔÉÏÎ ÄÏÉÎÇ ÃÙÂÅÒÓÐÁÃÅ 
things, there are lawyers involved ɀ the Air Force Information Operations Center, the Air Force 
Communications Agency. And AFOSI JAGs have been in the middle of it for a long time. 
 
In addition to that, the AF has provided a lot of the lawyers who are working in joint billets for 
cyberspace ɀ Joint Task Force Global Network Operations, the Joint Functional Component 
Command Network Warfare, U.S. Strategic Command ɀ wherever the joint arena is, there will be Air 
Force people. 
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NSCI: Are the U.S. military branches joining together in this effort?  
 
WILLIAMSON: Everybody is trying to get in and support the fight. In the legal world, there are a lot 
of cross-service events. For instance, when one of the JAG schools hosts a conference or course, 
other people from other services are always invited. 
 
NSCI: What about other government organizations?  
 
WILLIAMSON: I have less insight in that now than I used to. I know that, for example, there were 
$/$ ÌÁ×ÙÅÒÓ ÉÎÖÏÌÖÅÄ ÉÎ 0ÒÅÓÉÄÅÎÔ "ÕÓÈȭÓ ÃÙÂÅÒ ÄÅÆÅÎÓÅ ÉÎÉÔÉÁÔÉÖÅ ÔÈÁÔ 0ÒÅÓÉÄÅÎÔ /ÂÁÍÁ ÈÁÓ ÐÉÃËÅÄ 
ÕÐȟ ÂÕÔ ) ÄÏÎȭÔ ËÎÏ× ÔÈÅ ÄÅÔÁÉÌÓ ÏÆ ÈÏ× ÔÈÅÙȭÖÅ changed it. But that is definitely an inter-agency 
effort that DOD lawyers were involved in. 
 
NSCI: Are new laws being developed as cyber education and legal cases increase?  
 
WILLIAMSON: Law in this area is mostly not written down. Law in this area is mostly developed by 
ÐÒÁÃÔÉÃÅȢ 4ÈÅÒÅ ÁÒÅ Á ÌÏÔ ÏÆ ÃÈÁÌÌÅÎÇÅÓ ÔÏ ÓÅÃÕÒÉÎÇ ÔÈÁÔȢ )Î ÔÈÅ ÃÁÓÅ ÔÈÁÔ ÙÏÕȭÒÅ ÔÈÉÎËÉÎÇ ÏÆȟ ÐÅÏÐÌÅ ÇÅÔ 
ÔÏÇÅÔÈÅÒȟ ÍÁËÅ Á ÌÁ× ÁÎÄ ×ÒÉÔÅ ÉÔ ÄÏ×ÎȢ 2ÉÇÈÔ ÎÏ×ȟ ÔÈÅ ÇÏÖÅÒÎÍÅÎÔÓ ÏÆ ÔÈÅ ×ÏÒÌÄ ÈÁÖÅÎȭÔ ÄÅÃÉÄÅÄ 
ÙÅÔ ÈÏ× ÔÈÅÙȭÒÅ ÇÏÉÎÇ ÔÏ ÃÏÎÄÕÃÔ ÃÏÎÆlict on the Internet. There is certainly a lot of spying going on, 
but beyond that ɀ in terms of using it to help fight wars ɀ it is still very slowly developing. A lot of 
ÔÈÉÓ ×ÏÒË ÉÓ ÂÅÉÎÇ ÄÏÎÅ ÉÎ ÓÅÃÒÅÔȟ ÓÏ ÔÈÅÒÅȭÓ ÎÏÔ ÍÕÃÈ ÏÐÅÎ ÆÏÒ ÄÉÓÃÕÓÓÉÏÎ ÁÂÏÕÔ ÉÔȟ other than, for 
instance hypotheticals raised in the many law review articles.  
 
3ÉÎÃÅ ÔÈÅÒÅȭÓ ÎÏÔ Á ÃÏÍÍÏÎ ÕÎÄÅÒÓÔÁÎÄÉÎÇ ÙÅÔ ÏÆ ÈÏ× ÔÈÅ ×ÏÒÌÄ ÃÏÍÍÕÎÉÔÙ ×ÁÎÔÓ ÔÈÉÎÇÓ ÔÏ ÂÅȟ ÉÔȭÓ 
very hard for governments to sit down and write down these rules. That means that we have to 
develop things by practice. So, some country will do something on the Internet and the rest of the 
×ÏÒÌÄ ×ÉÌÌ ÓÁÙȟ Ȱ7ÏÁÈȦ 7Å ÄÏÎȭÔ ÌÉËÅ ÔÈÁÔ ÁÎÄ ÄÏÎȭÔ ×ÁÎÔ ÔÈÁÔ ÈÁÐÐÅÎÉÎÇ ÔÏ ÕÓȦȱ  
 
NSCI: Such as the Russian attacks on Estonia? 
 
WILLIAMSON: 4ÈÁÔȭÓ ÁÎ ÅØÁÍÐÌÅ ÏÆ ÏÎÅ ÏÆ ÔÈÅ ÃÈÁÌÌÅÎÇÅÓȡ .Ï ÏÎÅ ÈÁÓ ÂÅÅÎ ÁÂÌÅ ÙÅÔ ÔÏ ÄÅÆÉÎÉÔÉÖÅÌÙ 
ÃÏÍÅ ÏÕÔ ÁÎÄ ÓÁÙ ÔÈÁÔ ÔÈÅ 2ÕÓÓÉÁÎ ÇÏÖÅÒÎÍÅÎÔ ×ÁÓ ÉÎÖÏÌÖÅÄȢ 4ÈÁÔȭÓ ÓÉÍÉÌÁÒ ÔÏ Á ÌÏÔ ÏÆ ÔÈÅ 
allegations about China. The evidence seems reasonably clear, but no one has been willing to point 
ÔÏ #ÈÉÎÁ ÁÎÄ ÓÁÙ Ȱ9ÏÕȟ ÔÈÅ #ÈÉÎÅÓÅ ÇÏÖÅÒÎÍÅÎÔȟ ÓÐÏÎÓÏÒÅÄ ÔÈÉÓ ÁÃÔÉÖÉÔÙȢȱ )Î ÓÏÍÅ ÃÁÓÅÓ ÔÈÅÙ ÈÁÖÅȟ 
though.  
 
3ÐÙÉÎÇ ÉÓ ÄÉÆÆÅÒÅÎÔ ÆÒÏÍ ÔÈÅ ÁÐÐÌÉÃÁÔÉÏÎ ÏÆ ÆÏÒÃÅ ÁÎÄ ÖÉÏÌÅÎÃÅȢ !ÎÄ ÓÉÎÃÅ ÔÈÁÔ ÈÁÓÎȭÔ ÈÁÐÐÅÎÅÄ ÙÅÔȟ 
×Å ÈÁÖÅÎȭÔ ÈÁÄ ÔÈÁÔ ÒÅÁÃÔÉÏÎ ÆÒÏÍ ÔÈÅ ×ÏÒÌÄ ÓÁÙÉÎÇ Ȱ(ÅÙȟ ×ÁÉÔ Á ÍÉÎÕÔÅȢ 7ÅȭÒÅ ÎÏÔ ÇÏÉÎÇ ÔÏ ÌÅÔ ÔÈÉÓ 
ÇÏ ÏÎ ÁÎÄ ×ÅȭÒÅ ÇÏÉÎÇ ÔÏ ÓÔÏÐ ÉÔ ÂÙ ÃÒÅÁÔÉÎÇ Á ÎÅ× ÓÅÔ ÏÆ ÒÕÌÅÓȢȱ 3Ï ÉÔȭÓ ÌÉËÅÌÙ ÔÈÁÔ ÉÔ ×ÉÌÌ ÔÁËÅ ÓÏÍÅ 
number of bad effects before the world can see the cause to create new rules. ThatȭÓ ÅØÁÃÔÌÙ ÔÈÅ ×ÁÙ 
it happened with the air weapon, balloons and airplanes. Those changes happened pretty quickly: It 
was about 40 years between the first military use of the balloon and the first regulations about 
balloons. For artillery, it was about 800 years from the first military use in Europe of artillery until 
you had the first major set of rules governing the use of weapons.  
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These things tend to take a long time, but in the meantime, we have the principles we live with for 
war and the UN Charter ɀ ÓÁÙÉÎÇ ×ÅȭÌÌ ÏÎÌÙ ÕÓÅ ÆÏÒÃÅ ÉÎ ÓÅÌÆ ÄÅÆÅÎÓÅȢ "ÕÔ ÏÎÅ ÏÆ ÔÈÅ ÃÈÁÌÌÅÎÇÅÓ ÓÔÉÌÌ 
ÐÒÅÓÅÎÔ ÉÓ ×ÈÁÔ ÙÏÕ ÄÏ ×ÈÅÎ ÓÏÍÅÔÈÉÎÇ ÂÁÄ ÈÁÐÐÅÎÓ ÔÏ ÙÏÕ ÁÎÄ ÉÔȭÓ ÎÏÔ ×ÉÔÈ ÔÈÅ ÕÓÅ ÏÆ ÆÏÒÃÅȢ ) ÈÁÖÅ 
a feeling these changes will happen a lot faster, though.  
 
)Æ ÔÈÅÒÅȭÓ ÁÎÙ ÄÉÒÅÃÔÉÏÎ ÉÎ ×ÈÉÃÈ ÔÈÅ ÌÁ× ÃÁÎ ÕÓÅÆÕÌÌÙ ÄÅÖÅÌÏÐȟ ÉÔȭÓ ÔÒÙÉÎÇ ÔÏ ÓÏÒÔ ÏÕÔ ×ÈÏ ÉÓ ÄÏÉÎÇ ÔÈÅ 
bad things. This is the area where international cooperation is likely to achieve the best effects. But 
there are a lot of challenges to overcome with mistrust. You look at things like arms limitation 
treaties, for example. Those are based on strong verification regimes, where each country allowed 
ÔÈÅ ÏÔÈÅÒ ÃÏÕÎÔÒÙ ÔÏ ÆÌÙ ÏÖÅÒ ÉÔÓ ÎÁÔÉÏÎÁÌ ÁÉÒÓÐÁÃÅ ÁÎÄ ÔÏ ÁÃÔÕÁÌÌÙ ÌÁÎÄ ÉÎ ÔÈÅ ÏÔÈÅÒ ÃÏÕÎÔÒÙȭÓ 
territory with very short not ice and do on-site inspections, where the military forces from another 
country get to walk around some of the most sensitive areas of a country ɀ the places where they 
store their nuclear weapons.  And so the U.S. and Soviet Union had to really establish some basic 
ÌÅÖÅÌ ÏÆ ÔÒÕÓÔ ÂÅÆÏÒÅ ÔÈÅÙ ×ÏÕÌÄ ÁÌÌÏ× ÅÁÃÈ ÏÔÈÅÒ ÔÏ ÄÏ ÔÈÁÔȟ ÁÎÄ ÉÔ ×ÁÓ ÍÕÔÕÁÌȢ 4ÈÁÔȭÓ ÔÈÅ ÏÔÈÅÒ ËÅÙȢ 
 
)Î ÃÙÂÅÒÓÐÁÃÅȟ ÉÔȭÓ ÔÏÕÇÈÅÒ ÂÅÃÁÕÓÅ ÙÏÕ ÈÁÖÅ ÔÏ ÁÓËȟ Ȱ7ÈÁÔ ÁÒÅ ÙÏÕ ÇÏÉÎÇ ÔÏ ÉÎÓÐÅÃÔ ÏÒ ÌÏÏË ÁÔȩȱ 9ÏÕ 
ÃÁÎȭÔ ÐÏÓÓÉÂÌÙ ÓÅÁÒÃÈ ÔÈÒÏÕÇÈ ÅÖÅÒÙÂÏÄÙȭÓ computers. And even if you could, what would you look 
for? An arms limitation treaty is not likely to work, but on the other hand, some kind of detection 
treaty may help.  
 
During the Cold War, NATO operated the Distant Early Warning Line near the Arctic Circle. If the 
Russians came over the Pole, we would see them and respond. So, if the international community 
ÃÁÎ ÃÏÍÅ ÕÐ ×ÉÔÈ ÓÏÍÅÔÈÉÎÇ ÌÉËÅ ÔÈÁÔȟ ÉÔ ÍÉÇÈÔ ÈÅÌÐȢ 4ÈÅ $%7 ,ÉÎÅ ÄÉÄÎȭÔ ÐÒÏÔÅÃÔ ÔÈÅ ×ÈÏÌÅ ×ÏÒÌÄ ɀ 
it protected mostly North America and Europe. Is there a way to start with a kernel of that in 
cyberspace and expand? I think that will be one of the big challenges for the international 
community. 
 
.3#)ȡ )Ó ÔÈÅÒÅ ÁÎÙÔÈÉÎÇ ÅÌÓÅ ÙÏÕȭÄ ÌÉËÅ ÔÏ ÁÄÄȩ  
 
WILLIAMSON: This is a pretty exciting time to be involved in this because it has such huge and 
unknown potential ɀ for good or ill. You can look at how even developing countries are getting into 
cyberspace activities. Look at, for instance, third-generation cell phones. There are parts of China 
that, at some time, were ahead of the United States in terms of the deployment of wireless devices. 
"ÕÔ ÉÔȭÓ ÓÐÒÅÁÄÉÎÇ ÅÖÅÒÙ×ÈÅÒÅȢ )Î !ÆÒÉÃÁȟ ÔÈÅÒÅ ÁÒÅ ÌÏÔÓ ÏÆ ÐÌÁÃÅÓ ×ÈÅÒÅ ÔÈÅÙȭÒÅ ÄÅÐÌÏÙÉÎÇ ÃÅÌÌ 
phones, but not deploying land lines ɀ and those cell phones are able to reach into the Internet. So 
that power to get the information is really spreading everywhere. How the world is going to figure 
out how to use it well and to minimize harm will be interesting to see. 
 


