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SENIOR LEADER PERSPECTIVE: LT. GEN. PHILIP BREEDLOVE

NSCI’s Lindsay Trimble recently had the opportunity to sit down with Lt. Gen.
Philip Breedlove, commander, 3rd Air Force, at Ramstein Air Base, Germany,
and talk about his organization’s cyber defense efforts. As the U.S. Air Forces
in Europe component numbered air force for U.S. European Command, 3rd Air
Force supports the USAFE and EUCOM commanders at both the operational
and tactical level directing all USAFE forces engaged in contingency and
wartime operations in the EUCOM area of responsibility. Along with its
headquarters staff, the command is comprised of nine wings, three groups
and the 603rd Air and Space Operations Center. It also has a unique mission
as the U.S. military’s primary liaison to the British government.
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air and space operations?

LT. GENPHILIP BREEDLOV.Eur nation is trying to find its way toward a national strategy/policy
construct so that we have that ovesarching, whole-of-government approach to cyber. We, as the
military, should help shape this thought at a very national level.

91 O OAAI litandspatedierativihs without doing air, space and cyberspace operations

because everything we do is tied to cyberspace. We are unable to function apart from the domain,
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constant attention. The defense of our cyberspace capability is a 24 x 365 thing. The enemy is
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to do it, because everything we do is enabled by the use of cyberspace.

I think you would be absolutely surprised if you were to ever totally lose your capability to use the
net or the other things that cybespace represents. We never fully understand just how completely
dependent we are on it.

NSClYou were the Joint Task Force Commander for Unified Engagement 2008 (UE08). Did o )
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supporting USEUCOM cyberspace operations?

BREEDLOVAH think that, more than anything else, UEO8 opened my eyes as to how wide this issue

is. As military men and women, we tend to focus on those military things that we dohe effects of

this cyberspace operation and defense of our networks in cyberspace are so much broader than just

the military that, as thebint TaskForcedl | | AT AAOh ) OAAT T U AEAT 380 O1 MAO«
played and what the effect was and how wide the effect was ofthedn®& 6 O T PAOAOET T O I
cyberspace, and how they can affect much broader than just my military forces. And, as you know,

xAGOA x1 OEAA OAAI 1 U EAOA ET | AcilodelfighOtiishd all doduis ) O AN 8
the whole of government. And operatins in cyberspace are exactly thatE 08 O Al 1 AAT OO EA
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government. As Joint Task Force Commander, | had to remember and realize that those operations
going on in cyberspace would reach much further and be broader than just my military forces.

We talk about having to be concerned about cyberspace operations in everything we do. | would
OAU OEAOh 11 OA OEAT AT UOEEIT ¢ Al OAh AUAAOODAAA
defense of your nets and the defense of your capability to operaite cyberspace is something that
starts far before any operations. The planning is key to getting it right.

NSCIThe recently-released Quadrennial Roles and Missions Review emphasized cyberspace
areas such as force development, command and control, and exercises. Can you tell us a little
bit about Austere Challenge 2009 (AC09) and how the exercise is expanding to indude
cyberspace operations?
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Component Commander. Every serviderings cyberspace capability to the field, but in a true Air
Operations Center, the Air Force and the Joint Forces Air Component Commander will be charged
primarily with leading our cyberspace operations. So, uniquely, the joint team that works in my

AOC wil have to bring together all of those contributing capabilities from outside the Air Force or

from outside of the military and bring them to bear on our cyberspace operationsmaking sure the
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NSCI: Do you have any thoughts on the balance of global and theater command and control as
it relates to cyberspace operations?

BREEDLOVE: I think that the way the global command structure is put together is very important. |
know that the JointStaff and others are wrestling with how that structure plays out; our nation is
still working with how the global command and control is actually going to shake out.

The good news is, in my situation, | am an operational warfighter. So my concerns nowg how
does that global command structurez how is that global series of suppliers, how do the new
commands that are standing ug how do they bring their capability to bear? They bring it to bear
through operational warfighters. So we, in therd Air Force and through our Air Operations Center,
will put out the request for capabilities to those that have those capabilities. Then, we will
orchestrate how those capabilities are brought to bear on our operational problem.

My experience so far in UEO8 andiithe planning for ACQ9 is that there are incredible capabilities
that are offered by our Air Force and other joint partners and interagency partners that do an
incredibly good job of making capabilities available to me, as the warfighter, and then we igrate
their operations and our operations to, | think, bring good effect to the battle at hand.

NSCIHow does 3AF organize, train and equip cyberspace forces in support of USSTRTCOM
from a global perspective?
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organizing. | think that the 24h Air Force and Space Command have the responsibility for truly
putting together the training and equipping of the larger force. Again, | have the luxury of being the
operational warfighter, so | take their products and | bring them aboard and organize them to
employ.

We take the people that they send uand we train them in the operational art of employment at our
level. And we train them in how we work as a team. | thinkf, anything, one of the most important
parts to realize is that cyber is not this new, huge, exciting, totalyeparate entity over here. Cyber
is just one more of those domains that my warfighting Numbered Air Force operates in. The
interesting part about cyber is that, more uniquely than some of the others, it overlays them all.
Everything that we do in our operational warfight is tied to and depends on operations in
cyberspace. Our Numbered Air Force, the 24 SpaceCom, and those other entities are dgi the
training and equipping piece. They send the capability to us, we organiizeand employ it in the
operational warfight.

)y 8 OA EAAOA 1T OEAO ' EO &1 OAA OADPOAOAT OAGEOAO ODPAAMYE
other battlefield domains.
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affect them, the effect is limited to that portion othe fight. If you affect cyberspace operations, you

are literally going to affect every portion of our fight because we are so dependent on it.

O> mh

NSCI: What about USEUCOM from a theater perspective?

BREEDLOVE: Again, | think that what we need to remembserthat we are truly a Joint Forces Air

Component CommandefJFACC)and for EUCOM, we are the JFACC. We are a joint entity that

brings all the capability of the other services to bear. It would be ridiculous for us to think that just

the Air Force is bringing this to the fight. As the JFACC, we are charged with bringing all of the
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mission at hand is. In Austere Challenge, for example, as the JFACC, when we balefénd and do
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present it as a joint task force.

NSCIINATO recently stoodup the NATO Cooperative Cyber Defence Center of Excellence
following the cyberspace attacks on Estonia. Does 3AF have any interaction with them, or
other NATO entities, regarding international cyberspace operations and lessons lea rned?

BREEDLOVE: We are really in the infancy of thaso not yet, but we will be very soon. We have
made the initial overtures, plans and contacts, but this is something that needs to mature. We
certainly are going to be looking for those future avenueof collaboration. We have already seen
that these kinds of attacks are going to happen in Europe, so how we will respond as a member of
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still a lot to do.
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BREEDLOVE: | would say the same thing | do about any other mission we have. Cyberspace, and the
whole mission of how we operate and defend in cyberspace, is still a very new mission set. We are
going todiscover more than we know.

What makes that happen is really our people. My son amazes me in the ability that he has to pick up
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our young officers are so adpt at this. This is the life theygrew into; they understand it, where we
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What is making cyber happen is truly the young Airmen warrics Z both enlisted and officers We,

as senior officers, commanders and operational warfightersneedto paint the white lines on the

road and tell them where we need to go, and those young people are going to take us there. | am
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innovators putting us where we ned to be. We need to train them, equip them and organize them

and get out of their way and let them do it.
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Air Force Cyberspace Symposium

June 16-18, 2009

Bossier City—Shreveport, Louisiana

: Collaboration In Cyberspace  Diverse hegnote speakers irobade:

Connecting the cyber community by VADM Denby Starling (Commander, Naval
I bringing together government, industry and Network Warfare Command),

|academia. .. This is the must-attend cyber Maj Gen William Lord (Commander, AFCYBER(P));
|event of the year! Dick Schaeffer (Dir. Information Assurance, NSA);

I ﬂm&mﬂrf, mﬁioa//a/afaﬂh Bill Bryan (Deputy Asst. Secretary, DoE),

: Jf’sfﬂ?/?ﬂb 3‘/”“" & /m Dr. Tom Cellucci- (.CCO, DHS);

| 5 Gela Bezhuashvili (Chief Foreign Intelligence

| REGISTER TODAY!!! Service, Republic Georgia).

| Registration and Booth Sales Available @ jeff Moss (Founder DEF Con & BlackHat)

| www.cyberspacesymposium.com  payve DeWalt (CEO, McAfee)
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