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SENIOR LEADER PERSPECTIVE

NSCl's Lindsay Trimble recently interviewed Vice Admiral H. Denby Starling Il.
Admiral Starling is commander of the Naval Network Warfare Command in
Norfolk, Va. Naval Network Warfare Command (NETWARCOM) is a global
command with more than 13,000 military and civilian professionals working to
provide sustained information superiority to Navy, Joint and Coalition
warfighters. In support of this mission, NETWARCOM delivers and operates a
reliable, secure and battle-ready global Navy network, leads the development
and integration of information operations capabilities, intelligence and space
within the Fleet and for Joint Commanders.

NSCI: What is NETWARCOM's role in supporting Department of Defense cyberspace operations?

VICE ADMIRAL H. DENBY STARLING II: We have a broad spectrum of res
is two-fold: we are an operational organization that supports all of the DoD organizations that execute

any sort of cyberspace activity including the Joint Task Force and USSTRATCOM. We also provide those

same services throughout our Naval fleet.

We are Stbhp ehep for cyberspace within the Nav
disciplines. On the operational side, we are responsible for all aspects of information operations, as well

as computer network operations and el ectronic
Intelligence, Information Operations, Network Operations,Si gnal s I ntelligence a
Navy’'s central operational authority for Crypt

networks, Signals Intelligence and space in support of Naval forces afloat and ashore. NETWARCOM
operates and maintains secure and interoperable Naval networks.

We have training and equipment operations as well, so when it comes to training people, equipping and
budgeting, NETWARCOM takes responsibility for
networks; we are much broader in scale.

NSCI: There has recently been significant discussion regarding the DoD’s organization for cyberspace.
What is NETWARCOM'’s relationship to other DoD organizations supporting cyberspace operations?

STARLING: The DoD organization is at a stage of growth and maturation right now. USSTRATCOM is
designated as the organization responsible for the defense of the global network for the military. | have

a direct reporting relationship to USSTRATCOM for planning and support in computer operations and
network operations. | also work directly for the Joint Task Force for Global Network Operations; we
provide the same function for the Navy’'s side
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We have similar relationships with the National Security Agency, the Joint Functional Component
Command for Network Warfare and the Defense Information Systems Agency. There are Navy
personnel in those organizations and we work with them on training.

My boss is Admiral Jon Gr eener tofthetfleetibo iSorovidesla e e t or
great tie-in between fleet operations and cyberspace operations that take place on ships and the

contributions the Navy makes to our nation. It really ties things together quite well. On the other side of

the house, | have a reporting responsibility to the commander of U.S. Strategic Command and we work

very closely with the Director of Naval Intelligence.

NSCI: From a NETWARCOM perspective, can you discuss a few of the key challenges regarding
cyberspace operations?

STARLING: The biggest challenge is the scope of it. NETWARCOM has only been around for six years. It

was set up in 2002 when our computer operations and what we now commonly refer to as ISR were

converging. Back in 2002, the Navy combined all of its communication organizations as well as its

computer network organizations into one organization — NETWARCOM. Three years later, we combined

it with the Navy’'s security group, the Navy’s ry
network and defending the network. We think this organization is very powerful conceptually. It aligns

with the recent change that has Joint Task Force for Global Network Operations working for the Joint

Force Component Commander for Network Operations.

The scopeofthechal | enge i s huge. I't covers every warfarfje
in DoD with a computer on-—eyvoeunr idfe syko,u 'yroeu’ nroet ao ngfytbr
here in the U.S. You don’ tesphcageagraphidallg or thattimalandy o f ef
pl ace you want to engage. You're in it everyda a

We have a very large challenge out there to train our folks in cyberspace activities and how cyber

activities support the typical things we think about the military doing, but also the rest of the network
thatdoesourday-toord ay busi ness. We have to secur ebothhe enjfir
the training aspect and just getting your arms around the whole piece.

NSCI: What activities does NETWARCOM have underway to improve cyberspace capabilities?

STARLING: There is obviously a huge technology component to what we do. We are working closely with
our resource sponsors in Washington, D.C., as well as with our Systems Commander to make sure that
the technology we employ makes us ready to fight in this domain. We need the newest and the
greatest. We also have to ensure that the network is technologically sealed everywhere. We have to
have the best technology out there to defend against our enemies.

But technology means nothing without a quality workforce. We define the requirements for our future

workforce to help the Navy recruit and retain what we need to operate in this domain. We also work to

educate our currentworkfor ce s o t hey don’t do something that fwe
We need to integrate these capabilities with how we operate.
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DoD is on a voyage of discovery in the realm of cyberspace. We have to integrate Navy with the DoD;
and other branches of the government outside of DoD to make sure the wholeness of the network is
there. Figuring out where this is taking us is important to stay ahead of those who want to do us harm.

NSCI: What do you see as opportunities where industry and academia may be able to contribute to
improving cyberspace?

STARLING: There is a laundry list of technologies that industry is developing that would contribute to the
things we can do. Much of it centers around making our networks more secure and easier to operate.
The network world is complex and when you look at what industry has done to simplify the operation of
networks and computers, we need that inside the military. We had a habit for a number of years of
having networks designed by engineers for engineers. Anything we can do that reduces our training
burden gives us a great advantage. Those things that bring us simplicity in multiple domains in what is a
complex environment would be very welcome.

In the Navy, we operate on the sea, under the sea, on the shore, in the air and space. We need

solutions. It is helpful when the solutions can move back and forth from a ship, through a satellite or

other medium. We don’'t have the luxury of runni
got. It has to be scalable so we can use it on a patrol craft or hand it to a special forces unit as well as

running it on an aircraft carrier. You also have to remember that cyberwarfare is an inherently joint
business, s 0o |’ m -omlpsblutionibat &sbleisntthet dvoulid work acrod they y

different branches of the military.

In cyberspace, industry and academia face many of the same challenges the military does. Everybody is
interested in network defense — from banks to colleges to the military. Those things the industry
develops for its own protection can be useful to us too. We need to find a way to partner with industry
on things that meet all of our needs. | would suspect that there are many things being done in corporate
America that would really benefit the military as well; we just have to discover it.

NSCI: What are some of your priorities in the area of cyber-warfare and/or computer network
defense?

STARLING: Ther e are really three. First, you've got
able to defend yourself against them. It will take a tremendous amount of effort because you have to
have other ways of understanding what the threat is.

Second, we have to leverage the knowledge of putting ourselves in the position to take the advantage.
Cyber warfare could be a stand-alone portion of the next war —a cyberwar that exists on its own,
damaging economically, politically and even physically.

Third, we need to really have a trained and ed
challenging for the military because there are a limited number of these folks out there. Industry wants
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them, the government wants them and the military wants them. We need to retain the best and the
brightest to do cyberspace work and enter cyberspace careerf i el d s . It s a high pMio

¢CKIGQa +y SEOSttSyld LRAYyG loz2dzi t221Ay3 F2N (K o)
and government organizations are experiencing this same competitive atmosphere.

That' s exaowt lvye rgioghtan IIfT yyuy at NASA or in a c@rp
capable of showing up to work on time and doin t
through a physical fitness test or being overseas deployable. There are extra challenges for military
recruitment. We |l ook closely at people’s backgmou
military makes it tougher than the average ci viflli
in the military either. We do of fer things you -owagivépeopléachatte any pijl a
to serve our nation, make a huge difference an d
anywhere else.

NSCI: Is there anything else you’d like to add?

STARLING: Thank you again for the opportunity to tel C
necessarily understood outside of the Navy. Thills
time publicly talking about, due to security aspects of the business.

The Navy has done some leading-edge things in cyberspace —and not just on the technical side of the

house. The Navy Cyber Defense Operations Command (NCDOC) used to be the former Navy Computer

Incident Response Team. The organization was upgraded to a command in January 2006 after its mission

was expanded. We're the only service cyber def dgIns
Agency’s highest <certification for network def dgfns
Service Provider in DoD to achieve this level of certification.

The Navy was also the first of the services tofes
computer network operations —the Cryptologic Technician Network rating establishedi n 2 00 4 . We ll v e
been heading down a road now for the past three to five years to develop people to work specifically in

network ops. The Navy has a strong educational capacity to train people to do this in all branches of the

service. We train people in all the branches of the military in high-end computer network defense at the

Center for Information Dominance at Corry Station in Pensacola, Fla.
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