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THIS WEEK IN CYBERPRO
BY LINDSAY TRIMBLE, NATIONAL SECURITY CYBERSPACE INSTITUTE, INC.

In this second week of 2010, CyberPro is packed with articles looking back at cybercrime and making
predictions of what is ahead of us. A Wired Blog Network article discusses the top 10 “ingenious,
destructive and groundbreaking cybercrimes” of the past decade (page 11). In another article, the top
10 events in cybersecurity for 2009 are highlighted and discussed in detail (page 11). James Lewis, senior
fellow for technology and public policy program at the Center for Strategic and International Studies,
said in a recent interview he would give President Barack Obama a “B, B-plus” grade for his
cybersecurity progress in the past year (page 19). Lewis served as the project director for the
Commission on Cybersecurity for the 44th Presidency. Another cybersecurity expert, from CACI, believes
“the time for talk is over and the time for action is way overdue” when it comes to cybersecurity (page
35). In an AFCEA Signal Magazine article, this expert gives input on ways to improve security and defend
against cyber threats.
Many experts are weighing in with predictions for 2010 and beyond. To read what they have to say, see
the articles beginning on page 38.
The Federal Trade Commission (FTC) recently announced it will examine the privacy and data security
implications of cloud computing for consumers (page 15). The announcement stems from the FTC’s
concern that the risk of storing data using cloud computing services is not fully understood by
consumers. The FTC has contacted the Federal Communications Commission regarding these concerns
and offering suggestions for developing a new national broadband plan (page 15). The Association for
Enterprise Information (AFEI) is hosting a “Security in the Clouds” conference Feb. 11 in Alexandria, Va.
This conference will provide the opportunity to discuss the intersection of cloud computing with cyber
security (page 14).
The most recent major hack attacked a well-known business giant – Google. Following a “highly
sophisticated cyber attack” in December, Google executives have reassured business clients their data
remains secure (page 28). In addition, Google announced that the attack appears to have originated in
China and was state-sponsored (page 28). Executives are reviewing “the feasibility of *Google+
operations in China” and evaluating whether to continue operations there (page 28).
Our first feature article of the year, “Beware of Falling Turtles (Plus other things that shouldn’t really
frighten us),” takes a creative look at cyber warfare (page 7). Author Jayson Street highlights the threat
present in cyber attacks, but posits that although the threat is real, there is no cause to panic.
We hope you enjoy the first 2010 edition of CyberPro!
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BEWARE OF FALLING TURTLES
(PLUS OTHER THINGS THAT SHOULDN’T REALLY FRIGHTEN US)
BY JAYSON STREET, STRATAGEM 1 SOLUTIONS

456 BC: Aeschylus, a Greek playwright, was killed when an eagle dropped a live tortoise on him,
mistaking his bald head for a stone. The tortoise survived.
Dying by a falling turtle has been documented and therefore is a proven threat. However, it still
remains unlikely for you to die that way. Cyber-War (what the cool kids are calling it) has in fact
happened. This proven threat does not necessarily mean a country's smart grid is going down anytime
soon.
I started doing research for a book I am writing that includes cyber-warfare. During that process, I was
startled by a few things I observed:
1. People who know what is going on don't talk about it to either confirm or deny it. Conversely,
people who don't really know what is going on have no problem speaking about it at great
length with much authority.
2. In a realm where anonymous attacks are the norm and not the exception, people are really
quick to lay blame on who is doing what.
3. Everyone is involved!
Observation One: I am not an expert on cyber-warfare. This is just something I started researching for
supporting material in a book. Like a lot of people I had been reading about on this subject, I had not
been to any of the countries commonly named as participants in cyber-warfare. I knew I would not get
good answers without "boots on the ground" experience. I applied for my passport and took my first trip
outside of the United States. I wanted to see what was really going on.
The best place to begin seemed like China. After all, the people who were doing the talking were
dropping that name with great frequency. I attended Xcon, where I had dinner with GoodWell, the
founder of the Green Army. He is commonly known as the godfather of the Chinese hacker movement,
with activity going back to 1997. He has gone the way of his Western counterparts. He has left his past
to apply the knowledge gained from underground hacking and illegal breaches for a more legitimate
profession that pays better and comes with cool business cards. He now consults with billion-dollar
clients.
I was amazed to sit there and listen to his concerns of how hacking has become more a tool of crime
rather than exploration and political action. Here was one of the major figures of the Chinese hacking
culture expounding on the problems with criminal hackers and worried about so many attackers
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assailing Chinese networks. In fact, the typical Chinese home computer user is under constant attack
from bots, Trojans and also a virus here and there (sound familiar?).
So my first trip abroad was a real eye opener. I learned to not be so quick to judge or take everything I
hear about "Cyber-Warfare" as gospel. It was after I returned home that I started listening more to
what "experts" were saying about cyber-war. I realized most have been using data from certain 2003
incidents (though, yes, there are many that predate Titan Rain). Their opinions were not based from
data gained first-hand. Noted that while there are many people who have tremendous experience in
this field, those who are in the employ of a government have access to data that paints a much broader
and more complete picture of the current state of these types of attacks. In the world of digital
munitions and online attacks, the vectors and the weapons change overnight. When that person leaves
their job and is back in the public domain, their knowledge becomes dated and out of sync with what
truly is going on, even though they are still better qualified most of the time to talk about this subject.
Since then, I have traveled to other countries and gained a more open perspective of what is going on in
this realm. The most important thing I have learned still remains what I knew from the beginning: I am
not an expert, but I can form opinions based on what I know first-hand. I am limited to information in
the public domain, but that is not all there is to the story. Most of the sources offering opinions also
have the same limitation.
Observation Two: I believe this to be the biggest problem facing those who are on the front lines – the
battlefield is virtual. A physical attack is much easier to detect and trace back to the source. You can see
the path the attackers take. You can see the bullets they fire. The person attacking you with a DDOS is
harder to trace.
The recent attack on South Korean and U.S. Web sites showcases the perils of being quick to judge and
even quicker to accuse. For example, within a week of the attacks, Congressman Peter Hoekstra of
Michigan 1 insisted we needed "to send a strong message." Yet, to this day, there has been no positive
proof of who was actually responsible.
With $50,000, anyone can hire a botnet to replicate these attacks. It is that easy because most criminals
are not motivated by politics, but by money. This also poses another problem. When anyone can hire or
create their own army of compromised computers, does it make the impact less because it was a guy in
Paraguay who was curious and wanted to see if he really could take down the White House Web site? In
a way it would be more comforting if such activity were limited to the high-tech branch of a rogue
nation launching an opening salvo in a cyber-attack. That can be an easier target for a response. But the
same damage is felt regardless of who dealt the blow.
As time goes on, expect to hear about more cyber attacks that are "thought" to be either this country or
that country but with no publicly available proof of who was responsible. This is a problem that will not
1

http://www.scmagazineus.com/cyber-retaliation-debate-is-north-korea-guilty-of-ddos/article/139968/
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be going away. So how can you protect and, more importantly, trace the attacks when the bullets
appear from everywhere, including from your own side?
This brings us to Observation Three: who is involved in cyber-war activity? The answer is everyone! I
would say (just my opinion based on my research) that almost every industrialized nation is working on
a military hacking division (or whatever a government wants to call it). The Chinese were probably the
first with the Indonesian cyber-skirmish in 1998 2. 1998 was also a notable year for the ramping up of
cyber-warfare capabilities in the United States. Attacks on Serbian air command were used to help
facilitate U.S. airstrikes as well as targeting enemy bank accounts 3. Also in the late 1990s, a computer
specialist from Israel's Shin Bet was able to compromise the mainframe of the Pi Glilot fuel depot north
of Tel Aviv 4.
So here we are, more than 10 years later, still wondering what "Cyber-Warfare" is, who is doing what
and what we can do to defend ourselves. It is also a safe assumption that everyone is also getting much
better at attacking.
We are not learning from the past and the old adage bears true that we will likely repeat it. The 1980s
were the decade to fear the nukes. This decade we fear the digital arsenal. The good news is we did not
die in atomic fire (though it was a proven threat). The bad news is we found something else to fear (and
we always will).
We need to understand that the threat of a digital holocaust is a possibility. Also a nuclear war could
break out, Swine flu become an epic pandemic, a meteor wipe out all life on the planet or a falling turtle
could kill you. The threats are real. But should we panic? No, probably not.
About the Author
Jayson E. Street is an author of the book "Dissecting the hack: The F0rb1dd3n Network"
http://f0rb1dd3n.com from Syngress. He is well-versed in the 10 domains of Information
Systems security defined by the International Information Systems Security Certification
Consortium ([ISC]2). He specializes in intrusion detection response, penetration testing and
auditing. He also has a working knowledge of the implementation and administration of
major firewalls, vulnerability scanners and intrusion detection systems. Street has created
and conducted security awareness training for a major Internet bank and his consultation
with the FBI and Secret Service on attempted network breaches resulted in the capture
and successful prosecution of the criminals involved. He has also spoken in the United States, Belgium, China
and at several other colleges and conferences around the world on a variety of Information Security subjects
and is on the SANS GIAC Advisory Board as well as a mentor for SANS. On a humorous note, he was chosen as
one of Time's persons of the year for 2006.
2

http://www.disasterpreparednessblog.com/disaster-preparedness-blog/2009/10/22/chinas-cyber-warfare-capabilitieshighlighted-in-report-to-c.html
3
http://findarticles.com/p/articles/mi_qa5332/is_1_48/ai_n28827258/?tag=content;col1
4
http://www.alertnet.org/thenews/newsdesk/LV83872.htm
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EDUCATION & TRAINING

New Cisco IronPort Training Available from Global Knowledge

Learn how to secure your e-mail and Web with these new Cisco IronPort courses offered by Global
Knowledge. All three courses are available as private, on-site courses that can be tailored to the needs
of your organization.
SYE1 - Securing Your Email with Cisco IronPort C-Series Part I – Course Code 5360
This two-day course provides a thorough foundation for successfully installing, configuring and
administering Cisco IronPort e-mail security appliances. Students will receive in-depth instruction on the
most commonly-used product features and learn to use Cisco IronPort e-mail security appliances to
successfully manage and troubleshoot e-mail traffic entering and leaving the enterprise network.
SYE2 - Securing Your Email with Cisco IronPort C-Series Part II – Course Code 5361
This one-day course is a follow-up to SYE1. Students will learn to configure and operate a Cisco IronPort
e-mail security appliance successfully as they explore specific product features in depth. Extensive lab
exercises provide critical hands-on experience working with advanced features of the Cisco IronPort email security appliance.
SYW - Securing Your Web with Cisco IronPort S-Series – Course Code 5362
This comprehensive two-day course contains hands-on labs, demos and presentations, in which
students will learn to install, configure, operate and maintain the S-Series Web security appliances.
Read the Remote Labs Case Study to learn how our remote labs improved flexibility, scalability and
accessibility for an e-mail and Web security company.
For more information or to register for a course, call 1-877-333-8326.
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CYBERSPACE – BIG PICTURE
The decade’s 10 most dastardly
cybercrimes
BY: KEVIN POULSEN, WIRED BLOG NETWORK
12/31/2009

This article discusses the top 10 “ingenious,
destructive and groundbreaking cybercrimes” of
the past 10 years. Author Kevin Poulsen
discusses hacker “MafiaBoy” from 2000, the
California payroll database breach in 2002 and
the widespread “Slammer” worm of 2003. The
article also identifies Foonet, the first black-hat
hosting company, and the Los Angeles traffic
signal attack of 2006 as major cybercrimes in
the past decade. Finally, Poulsen discusses the
RBS Worldpay heist, and events from 2009
including the explosion of Conficker and money
mule scams.
http://www.wired.com/threatlevel/2009/12/ye
_cybercrimes/

Cybersecurity year in review: 10 top
happenings
BY: ERIC CHABROW, GOVINFOSECURITY.COM
12/30/2009

This article discusses the most important
“cybersecurity happenings” of 2009. The list
includes the 60-day federal cybersecurity
review; issues surrounding the appointment of
a cyber “czar;” several pieces of cybersecurity
legislation; the attacks on U.S. and South
Korean government and business Web sites, as
well as the defacement of several homepages
of a dozen House members; and the
development of the 20 Consensus Audit
Guidelines in February. Other important events
included the relabeling of the Office of
Management and Budget leader as Federal
Chief Information Officer; the resignations of
several prominent cybersecurity leaders within
110 Royal Aberdeen 
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the federal government; changes from the
National Institute of Standards and Technology
to its Special Publication 800-53; the Defense
Department announcement to hire 1,000 IT
workers; and the reorganization of the lab to
enhance research on cybersecurity at the
National Institute of Standards and Technology.
The article discusses each of these events in
further detail.
http://www.govinfosecurity.com/articles.php?a
rt_id=2037

Wanted: ‘Cyber ninjas’
BY: CHRISTOPHER DREW, NEW YORK TIMES
01/03/2010

“As attacks on computer systems proliferate,
surveys show a serious shortage of talent to
combat them.” Banks, military contractors,
software companies and federal agencies are
looking for skilled “cyber ninjas” to protect their
networks and defend against potential military
adversaries. Nasir Memon, a professor at the
Polytechnic Institute of New York University in
Brooklyn, says many schools are creating
cybersecurity programs to help provide skilled
workers. Dale Meyerrose, vice president for
cyber programs at the Harris Corporation, says
that despite the demand for workers, which is
expected to increase rapidly, there are still not
many young Americans interested in careers in
math and science fields.
http://www.nytimes.com/2010/01/03/educatio
n/edlife/03cybersecurity.html

Pirate’s cove: The western havens
BY: M.E. KABAY, NETWORK WORLD
01/06/2010

This article – the second in a set of four –
examines top-level findings and analysis about
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the environment or climate that affects the
activities of pirates and privateers in North
America, Europe and the former Soviet Union.
Countries that have the most cybercrime are
usually poor countries, with a high standard of
basic education and a strong presence of
traditional organized crime groups, such as
Brazil, Russia, India and China. The 2008 IC3
Annual Report found that cybercrime is
increasing within the United States as the global
economy worsens, although North American
cyber law enforcement resources are “gaining
ground.” The United Kingdom is also increasing
its law enforcement resources dedicated to
cybercrime, and the U.K.’s Association of Chief
Police Officer recently published a strategy for
combating cybercrime. Because of Russia’s
lengthy history of organized crime, it is no
surprise that there are highly sophisticated
organized cybercrime groups in Russia and
Eastern Europe. There is even an official entity,
the Russian Business Network (RBN), which
provides Web hosting services that cater to
cybercriminals.
http://www.networkworld.com/newsletters/se
c/2010/010410sec2.html?hpg1=bn

The time for preemptive cyber strikes has
come
BY: KEVIN COLEMAN, DEFENSETECH
01/04/2010

Author Kevin Coleman writes about three
recent events that have raised questions about
how terrorists are leveraging the Internet to
further their cause. The first was the
investigation of the Delta Flight 253 attempted
terror attack, which uncovered Internet activity
including terrorist Web sites. Then, five young
Americans from Virginia were accused of
planning terrorist attacks, and the investigative
team found that the individuals were in contact
with militant groups over the Internet. Finally,
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U.S. Army Major Nidal Malik Hasan used the
Internet to communicate with the radical cleric
al-Awlaki before the attack that left 14 soldiers
shot dead in November. Cyberwarfare analysts
say these cases show how terrorists use social
networks and the Internet to further their
global influence by recruiting new followers and
providing training, education and support to
other extremists.
http://defensetech.org/2010/01/04/the-timefor-preemptive-cyber-strikes-has-come/

Bringing security to NATO’s front lines
requires policy, governance and legal
action
BY: BEVERLY MOWERY, AFCEA SIGNAL MAGAZINE
01/2010

At a recent NATO workshop in Brussels,
Belgium, Dag WIlhelmsen, technical director of
NATO Communication and Information Systems
Services Agency, said NATO nations must work
together to establish a “common language,
vision and standards for identity management
in a federated environment.” Attendants
emphasized the importance of a system that
was interoperable, and representatives from
the banking industry requested government
help, saying that “money and financial secrets
are no less important than military ones.”
Standards and accreditation organizations,
NATO representatives and other industry
members discussed various products and
studies and concluded that identity
management has legal, political, governance,
social, technical and security elements. The
group looked at what information should be
shared between nations and what level of trust
can be given to nations outside of NATO.
http://www.afcea.org/signal/articles/templates
/SIGNAL_Article_Template.asp?articleid=2155&
zoneid=8
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CYBERSPACE – U.S. GOVERNMENT
Too many agencies counter nothing

Does death of Infosec pros pose risk?

BY: TOM RYAN, KANSAS CITY STAR
01/07/2010

BY: ERIC CHABROW, GOVINFOSECURITY.COM
01/07/2010

Author Tom Ryan explains that there are too
many federal agencies “to allow for efficient
and effective operations in this accelerated
world of information and communication.”
Ryan also says our current approach of “datapoint management” will not create the kind of
offensive cyber army we need. Ryan discusses
how our “defensive nature” and “tradition of
countering” have “served to counter nothing”
and that we should instead focus on developing
an offensive cybersecurity plan.
http://voices.kansascity.com/node/7132

This article includes the transcript of the second
part of Eric Chabrow’s interview with Dickie
George, technical director of the National
Security Agency’s Information Assurance
Directorate. George answers questions about
the shortage of federal IT systems, competition
among government agencies, the need for
better cyber education and the lack of
cybersecurity awareness among American
citizens. George says young people are
becoming more interested in cybersecurity
careers because of the recent media attention,
but that finding qualified cybersecurity workers
for the NSA is still “a huge problem.” George
says that if there were more IT workers, we
could better defend IT systems of the military,
the intelligence community and civilian
agencies.
http://www.govinfosecurity.com/articles.php?a
rt_id=2052

Can we trust NSA on expanded Infosec
role?
BY: ERIC CHABROW, GOVINFOSECURITY.COM
01/06/2010

Distrust surrounding the National Security
Agency dates back to 2005 when information
surfaced that the NSA was illegally
eavesdropping without warrants on e-mail and
electronic communications of American
citizens, in order to intercept messages from
terrorists. James Lewis, senior fellow at the
Center for Strategic and International Studies,
says that despite the history, we have no choice
but to trust the NSA as America is constantly
being threatened by foreign intelligence
agencies who attempt to spy on and disrupt our
key IT system. Lewis says a change in NSA
administration a year ago has changed NSA
since the warrantless surveillance program.
http://blogs.govinfosecurity.com/posts.php?po
stID=409
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General Dynamics receives NSA
certification for Secure Voice
DARK READING
01/05/2010

The National Security Agency (NSA) recently
announced that they will certify the Sectra vIPer
Universal Secure Phone enabled with Public
Switch Telephone Network (PSTN) connectivity
for communications classified as Top Secret and
below. The Secure Phone is a secure
communication product from General Dynamics
C4 Systems and is currently the only Voice-overIP Phone certified by the NSA to protect
communications at the Top Secret level. John
Cole, vice president of Information Assurance
for General Dynamics C4 Systems, says the
certification will help users save money because
they will no longer have to support and
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maintain their legacy Security Telephone Unites
or STU III’s.
http://www.darkreading.com/insiderthreat/sec
urity/government/showArticle.jhtml?articleID=
222200324

Growing need for cybersecurity drives tech
sector
BY: BOBBY MCMAHON, CAPITAL NEWS SERVICE
01/03/2010

This article discusses the expansion of the
information technology sector, as government
agencies and businesses are demanding new
cybersecurity technologies and standards. The
author focuses on the growth of the
information technology sector in Maryland, due
in part to the presence of the National Security
Agency and proximity to Washington, D.C.
Experts say the federal government “has a
massive need to hire workers knowledgeable in
cybersecurity,” and that contractors will play a
key role in emerging cybersecurity technologies.
http://www.hometownannapolis.com/news/bu
s/2010/01/03-40/Growing-need-forcybersecurity-drives-tech-sector.html
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Core competencies for federal cyber
security consulting in 2010
BY: ALBERT LEWIS, EXECUTIVEBIZ
01/06/2010

This article discusses core principles that federal
contractors should observe to better serve the
needs of government clients “in accomplishing
their security missions.” Contractors must build
trust-based relationships by delivering sound
advice and cybersecurity solutions, and
contractors who maintain a holistic view of
cybersecurity will better communicate with
federal executives than those that focus only on
the technical perspective. Contractors should
also remember that the needs and
requirements of each agency are different, and
that one solution or product will not work for all
agencies. Finally, cybersecurity firms must be
diligent in protecting their own businesses from
cyber threats by implementing adequate
policies, procedures and safeguards.
http://blog.executivebiz.com/corecompetencies-for-federal-cyber-securityconsulting-in-2010/6832
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Energy set to form new group to protect
electric grid from cyberattacks

FTC reminds us that storing data in the
cloud has drawbacks

BY: JILL R. AITORO, NEXTGOV.COM
01/05/2010

BY: NATE ANDERSON, ARS TECHNICA
01/06/2010

Security specialists say that a new public-private
group the Energy Department is forming to
defend the nation’s electric grid from cyber
attack must be given regulatory and budgetary
authority in order to make significant changes.
The group will be responsible for establishing
policies that will ensure effective deployment of
technology and software controls for the bulk
power electric grid. Tom Kellermann, vice
president of security awareness at Core Security
Technologies, says the group’s ability to defend
the grid will depend on its ability to enforce
policies, and that the organization must be
given appropriate authority and resources to
evaluate and mitigate risks.
http://www.nextgov.com/nextgov/ng_2010010
5_8555.php

This article discusses mobile phones, such as
the Nexus One phone, that store their complete
settings on Google servers, making the
information (passwords, bookmarks and
applications) easier to access. These issues have
raised concern at the Federal Trade Commission
(FTC), especially since the risk of storing data
using cloud computing services is not
understood by the customers. The FTC recently
wrote a letter to the Federal Communications
Commission (FCC), which said that the FCC
should consider technologies such as cloud
computing and identity management when
developing a new national broadband plan.
http://arstechnica.com/techpolicy/news/2010/01/ftc-reminds-us-thatstoring-data-in-the-cloud-has-drawbacks.ars

Cryptographic showdown, round 2: NIST
picks 14 hash algorithms

FTC examining cloud computing

BY: WILLIAM JACKSON, GOVERNMENT COMPUTER
NEWS
01/05/2010

The National Institute of Standards and
Technology has narrowed down the 64
algorithms submitted to be the new Secure
Hash Algorithm standard for government down
to 14 semifinalists. Five finalists will be selected
by the end of this year and the new standard –
which will become SHA-3 – will be adopted in
2012. A hashing algorithm is a cryptographic
formula which generates a unique, fixed-length
digest of each message, and is used to confirm
that a document has not been altered. The
semifinalist candidate algorithms are available
online and the cryptographic community has
been invited to review and attempt to break the
algorithms.
http://gcn.com/articles/2010/01/05/nist-sha3competiton-010510.aspx
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BY: THOMAS CLABURN, INFORMATION WEEK
01/05/2010

The Federal Trade Commission (FTC) recently
announced it will examine the privacy and data
security implications of cloud computing for
consumers. FTC attorney David Vladeck wrote
to FCC Secretary Marlene Dortch, saying that
the “ability of cloud computing to collect and
centrally store increasing amounts of consumer
date” poses a risk to consumers that large
amounts of data could be used by entities in
ways not understood by the consumers. The
FTC has a strong history in consumer
protection, including evaluating authentication
and credentialing.
http://www.informationweek.com/news/gover
nment/policy/showArticle.jhtml?articleID=2222
00380

Smithfield, VA 23430 

National Security Cyberspace Institute

ph. (757) 871-3578

P a g e | 15

CyberPro

Volume 3, Edition 1
January 14, 2010

Keeping Cyberspace Professionals Informed
Businesses may be liable for employee
statements on social networking sites, says
new FTC guidelines
BY: MICHAEL OVERLY, CSO ONLINE
01/04/2010

New guidelines from the Federal Trade
Commission say businesses could be subject to
an enforcement action for deceptive
endorsements if their employees make a
statement on social networking sites about the
business’ products and services, even if the
business had no knowledge the statements
were being made. The guidelines say the
relationship between the employee and the
business must be “fully disclosed” on the site.
The article recommends that businesses adopt
social networking policies that make it clear
that only authorized spokesmen may speak on
behalf of the company, and that prohibit
employees from making any statements about
the company’s products or services.
http://blogs.csoonline.com/businesses_may_be
_liable_for_employee_statements_on_social_n
etworking_sites_says_new_ftc_guidelines

Net neutrality: Needless yoke or new
opportunity?
BY: HUGH CARTER DONAHUE, NETWORK WORLD
01/11/2010

In this article, guest columnist Hugh Donahue
writes that the Federal Communications
Commission is “doing a public service by looking
into Internet network management practices
and user rights at this time.” He explains why
the FCC’s net neutrality proceeding could be a
huge opportunity for network operators and
equipment manufacturers to improve their
service quality, in order to promote investment,
innovation and consumer welfare. The FCC’s
new net neutrality standards would permit
“different pricing for various levels of service
quality and speed” and would enable the
commission to sustain end-to-end connectivity
as an Internet standard while promoting
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“innovation and investment with regulatory
certainty for the mobile, robust emerging
Internet.”
http://www.networkworld.com/columnists/201
0/011110-fcc-net-neutrality.html

AT&T tells FCC it’s time to cut the cord
BY: TONY BRADLEY, PC WORLD
12/31/2009

AT&T recently told the Federal Communications
Commission that “the death of landlines is a
matter of when, not if” and requested a
deadline for “pulling the plug.” Most
communications services are increasingly using
broadband and IP-based services instead of the
public switched telephone network (“PSTN”)
and plain-old telephone service (“POTS”). Many
argue it is unnecessary to have any home
phone, even a VoIP line, with wireless plans that
can offer unlimited talk time and features. The
article points out that landlines are useful in an
emergency such as a natural disaster, since VoIP
phones do not work without electricity.
Landlines also help emergency services match a
phone number with a physical address, a
downside to dropping landlines completely.
http://www.networkworld.com/news/2009/12
3109-att-tells-fcc-its-time.html

Google offers to help run a ‘white spaces’
database
BY: JEREMY KIRK, COMPUTERWORLD
01/05/2010

Google is reportedly soliciting the U.S. Federal
Communications Commission to be an
administrator of a database that allows devices
to access broadband Internet on unlicensed TV
signal spectrum known as “white spaces.” The
database will be used to ensure devices do not
cause interference with signals used for TV
broadcasts. The use of white space frequencies
has been opposed by the television industry
and wireless microphone makers, but wireless
broadband device manufacturers say their
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products have geolocation capabilities which
would help them avoid interference. Google is
recommending that the database be publicly
accessible and searchable, and Google has
partnered with Motorola, Microsoft, Dell and
Hewlett-Packard to create the White Spaces
Database Group, which works on technical
specifications for the database.
http://www.computerworld.com/s/article/9143
095/Google_offers_to_help_run_a_white_spac
es_database

National Cyber Range – Phase II
FEDBIZOPPS.COM
01/08/2010

Lockheed Martin and John Hopkins
University/Applied Physics Laboratory were
recently awarded National Cyber Range Phase II
contracts in the amounts of $30 million and $24
million, respectively. Lockheed Martin
Simulation, Training & Support and JHU/APL will
develop a working prototype that demonstrates
the capabilities of the National Cyber Range,
enabling “a revolution in the nation’s ability to
conduct cyber operations by providing a
persistent cyber range” that can conduct
assessments of information assurance and
survivability tools; replicate large networks;
enable multiple experiments on the same
infrastructure; enable testing of Internet/Global
Information Grid scale research; and develop
new cyber testing capabilities.
https://www.fbo.gov/index?s=opportunity&mo
de=form&tab=core&id=16ce874dacb9910e732
7e7545a054df8

scams have cost victims more than $150
million. Cyber criminals use pop-up windows,
which tell the victim their machine is infected,
tricking them into downloading a fake antivirus
program along with malware. The Common
Computing Security Standards Forum is an
“industry-wide initiative within the security
software industry to develop standards that
enable users to differentiate between
legitimate and rogue security providers.” The
CCSS Forum Web site includes a list of known
legitimate software vendors that users can
review.
http://www.securitypark.co.uk/security_article
264145.html

Cybersecurity appointee makes history
BY: GAUTHAM NAGESH, NEW YORK DAILY NEWS
01/06/2010

President Barack Obama recently appointed
Amanda Simpson to be the senior technical
advisor to the Commerce Department’s Bureau
of Industry and Security, making Simpson the
first openly-transgendered presidential
appointee in history. Simpson underwent a sex
change operation 10 years ago while working
for Raytheon Missile Systems, where she
eventually became the deputy director.
Simpson recently told ABC News.com that she is
well qualified to deal with the position,
although being the first transgender
presidential appointee is difficult.
http://techinsider.nextgov.com/2010/01/cybers
ecurity_appointee_makes_history.php

Certifications: A false sense of security
Common computing security standards
forum fights rogue anti-virus
SECURITY PARK
01/08/2010

Recent reports from the Internet Crime
Complain Center – a partnership between the
FBI and the National White Collar Crime Center
– say the FBI is estimating that rogue anti-virus
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BY: JOHN S. MONROE, FEDERAL COMPUTER WEEK
01/05/2010

Many security experts oppose the suggestion
that the federal government could improve
cybersecurity by setting up a standard
certification program for agency staff members.
Daniel Castro, a senior analyst at the
Information Technology and Innovation
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Foundation, says workforce training is
important, but that each organization must
determine the most appropriate and effective
training for their workers, instead of a required
certification by Congress. This article includes
comments from readers of Castro’s column.
http://fcw.com/articles/2010/01/11/backtalksecurity-certification.aspx

New policies on the way to better secure
House lawmakers’ computers
BY: JASON MILLER, FEDERAL NEWS RADIO
12/30/2009

The House Office of the Chief Administrative
Officer recently made six recommendations to
Speaker Nancy Pelosi (D-Calif.) and Minority
Leader John Boehner (R-Ohio) on how to
improve the security of their staff’s computers

and wireless devices. Jeff Ventura, director of
communications for the House Administrative
Officer, says cybersecurity policies are thorough
as they stand, but that congressional leaders
want to do more. Daniel Beard, House
administrative officer, provided the following
areas for Pelosi and Boehner to focus on:
providing staff with updated information;
ensuring that House information is kept on
House hardware; installing passwords on all
House wireless equipment; requiring annual
cybersecurity training for all employees;
scanning equipment that has traveled with an
employee overseas; and enhancing firewall
protection.
http://www.federalnewsradio.com/?nid=35&si
d=1851983

CISCO
Cisco (NASDAQ: CSCO) enables people to make powerful
connections-whether in business, education, philanthropy,
or creativity. Cisco hardware, software, and service
offerings are used to create the Internet solutions that
make networks possible-providing easy access to
information anywhere, at any time. Cisco was founded in
1984 by a small group of computer scientists from Stanford
University. Since the company's inception, Cisco engineers
have been leaders in the development of Internet Protocol
(IP)-based networking technologies.
Today, with more than 65,225 employees worldwide, this
tradition of innovation continues with industry-leading
products and solutions in the company's core development
areas of routing and switching, as well as in advanced
technologies such as: Application Networking, Data Center,
Digital Media, Radio over IP, Mobility, Security, Storage
Networking, TelePresence, Unified Communications, Video
and Virtualization. For additional information:
www.cisco.com
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U.S. CYBER CZAR ANNOUNCED
Grading Obama’s first-year cybersecurity
performance

Industry wants cybersecurity measures
fast-tracked

GOVINFOSECURITY.COM
01/06/2010

UPI.COM
12/30/2009

James Lewis, senior fellow for technology and
public policy program at the Center for Strategic
and International Studies, says he would give
President Barack Obama a “B, B-plus” grade for
his cybersecurity progress this past year. Lewis
served as the project director for the
Commission on Cybersecurity for the 44th
Presidency, which formed a report of
cybersecurity recommendations for Obama. In
a recent interview with GovInfoSecurity.com,
Lewis says there has been a lot of activity within
federal agencies over the last year because of
Obama’s cybersecurity progress. Lewis also
discusses how the new federal cybersecurity
coordinator position should evolve into a more
independent role like that of the U.S. trade
representative.
http://www.govinfosecurity.com/podcasts.php
?podcastID=407

Securityforum.org reports that there has been
an overall positive response from the security
industry for President Barack Obama’s
appointment of Howard Schmidt as the nation’s
new cybersecurity coordinator. Amrit
Williamson, CTO at BigFix, says Schmidt is
“highly competent” and that he “will have a
positive impact on the administration’s
cybersecurity efforts,” but also that there has
been some mixed reaction to Obama because
of the delay in appointing a coordinator and the
lack of progress from previous administrations.
Williamson hopes the recent appointment will
drive efforts to “implement and adopt more
effective means for security of our critical
infrastructure.” Experts say Obama and Schmidt
face high expectations from industry to address
cybersecurity issues as a matter of urgency.
http://www.upi.com/Business_News/SecurityIndustry/2009/12/30/Industry-wantscybersecurity-measures-fast-tracked/UPI74381262215264/
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CYBERSPACE – DEPARTMENT OF DEFENSE (DOD)
Spooks in the machine: How the Pentagon
should fight cyber spies
BY: NOAH SHACHTMAN, PROGRESSIVE FIX
01/06/2010

According to this article, the Pentagon needs to
focus on one cyber threat that trumps all others
– cyber espionage, or the infiltration of Defense
Department networks. Cyber spies could look
into American military operations and extract
information or introduce false information on
Defense networks, “turning American
command-and-control systems against
themselves.” A re-evaluation of military
information assurance may be needed, since
most hackers are finding their way into Defense
networks because of the mistakes of Defense
employees. Defense Secretary Robert Gates
recently established the U.S. Cyber Command,
which is located right next to the National
Security Agency’s headquarters, and will be led
by Lt. Gen. Keith Alexander, director of the NSA.
Some worry that this will lead to too much
secrecy and possibly privacy violations.
http://www.progressivefix.com/spooks-in-themachine-how-the-pentagon-should-fight-cyberspies

Pentagon computer-network defense
command delayed by congressional
concerns
BY: ELLEN NAKASHIMA, WASHINGTON POST
01/03/2010

Some congressional members have raised
questions about the Pentagon’s new Cyber
Command mission and possible privacy
concerns. Congressional members want to
know what defines a cyber act of war, how far
the Pentagon can go to defend its own
networks, and what kind of relationship the
new command will have with the National
Security Agency. Cybersecurity expert Paul
Kurtz says there is no dispute over the need for
110 Royal Aberdeen 
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Cyber Command, but that Congress would like
to know how the command will work with
existing organizations and authorities. Experts
also wonder how much the government is
spending on classified cyber programs to
develop offensive capabilities, and how
offensive cyber attacks will be authorized.
http://www.washingtonpost.com/wpdyn/content/article/2010/01/02/AR201001020
1903.html

Social (network) security
BY: PAUL A. STRASSMANN, AFCEA SIGNAL
MAGAZINE
01/2010

There are currently 156 social networking Web
sites – all vulnerable to security breaches
because of their dependence on the public
Internet and because of the trust of their users.
This article discusses how defense policy
makers can best combat security threats to
social networks, which many military and
civilian personnel rely on for sharing
information.
http://www.afcea.org/signal/articles/templates
/Signal_Article_Template.asp?articleid=2163&z
oneid=284

Cyberseurity issues reach across vast
pacific region
BY: ROBERT K. ACKERMAN, AFCEA SIGNAL
MAGAZINE
01/2010

Speakers at TechNet 2009 in Honolulu, Hawaii,
discussed many cybersecurity issues, including
those that affect the vast Asia-Pacific region.
One of the main focuses of the conference was
cybersecurity acquisition, which can be difficult
when requirements and security criteria
changes so rapidly. Rear Adm. Gib Goodwin,
U.S. Navy, explained that money alone will not
solve the problem, and that cyberthreats get
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worse every day while our acquisition process is
still not effective. Lt. Gen. Robert Shea, U.S.
Marine Corps, says that acquiring security and
information technologies and capabilities is
difficult because services all provide different
systems for similar capabilities. The speakers
called for “normalizing and demystifying cyber
to make it part of other military activities.” Mike
Guzelian, vice president for secure voice and
data products, General Dynamics C4 Systems,
said security must be built into products, rather
than bolted on after the fact.
http://www.afcea.org/signal/articles/templates
/SIGNAL_Article_Template.asp?articleid=2162&
zoneid=8

Here comes the Navy cyber forces
BY: BOB BREWIN, NEXTGOV.COM
01/11/2010

The U.S. Navy is planning on standing up its new
Navy Cyber Forces at the Joint Expeditionary
Base in Little Creek – Fort Story, Va., Jan. 26,
and will formally launch its Fleet Cyber
Command at Fort Meade, Md., three days later.
Navy Cyber Forces will consist of 40,000 cyber
warriors, including information warfare and
intelligence officers, enlisted intelligence,
information technology personnel, cryptology
technicians, meteorologists and
oceanographers. Cyber Forces will be led by
Vice Admiral H. Denby Starling II until a new
two-star commander can take over, and Vice
Admiral Bernard J. “Barry” McCullough will run
the Fleet Cyber Command.
http://whatsbrewin.nextgov.com/2010/01/here
_comes_the_navy_cyber_forces.php

Cyberdefenders protect Navy networks
BY: MARK KAGAN, MILITARY INFORMATION
TECHNOLOGY
12/30/2009

key component of FLTCYBERCOM is the Navy
Cyber Defense Operations Command (NCDOC),
which will be responsible for coordinating,
monitoring and overseeing the defense of the
Navy’s computer networks and systems. NCDOC
is based in Norfolk, Va., and reports to the
Naval Network Warfare Command. NCDOC
provides CND services to Navy networks,
including actions taken to protect, monitor,
analyze, detect and respond to unauthorized
activities within DoD networks. NCDOC relies on
Prometheus, a system that receives,
aggregates, processes and correlates real-time
information from network sources in order to
provide network domain awareness. The article
discusses further responsibilities and
capabilities of NCDOC in detail.
http://www.military-informationtechnology.com/mit-archives/219-mit-2009volume-13-issue-11/2354-cyberdefendersprotect-navy-networks.html

Trend surfaces: Islamist Web sites soliciting
info on ships
BY: KATE WILTROUT, PILOTONLINE.COM
01/08/2010

Steven Stalinsky, executive director of the
Washington-based Middle East Media Research
Institute, says that recent posts on Islamist Web
sites are urging Islamic extremists to gather
intelligence on U.S. Navy targets. The posts are
asking for information on U.S. vessels, including
the vessel name; its current location; the
number of U.S. troops onboard; the mission;
the destination; weapons onboard and
information about the families of the troops
onboard. The Navy has said that troops should
not worry too much, but reminds sailors of the
importance of keeping military secrets.
http://hamptonroads.com/2010/01/trendsurfaces-islamist-web-sites-soliciting-info-ships

The Navy’s new Fleet Cyber Command/Tenth
Fleet (FLTCYBERCOM) will become the Navy
component of the new U.S. Cyber Command. A
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Cyberspace leaders hold career panel at
Academy
BY: STAFF SGT. DON BRANUM, U.S. AIR FORCE
01/12/2010

The Air Force Space Command and 24th Air
Force held a space and cyberspace panel at the
Air Force Academy Jan. 11. This event gave
attendants the opportunity to ask questions
about the future of space and cyberspace, as
well as how their careers could fit into the
recently reorganized cyberspace operations Air
Force specialties. Brig. Gen. Dave Warner,
AFSPC's chief information officer and director of
communications and information, said the Air
Force needs people with technical backgrounds
and emphasized the importance of defending
the network, and thinking of the network as a
weapon system or a means of providing a
capability. Attendants asked questions about
the acquisitions process for the cyberspace
mission, how international law will apply to
cyberspace and how the Posse Comitatus Act –
which prevents the military from acting against
U.S. citizens – will affect cyberspace operations.
The academy provides cadets the opportunity
to learn more about cyberspace through
curriculum as well as through a cyberwarfare

110 Royal Aberdeen 

CyberPro

club and research opportunities in the Center
for Cyberspace Research.
http://www.af.mil/news/story.asp?id=1231852
28

U.S. Army Web site hacked
BY: KELLY JACKSON HIGGINS, DARK READING
01/12/2010

Romanian hacker “TinKode” recently posted a
proof-of-concept on his findings on an SQL
injection vulnerability in an Army Web site that
handles military housing, Army Housing
OneSTop. TinKode was able to access more
than 75 databases on the server, and found that
the site was storing weak passwords in plain
text. TinKode is just one of a group of hackers
from Romania who have been disclosing SQL
injection flaws in high-profile Web sites over
the past few months. Robert Hansen, founder
of SecTheory, says every organization has these
vulnerabilities which hackers use as a foot in
the door to the back-end database.
http://www.darkreading.com/database_securit
y/security/appsecurity/showArticle.jhtml?articleID=22230058
8
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CYBERSPACE – INTERNATIONAL
Pirate’s cove: The eastern havens
BY: M.E. KABAY, NETWORK WORLD
01/11/2010

This article – the third in a series of four –
discusses targeted attacks in India, China, the
Pacific Rim and Oceania. Because many
multinational corporations outsource functions
such as technical support to India, it is an “ideal
location for learning vulnerabilities specific to a
target and for collecting personally identifiable
information and other information that could
be used to conduct spear phishing or other
attacks.” China is also a very dangerous
environment for cybercrime because the nation
is “permeated with technology” and the
Chinese government sometimes ignores illicit
business practices, particularly if the illicit
practices benefit the government. South Pacific
nations are increasingly struggling with
cybersecurity. South Korea, for example, is
taking extreme measures to regulate Internet
use since attacks on U.S. and South Korean
government Web sites last summer.
http://www.networkworld.com/news/2010/01
1110-eastern-havens.html?hpg1=bn

Philippines investigates hacks of multiple
government sites
BY: TIM WILSON, DARK READING
01/11/2010

Philippine’s Press Secretary Cerge Remonde
recently announced that President Gloria
Macapagal Arroyo has asked the Commission
on Information and Communications
Technology (CICT) to look into a series of
incidents in which five government Web sites
were hacked in less than a month, and submit
their report and recommendations regarding
the incidents. The report from the CICT should
identify the hackers responsible for the attacks,
their motives and recommendations to prevent
future incidents. Since December, several
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Philippine Web sites have been defaced,
including the site of the Technical Education
and Skills Development Authority, the
Philippines’ Department of Labor and
Employment and the sites of the Philippines’
National Disaster Coordinating Council and the
Department of Social Welfare and
Development.
http://www.darkreading.com/security/attacks/
showArticle.jhtml?articleID=222300458

S. Korea to launch cyber warfare command
next week
YONHAP NEWS AGENCY
01/08/2010

The South Korean defense ministry recently
announced it will launch a military cyber
command next week to focus on the increasing
threat of cyber attacks by North Korea. The
command will work on Internet hacking
prevention, cybersecurity and restoration of
damaged networks and will also be responsible
for carrying out military operations in
cyberspace. Ministry officials report that the
command will be staffed by 200 computer
specialists.
http://english.yonhapnews.co.kr/national/2010
/01/08/32/0301000000AEN2010010800640031
5F.HTML

Chinese cyber-activists lend support to
democracy activists in Iran
BY: STEPHANIE HO, VOANEWS.COM
01/07/2010

Activists in China have thrown their support
behind opposition protestors in Iran, and have
even registered a domain name “CN4IRAN.org,”
or China for Iran. The site picks up recent
“tweets” related to Iran, and posts them so that
users can see tweets even in countries, such as
China, where the social networking site Twitter
is blocked. A spokesman from the CN4IRAN.org
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site says China and Iran have much in common,
especially in terms of Web censorship.
CN4Iran’s organizer says he fears getting in
trouble with the Chinese authorities, who block
access to sites “it perceives as fostering unrest
or subversion.”
http://www1.voanews.com/english/news/midd
le-east/Chinese-Cyber-Activists-Lend-Supportto-Democracy-Activists-in-Iran--80893302.html

Suit says 2 Chinese firms stole a Webblocking code
BY: MICHAEL WINES, NEW YORK TIMES
01/06/2010

Cybersitter, a software company in California, is
suing two Chinese technology firms. According
to Cybersitter, the two firms stole Cybersitter
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computer code to develop an Internetmonitoring program which the Chinese
government attempted to install on every
computer in the country last year before
backing down. Cybersitter claims the Chinese
government stole 3,000 lines of code, including
Cybersitter’s proprietary content filters, and
used it to create Green Dam, which the Chinese
government planned on using to block
pornography and violent content. The lawsuit
also names seven computer makers as
defendants, saying they eventually learned that
the software included pirated code, but
continued to comply with the Chinese
government’s directive.
http://www.nytimes.com/2010/01/07/technolo
gy/companies/07censor.html
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Iran interferes with German news satellite
THE LOCAL (GERMANY)
01/02/2010

A recent report from news magazine Der
Spiegel said Deutsche Welle (DW), the German
state foreign broadcasting network, was
targeted by jamming signals originating in Iran.
French national radio regulatory agency Agence
Nationale des Fréquences wrote to the Iranian
Ministry of Communication that it had detected
signals that appeared to be “deliberate
interference” with the DW satellite. Satellite
operators increased broadcasting powers in
reaction to the disturbance, which was traced
to the area of Tehran.
http://www.thelocal.de/national/2010010224309.html

The evil (cyber) empire
BY: YULIA TARATUTA, IGOR IVANOV, SVETLANA
ZAITZEVA & MIKHAIL ZYGAR, RUSSKY NEWSWEEK
12/30/2009

This article discusses Russia’s involvement in
cyber crimes, particularly those that are
politically motivated such as the attacks against
Estonia and Georgia. NATO claims the attacks
are all connected to the Russian Business
Network (RBN), which sells hacking tools and
software for accessing U.S. government
systems. François Paget, senior expert for
McAfee, says RBN was once the most active
criminal group in the virtual world, and that the
original RBN was behind the cyberattack on
Estonia. RBN makes most of their money,
however, from spam, child porn, online casinos
and phishing scams. This article also discusses
RBN affiliates, such as the McColo company,
recently pushed offline for spamming and
launching denial of service attacks, or the Atrivo
company, responsible for several viruses and
thefts.
http://www.newsweek.com/id/228674/page/1
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Internet pirates flee to ‘bulletproof’
Ukraine
TELEGRAPH.CO.UK
01/05/2010

According to piracy experts, “bulletproof
hosting,” or Web site provision by companies
that are impervious to legal threats and blocks,
has increased significantly in the last year. Rob
Holmes, of law firm IP Cybercrime, says
successful hosts are getting stronger and that
hackers are moving to stronger piracy groups.
Pirate Bay and Demonoid, illegal file-sharing
services, moved their Web servers to Ukraine in
order to avoid Western law enforcement
authorities. Ukrainian communications laws do
not hold providers responsible for what their
customers do, providing a legal loophole for
illegal sites.
http://www.telegraph.co.uk/technology/69342
04/Internet-pirates-flee-to-bulletproofUkraine.html

South Africa poised to become cybercrime
hub
INFOSECURITY.COM
01/05/2010

Recent analysis from Symantec claims that
South Africa will quickly become a cybercrime
hub because of the introduction of new
broadband Internet capacity and because South
Africa is set to host the upcoming World Cup – a
prime target for spammers and cybercriminals.
Symantec points out that, in 2008, Egypt
became the No. 1 spot for malicious activity per
broadband subscriber in Europe after the
Egyptian government made expanding Internet
connectivity a priority. According to Symantec,
South Africa is already experiencing an increase
in spam and criminal activities including
government Web site defacements.
http://www.infosecuritymagazine.com/view/6203/south-africa-poisedto-become-cybercrime-hub
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Symantec issues South Africa cyber crime
warning
BY: PHIL MUNCASTER, V3.CO.UK
01/04/2010

Security firm Symantec says South Africa is
struggling with rising broadband penetration
and the upcoming World Cup tournament, and
may become the “next major global cyber
security hub.” Because of significant broadband
infrastructure upgrades, South Africa could
accidentally create a “perfect storm for cyber

criminals,” and the World Cup tournament next
summer is already causing increases in spam
and Web site defacements. Symantec is
working to install additional network sensors in
the region to better monitor threat activity, and
is planning to launch a Web site specifically for
reporting threat levels related to the World
Cup.
http://www.v3.co.uk/v3/news/2255545/syman
tec-south-africa-cyber

CYBERSPACE RESEARCH
Conficker infections drop overnight
BY: ROBERT LEMOS, SECURITY FOCUS
01/04/2010

The number of Conficker-infected machines
dropped by about 820,000 on Jan. 1, according
to research from the Shadowserver Foundation
and the Conficker Working Group. Andre’
DeMino, director and founder of the
Shadowserver Foundation, says they are not
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sure yet what caused the drop, and that it could
be due to a large number of machines being
turned off for the holidays. DiMino says
infection numbers have already started to
rebound and that after the holidays are over,
we may find that the decrease was “just a blip.”
http://www.securityfocus.com/brief/1054
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25 million new malware strains in one year
HELP NET SECURITY
01/04/2010

PandaLabs recently released a malware report,
which found 25 million new strains of malware
created in the last year, compared to a
combined total of 15 million in the last 20 years.
The report also discusses traditional viruses
which resurged in 2009, including Conficker,
Sality or Virutas. Social networks and SEO
attacks were found to be the favorite malware
distribution channels, and there was also an
increase in cyber-attacks with political targets
or motives. PandaLabs predicts that the amount
of malware in circulation will continue to
increase through 2010, especially as hackers
target the new Windows 7.
http://www.netsecurity.org/malware_news.php?id=1185

Hacking takes lead as top cause of data
breaches
NETWORK WORLD
01/08/2010

The Identity Theft Resource Center’s 2009
Breach Report claims that hacking has topped
human error as the top cause of reported data
breaches for the first time since the
organization began tracking breaches in 2007.
The report found that 19.5 percent of reported
breaches were due to hacking, with insider
theft as the second most common cause at 16.9
percent. The ITRC does note that many
breaches are not reported publicly, and the
cause of the breach is not listed for about 33
percent of those that are reported. The ITRC
report adds that a data breach does not always
mean identity theft, since a state may require a
company to report a stolen or lost laptop with
sensitive data as a data breach, even though the
data may never be used for nefarious purposes.
http://www.networkworld.com/news/2010/01
0810-hacking-takes-lead-as-top.html?hpg1=bn
110 Royal Aberdeen 

CyberPro

Researchers infiltrate storm botnet
successor
BY: KELLY JACKSON HIGGINS, DARK READING
01/05/2010

Researchers from the German University of
Mannheim and University of Vienna were able
to infiltrate the Waledac botnet between
August and September 2009, using a cloned bot
and were able to collect information on the
botnet and its inner working. The researchers
measured success rates of different spam
campaigns launched by Waledac. From their
findings, the researchers estimate that Waledac
could send more than 1.5 billion spam
messages a day, and report that Waledac
changes its malware variants every two weeks
to avoid detection. One of the researchers,
Pierre-Marc Bureau, says that Waledac is
gearing up for more than just spamming, and
that the botnet already steals information from
infected machines to sell.
http://www.darkreading.com/security/vulnerab
ilities/showArticle.jhtml?articleID=222200371

26C3: Network design weakness
BY: STEFAN KERMPL, THE H SECURITY
12/29/2009

Security researcher Fabian Yamaguchi recently
presented at the 26th Chaos Communication
Congress in Berlin, and demonstrated several
vulnerabilities found in average communication
networks. Yamaguchi said the design flaws are
small, but that hackers can combine attacks on
several of the small flaws to launch a dangerous
attack. Yamaguchi demonstrated flaws from the
access layer to the application layer, and
concluded that “isolated vulnerabilities don’t
exist,” and that “the security of network
components depends on that of their respective
environments.”
http://www.honline.com/security/news/item/26C3-Networkdesign-weaknesses-893356.html
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CYBERSPACE HACKS AND ATTACKS
Google attack part of widespread spying
effort
BY: ROBERT MCMILLAN, COMPUTERWORLD
01/13/2010

Google’s decision to disclose information about
a recent security breach which appears to have
originated in China is being called the “most
public admission of a top IT problem for U.S.
companies.” Online attacks from China have
been affecting U.S. corporations for years, but
big companies often do not disclose much
about breaches in order to maintain their good
reputation. “Google, by implying that Beijing
had sponsored the attack, has placed itself in
the center of an international controversy,
exposing what appears to be a state-sponsored
corporate espionage campaign that
compromised more than 30 technology,
financial and media companies, most of them
global Fortune 500 enterprises.” Google
believes this attack was not just the work of
hackers, but that the attacks were statesponsored, according to Leslie Harris, president
and CEO of the Center for Democracy and
Technology. James Mulvenon, director of
Defense Group Inc.’s Center for Intelligence
Research and Analysis, says China has been
taking steps to spur Chinese innovation, which
could explain why China would be interested in
stealing confidential information from Silicon
Valley companies.
http://www.computerworld.com/s/article/9144
221/Google_attack_part_of_widespread_spying
_effort

Google threatens to leave China after
massive cyberattacks
BY: GREGG KEIZER, COMPUTERWORLD
01/12/2010

Following the sophisticated attacks against the
Google network last month – which may have
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originated in China – Google’s chief legal officer,
David Drummond, has said that Google will
“review the feasibility of our business
operations in China” and that Google is no
longer willing to censor results on Google.cn,
and that the company will be discussing how to
operate an unfiltered search engine with the
Chinese government. Drummond says Google
may have to shut down its search engine and
close its offices in China. In a blog post,
Drummond wrote “We have taken the unusual
step of sharing information about these attacks
with a broad audience not just because of the
security and human rights implications of what
we have unearthed, but also because this
information goes to the heart of a much bigger
global debate about freedom of speech.” Leslie
Harris, president and CEO of the Center for
Democracy & Technology, says any company in
China must constantly monitor the situation,
and that “Google has decided that the risk to
their users and their own values outweigh the
benefit of operating in China.”
http://www.computerworld.com/s/article/9144
139/Google_threatens_to_leave_China_after_
massive_cyberattacks

Google seeks to reassure business users
after attacks
BY: JUAN CARLOS PEREZ, COMPUTERWORLD
01/12/2010

Google Enterprise President Dave Girouard
recently wrote a blog post, trying to reassure
Google’s enterprise customers that their data is
safe, following its disclosure that it was targeted
by a highly sophisticated cyber attack from
China in December. Girouard wrote that Google
Apps and customer data were not affected in
the incident, and Google has reported that the
attacks appeared to have been designed
primarily to access e-mail accounts of Chinese
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human rights activists. Girouard writes that no
organization is immune to cyberattacks, but
that Google is still able to keep data safer than
the average corporate IT department.
http://www.computerworld.com/s/article/9144
178/Update_Google_seeks_to_reassure_busine
ss_users_after_attacks

Adobe confirms ‘coordinated,
sophisticated’ cyber attack
BY: RYAN NARAINE, THREATPOST
01/12/2010

Adobe has confirmed that its corporate network
systems were breached by hackers in a
“sophisticated” and “coordinated” attack.
Adobe says it is in contact with other companies
affected in the attacks, and that they do not
have evidence that any sensitive information
had been compromised. The attacks may be
related to the Local Business Center breach that
affected Google earlier this week.
http://threatpost.com/en_us/blogs/adobeconfirmed-coordinated-sophisticated-cyberattack-011210-0

Adobe Reader vuln hit with unusually
advanced attack
BY: DAN GOODIN, THE REGISTER
01/04/2010

Cyber criminals are targeting a critical
vulnerability in Adobe’s Reader and Acrobat
applications, by using “egg-hunting shellcode”
to compress the first phase of a malicious
payload. This makes it difficult for anti-virus
software to detect the malware, which infects
the machine with PoisonIvy, a backdoor client
that gives the criminals control over the
infected PC. The infected PDF was distributed
through e-mail and appears to have originated
in China. Adobe is scheduled to release a patch
for the flaw Jan. 12.
http://www.theregister.co.uk/2010/01/04/ado
be_reader_attack/
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New attacks targeting Adobe PDF flaw
BY: DENNIS FISHER, THREATPOST
01/04/2010

A new attack targets an Adobe Reader and
Acrobat zero-day vulnerability discovered last
month. The attack uses a JavaScript-based
exploit, including shell code that is just 38 bytes
long. Analysis from the SANS Internet Storm
Center found that this attack is different from
most other PDF-based exploits because it uses
sophisticated methods to avoid detection and
saves a harmless PDF on the victim’s machine in
order to distract them from the rest of the
exploit behavior. Adobe is expected to release a
fix for the vulnerability Jan. 12.
http://threatpost.com/en_us/blogs/newattacks-targeting-adobe-pdf-flaw-010410

Group behind Twitter hack takes down
Baidu.com
BY: ROBERT MCMILLAN, COMPUTERWORLD
01/11/2010

China’s largest search engine, Baidu.com, was
offline early this week and displayed the
message “This site has been hacked by Iranian
Cyber Army” – the same message displayed
when hackers took down Twitter.com last
month. Although hacking groups routinely
deface Web sites, it is rare for a group to take
down a site as widely used as Twitter or
Baidu.com. Paul Ferguson, a researcher with
antivirus vendor Trend Micro, says Baidu’s
domain name records were tampered with, the
same method used to hijack Twitter.
http://www.computerworld.com/s/article/9143
919/Group_behind_Twitter_hack_takes_down_
Baidu.com

Brit ISP knocked offline by Latvian DDOS
BY: CHRIS WILLIAMS, THE REGISTER
01/08/2010

A DDoS attack originating in Latvia forced about
30,000 customers of the ISP Vispa offline last
week. Vispa commercial director Adam Binks
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said the denial of service attack caused a server
outage for about 12 hours Jan. 8 and that all
services have since been restored, although
customers can still not reach customer service
because the firm’s phone system was crippled
in the attack.
http://www.theregister.co.uk/2010/01/08/visp
a_ddoa/

More flash drive firms warn of security
flaw; NIST investigates
BY: LUCAS MEARIAN, COMPUTERWORLD
01/08/2010

SanDisk Corp. and Verbatim Corp. are now
warning customers about a potential security
threat due to a flaw in the hardware-based AES
256-bit encryption on their USB flash drives.
The flaw could allow attackers unauthorized
access to encrypted data on the flash drive.
SanDisk, Verbatim and Kingston claim that their
USB drives meet security criteria set by the
Federal Information Processing Standard (FIPS)
140-2 standard which was developed by the
National Institute of Standards and Technology.
NIST has said they are reviewing information on
the flaw, but claim that the FIPS 140-2
certification only covers cryptographic modules,
and that the software authorization decryption
is the actual source of the vulnerability.
http://www.networkworld.com/news/2010/01
0810-more-flash-drive-firmswarn.html?hpg1=bn

Secure USB flaw exposed
BY: KELLY JACKSON HIGGINS, DARK READING
01/04/2010

A new flaw has been discovered in SanDisk’s
secure USB technology, which leaves the
devices open to attack and has led to the recall
and patching of several vendors’ security USB
products. SanDisk reports that the flaw is not in
the device hardware or firmware, but rather in
the application that runs on the host system.
The vulnerability was discovered by German
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researchers at the penetration testing firm
SySS, and could allow any unauthorized person
to access data on the devices because of a flaw
in how the devices handle passwords. David
Jevans, CEO of IronKey, says the vulnerability is
so significant because it affects multiple
vendors’ products. Enterprises should assess
what information their users are saving to USB
sticks, and either use port blocking to protect
USB sticks or stop users from saving private or
regulated information.
http://www.darkreading.com/insiderthreat/sec
urity/encryption/showArticle.jhtml?articleID=22
2200174

NIST-certified USB flash drives with
hardware encryption cracked
BY: JUERGEN SCHMIDT, THE H ONLINE
01/04/2010

Kingston, SanDisk and Verbatim all sell USB
Flash drives with AES 256-bit hardware
encryption, which meets the standards of the
FIPS 140-2 Level 2 certificate issued by the
National Institute of Standards and Technology,
and used to validate the USB drives that are
used for sensitive government information.
Security firm SySS is reporting it is actually easy
to access the unencrypted data even without
the required password. A flaw in the password
entry mechanism of the drives allows a hacker
full access to the contents of the drive even if
the hacker never knows the password.
http://www.honline.com/security/news/item/NIST-certifiedUSB-Flash-drives-with-hardware-encryptioncracked-895308.html

Red Condor warns of highly personalized
spear-phishing campaign
DARK READING
01/08/2010

E-mail security experts at Red Condor released
a warning about a new spear phishing campaign
that asks recipients to apply new settings to

Smithfield, VA 23430 

National Security Cyberspace Institute

ph. (757) 871-3578

P a g e | 30

CyberPro

Volume 3, Edition 1
January 14, 2010

Keeping Cyberspace Professionals Informed
their mailboxes because of recent security
upgrades to their mailing service. A link in the email takes users to a Web site that appears to
be a Microsoft Office Outlook Web Access page,
where they are directed to download and
launch a file with the new e-mail settings. The
executable is actually a Zbot Trojan virus
originally identified by Red Condor’s Zero
Minute Defense System Jan. 7. Tom Steding,
president and CEO of Red Condor, says this
attack is significant because it targets a large
number of domains with a customized message
for each different domain.
http://www.darkreading.com/vulnerability_ma
nagement/security/appsecurity/showArticle.jhtml?articleID=22230016
1
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RSA crypto defiled again, with factoring of
768-bit keys
BY: DAN GOODIN, THE REGISTER
01/07/2010

An international team of mathematicians,
computer scientists and cryptographers were
recently able to break the 768-bit keys in the
RSA encryption scheme using the widely-used
public-key algorithm – meaning that 768-bit
RSA keys can no longer be counted on to
encrypt or authenticate sensitive
communications. Benjamin Jun, vice president
of technology at security consultancy
Cryptography Research, says the hack is an
important breakthrough and that it is only a
matter of time until the next largest RSA key
size, at 1024 bits, is cracked.
http://www.theregister.co.uk/2010/01/07/rsa_
768_broken/
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Large-scale attacks exploit unpatched PDF
bug

Hacker pierces hardware firewalls with
Web page

COMPUTERWORLD
01/07/2010

BY: DAN GOODIN, THE REGISTER
01/06/2010

ISC analyst Bojan Zdrnja says hackers are
currently exploiting a critical vulnerability in
Adobe’s PDF software, which is not scheduled
to be patched until next week. Hackers are
using both targeted and large-scale attacks by
rigging PDF documents with “egg-hunt
shellcode.” Symantec has monitored some large
attacks using the PDF bug, including one attack
that generated more than 34,000 detections on
Symantec’s global detection network. Joshua
Talbot, security intelligence manager at
Symantec, urges users to disable JavaScript in
Reader and Acrobat at least until a patch is
released.
http://www.computerworld.com/s/article/9143
259/Large_scale_attacks_exploit_unpatched_P
DF_bug

Hacker Samy Kamkar recently demonstrated
how to exploit weaknesses in many WiFi routers
to identify a browser’s geographical location, as
well as how to penetrate hardware firewalls
using javascript embedded in a Web page.
Kamkar says the new hack allows him to
penetrate any firewall or router and connect to
the port that he specified, even though the
firewall should not forward that port. The hack
only works if the victim is running file transfer
protocol or session initiative protocol on their
machine, but Kamkar warns users to not rely
completely on their router or firewall for
protection.
http://www.theregister.co.uk/2010/01/06/web
_based_firewall_attack/

Hackers raid school coffers for $3M
Easily-spoofed traffic can crash routers,
Juniper warns
BY: DAN GOODIN, THE REGISTER
01/07/2010

Juniper Network recently released an advisory,
warning customers of a critical flaw in its
gateway routers that could allow attackers to
crash devices by sending them small amounts of
easily-spoofed traffic. The vulnerability affects
versions 3 through 10 of Junos, the operating
system that powers devices at ISPs, backbones
and other large networks. The advisory says
there are no completely effective workarounds
yet, but that customers should use antispoofing techniques or focus on anti-spoofing
for IP addresses used for the control plane,
management plane and link addresses.
http://www.theregister.co.uk/2010/01/07/juni
per_critical_router_bug/
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BY: PAUL NELSON, TIMESUNION.COM
01/06/2010

Over the past couple of days, computer hackers
were able to drain about $3 million from the
bank account of the Duanesburg Central School
District, in New York, according to Duanesburg
Superintendent Christine Crowley. The FBI and
the State Police are investigating the hack,
which took about 20 percent of the entire
budget from the 950-student, K-12 district.
Arrests have not yet been made, but the
district’s bank has been able to recover $2.5
million of the stolen money. Crowley says the
district was not monitoring its bank account
daily, but believed it had adequate safeguards.
Businesses should check their bank accounts
daily, put limits on wire transfers and adopt a
policy that the transactions must be authorized
by the sender and the receiver.
http://www.timesunion.com/AspStories/story.a
sp?storyID=885104
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FCC chairman hacked on Facebook

GSMA to review security hack this week

BY: GRAHAM CLULEY, SOPHOS
01/05/2010

BY: NICK WOOD, TOTAL TELCOM
01/04/2010

Facebook friends of Julius Genachowski,
chairman of the Federal Communications
Commission, began to receive messages in
December saying “Adam got me started making
money with this,” linking to a make-money-fast
Web site. Genachowski’s account had been
hacked by cybercriminals who used it to
distribute spam. Attacks like this are usually
successful because the owner of the account
has not properly secured their computer with
anti-virus software or because the owner has
fallen for a phishing attack. The article also
emphasizes the importance of choosing a
strong password for social networks that is not
already used on another site.
http://www.sophos.com/blogs/gc/g/2010/01/0
5/fcc-chairman-hacked-facebook/

The GSMA is planning to review recent claims
by German computer engineer Karsten Nohl
that he was able to decipher and publish the
algorithm used to encrypt GSM-based voice
calls. Nohl discussed the hack at the recent
Chaos Communication Congress in Berlin,
causing much concern since more than 80
percent of the world’s mobile connections use
GSM technology. GSMA is already
implementing an updated algorithm, A5/3, to
replace the vulnerable A5/1 algorithm. Stan
Schatt, vice president for health care and
security at ABI Research, says organizations
must assume they will be at risk within six
months unless they have adequate security
measures for mobile phone calls in place.
http://www.totaltele.com/view.aspx?ID=45184
5&mail=165

Hackers attack Ahmadinejad’s Web site
Hackers jimmy GSM cellphone encryption

BY: ROBERT MACKEY, NEW YORK TIMES
01/05/2010

Information technology consultant Austin Heap
recently reported on his blog that the official
Web site of the Iranian president,
Ahmadinejad.ir, had been hacked and visitors to
the page were redirected to another site. Heap
is the founder of the Censorship Research
Center, which aims to help Iranians use the
Internet despite the efforts of the Iranian
government to prevent them from doing so.
The Iranian government uses “deep packet
inspection,” which allows the government to
block, read or change messages over the
Internet, in order to filter certain parts of the
Internet from its citizens. Heap’s organization
was able to identify weaknesses in Iran’s
approach and develop a system, called
“Haystack,” that provides completely
uncensored access to the Internet to Iranians.
http://thelede.blogs.nytimes.com/2010/01/05/
hackers-attack-ahmadinejads-web-site/
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BY: RICHARD ADHIKARI, TECHNEWSWORLD
12/29/2009

Karsten Nohl and Chris Paget recently spoke at
the 26th Congress of the Chaos Club in Berlin,
and demonstrated how the A5/1 cipher used by
GSM can be hacked. GSM is currently used by
nearly 800 mobile carriers in 219 countries
worldwide, and the researchers say a breakable
cipher could lead to the “most widely-deployed
privacy threat on the planet.” This hack is
significant because it used mostly inexpensive,
widely available technology and because GSM is
being used on increasingly-sensitive
applications, including banking through SMS
and access control. GSM Association
spokesperson Claire Cranton said the GSMA is
taking the threat very seriously and that the
association is looking into moving to a new
algorithm, A5/3.
http://www.technewsworld.com/edpick/68997.
html
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Security breach reported by Internet
trading site collective2.com
BY: DAVIS D. JANOWSKI, INVESTMENTNEWS
12/30/2009

Matthew Klein, founder of do-it-yourself trading
site collective2.com, was forced to send out an
urgent e-mail last week, notifying site users that
the company’s database had been breached
and that all users must change their passwords.
The e-mail told users that collective2.com had
contacted federal and state law enforcement
authorities and that the company’s servers had
been locked down. According to the e-mail,
hackers were able to access names, e-mail
addresses, passwords and credit card
information of site users.
http://www.investmentnews.com/apps/pbcs.dl
l/article?AID=/20091230/FREE/912309990/103
5/TECHNOLOGY

PSU hit in cyber attack
BY: MIKE CRONIN, PITTSBURGH TRIBUNE-REVIEW
12/29/2009

Annemarie Mountz, spokeswoman for Penn
State University, reports that the social security
numbers of approximately 30,000 people
became vulnerable after Penn State University
computers were attacked by malicious software
last week. Mountz said the social security
numbers were included in archive files that
people did not realize were on their computers.
Penn State officials have sent letters to those
they believe to have been affected at the Eberly

College of Science and the College of Health and
Human Development, in accordance with the
2006 state Breach of Personal Information
Notification Act. Mountz said Penn State
officials are working to provide Internet safety
education and training for their employees.
http://www.pittsburghlive.com/x/pittsburghtrib
/news/education/s_659851.html

FBI probing electronic theft of tens of
millions of dollars from Citigroup
AMERICAN BANKING NEWS
12/28/2009

A report from the Wall Street Journal says the
Federal Bureau of Investigation is looking into
an attack on Citigroup’s network that resulted
in the loss of tens of millions of dollars,
although Citigroup denies the report. Citigroup
has released a statement that says the reports
are “false” and that “there has been no breach
and there have been no associated losses.” Tom
Kellerman, a former member of the World
Bank’s Treasury Security Team, said attacks on
banks are becoming more common, and that
large financial institutions are “consistently
targeted by criminal organizations” in Europe,
Brazil and Asia. Kellerman adds that “98 percent
of bank heists are now occurring virtually and
not in the real world.”
http://www.americanbankingnews.com/2009/1
2/28/fbi-probing-electronic-theft-of-tens-ofmillions-of-dollars-from-citigroup-nyse-c/

Intelligent Software Solutions
ISS is a leading edge software solution provider for enterprise and system
data, services, and application challenges. ISS has built hundreds of
operationally deployed systems, in all domains – “From Space to Mud”™.
With solutions based upon modern, proven technology designed to
capitalize on dynamic service-oriented constructs, ISS delivers innovative
C2, ISR, Intelligence, and cyber solutions that work today and in the
future. http://www.issinc.com.
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CYBERSPACE TACTICS AND DEFENSE
More researchers going on the offensive to
kill botnets
BY: KELLY JACKSON HIGGINS, DARK READING
01/11/2010

Researchers joined forces with ISPs and were
able to take down the prolific Lethic spamming
botnet – responsible for approximately 10
percent of all spam – showing how some
researchers are going on the offensive to kill
botnets. This article discusses how researchers
must walk a fine line as to how far they can go
legally and ethically when attempting to
infiltrate and shut down botnets. Marc Maiffret,
chief security architect for FireEye, says “it is
time to take the fight to cybercriminals
themselves,” although he warns researchers to
“proceed with caution” and “never do anything
against infected computers.” Some security
experts worry that shutting down some botnets
has caused cybercriminals to become smarter
about defending their botnets, and some worry
that takedowns are a wasted effort since many
botnets start up again in another place.
http://www.darkreading.com/insiderthreat/sec
urity/vulnerabilities/showArticle.jhtml?articleID
=222300408

Cybersecurity expert: Less talk, more
action
BY: MARYANN LAWLOR, AFCEA SIGNAL MAGAZINE
12/2009

According to Zal Azmi, cybersecurity expert and
vice president of the Cyber Solutions Group
CACI, “the time for talk is over and the time for
action is way overdue” when it comes to
cybersecurity. Azmi says that although there
have been several policies and procedures
written, and although we have formed several
cyberspace organizations such as the U.S. Cyber
Command, we have yet to take action. Azmi
says a federal cybersecurity plan should include
metrics that designate points in time to
110 Royal Aberdeen 
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evaluate if the plan is working, and says that
senior U.S. leaders still do not appreciate the
seriousness of cyberthreats. Finally, Azmi
recommends that there be a “portal”
established where businesses can openly share
information about cyberattacks, which could be
used by software developers to patch security
holes.
http://www.afcea.org/signal/articles/templates
/SIGNAL_Article_Template.asp?articleid=2167&
zoneid=280

Cyber-criminals target school districts
SECURITY PARK
01/13/2010

Local school districts are being increasingly
targeted by cyber criminals looking to steal
money by using malicious software which
infects central office PCs containing the
district’s electronic banking details. The cyber
criminals use the stolen information to access
the district’s bank account online and illegally
transfer money to money-mules. Comodo CEO
Melih Abdulhayoglu said there needs to be
much stronger “Default Deny” PC endpoint
security, where unknown or untrusted
applications are denied access to PC resources
by default.
http://www.securitypark.co.uk/security_article
264192.html

Survey: 54 percent of organizations plan to
add smartphone antivirus this year
BY: KELLY JACKSON HIGGINS, DARK READING
01/07/2010

U.K.-based Goode Intelligence’s recentlyreleased mobile security report found that
although only 10 percent of organizations
worldwide currently run anti-malware programs
for their mobile devices, 54 percent plan to do
so this coming year. Alan Goode, managing
director of Goode Intelligence, says the threat
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to mobile devices is still low, but that threats
will rise along with the increase of data-centric
applications on smartphones, including financial
services. Approximately 46 percent of the
organizations surveyed by Goode Intelligence
reported that they do not have a documented
security policy in place for mobile phones, and
only about 58 percent of those said their
employees comply with their mobile security
policy.
http://www.darkreading.com/securityservices/
security/antivirus/showArticle.jhtml?articleID=2
22200724

Cyber attack simulation planned next
month
BY: THOMAS CLABURN, INFORMATION WEEK
01/06/2010

The Financial Services Information Sharing and
Analysis Center (FS-ISAC) recently invited
financial institutions, retailers, card processors
and businesses to participate in its Cyber Attack
against Payment Processes Exercise, which will
simulate several cyber attacks in order to test
how well the organizations deal with online
threats. The group’s Web site said a different
attack will be simulated each day for three days,
and that detailed result collection will be kept

confidential. Bill Nelson, FS-ISAC’s president and
CEO, says “when cyber security threats occur,
swift and well-planned reactions can mean the
difference between business continuity and
business catastrophe.”
http://www.informationweek.com/news/securi
ty/vulnerabilities/showArticle.jhtml?articleID=2
22200554

Detecting DNS hijacks via network
monitoring
BY: JOHN SAWYER, DARK READING
01/06/2010

DNS attacks, such as the hijacking of Twitter’s
DNS records to redirect users to a Web site of
the Iranian Cyber Army, continue to steadily
increase. Although businesses with an
observant IT staff will usually catch DNS attacks,
it is much more dangerous when users are the
target of DNS attacks that change DNS settings
only on their local computer system. The article
recommends that users monitor host-based
changes to DNS settings, and set up their
intrusion detection system or firewall to detect
DNS traffic that is not from their corporate DNS
servers.
http://www.darkreading.com/blog/archives/20
10/01/dns_hijack_dete.html

High Tech Problem Solvers
www.gtri.gatech.edu

From accredited DoD enterprise systems to exploits for
heterogeneous networks, GTRI is on the cutting edge of
cyberspace technology. Transferring knowledge from
research activities with the Georgia Tech Information Security
Center, GTRI is able to bring together the best technologies,
finding real-world solutions for complex problems facing
government and industry.
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CYBERSPACE - LEGAL
Nineteen indicted in massive cybercrime
conspiracy

Will cyber bills fall victim to midterm
election?

FEDERAL BUREAU OF INVESTIGATION, DALLAS
01/08/2010

BY: ERIC CHABROW, GOVINFOSECURITY.COM
01/07/2010

U.S. Attorney James Jacks, Northern District of
Texas, recently announced that a federal grand
jury in Dallas returned a superseding indictment
this week which charges 19 defendants in a
massive cybercrime conspiracy. Each of the
defendants are charged with conspiracy to
commit wire and mail fraud and are accused of
conspiring to defraud several
telecommunications companies, including
AT&T, Verizon, XO Communications, SMARTnet
VOPIC and various financial institutions, leasing
companies, credit reporting agencies and other
service providers. The criminals assumed
multiple fake identities in order to steal
computer and telecommunications equipment
and services from the companies.
http://dallas.fbi.gov/dojpressrel/pressrel10/dl0
10810.htm

This article discusses Sen. Tom Carper’s
cybersecurity bill, which aims to reform the
Federal Information Security Management Act.
Carper’s bill is just one of at least 18
cybersecurity-related bills in the current
Congress, according to one conservative count.
James Lewis, a senior fellow at the Center for
Strategic and International Studies, says he is
not optimistic that any of the cybersecurity bills
will be enacted this year, although he does say
there will be some good bills introduced this
year, which could be derailed by midterm
elections.
http://blogs.govinfosecurity.com/posts.php?po
stID=410
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CYBERSPACE 2010 PREDICTIONS
The 2010 cyber threat environment

Two big stories in 2010

BY: KEVIN COLEMAN, DEFENSE TECH
01/11/2010

BY: AUSTIN BAY, STRATEGY PAGE
01/05/2010

Computers today face an unprecedented
collection of cyber threats, including the
increase in malware and sophistication of
attacks. Industry analysts report that U.S.
spending on cyber security and information
assurance will increase by more than 8 percent
between 2010 and 2014. Security operations,
identity management, access management,
security training, education and awareness are
expected to be high growth areas for spending.
Many experts also expect new federal
cybersecurity regulations in the coming year.
http://defensetech.org/2010/01/11/the-2010cyber-threat-environment/

Cyber security and governmental corruption will
be the leading headlines of 2010. As humans
are becoming increasingly dependent on digital
devices, cybercrime continues to increase and
cyber criminals invent new ways to steal, alter
or destroy information. The article also
discusses the vulnerability of the electrical
power grid, which could be attacked in
coordination with a more traditional terrorist
attack or enemy nation.
http://www.strategypage.com/on_point/20100
10523587.aspx

New year will put new pressure on security
services decisions
BY: TIM WILSON, DARK READING
01/07/2010

In 2010, more than ever before, companies will
have to trust others to provide some element of
their enterprise security. Cloud services will
require businesses to trust a third party to store
their information, and the proliferation of spam
and malware are making ISP security and
filtering services more critical than ever. The
need for compliance necessitates the use of
third-party auditors and penetration testers.
Now, even if any business could build a
completely secure perimeter, their data could
still be lost by a business party, insecure WiFi
network or a hole in a third party service
provider.
http://www.darkreading.com/blog/archives/20
10/01/new_year_will_p.html
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Outlook 2010 IT skills checklist
BY: DENIS DUBIE, NETWORK WORLD
01/04/2010

Analysts expect companies to begin filling
internal IT roles in 2010, after the recession in
2009 that forced many companies to cut IT
teams. Experts say managers and recruiters will
be looking for IT professionals with “verticalindustry knowledge in areas such as healthcare,
insurance and government, as well as
experience with business process reengineering.” This article discusses some skills
that will make IT professionals more valuable. IT
professionals will be expected to come out of
the “back office” and help in directing decisions
in the best interest of the business, and
professionals with certifications can expect to
be paid more than noncertified IT workers. IT
professionals will knowledge of open source
software will likely be in high demand, and
potential IT employees will be expected to be
familiar with current trends, such as cloud
computing, software-as-a-service (SaaS)
applications and social networking sites.
http://www.networkworld.com/news/2010/01
0410-outlook-it-skills.html
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2010 predictions: Security
BY: PHIL MUNCASTER, V3.CO.UK
01/03/2010

This article identifies key trends that will impact
cyber security in 2010. Threats from spam,
botnets and social networks are expected to
continue to increase, and Rodney Joffe, senior
technologist at NeuStar and director of the
Conficker working group, says 2010 will likely
see the widespread deployment of the Domain
Name Systems Security Extensions (DNSSec).
Organizations will also have to take a closer
look at data loss prevention policies, especially
with employees that use social networking
sites. Security experts agree that the computing
power and connectivity of smartphones will
attract cyber criminals, and cybersecurity will
become a larger part of every national security
strategy for federal agencies.
http://www.v3.co.uk/v3/analysis/2255509/secu
rity-round-part-two

Welcome to the out-of-control decade
BY: RIK MYSLEWSKI, THE REGISTER
12/31/2009

In this article, author Rik Myslewski says that in
the next decade “we, as consumers and
citizens, will see our control over choice and
privacy eroded by business and government.”
Myslewski points out that with Apple devices,
such as iPhones and iPods, consumers have no
control over what software they use, since they
can only use Apple. Myslewski says that
because of the success of Apple’s model, others

may emulate its style of control in the 2010s.
Myslewski also discusses the transition to cloud
computing, where all of a user’s files and
personal apps will be stored in the cloud – and
out of their direct control. Most average
consumers will not be able to “control” any of
the information on their personal device.
http://www.theregister.co.uk/2009/12/31/the_
out_of_control_decade/

2010: A good year for fighting cybercrime?
HELP NET SECURITY
12/30/2009

This article discusses threat predictions for 2010
from McAfee Labs. McAfee says social networks
will be the platform of choice for new threats,
and that the release of Google Chrome OS and
advancements in HTML 5 will allow malware
writers new opportunities to attack users.
McAfee warns that banking Trojans and e-mail
malware will rise in volume and sophistication,
cybercriminals will continue to heavily target
Adobe Reader and Flash and that botnet
controllers will work to create more resilient
botnet infrastructure. McAfee also says law
enforcement agencies will continue to make
progress and have success in pursuing
cybercriminals.
http://www.netsecurity.org/secworld.php?id=8662&utm_sourc
e=feedburner&utm_medium=feed&utm_camp
aign=Feed%3A+HelpNetSecurity+%28Help+Net
+Security%29

Raytheon
Aspiring to be the most admired defense and aerospace systems
supplier through world-class people and technology Raytheon is
a technology leader specializing in defense, homeland security,
and other government markets throughout the world. With a
history of innovation spanning more than 80 years, Raytheon
provides state-of-the-art electronics, mission systems
integration, and other capabilities in the areas of sensing;
effects; command, control, communications and intelligence
systems, as well as a broad range of mission support services.
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CYBERSPACE-RELATED CONFERENCES
Note: Dates and events change often. Please visit web site for details. Please provide additions, updates, and/or
suggestions for the CYBER calendar of events here.
19 – 20 Jan 2010

Global Cybersecurity Policy, Washington D.C.; http://www.stevens.edu/cyberpolicy/

20 – 22 Jan 2010

TechNet 2010, Orlando, FL; http://www.afceaorlando.org/?pg=events/TechNet2010/TechNet2010
2010 DoD Cyber Crime Conference, St. Louis, Missouri;
http://www.dodcybercrime.com/10CC/
State of the Net Conference, Washington DC; http://www.netcaucus.org/conference/2010/
Cyber Warfare 2010, London, UK; http://www.cyberwarfareevent.com/Event.aspx?id=228104
2010 Cyber Security Expo, Washington D.C.;
http://fbcinc.com/event.aspx?eventid=Q6UJ9A00LT7G
Information Assurance Exposition, Nashville, TN;
http://www.informationassuranceexpo.com/emailtemplates/IAE_EmailTemplate2.html?utm_source=MailingList&utm_medium=email&utm_campaign=IAE+Booth
+Sales+%26+Sponsorhips+Available
SchmooCon 2010, Washington, DC; http://www.shmoocon.org/
AFEI Security in the Clouds, Alexandria, VA;
http://www.afei.org/events/0A02/Pages/default.aspx
th
7 Annual Worldwide Security Conference, Brussels, Belgium;
http://www.conferencealerts.com/seeconf.mv?q=ca1m3m8x
Information Assurance – Latest Requirements and Methods, San Diego, CA;
http://www.ttcus.com/view-seminar.cfm?id=88
Current and Future Military Data Links, San Diego, CA; http://www.ttcus.com/viewseminar.cfm?id=89
Information Assurance – Latest Requirements and Methods, Las Vegas, NV;
http://www.ttcus.com/view-seminar.cfm?id=88
NDSS Symposium 2010, San Diego, CA;
http://www.isoc.org/isoc/conferences/ndss/10/cfp.shtml
RSA Conference, San Francisco, CA; http://www.rsaconference.com/index.htm
Secure IT 2010 Conference, Los Angeles, CA; http://www.secureitconf.com/
th
5 Global Conference: Cybercultures – Exploring Critical Issues, Salzburg, Austria;
http://www.conferencealerts.com/seeconf.mv?q=ca1mx666
Cyber Security - Legal and Policy Issues for National Security, Law Enforcement and Private
Industry, San Antonio, TX;
http://www.stmarytx.edu/ctl/index.php?site=centerForTerrorismLawCyberSecurity
USMC Annual Information Assurance Conference 2010, Temecula, CA;
http://www.technologyforums.com/10MC/
GovSec and U.S. Law Conference, Washington DC; http://www.govsecinfo.com/Home.aspx
Cyber Security: Missions, Initiatives, Opportunities and Risks, Washington D.C.;
http://ttcus.com/view-about.cfm?id=135
FISSEA Conference 2010, Gaithersburg, MD;
http://csrc.nist.gov/organizations/fissea/home/index.shtml

22 – 29 Jan 2010
27 Jan 2010
27 – 28 Jan 2010
02 – 03 Feb 2010
02 – 04 Feb 2010

05 – 07 Feb 2010
11 Feb 2010
17 – 18 Feb 2010
18 – 19 Feb 2010
25 – 26 Feb 2010
25 – 26 Feb 2010
28 Feb – 03 Mar
2010
01 – 05 Mar 2010
03 - 05 Mar 2010
12 – 14 Mar 2010
18 – 19 Mar 2010

22 – 26 Mar 2010
23 – 24 Mar 2010
23 – 24 Mar 2010
23 – 25 Mar 2010
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23 – 25 Mar 2010
24 – 25 Mar 2010
26 – 28 Mar 2010
29 – 30 Mar 2010
30 – 31 Mar 2010
07 – 08 April 2010
08 – 09 April 2010
12 – 14 April 2010
12 – 14 April 2010
12 – 15 April 2010
13 – 15 April 2010
20 April 2010
20 – 22 April 2010
22 – 23 April 2010
23 April 2010
03 – 07 May 2010
04 – 08 May 2010
16 – 19 May 2010
17 – 18 May 2010
24 – 27 May 2010
06 – 09 June 2010
13 – 18 Jun 2010
16 – 18 June 2010
21 – 25 Jun 2010
01 – 02 July 2010
14 – 16 July 2010
17 July 2010
26 – 28 July 2010

FOSE, Washington, DC; http://www.fose.com/Events/FOSE-2010/Home.aspx
th
ICIW 2011: 6 International Conference on Information Warfare and Security, Washington
D.C.; http://www.academic-conferences.org/iciw/iciw-future.htm
EuroForensics Conference, Istanbul, Turkey; http://euroforensics.com/
Information Assurance – Latest Requirements and Methods, Washington, DC;
http://www.ttcus.com/view-seminar.cfm?id=88
AFCEA Belvoir Industry Days 2010, National Harbor, MD;
http://fbcinc.com/event.aspx?eventid=Q6UJ9A00L29J
th
9 Annual Security Conference, Las Vegas, NV; http://www.security-conference.org/
th
5 International Conference on Information Warfare and Security, Wright-Patterson Air
Force Base, Ohio; http://academic-conferences.org/iciw/iciw2010/iciw10-home.htm
th
7 International Conference on Information Technology, Las Vegas, NV;
http://www.itng.info/
Security 2010, Atlanta, GA; http://net.educause.edu/sec10
European Wireless 2010, Lucca, Italy; http://www.ew2010.org/
th
9 Symposium on Identity and Trust on the Internet (IDTrust 2010), Gaithersburg, MD;
http://middleware.internet2.edu/idtrust/2010/
NIST IT Security Day, Gaithersburg, MD;
http://fbcinc.com/event.aspx?eventid=Q6UJ9A00LN9J
Tactical G4 Conference 2010; Atlanta, GA; http://www.technologyforums.com/10FO/
Information Assurance – Latest Requirements and Methods, Washington, DC;
http://www.ttcus.com/view-seminar.cfm?id=88
Social Networking in Cyberspace, Wolverhampton, UK;
http://www.conferencealerts.com/seeconf.mv?q=ca1mhm38
2010 DISA Customer Partnership, Nashville, TN;
http://www.disa.mil/conferences/2010/index.html
Mobile Forensics World, Chicago, IL; http://www.mobileforensicsworld.com/
st
31 IEEE Symposium on Security and Privacy, Oakland, CA;
http://oakland31.cs.virginia.edu/index.html
Cyber Defense: National Security in a Borderless World, Tallinn, Estonia; http://www.smionline.co.uk/events/overview.asp?is=1&ref=3242
CEIC, Las Vegas, NV; http://www.ceicconference.com/
Techno Security & Digital Investigations Conference, Myrtle Beach, SC;
http://www.techsec.com/
nd
22 Annual FIRST Conference, Miami, FL; http://conference.first.org/About/overview.aspx
Conference on Cyber Conflict, Tallinn, Estonia; http://www.ccdcoe.org/conference2010/
TechConnect World Conference & Expo, Anaheim, CA; http://www.techconnectworld.com/
th
9 European Conference on Information Warfare and Security, Thessaloniki, Greece;
http://academic-conferences.org/eciw/eciw2010/eciw10-home.htm
Symposium on Usable Privacy and Security, Redmond, WA;
http://cups.cs.cmu.edu/soups/2010/
Cyberpsychology and Computing Psychology Conference (CyComP 2010), Bolton,
Lancashire, UK; http://www.conferencealerts.com/seeconf.mv?q=ca1mxia6
Secrypt 2010, Athens, Greece; http://secrypt.icete.org/
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CYBERSPACE-RELATED TRAINING COURSES
Note: Dates and events change often. Please visit web site for details. Please provide additions, updates, and/or
suggestions for the CYBER calendar of events here.
Certified Ethical Hacker

Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=104
63&catid=191&country=United+States
EC-Council, Online, http://www.eccouncil.org/Course-Outline/ECSP.htm

Certified Secure Programmer
(ECSP)
Certified VoIP Professional
CISA Prep Course

CISM Prep Course

CISSP Prep Course

Computer Hacking Forensic
Investigator
Contingency Planning

Cyber Law
Defending Windows Networks

DIACAP – Certification and
Accreditation Process
DIACAP – Certification and
Accreditation Process,
Executive Overview
Disaster Recovery
E-Business Security
E-Commerce Architect
ESCA/LPT
Ethical Hacking and
Countermeasures

EC-Council, Online, http://www.eccouncil.org/Course-Outline/ECVP.htm
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=941
6&catid=191&country=United+States
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=987
7&catid=191&country=United+States
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=802
9&catid=191&country=United+States
EC-Council, Online, http://www.eccouncil.org/CourseOutline/CHFI%20Course.htm
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=119
19&catid=191&country=United+States
EC-Council, Online, http://www.eccouncil.org/CourseOutline/CyberLaw%20Course.htm
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=108
36&catid=191&country=United+States
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=117
76&catid=191&country=United+States
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=117
78&catid=191&country=United+States
EC-Council, Online, http://www.eccouncil.org/CourseOutline/Disaster%20Recovery%20Course.htm
EC-Council, Online, http://www.eccouncil.org/Course-Outline/eSecurity%20Course.htm
EC-Council, Online, http://www.eccouncil.org/Course-Outline/ECommerce%20Architect%20Course.htm
EC-Council, Online, http://www.eccouncil.org/Course-Outline/ECSA-LPTCourse.htm
EC-Council, Online, http://www.eccouncil.org/CourseOutline/Ethical%20Hacking%20and%20Countermeasures%20Course.htm
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Foundstone Ultimate Hacking

Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=978
&catid=191&country=United+States
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=793
8&catid=191&country=United+States
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=979
&catid=191&country=United+States
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=119
05&catid=191&country=United+States
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=119
43&catid=191&country=United+States
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=119
33&catid=191&country=United+States
EC-Council, Online, http://www.eccouncil.org/CourseOutline/Linux%20Security%20Course.htm
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/wwwsearch.asp?country=United+St
ates&keyword=9806
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=119
37&catid=191&country=United+States
EC-Council, Online, http://www.eccouncil.org/Course-Outline/ENSA.htm

Foundstone Ultimate Hacking
Expert
Foundstone Ultimate Web
Hacking
INFOSEC Certification and
Accreditation Basics
INFOSEC Forensics

INFOSEC Strategic Planning

Linux Security
Mandiant Incident Response

Network Management

Network Security
Administrator (ENSA)
Network Vulnerability
Assessment Tools
NIST 800-37 - Security
Certification and Accreditation
of Federal Information
Systems
NIST 800-37 - Security
Certification and Accreditation
of Federal Information
Systems - Executive Overview
Policy and Procedure
Development
Project Management in IT
Security
Red Hat Enterprise Security:
Network Services

Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=117
84&catid=191&country=United+States
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=117
80&catid=191&country=United+States
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=117
82&catid=191&country=United+States
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=119
23&catid=191&country=United+States
EC-Council, Online, http://www.eccouncil.org/CourseOutline/Project%20Management%20in%20IT%20Security%20Course%20Outline
/Project%20Management%20in%20IT%20Security%20Course%20Outline.html
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=797
2&catid=191&country=United+States
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Risk Analysis and Management

Security Certified Network
Architect
Security Certified Network
Professional
Security Certified Network
Specialist
Security for Non-security
Professionals
SSCP Prep Course

Vulnerability Management

Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=119
13&catid=191&country=United+States
Security Certified Program, Self-Study,
http://www.securitycertified.net/getdoc/ac8d836b-cb21-4a87-8a344837e69900c6/SCNA.aspx
Security Certified Program, Self-Study,
http://www.securitycertified.net/getdoc/6e1aea03-2b53-487e-bab686e3321cb5bc/SNCP.aspx
Security Certified Program, Self-Study,
http://www.securitycertified.net/getdoc/f6d07ac4-abc2-4306-a54119f050f32683/SCNS.aspx
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=846
1&catid=191&country=United+States
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=987
6&catid=191&country=United+States
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=119
41&catid=191&country=United+States

CYBER BUSINESS DEVELOPMENT OPPORTUNITIES
Note: Dates and events change often. Please visit web site for details. Please provide additions, updates, and/or
suggestions for the CYBER calendar of events here.
Office
DLA Acquisition
Locations
Procurement
Directorate
Procurement
Directorate

Title
Information Technology (IT) Information
Assurance Support and Management
Services, Defense Distribution Center (DDC)
DoD DMZ Engineering Support
Mission Assurance and NetOps Support
Services

Procurement
Directorate

DISA Implementation of Web Audit Log
Collection and Analysis Tools

Procurement
Directorate
Procurement
Directorate
PEO STRICOM

Domain Name System (DNS) Security
Support
Combined Federated Battle Lab Network
(CFBLNet) Support
D--Threat Computer Network Operation
(CNO) Teams for Test and Evaluation events

110 Royal Aberdeen 

CyberPro

Link
https://www.fbo.gov/spg/DLA/J3/DDC/SP330009-R-0046/listing.html
https://www.fbo.gov/spg/DISA/D4AD/DITCO/RF
ICBest/listing.html
https://www.fbo.gov/index?s=opportunity&mo
de=form&id=f991db8d4fbe6c91f4c14f5ceac6f4
92&tab=core&_cview=1
https://www.fbo.gov/spg/DISA/D4AD/DITCO/DI
SAWEBAUDIT/listing.html
https://www.fbo.gov/spg/DISA/D4AD/DITCO/D
omainNameSystemDNS/listing.html
https://www.fbo.gov/spg/DISA/D4AD/DTN/RFICFBLNet/listing.html
https://www.fbo.gov/index?s=opportunity&mo
de=form&id=d713ee539a271238c8580dd60427
31ea&tab=core&_cview=0
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Department of
the Air Force
Department of
the Air Force
Department of
the Air Force
Air Force
Materiel
Command
Air Force
Materiel
Command
Air Force
Materiel
Command
Air Force
Materiel
Command
Air Force
Materiel
Command
Air Force
Materiel
Command
Air Force
Materiel
Command
Air Force
Materiel
Command
Air Force
Materiel
Command
Air Force
Materiel
Command
Air Force
Materiel
Command
Air Combat
Command

A+, Network+, Security+ Training and
Certification
D -- AIR FORCE SYSTEMS NETWORK

Air Mobility
Command

Cyberspace Infrastructure Planning System
(CIPS)
Integrated Cyber Defense & Support
Technologies
Cyber Command and Control (C2)
Technologies
USAF Electronic Warfare Battle
Management Technology CRFI
CompTIA Security+ Training

https://www.fbo.gov/spg/USAF/AFMC/ASC/US
AF_Electronic_Warfare_Battle_Management_T
echnology/listing.html
https://www.fbo.gov/spg/USAF/AFMC/88CONS
/FA8601-09-T-0049/listing.html

Military Communications and Surveillance
Technologies and Techniques

https://www.fbo.gov/spg/USAF/AFMC/AFRLRRS
/BAA-09-09-RIKA/listing.html

CyberSoft VFind Security Tool Kit
Maintenance & Support

https://www.fbo.gov/spg/USAF/AFMC/AFRLRRS
/FA8751-09-Q-0379/listing.html

Provide Information Awareness (IA) training

https://www.fbo.gov/spg/USAF/AFMC/75/F2DC
CR9180A001/listing.html

D – NETCENTS-2 Netops and Infrastructure
Solutions

https://www.fbo.gov/spg/USAF/AFMC/ESC/FA8
771-09-R-0018/listing.html

D – NETCENTS-2 NETOPS and Infrastructure
Solutions (Small Business Companion)

https://www.fbo.gov/spg/USAF/AFMC/ESC/FA8
771-09-R-0019/listing.html

Security Certificate & Accreditation Services
for Information Systems

https://www.fbo.gov/spg/USAF/AFMC/75/FA82
01-09-R-0088/listing.html

A -- National Intelligence Community
Enterprise Cyber Assurance Program
(NICECAP)
A+, Network+, Security+ Training and
Certification

https://www.fbo.gov/spg/USAF/AFMC/AFRLRRS
/Reference-Number-BAA-06-11IFKA/listing.html
https://www.fbo.gov/spg/USAF/ACC/99CONS/F
3G3FA9167AC02/listing.html

IA Certification & Accreditation Process

https://www.fbo.gov/spg/USAF/AMC/HQAMCC
/EVSC1000/listing.html
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https://www.fbo.gov/spg/USAF/ACC/99CONS/F
3G3FA9167AC02/listing.html
https://www.fbo.gov/spg/USAF/AFMC/ESC/R22
49/listing.html
https://www.fbo.gov/notices/1b8c4a285fa49e4
5f64aa7c997a69107
https://www.fbo.gov/index?s=opportunity&mo
de=form&id=cd045a392c920683ccb0b03df09bb
134&tab=core&_cview=1
https://www.fbo.gov/spg/USAF/AFMC/AFRLRRS
/BAA0809-RIKA/listing.html
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Army
Contracting
Command
United States
Marine Corps

D--Information Assurance (IA) certification
examinations

https://www.fbo.gov/notices/0c51687d489209
5ccfed35a6f691dafe

R--Internet Monitoring Services

https://www.fbo.gov/spg/DON/USMC/M67004
/M6700409T0108/listing.html

Bureau of
Industry &
Security
Department of
the Army

International Competitive Bidding (ICB):
Implementation and Support of NATO
Enterprise
D--Information Assurance, Engineering
System Solutions Development, Testing,
Deployment and Life Cycle Support
Sources sought or request for information
(RFI), DoD Information Assurance (IA)
Controls (For Information Purposes Only)
U--CISSP CERTIFICATION EDUCATION

https://www.fbo.gov/spg/DOC/BIS/comp99/IFB
-CO-12870-NEDS/listing.html

BAA - Research and Studies for the Office of
Net Assessment (OSD/NA)

https://www.fbo.gov/spg/ODA/WHS/WHSAPO/
HQ0034-ONA-09-BAA-0002(1)/listing.html

Business
Transformation
Agency
National
Aeronautics and
Space
Administration
Washington
Headquarters
Services
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https://www.fbo.gov/spg/USA/DABL/DABL01/
W91QUZ-09-0000/listing.html
https://www.fbo.gov/spg/ODA/BTA/BTABMD/HQ0566-09InformationAssurance/listing.html
https://www.fbo.gov/spg/NASA/GRC/OPDC202
20/NNC09306220Q/listing.html
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EMPLOYMENT OPPORTUNITIES WITH NSCI
Job Title
Operational Deterrence Analyst
Defensive Cyber Ops Analyst
Cyber SME
Geospatial Analyst
Logistics All-Source Intelligence Analyst
SIGINT Analyst
Cyber Operations SME
Website Maintainer
Cyberspace Specialists
Cyberspace Manning IPT

Location
NE, VA
NE, VA, CO
NE, VA, TX, CO
NE
NE
NE, CO
NE
NE
NE
NE

CYBERPRO CONTENT/DISTRIBUTION
Officers

Chief Operations
Officer
Jim Ed Crouch

The articles and information appearing herein are intended for educational purposes to
promote discussion in the public interest and to keep subscribers who are involved in the
development of Cyber-related concepts and initiatives informed on items of common
interest. The newsletter and the information contained therein are not intended to
provide a competitive advantage for any commercial firm. Any misuse or unauthorized
use of the newsletter and its contents will result in removal from the distribution list
and/or possible administrative, civil, and/or criminal action.

----------------------------CyberPro
Editor-in-Chief
Lindsay Trimble

The views, opinions, and/or findings and recommendations contained in this summary are
those of the authors and should not be construed as an official position, policy, or
decision of the United States Government, U.S. Department of Defense, or National
Security Cyberspace Institute.
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Larry K. McKee, Jr.

CyberPro
Research Analyst
Kathryn Stephens
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To subscribe or unsubscribe to this newsletter click here CyberPro News Subscription.
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rewritten or redistributed without prior NSCI consent.
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