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THIS WEEKIN CYBER PRO

BYLINDSAY TRIMBINATIONAL SECURCMBERSPACE INSTITINTE

As social networking sites increase in popularity, the threat of cyber attacks in this alsougcreases.

Users of sites such as Facebook, MySpace, Twitter and LinkedIn provide personal information that has
the potential to be stolen or mishandled. Somealysts thinkhat strong laws will be necessary to

combat the risks of privacy violatiopgge 9. On the other hand, organizations are finding that social
networking sites are a new platform for recruitment and educationM8NBGurticle page 1§

discusses how the B. Army isisingFacebook and Twitter for thesmutreachpurposesCIO Magazine

(page 22 reports that nine out of ten respondents to a recent survey said that their companies are using
social networking, instarmessaging and other technologies in their operations. Many of these
businesses also report that their employees have been victims of spam, phishing or malware from social
sitesand that the sites make it difficult to keep up with vulnerabilitipade 28. Tips for safe visits to

social networking sites can be found page 31

Even the New York City Police Department has become a target for cyber attacks. Hackers, believed to
beo &SR AYy [/ KAYylIS KIFI@S RSOSt2LISR | aeadasSy GKI
almost 5,000 times per dapdge 23. The FBI estimates that the United States has lost more than $400
billion in cyber crimes and some analysts are pushing for better cooperation between military and law

enforcement agencies in order to better identify and defend cyber attaukgd 12.

The topic of U.S. cyber leadersks hot one for analysts and government leadegafe 14. Some

believe that there should be a cybersecurity advisor within the White House to have authority over
operations and budgep@ge 1% | YR & OSy (i NI fpkde $§. GrificSbeliRve #h&i dghei A 2 v &
authority should be given to the Department of Homeland Secupiigé 14.The White House is still
reviewing the 6eday study on cybersecurity and is expected to release the results M&=g8 (5.
Internationally, some criticpage 16 beliewe that the creation of a new U.S. cyber command is part of a
Gt 20/SNY O2yaLIANI Oe 2F WS5AGARS FyR /2YIjdzSNR | 3L A

Also highlighted this weefpage 7 is the Cyber Innovation Centeihird Annual Air Force Cyberspace
Symposium (AFCS). Hosted in Shreveport, La., from June 16 to 18, the AFCS will feature speakers from
variety of mlitary and government agencies and will provide an opportunity for representatives from

the governmentjndustry and academia to come together for collaboration.

We hope you enjoy this edition @yberPrb
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THIRD AIR FORCE CYBER  SPACE SYMPOSIUM FOST ERS LONG - TERM MISSION

BYBROOKE MITCHELL,ER'BNNOVATION CENTER

One important aspect of the Cybery y 2 @1 G A2y [/ SYGSNR&a o6/ L/ 0 YA&aaA?z A
collaboration among government, indugtand academiaro fulfill this missioythe CIC hosts numerous

exercises, workshops and events each ygaré than50 in 2008)In addition, the CIC alsm-sponsors

a major symposium and trade show each y&ae Third Annuafir Force Cyberspace Symposium

(AFCSJill be hosted at the Shreveport Convention Center in Shrevepart,from June 16 to 18.

2 KAfTS GKAA @SINRa !'Cc/{ LINBaSyua
opportunity to network withtop military brass, government \
leaders and key decisiemakers it also offers an opportunity \
to gain a more complete understanding of the opportunities and \
threats pregnted in cyberspaceCyberspace is changing the very \

landscape of our natiog how we approach national defense,
educate our children and ensure future economic stability

gAGK QI

AFCS speakers will provide valuable insight on thew
government is attempting teecure cyberspace and how industry
canbest support these initiative®ue to the everevolving nature of cyberspace, it is imperative that
government, industry and academéallaborate in a manner that creates greatdficiency and
effectivenessOrgankationsthat in the past could operate in independent silos, have now seen a need
(whether willingly or coerced) to merdhkeir efforts with othersThe focudor the AFCS is

G/ 2€f 1 o/2 NIRDASIWE LA OS¢ @ d-sedtor arnblticylldbdiative SyNéBgisicS I ONR | &
approach to this virtual domain.

The AFCS was created in 2007 as an annual event to bring together leaders from government, industry
and academia and engage them in discussions regarding the threats and challenges presented by the
cyber domainThe 2009 AFCS has been expanded to not only include Air Force personnel, but also the
Navy, ArmyPepartment of Defensagenciesthe Department of Homeland Securigentral

Intelligence Agencyrederal Bureau of InvestigatioDepartment ¢ Energy and National Security

Agency

By connecting key cyber stakeholders on a recurring basigber cormunity will grow and flourish.

The CIC aims to foster the creation of an international cyber network that stimulates economic growth
through strdegic alliances, generates a knowleedggsed workforce and supports research and

technology development in cybgyace and cyber infrastructureshe AFCS is a function of bringing
G23SUKSNI YIFye aY2@Ay3a LI NlLazé 3 SosteNdatiohsyiis 0 dza Ay
centered on cyberspace.

Q)¢
QX
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The speaker linézL) F2NJ 6 KA& @SFNRa ! C/{ Aa y20KAy3a akKz2N
include:
A Gen Robert Kehler (Commander, AF Space Command)
A VADM Denby H. Starling (Commander, Naval Né&Wdarfare Command)
A Lt Gen Robert Elder (Commander, Eighth AF)
A Maj. Gen William Lord (Commander, AFCYBER(P))
A Mr. Richard Schaeffer (Director of Information Assurance, NSA)
A Mr. Gela Bezhuashvili (Chief of Foreign Intelligence Service, Republic of eorgia
A Dr. Tom Cellucci (Chief Commercialization Officer, DHS)
A Mr. Bill Bryan (Deputy Assistant Security for Infrastructure Security, DOE)
A Mr. Jeff MosgFounder, DefCon and BlackHat)

In conjunction with the AFCS 09 iB&. Air Forc&overnment Procurement/orkshop hosted by the
USAF Small Business Office, two evening socials, a CIC Collaboration Breakfast and a vendor hall to
showcae cuttingedge technologies and products.

Registration and exhibit information can be foundaatiw.cyberspacesymposium.com

&=

Regicter [oday for the 3rd Fnaal '
Air Force Cyberspace Symposium

June 16-18, 2009

Bossier City—Shreveport, Louisiana

I Collaboration In Cyberspace  Diverse hegnote speakers irobade:

Connecting the cyber community by VADM Denby Starling (Commander, Naval
| bringing together government, industry and Network Warfare Command),

|academia. .. This is the must-attend cyber Maj Gen William Lord (Commander, AFCYBER(P));
Jevent of the year! Dick Schaeffer (Dir. Information Assurance, NSA);
I &w&-mtof, Amﬁdﬂ//ﬂ/ﬂl‘ﬂﬁk Bill Bryan (Deputy Asst. Secretary, DoE),
. 4o Dr. Tom Cellucci (cco, DHS);
| synerpictic approack to cyberspace o
| 90/ " Gela Bezhuashvili (Chief Foreign Intelligence
| REGISTER TODAY!!! Service, Republic Georgia).
| Resistration and Booth Sales Available @ joff Moss (Founder DEF Con & BlackHat)
| www.cvberspacesvmposium.com Dave DeWalt (CEO, McAfee)
|
L

Use Promo Code CYBERPRO to receive registration discount

110 Royal Aberdeen, Smithfield, VA 23430, ph. (757) 8713578

CyberPro National Security Cyberspace Institute Page | 8



http://www.cyberspacesymposium.com/
http://www.cyberspacesymposium.com/

= CyberPro

NSCI

i

% S
Gpe, SN
EA\)>

Volume 2, Edition 9 Keeping Cyberspace Professionals Informed
May 7, 2009

CYBERSPACE T BIG PICTUR E

International Experts Launch Anti Glossy Internet Maazine Targets

Cybercrime Plan Americans for Jihad Trianing

BY: TOM ESPINEZRNET.CO.UK BY: ERIC SHAWN, REXVS

04/29/2009 05/01/2009

An international group of security experts Terrorism expert Steven Emerson says that Al

including the U.S. Department of Homeland vi SRFQa LYyGSNYySaG YIF3rT AyWSs

Security and the UK Ministry of Defence has wSO2ftftSOGA2yaéd Aa AYSRN G

NEfSFASR Iy al OGAz2y LI It retrdt Areyicanireadets doJshaiin &S | G & €

which was coordinated by the Cyber Security persuadethem to commit jihad acts of terror.

Knowledge Transfer Network. The iattve The online English language magazine focuses

includes plans for defining security standards in on the goals of Islamic jihad, and calls the 9/11

procuring software and systems, as well as the FaaGlrOl1a aaASyAdzadé ¢KS YA

development of business models that aspiring jihadists how to stay in shape and

encourage secure engineering. criticizes the Obama economic stimalplan.

http://ne ws.zdnet.co.uk/security/0,100000018 Experts say that the magazine is just one

9,39646156,00.htm example of how the Internet is being used for
radicalization.

Internet Privacy: Mind Your Own Business http://www.foxnews.com/story/0,2933,518611

BY: FRED H CATE, JEERNAL 00.html

04/27/2009

The article discusses how Internet users provide  ClOs Anticipate Cybersedty Overhaul

their personal information on social networking BY: GREGG CARLSTREEDERAL TIMES

sites, through emails and text messages, and in 04/28/2009

online transactions. Our policies for data Many federal chief information officers believe

LINR GSOGAZ2Y NB 0802YAyAikhyONBS a2 kadS§ | 2dzaSQa £
2dzi RF0SRé | yR LISNE2Y I f oyhemsewily reviewavilinclude an overhaul of

vulnerable to being stolen or mishandled. The the 2002 Federal Information Security
FNGAOES Ffa2 RAAaOdzaaSa Manggemest SKRSHA)LGEON3ag trat they
information is becomingncreasingly available are looking for reatime Internet traffic

to governments despite privacy protections monitoring and required forensic audits after
promised by the private sector. Protecting cyber attacks. CIOs agree that FISMA had forced
LISNE2Y It AYT2NNIGA2Y & A them toNgBujs arareldd cofnplidnsepagda € | ¢ &
that impose serious obligations on industry to regulations than improving security. Experts

act as stewards, not merely processors, of our also beleve that simpler, more comprehensive
data,and firm limits on government access to cybersecurity guidance would ease strain on
GK2aS RIGF o¢ their budgets by eliminating unnecessary FISMA
http://www.journal-online.co.uk/article/5711 mandates.
internet-privacymind-your-own-business http://federaltimes.com/index.php?S=4061547
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CybersecurityBalancing Act systems, categorize risks, train employees in
BY: J. NICHOLAS HERYINFORMATION WEEK cybersecurity andaport cyber incidents. Some
04/25/2009 experts say that FISMA grades are misleading

The Office of Management and Budget recently  because FISMA forces agencies to focus more
released their FISMA implementation report for on compliance than on security policies, and

fiscal 2008, which gave 92 percent of major that agencies can pass on FISMA paperwork
agencies satisfactory or better grades for without having a better understanding of
certification and accreditation processes. The cybersecuty and threats.

report also says that federalgencies are http://www.informationweek.com/news/securi
reporting experiencing three times as many ty/government/showArticle.jhtml?articlelD=217
cyber attacks in 2008 than were reported in 100126

2006. FISMA was passed in 2002 and requires
federal agencies to evaluate their information

CIsCco

Cisco (NASDAQ: CSCO) enables people to make powerful

connections -whether in business, education, philanthropy,

or creativity. Cisco hardw  are, software, and service

offerings are used to create the Internet solutions that

make networks possible  -providing easy access to

information anywhere, at any time. Cisco was founded in
1984 by a small group of computer scientists from Stanford
[ ' ' il ' l @ univers ity. Since the company’s inception, Cisco engineers

have been leaders in the development of Internet Protocol

(IP) -based networking technologies.
‘ I S ‘ o Today, with more than 65,225 employees worldwide, this
tradition of innovation continues with industry -leading

products and solutions in the company's core development

areas of routing and switching, as well as in advanced

technologies such as: Application Networking, Data Center,

Digital Media, Radio over IP, Mobility, Security, Storage

Networking, TelePresence,  Unified Communications, Video

and Virtualization. For additional information: WWW.CiSC0.com
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CYBERSPACE T U.S. GOVERNMENT

{1 b{ ¢Stta /2yaANBaaY eSRdacyrait &KcSndartdo Migrgsoft after
[ B0 SNRSTFSYAS W2 St LIy Qthecompany agreed to provide systems with

BY: KELLY JACKSGBGHNS, DARK READING security features built in, and that Microsoft is
04/28/2009 now providng the same security features to
Alan Paller, director of research for SANS, private sector users.

recently spoke to the Senate Committee on http://www.securitymanagement.com/news/us
Homeland Security and Governmental Affairs, -governmentmustuseprocurementpower-

YR a4l AR OGKIFG /2y3aNBaa yetagbirsebubiyliikedexpeiit&ags00558R a Q
$70 billon annual IT budget to better mitigate

fellow for technology and public policy at the

) . ) Infected with Computer Virus
Center for Strategic and International Studies, D

BY: STEPHANIE CONPONET NEWS

and Tom Kellerman, vice president of security 05/02/2009

awareness for Core Securifgchnologies, Rodney Joffe, founder of the Conficker Working
agreed with Paller that there must be a Group, says that government regulatiomave
cybersecurity advisor inside the White House. kept hospital staff from repairing computerized
The experts also said that there should be less medical devices that were infected by the
focus on whether leadership comes from DHS Conficker virus. Joffe recently told the House
or the White House, and more on how the Energy and Commerce Committee that he and
federal IT budget is impving security. another researcher found at least 300 critical

0458 hospitals would have to wait 90 days before
modifying the systems to remove infections.

U.S. Government Must Use Procurement Security experts say that the government needs

t 26SNJ 02 DSUO [/ @0SNASOGARUSE 0Ot ISThERorRAdhIBeLISy A

Expert Says LINAGFGS aSO0G2NE G2 I+ @2A

BY: MATTHEW HARWOGECURITY MANAGEMENT  that interfere with security practices.

04/28/2009 http://news.cnet.com/83011009 310232284

Alan Paller, director of research for the SANS 83.html

Institute, recently spoke to the 8ate

Committee on Homeland Security and
Government Affairs, and said that the federal
government should use its procurement power
to force IT vendors to incorporate security
features into IT systems. Paller says that there
are currently no penalties or stdards to

ensure that security is built into federal IT
systems. Paller says that the Air Force recently

Greater Transparency Needed In
Development of U.S. Policy on Cyber
Attack, Report Urges

SCIENCE DAILY

04/29/2009

The National Research Council recently released
a study that says that the policy and legal
framework that regulates use of cyber attacks
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08 0(KS ! yA (HérRedfuridévéidped A & wodnd, thefrole of the U.S. government and the

FYR KAIKf& dzy OSNIIF Ay dé
United States needs to define the ramifications
of the use of cyber attack as a component of
military operations. Deterring cyber attacks has
also been difficult as these attacks can be
carried aut anonymously and falsely attributed.
The report concludes that the U.S. should
develop policy that would define why, when
and how a cyber attack would be authorized.
http://www. sciencedaily.com/releases/2009/04
/090429132258.htm

U.S. Cyber Warfare Needs Oversight,

Debate

BY: LOLITA C. BALD®RSHINGTON POST
04/29/2009

A recent report from the National Research

/| 2dzy OAf &l eéea GKIFIG GKS !
on waging cyber walrf NB  |-foviBed, dagkt €
adequate oversight and require a broad public
RSolGS¢ FtyR GKFG GKS RI

gritate sadtbr id2yldisedurity@ aind névKdyhier G K
legislation. Langevin supports the establishment

of a cyberspace office in the White House, and a
GO2YLINBKSYyaA@dS aSOdaNRGe ST
include both the government anithe private

sector.

http://www.nationaljournal.com/njonline/no_2

0090425 4855.php

Cyberthreats: U.S. Under Attack Every Day,

Virtually
BY: EMORY KALE, TGLY

04/23/2009

The FBI égnates U.S. citizens have lost more
than $400 billion to cybercrime, and the
Defense Department says that U.S. networks

I NE ddzy RSNJ Q8 oSN Gt A NJ
@@@Nﬁﬁ@ﬁé\'%e SY &Rpy L2 Nﬁ Wr RE
PYSNRAOFY . FNJ!aaz20Al GA2yaoa

vabecrlme Project and U.S. Department of
SNL B3Py dr ¥t c2N Jé A

L2t AOASa KlaidAte Aa &O2Xhid BRI ERdeREPORS QYSiIREhe! ¥
trOol 2% 2QUSNRAIKUPe hTTQifayaidTaw EfofoemidM dgbtids Need to

capabilities range from passive eavesdropping
on eneny communications to attacks that could

work together to identify and defend against
attacks, and that civilians ne¢d be more

ONRLILX S Iy SySyeQa Oeosﬁh%aﬁmQM@awdmwﬁ&@%mo

experts say that attribution is a key challenge
for developing cyberwarfare policies.
http://www.washingtonpost.com/wp
dyn/content/article/2009/04/29/AR200904290
2700.html

[ vISOAY 5SGSNXYAVSR

bk MM Q

NATIONAL JOURNAL

04/25/2009

The National Journal recently interviewed Rep.
Jim Langevin {R.1), the cgounderof the

House Cybersecurity Caucus anetbair of the
recent cybersecurity report from the Center for
Strategic and International Studies for the™44
Presidency. National Journal questions covered
topics including cyber espionage, the Conficker

recommends that a new federal agency, called
the Cyber Security Agency, be established to
respond to cyberthreats.
http://www.tgdaily.convcontent/view/42142/1
08/

Bigithl M YPofedsor BenEBdok NJ

About the New Battlefieldc Cyberspace

EARTH TIMES

04/23/2009

Susan Brenner, who has conducted cybercrime

training for the U.S. Secret Service, recently

LJzof AAKSR | 0221 Theltf SR fa/
9YSNHAY3 CldzA G [AySa 2F i K
book, Brenner provides her recommendations

for the U.S. to approach cyberthreats and

protect cyberspace. Brenner says that the
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military and law enforcement need to work
closely to share information abtattacks, and
that civilians need to be encouraged to report
cyberattacks. Brenner also suggests that a new
federal agency, a Cyber Security Agency, be
created to respond to cyberthreats.
http://www.earthtimes.org/articles/show/digit
alwarriors-professorpensbook-aboutthe-
new-battlefield--cyberspace,797654.shtml
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Report: President Obama to Get Secure
BlackBerry8830

BY: MATT HAMBLEN,M@UTERWORLD
04/23/2009

The National Security Agency is in the final
stages of developing a higdecurity BlackBerry
8830 for U.S. President Barack Obama, which
will feature encryption software that meets
federal standards. Obama Wbe able to text, e
mail and make calls to a certain list of people
that have approved security software on their
own devices. The security software on the new
BlackBerry is from Genesis Key, Inc. in
Washington.
http://www.networkworld.com/news/2009/04
2309 report-presidentobamato-get.html

CYBERSECURITY
2000 SYMPOSIUM

Embracing Change Today to Meet the Threats of Tomorrow
www.afceadc.org/cybersecurity
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U.S. CYBER LEADERSHIP DEBATE

U.S. Should Play Larger Role in Securing

Internet, Hathaway Says

BY: DENNIS FISHERREAT POST

04/22/2009

Melissa Hathaway provides a review of the 60
day federal cybersecurity review. Hathaway
reports that several federal agencies will need
to contribute to cybersecurity, but that
leadership mst come from the White House.

I FdKlI gl 8Qa NBGASE | faz
importance of international cooperation and
sharing responsibility with the private sector.
The review also discussed the importance of
investment in research and development into
new technologies.
http://www.threatpost.com/blogs/usshould
play-largerrole-securinginternet-hathaway

says

Security Experts Debate Federal Approach
to Cybesecurity

BY: WILLIAM JACKSEGEDERAL COMPUTERKVEE
04/28/2009

Security experts say that cybersecurity is
GAYlFRSIldzZa G4S YR ySSRa
senators and experts do not agree on who
aK2dzZ R 2NHI yAT S
infrastructure. The Gamission on
Cybersecurity for the 44Presidency
recommended that cybersecurity control should
come from the executive office of the

president. James Lewis, director of the Center
for Strategic and International Studies, says that
an office within the exeutive branch would be
FofS G2 aOdzi F ONR&AA
AYRAODGARdzZEf | 3SyOASa
F2NJ 2LISNF GA2Y I €
that cybersecurity oversight should remain with
DHS despite criticism that DHS has thdée
providing comprehensive cybersecurity policies.
Experts do agree that the Federal Information
Security Management Act needs to be updated

YR 2 @S MEcSnI26pkiSbny | G A2y Qa

to focus more on IT security rather than

GLI LISNB2N] O2YLX Al yOSodé
http://fcw.com/Articles/2009/04/28/Senate
cybersecurityhearing.aspx

Critics Argue Against a White House
Security Lead

BY: JAIKUMAR VIJAYS®MPUTERWORLD
05/04/2009 L

Self. ISlshnaChlIInSPRine) écently spoke at a
hearing on cybersecurity strategies and said
that a cybersecurity advisor in the White House
would keep Congress from effectively
overseeing cybersecurity policies and budgets.
Collins suggests cybersecurity leadership follow
the example of the National Counterrorism
Center, which allows Congress participation as
part of the Office of the Director of National
Intelligence. Stewart Baker, former assistant
secretary at the Department of Homeland
Security, also said that the government should
focus on strengthieing the ability of DHS to
manage cybersecurity rather than moving
oversight to the White House.

0 Btp:/onGw. fetweriSver . ¢om/dedzs/2009/05

0409-criticsargue-againsta-

Senator Questions Wisdom of White

House Control over Cybersecurity

BY: JAIKUMAR VIJAYBSROMPUTERWORLD
04/28/2009

Sen. Susan Collinsffaine) recently spoke at a
hearing on cyberspace strategies, and said that

| 3 S puting the Whiy/Holistlik Gharge of@lK A £ S
g 2 daiylhersetility bfforts waul Bake embo@ A 0 A £ A |
I O A @A  diffcdltdoé Cohgiess Solede lcydad fiokicied S f

and budgets. A bill from SenOlympia Snowe
(RMaine) and Jay Rockefeller-{i.Va) as well
as a new bill from Sen. Thomas CarpeDgD)
both call for the establishment of a National
Office for Cyberspace that would report directly

Oe 6 SNJ
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to the president. Collins recommends that a
cyberseurity office follow the model of the
National Counterterrorism Center (NCTC) which
was established based on recommendations of
the 9/11 commission. NCTC was created as a
part of the Office of the Director of National
Intelligence, which Collins says alk®#r more
Congressional oversight.
http://www.computerworld.com/action/article.
do?command=viewArticleBasic&articleld=9132
274

Cyberchief Needs to be White House

BY: DIANE BARTZ,OWMATION WEEK

05/04/2009

Larry Clinton, president of the Internet Security
Alliance, says that there needs to be a
cybersecurity advisor within the White House
who would have authority over cybersecurity
operations and budgf. Critics like Gregory
Nojeim, senior counsel for the Center for
Democracy and Technology, believe that
cybersecurity authority should be given to the
Department of Homeland Security and says that
GKS DblraAz2ylrf {&0zaNBRE
overseeng cybersecurity initiatives. The White
House is still reviewing the study on
cybersecurity ordered by President Obama that
was completed last month.
http://www.informationweek.com/news/securi
ty/government/showArticle.jhtmli?articlelD=217
201383

White House Cyber Review is Just the
Beqginning

BY: JASON MILLERDERAL NEWS RADIO
05/04/2009

Melissa Hathaway says that the recently
completed federal cybeEs:urity review
LINE A RS &
2NBIF YATFGA2Y L €
2LISNF GA2ya & oSt f
identifying and prioritizing further work in thls

I NBF ®¢ ¢KS NBOASH | fa
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Hathaway foud during the 6eday review.
Hathaway has called for a cybersecurity
campaign that would help educate the public

on issues, and says that the federal government
must work closely with the private sector to
improve cybersecurity. The White House is
expectedto release the results of the review by
May 8.
http://www.federalnewsradio.com/index.php?
nid=35&sid=1666530

Cybersecurity Report Coming Soon
BY: BEN BAIN, FEDER®MPUTER WEEK
05/01/2009

Melissa Hathaway reports that White House
officials plan to release the findings of the-60
day federal cybersecurity review in the coming
days. The release of the report was delayed by
the H1NL1 flu response. There has been much
speculation latelabout how President Obama
would organize cybersecurity leadership,
including the introduction of two bills in the
Senate that recommend the creation of a
cybersecurity advisory position within the
FYBigoEse. x &4 At ¢
http://fcw.com/articles/2009/05/01/web-
cyberreviewresultssoonexpected.aspx

White House May Take Control of

Cybersecurity
BY: EMMA WOOLLACOTG,DAILY

04/23/2009

Melissa Hathaway recently spoke at theARS
conference, and said that her &fay federal
cybersecurity review found evidence of
intrusions that cost the United States hundreds
of millions of dollars and allowed other nations
to steal intellectual property and sensitive
miIitary information. Hathawy recommends

CKIrjty mduzstr% E;]d %rlva ieé:tor &
o ¥
terne %nq |r§orm+azté

Iu
harlng ?ﬁ [%‘epas}c of HOmeland ecurlty

g#lg R@dle? nﬁ){%uht?ry cxbersegugty 6K

as been give bcnf créaf ing a
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national response system for attacks as well as cybersecurity advisor within the White House,
a risk management program for critical andalso support the Information and
infrastructure. Communication Enhancement bill that was

P CyberPro =

http://www.tgdaily.com/htm|_tmp/content- recently introduced by Sen. Thomas Carper (D
5SSt d0d t KAf . 2yRX ¢SOK!

view-42132108.html|

U.S. Sets the Pace in Race for Cyber

GKFG F O80SNASOdzNR G &

Weapons

BY: DAVID SANGEREAGBE.COM.AU

04/29/2009

http://fcw.com/Articles/2009/05/04/techameri
cacyberczar.aspx

I R

0§KS RA&aOdzaaA2y YR LINRO

President Obama is expected to propose an LYRAIFI Q& w2tS Ay | &of @
expansion of the $17 billion, fiwgear U.S. BY: AFSHAIN AFZAAKFSTAN OBSERVER

cybersecurity program and appoint a White
House official to coordinate cyber effe
following the completion of the 6@ay federal
cybersecurity review. The United States and
other nations have begun to develop cyber
weapons and systems that will be used for
attacks and defense in cyberwar, although
some experts question whether dewegling
offensive cyber capabilities is the best defense

against cyber attacks.

http://www.theage.com.au/world/ussetsthe-

05/01/2009

Author Afshain Afzal discussthe creation of a
new U.S. cyber command that he says will
FGaGSYLIWG G2 alLkRffdziS 0
0KNRdzZZK LJAae OK2f 23AO0!I ¢
that the new command was formed shortly
after the inauguration of President Obama and
that details of the neweommand have been
GAYyGSyltAazylLrffte 6A0GKKS

KS
g |

f R

Gates has said that the command would include

a military official of fowstar rank as part of the

pacein-racefor-cyberweapons20090428

t Syadr3zyQa {(iNXGS3IAO
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, , [ 2y dzZSNR F3FAyad ! F3IK
Industry Group Pushing for Cybersecurity FYR LYRALIF ®¢
Chief http://pakobserver.net/200905/01/Articles04.a
BY: DOUG BEIZER, FRAL COMPUTER WEEK sp
05/04/2009

Officials at the technology industry group
TechAmerica say that there needs to be a

Raytheon

Raytheon

Aspiring to be the most admired defense and aerospace systems
supplier through world - class people and technology Raytheon is
a technology leader specializing in defense, homeland security,

and other government markets throughout the world. With a

history of innovation spanning more than 80 years, Raytheon
provides state -of-the -art electronics, mission systems
integration, and other capabilities in the areas of sensing;

effects; command, control, communications and intelligence
systems, as well as  a broad range of mission support services.
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CYBER SPACE i DEPARTMENT OF DEFENSE (D oD)

525038 /@06SNJ/2YYIl VYR
Step in Evolution

BY: JASON MILLERDEEAL NEWS RADIO
04/24/2009

Retired general Harry Radge says that the
Department of Defense has been involved in
cybersecurity since the 1990s, and that the
establishment of a U.S. Cyber Command would
0S
aLl OS FOGAGAGASE
responsibilities bthe National Security Agency
FYR (GKS ! of{d {GNIGS3TAO
Force, Global Network Operations (3RO)

last year, but a new cyber command would be a
more comprehensive approach to addressing
new threats and vulnerabilities. Raduege
explainghat DoD will wait for the final report
FTNRY t NBAARSIgyicybérsedutyt Q a
NEOJASS
organization.
http://www.federalnewsradio.com/index.pp?
nid=35&sid=1659367

The Turf War Over Cyberwar

BY: MARK HOSENBALEWSWEEK

04/25/2009

It is currently the job of the National Security
Agency's headquarters in Fort Meade, Md., to
monitor rogue activity on networks around the
world. In recent yeardackers in Russia and
China have accessed U.S. and other Western
data banks for sensitive information. To bolster
U.S. defenses against similar strikes, Defense
Secretary Robert Gates is considering the
creation of a new Pentagon Cyber Command
and the ideahas sparked a conflict with the
NSA. It has been said that one main goal of the
new command is to use the NSA's expertise to
protect U.S. networks but, in the past, the NSA
has not been involved in homeland surveillance.
http://www.newsweek.com/id/195107

2 Eairs 8 Nomthatd NSEB Ghief to Head New

Cyber Command

BY: SIOBHAN GORMAWALL STREET JOURNAL
04/24/2009

Defense Secretary Robert Gates is expected to
nominate the director of the National Security
Agency, Kigh Alexander, to head the

t Syidl32yQa yS¢ /&0SNI/ 2

GFy20KSNI adSLI Ay S @2 militaiyicygbgfsedunfty opetafions atiesdpBoN]
Ay 5 25 cvil auth@ities. Alexantler ig dtiSaddr ( K S

general, and is expected to earn a fourth star
With Nsyhew/ aRiatmeamsatithe Cyber | & |
CommandThe Obama administration is
expected to announce the new command after
it finishes reviewing the recommendations from
the recently completed federal cybersecurity
review. Gen. Alexander says that the
gowernment is having difficulty monitoring

0 ST2NBE RAaOdza a A y iBtrusioksSonity dBvis ney@rké ahdysdn@times

cannot disclose information about compromises
on privatesector networks because the
information is classified.
http://online.wsj.com/article/SB1240602&81
953839.html

House Panel Wants Cybersecurity Briefing
BY: DOUG BEIZER, HRRL COMPUTER WEEK
04/22/2009

Members of the House Oversight and
Government Reform committee have written to
Defense Secretary Robert Gates, requesting a
briefing on cybersecurityThe request comes
after recent reports that online spies were able
G2 KFOl Ayid2 0GKS 5SLJ NI
Strike Fighter Program and steal information
about the aircraft. Th&Vashington Poghas

since reported that the Obama administration is
planning on working with DoD to establish a
cyber command that would oversee
cybersecurity for military computer networks.
http://fcw.com/Articles/2009/04/22/Web-
cybersecuritybriefing.aspx
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Pentagon Reaches Out on Facebook,
Twitter

BY: SAGAR MEGHANSNBC

05/01/2009

Lt. Gen. Benjamin Freakley explains how new
technologies and social networking sites have
helped the Army find new recruits and educate
Internet users about the ritary. Freakley
explains that recruiters could use Facebook to
reach 18to 24-yearolds. Gen. Raymond
Odierno, top U.S. commander in Iraq, is using
Facebook to answer questions about the
mission in Iraq and the Air Force has its own
Facebook page and Ter feeds. The Army
website also has video games, a virtual recruiter
and video clips that answer frequently asked
guestions about Army life.
http://www.msnbc.msn.com/id/30519203/

Government, MilitaryOfficials at RSA

Warn of CybefThreats

BY: ELLEN MESSMERTWORK WORLD
04/22/2009

Representatives from the Department of
Defense recently presented at the RSA Security
Conference, and said that DoD currently
operates more than 15,000 networks
worldwide, hcluding 120,000 telecom circuits
and 1.1 billion users. Robert Lentz, deputy
assistant secretary for information assurance,
says that the military has become too
dependent on these networks, which have likely
already been infiltrated. Lentz discussed how
the military needs to focus on continuing
operations even if networks are compromised,
and says that the military is working on a Cyber
Command that will include 90,000 specialized
cyberwarriors.
http://www.networkworld.com/news/2009/04
2209 rsamilitary.html
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Breach Indicates Need for Stricter Security

Requirements for Contractor Networks

BY: JILL R. AITOREXTGOV

04/21/2009

Gregory Garcia of consulting firm Garcia
Strategiessays that recent reports that hackers
were able to steal information about the Joint
Strike Fighter by exploiting vulnerabilities in
O2Yy (NI OG2NEQ O2YLlzi SN y Yl ¢
connected government and industry systems
are, and says that there needs to bersfards

of practice to secure contractors networks.
Pentagon spokesman Air Force Lt. Col. Eric
Butterbaugh says that DoD systems are probed
RIAf&s odzi GKFG GKS 5SLIYPENT
Y2YAG2NRE ySig2Nla T2N Hjye
http://www.nextgov.com/nextgov/ng_2009042

1 4305.php

Report of F35 Data Theft Spotlights Flaws
BY: DAVID FULGHUM,ATION WEEK

04/21/2009

Claims that unknown attackers used Chinese
Internet hosts as a conduit foreak into the F

35 Joint Strike Fighter project have been denied
by the Pentagon and Lockheed Martifihe

denial, however, was amended with

the statement that "to our knowledge there has
never been any classified information breach..."
but true or not, sich breaches are attempted
with regularity and the attack and intrusion
threat is real and growing.
http://www.aviationweek.com/aw/generic/stor
y.jsp?id=news/THEFT042109.xmlI&headline=Re
port%200f%20+
35%20Data%20Theft%20Spotlights%20Flaws&c
hannel=defense

U.S. Navy Boosts Cyber Focus

BY: JOHN T. BENNEJEFENSE NEWS

05/04/2009

Adm. Gary Rougheéasays that the U.S. Navy

KFa I aYlFe22NJ NrtS G2 LI e .
yIEaGA2yQa 02YLlzi SNI ySig?2 a .
traffic flows through undersea cables which
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criminals could attempt to disrupt. Roughead met with Microsoft CEO Steve Ballmer before

Al ea GKFEG GKS bl @& Ydza G refeGofafind its edktoaftiakeytanrag, 3 | v R
resorda (2 O&0SNJ aSOdzNA (i &adnd dskédkfor @ BdreAsEcdré configufation of

unmanned vehicles could be used to protect Windows XP that will save the service an

undersea cables. Security experts agree that the  estimated $100 million in contract costs. Having

Navy as well as the other services will have a a single configuration across the entire Air Force

large role in protecting the cyber domain. network has also reduced the time it takes to

http://www.defensenews.com/story.php?i=407 patch systems, dting down update times from

0485&Cc=FEA&s=CVS 100 days to 57. The Air Force reports that 85
percent of attacks were blocked since the new

Military Bases Block Official Army Tweets configuration was installed.

BY: NOAH SHACHTMAWRED BLOG NETWORK http://www.wired.com/threatlevel/2009/04/air

04/27/2009 -force-windows/

¢KS ! N¥& NBOSydUl(f &batey2dzy OSR | a¢@gAlGaSNI

OF YLI A 3y ¢ milficd folders Orkthel West Point Cadets Hone Cyber Defense in

social networking site, although Twitter is 4-Day Tech Exercise

actually blocked on Army networks of many BY: ALEXA JAMES, ESVHERAHRECORD

bases. An Army civilian employee says that the 04/25/2009

Twitter campaign is just one example of the The fourday Cyber Defense Exercise allows

I NY& aNBFOKAY3 ySé t SIS iuidlenR fomMWEsDofitamtifonicl sedvive A G &
infforml- GA2Y &SOdzNRA U e L2t A Ogda(femﬁslfo?"gh{ sINXI&ted Kgi‘aﬂackg from 2
made it nearly impossible for soldiers to blog, the Department of Defense and the National
although generals in war zones are keeping Security Agency. Each academy builds a
6f234 FyR GKS ! N¥eQa LIN&mputerhdidork & indfutied a WebshteRe U K I
0KS ! N¥é Aa FGaSYLAY3I @al indidhbresdd&gingsystem B dirty

bloggers and notraditional mediag equipment planted by the attackers. The
http://www.wired.com/dangerroom/2009/04/ schools have to fend off the feda attacks, and
military-basesblockofficiakarmy-tweets/ are judged on how well they mitigate attacks.

. ; R The competition takes place on a secure bypass
aAONRP&2FG hFFSNE { S Odzhskhat thé\ayaBemidsdofnedidirectly with the

Only to the Government feds, hiding the malicious traffic from civilian
BY: KINZETTER, WIRED BLE&EF\WORK hackers.

04/30/2009 http://www.recordonline.com/apps/pbcs.dll/ar
Microsoft is providing the Air Force with a ticle?AID=/20090425/NEWS/904250328

secure Windows configuration that is not yet
available to the private sector. The Air Force

Intelligent Software Solutions

ISS is a leading edge software solution provider for enterprise and system

data, services, and application challenges. ISS has built hundreds of

= operationally deployed systems, in all domains TAFrom Space t o
iss%?‘e With solutions based upon modern, proven technology designed to
= capitalize on dynamic service -oriented constructs, ISS delivers innovative
C2, ISR, Intelligence, and cyber solutions that work today and in the
future.  http://www.issinc.com
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Reding Demands Cyber Cop for Europe Olympics posed by cyber terrorists. In his

BY: CHRIS MELLORE REGISTER speech given to the Infosec conference in
04/27/2009 London, Blunkett said "Decisive leadership from
Viviane Reding, the EU's Commissioner for government in partnership withusiness and

inforrpation society and mAedia, is uAnrlappy with those with security expertise is urgently

0KS 9! Qa LBt andgrofet isa needed. That is why it's crucial to examine what
communications networks against attack and is we can do now, what measures need to be put
demanding a security "cop” who would have in place and how we need to work with those

the authority to act immediately if a cyber offering the expertise to get this right."

a}ttacg were underway. She reports tpat, SO fqr,  http://www.computing.co.uk/computing/news/
uKS 9,: Qa H T aSYOoSNJ { Gt u 22&;11W/b|1@1ﬁ‘%tw\fa|{ﬁ§\;b’er_t@[ﬁoﬂgﬁ us
negigsyad ¢ Ay UKSANI STFTF2Nla 02 aSOdaNB UKS 9 Qa
communications networks and uses that fact to Two Years On, Estonia Helps EU Prepare Its

support the need for a security tsar. CvberDefences
http://www.theregister.co.uk/2009/04/27/eu_c EARTH TIMES
yber_cop/ 04/30/2009

The Russian cyberaitks against Estonia two
UK.gov @utious on EU Cyberwar Effort years ago have helped the nation boost its high
BY: CHRIS WILLIANIHE REGISTER tech industrial sector. Since the attacks, Tallinn
04/24/2009 was chosen as the site of the new NATO cyber

The European Commission is calling for a new warfare capability and Estonia introduced an
SESNDAEST &/ 86S5NI { (2 NIEmEMFY TalidhAiSoPost Hhel EUY
Cabinet Office is reportedly considering conferences on cybersecurity strategy.
cooperating with the EU providetié exercise _ Economy and Communications Minister Juhan
6204 RG0S Ok ol S 12 Syfdrbbitylimeiddfa puriol dsmyiated
OF L} oAt AGE FYR LINBLI NBRYSFROE §KSG! 69dV&ISHI t daffa

Office also said that some European states do defense capability.
not have sufficient capabilities to participate http://www.earthtimes.org/articles/show/2666
effectively in the exercise, and that the UK 64.two-yearson-estoniahelpseu-prepareits-
already participatesni NATO and G8 cyberdefen@s-feature.html
cyberdefense exercises.
http://www.theregister.co.uk/2009/04/24/eu Estonia to Build HigtSpeed Internet
wargames_whitehall/ Network
BY: JARI TANNER, \B&N
Blunkett Warns of Cyber Terrorist Threat 04/24/2009
BY: BRYAN GLICK, GONING.CO.UK The Estonian government recently announced a
04/27/2009 $500 million project to build a broadband
Former Home Secretary David Blunkett has ySis2N] aiKIFG -gpratf R LINE QA R
warned of the threat to the London 2012 Internet access to homes and byis§ 4 4 Sa¢ & o
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is expected to be completed by 2015. The ddz0 2S00 (G2 LINR&aSOdziazy d O
project is being funded by the Economy AYOSNYFGA2YyFE €S3FEt LINE QA &,
Ministry as well as domestic http://www.theregister.co.uk/2009/05/02/sri_|
telecommunications companies in an effort to ankan_army_site_defaced/
022al GUKS ylriAz2yQa SO2y2Yed ¢KS 902yz2vYe
Ministry said that the government will provide S. Korea, U.S. Sign Pact on Joint Cyber
2p LISNDOSyu 2F GUKS LINR2SQygfRfe Tdzy RAYy 3 TNRY
European Union structural funds, and that the BY: JUNG SUNG, DEFENSE NEWS
new network will help to create jobs and extend 05/04/2009
Internet service to rural areas that have Woo Joeha, who runs tie coordination office
GiGSOKy2t23A0Ftte I 33SRofhSSoithyKdredn KiGistrPdf Nakiohdl f =
¢ttt AYyYy de Defense, and John Grimes, U.S. assistant
http://www.msnbc.msn.com/id/30386419/ defense secretary for networks and information

integration, recently signed a memorandum of
The Threats of Cyber War in India understanding stating that South Korean and
BY: V.K. SINGH, ME\NS INDIA U.S. military athorities would cooperate on
04/20/2009 information assurance and computer network
Cyber Crimes in India are increasing whereas defense. Both nations have agreed to share up
LYRAF Q& OFLIOAEAGASA | yYR2 0 $tEDIARES adGt 1023 AiT A5 R Sk JiTKs
same igecliningdue to a lack opreparation South Korea plans to increase participation in
on the fronts of both cyber war and cyber international cyberdefense exercises to
terrorism. India's cyber war and cyber improve its cyber capabilities.
terrorism threats are not only real and very http://www.defensenews.com/story.php?i=407
dangerous but expectations alew due to the 2075&c=ASI&s=TOP
ICT failuresvithin the country. India doesot
have offensive cyberspace capabilities dmel Billions at Risk as Online Trader CommSec
only apparent recourse available is to work Exposed to Hackers
sincerely in this regard by taking help of good BY: NICK HIGGINBOWI&® STEPHEN MZHON,
technolegal experts. HERALD SUN
http://www.mynews.in/fullstory.aspx?storyid=1 04/28/2009
7860 ldzaGNF f Al Qa oA3IIASAalG 2yt My S
warned its customers to change their
{NA [ Fyilty 1 N¥ye {AdS npassyoxds aftex seoprity fla@Ruithin ghe
Rebels company could endanger accounts containing
BY: DAN GOODIN, TREGISTER billions of dollars. A Melbourne computer
05/02/2009 programmer disceered the flaw, and said that
Hackers recently attacked the website of the Sri ¢ S@Sy I G SSy I 3S O2YLldzi SN o
[Fylly I N¥e NBLXIFOAy3 O2VASYE @2 dKRIKNBNG 64 Bl 2 JOdz
YR ANHZSa2YS AYIFIASa0é ¢KESRONBFIHNSYYENREA (QBE & 2

believesthat the attacks came from a group of
Tamil rebels called the Liberation Tigers of
Tamil Eelam. The Sri Lankan army released a
statement that said that the hackers could be

Keeping Cyberspace Professionals Informed

i

% S
G R
K7\

ignored, so he contacted thderald Sunwhich
investigated the vulnerability, forcing CommSec
to upgrade its security policies.
http://www.news.com.au/couriermail/story/0,
20797,253973846362,00.html
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CYBER SPACE RESEARCH

Conagress Should Investigated Bandwidth Two-Thirds of Organizations Have

Caps, Group Says Experienced A Security Breach in the Past
BY: BRAD REED, NERK®VORLD 12 Months

04/22/2009 SECURITY PARK

Media reform group Free Press recently wrote 05/04/2009

to the U.S. House Committee on Energy and Forrester Consulting recently conducted a
Commerce, asking that Congress conduct an survey that faind that 62 percent of
investigation into ISPs like AT&T and Time organizations have experienced a security

Warner Cable that are charging their customers breach in the last year resulting from

for exceeding a certain level of bandwidth. Free vulnerabilities in their critical software

Press wrote that some of the ISPs aharging applications. The survey also found that only 34
ag Stt 0620S UKS YI NHAYI percénfoficompanies HalbR ebinfrehohsive
LYUSNYSU {SNBAOSE | yR Udftware deflepniatiife dle/iit indIG&sS Y S &
YEé& 0S O2yaARSNBR |y adaidgrateddppliciaion sécuritydand 57 percent
LIN: OU0A OS¢ ¢KS INRdzLI I & df érgabiféatioils use Butsoukcihg faér crificsl

required to disclose information about the cost business. Matt Moynahan, CEO of Veracode,

to the carriers when usergo over the cap aléea KIG aGKS alrysS Soz2wvizy.

limits. enterprises to use thirgharty applications are

http://www.networkworld.com/news/2009/04 Ffad2 AYONBIFIaAy3d GKS N aj

2209-congresshandwidthrgaps.html http://www.securitypark.co.uk/security _article
263035.html

Security Concerns Hold Back Saocial

Networking 20 Kick*&™ Network Research Projects

FEDERAL COMPUTERKVEE NETWORK WORLD

05/04/2009 04/30/2009

ClO Magazineeports that nine out of ten The articleRA 3 OdzaaS&d wn 2F (GKS

respondents to a recent survey said that their research projects from universities and labs

companies are using social networking, instant over the last year. In one project, an

messaging and other technologies in their international team of researchers show how to

operations; although only 15 percent said that launch a phishing attack that is undetectable.

they had resolved social networking secyrit Researchers at UC Berkeley worked to define

issues. Another survey, from Vnunet.com, cloudcomputing and identify obstacles and

reported that onefourth of businesses say their opportunities with the new technology.

employees have been victims of spam, phishing  Another project uses experimental technology

or malware from social networking sites. called OpenFlow to boost bandwidth, optimize

http://fcw.com/Articles/2009/05/04/WEB latency and save power by adjusting network

socialnetworkssecuritysurvey.aspx infrastructure.

http://www.networkworld.com/news/2009/04
3009-kickassnetwork-researchsecurity.html
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Nefarious Conficker Worm Racks up $9.1 [2YVFAOISNI 1 81JS | Wt NRPOff S
Billion Bill CyberChief
BY: AHARON ETENGARFDAILY BY: ROBERT MCMILLNETWORK WORLD
04/21/2009 04/24/2009
Securityresearchers estimate that the Conficker {KFgy |1 SYNEBZ laaraidlyi A NJ
worm has caused $9.1 billion in damage sofar, / @06 SNJ 5A@AaA2y > al AR GKIMfG
and say that just because there were no major to the Conficker worm, especially leading up to
LINEOf SYA FNRBY [/ 2y TFAO1 SNApaIM, mayllidkk distractEd péokl&from atiely Q &
significance should not be downplayed. cyber threats. Henry said that there arezns
Researchers say that Conficker hdsdted 2F a/ 2AyMFNAD OB Ga& | yR Ozt v
GO ald ydzyoSNE 2F 02 Y Lldzi &dlhat aithaBgtzyuBlic awkréness i2 NIpfR ¢
and has wasted the time and resources of there needs to be more awareness of the
governments, companies and individuals. GSYGANB GKNBFG @SOG2NWE ¢ K.

Although researchers believe that Conficker will
stop functioning on May 3, they warn that
Fdzli dzNB 62 N a
the Conficker worm, and could cause a cyber
GR22YaRI& &a0Syl NA2 odé
http://www.tgdaily.com/content/view/42101/1

update received a lot of media attention, which
Henry says could cagigonsumers to have a

YIS AAY ¢ Y &iBIse sén& dffsecdrity since no drastic attack or

damage took place on April 1.
http://www.networkworld.com/news/2009/04
2409confickerhype-a-problemsays.html

08/

E ing technologies.
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Ready for what's next. Now more than ever, mission success
depends on the ability to continually adapt thinking and operations.

With the perspective, experience, and know-how from battlefields and
boardrooms, the strategy and technology consultants of Booz Allen
Hamilton can help you achieve your cyber goals. Whether you're managing
today’s issues or looking beyond the horizon, count on us to help you be
ready for what's next.

Booz | Allen | Hamilton

Ready for what’s next. www.boozallen.com

delivering results that endure
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CYBER SPACE HACKS AND ATTACK S

Cyber Criminals Industrialize to Increase

Effectiveness
BY: KINLETTER, WIRED BL@&F\WORK
04/22/2009

Joe Stewart, a security researcher for
SecureWorks, and Lawrence Baldwin, security
consultant at MyNetWatchman, recently spoke
on a panel at the RSA Security Conference in
San Francisco. Their presentation focused on
how cybercriminals are becoming more
effective by using encryption to cover their
tracks and even encrypting their hard drives so
that forensic investigators are unable to extract
evidence. Baldwin also discussed how hackers
have begun malwardistribution services,

which charge customers to run their own
malware on previously infected machines. The
article also describes underground mule
recruitment, where recruitment services act like
temp agencies, hooking up hackers with
Gydz Sa¢ GKI G
addresses.
http://blog.wired.com/27bstroke6/2009/04/cy
ber-criminals.html

Targeted Malware Attacks on the Rise Says
ESecure

BY: LARRY SELTZRREEK.COM

04/30/2009

Tageted attacks exploit vulnerabilities that
KIFgS y20 088y &4S8SSy daAy
usually very higlguality attacks on a focused
group of targets. Most targeted attacks come in
the form of spoofed business documents

usually customized to the company tha being
attacked. Hackers can trick company employees
into reading fake business documents and can
often use monthold vulnerabilities that
businesses are slow to patch. Companies should
patch known vulnerabilities quickly, use more
secure versions ofrpgrams such as Office, and
allow limited access to employees.

http://www.eweek.com/c/a/Security/Targeted
Malware-Attackson-the-RiseSaysFSeure-
117607/?kc=rss

Cyberwarfare, Targeted Attacks Pose

Increasing Infosec Threat

BY: ERIC B. PARIZBARCH SECURITY

04/28/2009

Ralph Thomas, deputy intelligence director for
+SNA{AIY LyO®PQa A5STSya
Unit, recently spoke at the 200@omputer

Forensics Show and said that the information
security industry has improved security in the

last year as evidenced by FBI collaboration with
international law enforcement to arrest the
criminals behind the Shadow botnet, and also

the disclosure ofhe DNS flaw discovered by
researcher Dan Kaminsky. Thomas also said that
OBO0OSNBINFINBS A& | GaNBI f
from China and Russia is growing. Thomas said

gaok iurf drog A U K RiNdt éyberedi@fiddfis one of the top security

dangers that will worsen over the nex® years,
and he expects to see cyberattacks from terror
groups that coincide with physical attacks.
http://searchsecurity.techtarget.com/news/arti
cle/0,289142sid14 gci1354902,00.html

{ SOdzNA {i &
Dangerous Exploits
BY: DAN GOODIN, TREEGISTER A
KBS0 At RE | YR | NB

Security experts Ed Skoudis, a senior security
consultant for InGuardians, and Johannes

Ullrich, the CTO of the SANS Internet Storm
Center, recently presented their list of the most
dangerous attack techniques at the RSA security
O2yFSNBYOS® ' G(GKS -(2LJ
FEt SEAOGES LIAG2GAy3é Laal
to bypass firewalls and gain access to sensitive
information2 y AYGSNY It ySiGg2N
KFake adlrOl1a oKAOK | ff
Windows servers without authentication.

9 ELJS NI &
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Online attackers are also taking advantage of
flaws in SSL and unprotected VolP systems.

http://www.theregister.co.uk/2009/04/24/maos

t dangerous_exploits/

LYGSNY I GA2VI §

Computers
BY: JOAN FIRSTENBERGITAL JOURNAL

04/22/2009

Hackers, believed to be based in China, have
devised arautomated system in which
computers around the world make up to 5,000
attempts a day to break into the New York City
Police Department's computer files. In a CBS

dcn akyd&bFHyas
g NYySR GKI
vitdz £ £t & Fff GKS

reports that the Internet Protocol addresses of
O2YLJzi SNE FdGSYLIWAyY3
files have been tracked to China, the
Netherlands and the Ukraine. Commissioner
Raymond Kelly says so far, all effortgét into
GKS b, t5Q4a

Keeping Cyberspace Professionals Informed

| I 01 SN&

O

¢ ;
Gope, O\
S0y WS

7

http://www.reuters.com/article/technologyNe
ws/idUSTRES53N51820090424?feedType=nl&fee
dName=ustechnology

Conficker Infected Critical Hospital

Eduipnieht &kpkrySays b , t 5 Qa
BY: ELINOR MILLSETNNEWS
04/23/2009

Marcus Sacs director of the SANS Internet
Storm Center, says that the Conficker worm
NEOSyidte aAaAyFSOGSF
and critical medical equipment in an

dzy RAa0f 2aSR ydzyoSNJ 2F !
devices were running on a local area network

{ SONSB (i I NtBat wand Supidosedxo hié Soanected to the
0 K S-atfack{ ® A & Intéraet/ BRiS\W&de dnéckilfo another
GAYSZI S hthdhie that déd davve direbthnEmd actebks

Sachs says that this is an example of how

(0 2 Cobfidier-canSpreadti@oudh netvioRed

computers and removable storage devices.
Experts say tht the compromise did not lead to
a disruption of service.

O2 Y LIz SNJ & & & litS:Mews.tngt SomBBE1P09 310226448

A02LIISR o6& al NRoOodza (G LINBMIWOGAGS aeadasSy GKIG ¢S

O2yaidNHzZOGSR 20SNJ 0KS flad aS@Sy &SI Nh?E

http://www.digitaljournal.com/article/271390 Finjan Finds Botnet of 1.9 Million Infected
Computers

Conficker Virus Bains to Attack PCs: BY: ELINOR MILLSETNNEWS

Exgerts 04/21/2009

BY: JIM FINKLE, REB® Security firm Finjan reports finding one of the

04/24/2009 largest bot networks which is controlled by a

Security experts say that the Conficker software
program is finally being slowly activated, and is
turning thousands of PCs into servers of spam
and installing spyware. Conficker is able to
ingall a virus known as Waledac on infected
machines that sends outmail spam without
GKS 1y2¢6ft SRIAS 2F (KS
fake antispyware program. Researchers
expected the network controlled by Conficker
to be activated on April 1, but now s#yat the
worm is slowly activating and could continue to
grow over time. The Conficker worm is able to
evade firewalls by passing through networked
PCs and removable storage devices.

t/

single cyber gang including 1.9 million infected
computers. The botnet is hosted in the Ukraine
and is reportedly controlled by a gang of six
people wlo are using the infected machines to
copy files, record keystrokes, send spam and
take screenshots. The criminals have
@praised Soxputets in Z/gaversmedt K- |
owned domains including some in the United
States. Finjan says that the criminals behind the
botnet can make as much as $190,000 in one
day by renting out the zombie computers.
http://news.cnet.com/83011009 310223716
83.html
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Botnet Discovered by Finjan Contained 73
Government Domains

BY:DAN RAYWOOD, SC MEME

05/01/2009

CAyalyQa ! Y NBIA2YL
that the Conficker botnet included 1.9 million
infected computers and 73 government
domains. Warner reports that the worm was
being controlled by six Ukrainian hackers that
were selling access to infected maués. Forty
five percent of the infected machines were
located in the United States, and six percent
were in the UK. Security experts say that
Conficker demonstrates how malware is
becoming more sophisticated and more
profitable for criminals.
http://www.scmagazineuk.com/Botnet
discoveredby-Finjanrcontained73-
governmentdomains/article/135953/

Mac Botnet Used for DDoS Attacks

MX LOGIC

04/20/2009

Symantec researchers reported that they have
RA&EO20OSNBR GoKIFG Aa
documented cases of distributed denial of
service attacks launched from a Mac OS X
020Gy Siodé ¢KS
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in pirated copies of BILf S Q& A2 2 NJ
Photoshop CS4. Researchers estimate that
thousands of people have already downloaded
the infected torrent files. The Security Fix blog

R A &8 that tdéretwasya bétietNGnS2006 dhkt & &

used Mac computers.
http://www.mxlogic.com/securitynews/web
security/macbotnet-usedfor-ddos
attacks581.cfm

[ 80 SNES OdzNFastSHNs ¢ g A
BY: ANDY GREENBHRIRBES.COM

04/27/2009

Seventeeryearold Mikey Mooney is believed

to have developed the worms that have been
spreading around social networking site Twitter
throughout the month of April, but security
experts say that the experimental worms prove
that more malicious worms couldase the site to
aasSrt dzaASNERQ LI aa
malware. Experts warn users of the micro
blogging site to be cautious when approving
unknown friends or reading unsolicited
messages. Experts also recommend that users

0 S A K& thait biolvserB amBlyGfs updhtedi KS T A

http://technology.canoe.ca/Forbes/2009/04/27

_19266316forbes.html

YIft AOA2dza FAf Sa
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E-Secure Says Users Should Stop Using

Adobe Acrobat Reader

CNET NEWS

04/25/2009

Attacks that exploit holes in Adobe Acrobat
Reader account for more than 47 percent of all
attacks this year, and security expeai®
recommending that users switch to an
alternative PDF reader. Attackers are sending
out PDF documents that contain malicious code
GKFG OFy Fadr ol |
and other attacks use PDF and Flash browser
plugins to download malware tb
computer while they surf the Internet. Mikko
Hypponen, chief research officer of security
firm FSecure, says that attacks that include the
use of PDF files increased from 128 during the
first four months of 2008, to 2,300 during the
same montls of 2009.
http://cyberinsecure.com/fsecuresaysusers
shouldstop-usingadobeacrobatreader/

Adobe Confirms PDF Zeiday, Urges Users

to Kill JavaScript

BY: GREGG KEIZERJPQTER WORLD

04/29/2009

Adobe Systems Inc. acknowledged that all
versions of its popular PDF software, including
editions for Windows, the Mac and Linux,
contain at least one, and possibly two, critical
vulnerabilities. The vulneraliifiis a bug in
Adobe's implementation of JavaScript that went
public recently. Proebf-concept attack code

for both bugs has already been published on

the web. According to David Lenoe, Adobe
Systems Inc's security program manager, Adobe
will patch Readr and Acrobat but recommends
that users disable JavaScript in Reader and
Acrobat by selecting Preferences from the Edit
Y Sy dzz OKzzéAyﬂ
GKS a9yl otS ! ONRBoOI G
http://www.computerworld.com/action/article.
do?command=viewArticleBasic&taxonomyNam
e=security&articleld=9132307&taxonomyld=17

&intsrc=kc_top
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Accurate for Risk Management?

BY: JOHN SAWYER, BREADING

04/29/2009

l R206SQa t NPRdzOG { SOdzNA (¢
Team (PSIRT) posted a blog entry on Monday

that said there was a potential vulnerability

g KAOK I FFS Osupportet ghippin® dzZNNIJJy G
versions of Adobe Reader and Acrobat (9.1,

yomodn FyR Todmdm YR SI NijAS

@A O A MaQ depodedlly dtdtzs "&eNdrelcdren®yiddty S R =

aware of any reports of exploits in the wild for

@A Ol A Y Q dhis issue" and, while the wording may serve to

alleviate customer's concerns with regard to the
vulnerability, there is concern that the remark
was poorly thoughbut, since a smart and
experienced attacker will target a vulnerability
with custom malware that is highly confusing
and hard to interpret and e that has little
chance of being detected by current
antimalware applications.
http://www.darkreading.com/blog/archives/20
09/04/massive_adobe e.html;jsessionid=PE1QS
SEFVRWWSSQSNDLPSKHOCJUNN2JVN

SANS: Newest WLAN Hacks Come From

Afar

BY: KELLY JACKSGBGHIS, DARK READING
04/24/2009

Ed Skoudis, founder and security consultant for
InGaurdians, says that sophisticated wireless
attacks are using a combination of ledigtance
remote and wireless hacking to break into an
2NBIFYyATFOIA2yQa ySié2N)] ®
hackers do not need tbe close to a wireless
network to hack into it, and that this kind of
attack is effective in Windows 7 and Vista.
Hackers are increasingly targeting networks
instead of individual machjnes, and these

GWE B { ONFohbnb et el neBodualy dbru 3
RS ik s e -

Fnta&or
authentication on your WLAN, and separating
the WLAN from the wired network.
http://www.darkreading.com/security/vulnesb
ilities/showArticle.jhtml?articlelD=217100332
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Owned organized crime groups, and that criminals will
BY: ERIK LARKIN VWQRLD choose valuable targets and perform scans for
04/23/2009 vulnerabilities. Skoudis says that money should

Ed Skoudis, founder of InGuardians, says that
companies would be safe to assume that their
networks have already been breached, and
should use some attack prevention resources to
clean up existing invasions. A recent report on
data breaches from Verizon Biness says that

be spent on identifying and eliminating existing
breaches, since criminals will often stay in a
network after they have broken in to steal data
over a period of time.
http://www.cio.com/article/490568/Security P
ro_to_Companies Assume_You re Owned

NORTHROP GRUMMAN

DEFINING THE FUTURE"

World-Class Cyber Solutions

®= Proven, complete understanding of the entire cyber environment

®= Combined experience and value of classified & unclassified domains

= Accessible, distributed world-class cyber integration capabilities
= High-performance computing centers, labs, test ranges, and R&D facilities

® Measurable, repeatable cost-effective application of technology

B Ji [
.l

CYBER SPACE TACTICSAND DEFENSE

Security Training 101 difficult for enterprises to keep up with

BY: LYNN HABER, CQNIER WA

04/28/2009

Larry Ponemon, founder of privacy and data
protection research firm Ponemon Institute,
says that security must start in an organization
gAGK GKS /9h | yR Ydzai
O2NYySNE 27
that users must be edated about security,
especially as attacks become more
sophisticated and quicker. Experts also warn
that social networking sites may make it

vulnerabilities. Experts also emphasize the
importance of security awaress rather than
just security compliance. Companies should
implement security policies that reflect their
company and their values, and enforce their

v _ 0 foliciéd-tizudh Fdming 18 estatflish overall
UKS 2NHI YAl | §edudtyaRérenés2 Yy SY 2 Y

al éa
http://www.computerworld.com/action/article.
do?command=viewArticleBasic&articleld=9132
168
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Analyst Discusses Cyber Warfare The Importance of Internet Identity, and
BY: TATIANA COOKHETDDARTMOUTH Anonymity
04/30/2009 BY: RYAN NARAINERBAT POST
Timothy Thomas, an analyst at the Foreign 04/22/2009
Military Studies Office at Fort Leavenworth in The most challenging part of developing the

Kansas, recently spoke in alecture and saidthat g K2f & 3INI Af 2F O2YLiziAy J¢
the United States needs a better understanding ¢ 02 Y LJ S-af-Sust@hkobighodt the

of cyber defense and that the anonymous LYGSNySae (yz2e6y a 9yR {2
nature of cyberspace often cqsficates managing identity because of privacy concerns

defense. Thomas explained that attackers can FYR (GKS LYyGdGSNySiQa Y2RStf] 2
route attacks through servers in several aAONRAaA2FGQa /I NRaLI} OS | it 2.
countries, making it more difficult for identities to be verified by using digital tokens

authorities to find the source of the attack. It is so that the user does not need to disclose too

also hard to determine if the attackers are much personal information. If software was

working independently oon behalf of their digitally signed before it wasstalled, certain

government. Thomas also said that the United classes of malware would be eliminated, and e

States should emulate the Chinese approach to mail spoofs could be stopped by validating the
cybersecurity by combining new technology and  identity of the sender as the owner of the email

new strategies. address before sending.
http://thedartm outh.com/2009/04/30/news/cy http://www.threatpost.com/blogs/the-
berwarfare/ importanceinternet-identity-and-anonymity

Critical Infrastructure Security Still Lagging Analyzing Security Psychology

BY: DENNIS FISHEREAT POST BY: GADI EVRON, DAEADING

04/23/2009 04/21/2009

A panel of security officers including telecom The article discusses the integration of

and utility operators at the recent RSA psychology into cybersecurity, and how the

conference said that security has only recently human element affects security. Passwords, for

become a priority for the networks that run U.S. example, require users to practice security

critical infrastructure assets like water and policies to protect their passwords from

power. Jerry Dixon, vicegsident for attackers. Passwords should be difficult to guess
government affairs at InfraGard and former and should be protected although functlonallty

directorof UY 9 w¢ X al ea UKIF O U &%Mrunﬁ)é g@curﬂy&(ﬁvﬁragg lisers. Users

huge increase in probing for SCADA systems, should be educated about the risks they present
YEAYyte® 2NRAIAYFGAYT FNBYG2 adk 9% N @@?‘ZLF\MP\W%S@QU@&\I@ NJ
say that hackers target these networks because K| y Rt Ay 3¢ Yl YySSR (2 o A
of their hlg’] Value, and weak security pOliCieS. Security p|anning and design phases_
http://www.threatpost.com/blogs/criticat http://www.darkreading.com/blog/archives/20
infrastructuresecuritystill-lagging 09/04/planning for hu.html
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Mac Bomb Ticks foBecurity Smug Users Cloud/ 2 YLJzi Ay 3 I Y{ SOdzNI | &
BY: DARREN PAULIMBOTERWORLD AUSTRALI Says Cisco CEO
05/01/2009 BY: ROBERT MCMILLWETWORK WORLD

Security experts believe that some hackers may  04/23/2009
0S KARAYI SEMI 2A0a¢ 0KI GCISTH draifhart abdIJEO, John Chambers, says

Macintosh vulnerabilities. Mac users often do OKFG Of2dzR O2YLMziAy3a Aa f
not update security and antiirus software and security experts at the recent RSA

because of the belief that Mac computers are conference predict that cloudomputing will

GAYy @dz ySNI 0f SZ¢ | yR SE LISdHed lowof W to SebureliMITcoréputer

exploits are becoming increasingly valuable to science professor Ronald Rivest said that he
ONAYAYlFfad 9ELISNIUa IfazsSelidfHia KOU2 de® SO 2 v IQ9ddzN 9(5 g2
of an operating system cannot be rated by its Ff2G 2F 2dzNJ 62N)] Ay (K O
SELX 2A0 O2 dzyckefs will fangedS Y 28BS K NBFSNA G2 i KS yég SO
popular operating systems rather than more computy 3¢ . NHzOS wz2ySaz OKWQST
difficult systems. security officer of Kodak, says that he is
http://www.networkworld.com/news/2009/05 NEf dzOG Il yd G2 3IAGS dzlJ aSya A
0109macbomb-ticksfor-security.html| oFraSR O02YLiziAy3 I NOKA G S Qi dz

thinks it would be cheaper to buy hardware for
longterm computing projects.
http://www.networkworld.com/news/2009/04
2309-cloud-computinga-security

nightmare.html
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