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THIS WEEK IN CYBERPRO
BY JIM ED CROUCH, NATIONAL SECURITY CYBERSPACE INSTITUTE, INC.

Although $100 million may be a drop in the bucket compared to new spending recently announced by
the Administration and Congress, it’s still a lot of money. It’s also the amount spent by the Pentagon
over the last six months alone in responding to cyber attacks and network problems (pages 10, 15, 16)
In an opinion piece that mirrors the current hot debate over the proper role of government in the
private sector, Rich Mogull, a former Gartner analyst, discusses the drawbacks of federalizing
cybersecurity (page 9).
In proposing legislation that would establish a national cybersecurity adviser, West Virginia Senator Jay
Rockefeller has described (the lack of) cyber security as the “No. 1 threat to the safety of Americans”.
He has also called for funding for those pursuing a career in cyber security (page 14).
Defense Secretary Robert Gates is considering standup of a separate command for cyberspace that
would fall under the U.S. Strategic Command. He has also stated his belief that the number of graduates
from cyber schools needs to quadruple by FY 2011 (page 14).
In our International section, Kevin Coleman provides an analysis of North Korea’s offensive cyber
capabilities (page 18).
“Cyberspace Hacks and Attacks” contains two reports on possible compromise of the F-35 Joint Strike
Fighter technology (page 23).
In our Senior Leader Perspective this week, NSCI’s Lindsay Trimble interviews Col. Jodine Tooke, Vice
Commander of the Air Force Communications Agency. This Q&A covers standup of 24th Air Force as a
cyber command and other Air Force-wide efforts in preparing for the challenges that lie in the cyber
domain (page 6).
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SENIOR LEADER PERSPECTIVE: COL. JODINE TOOKE
NSCI’s Lindsay Trimble recently had the opportunity to interview Col. Jodine
Tooke, vice commander for the Air Force Communications Agency, about
the U.S. Air Force’s AFCYBER (Provisional) and the stand-up of the 24th Air
Force.
NSCI: Can you tell us a little bit about where the Air Force stands with
AFCYBER (Provisional) and the stand-up of 24th Air Force?
COL. JODINE TOOKE: The Air Force will posture cyber forces to support all
Combatant Commands by creating a cyber Numbered Air Force (NAF) –
24th Air Force – under Air Force Space Command. The 24th Air Force is a
component NAF assigned to U.S. Strategic Command. A NAF is the senior
warfighting echelon in the Air Force.
NSCI: So the 24th Air Force will work through USSTRATCOM in supporting other Combatant
Commands?
TOOKE: Yes, since the 24th Air Force is a component NAF assigned to USSTRATCOM. It’s important that
cyber operations are well coordinated, and USSTRATCOM is responsible for that oversight. Other
combatant commands will use established processes for requesting forces to support their missions. A
NAF dedicated to cyberspace will provide combat-ready forces trained and equipped to conduct
sustained cyber operations, fully integrated with air and space operations.
NSCI: What is the 24th Air Force mission?
TOOKE: The mission of the 24th Air Force is to develop, integrate and command and control robust
cyberspace forces and operational capabilities to establish, maintain, defend and operate within the
cyberspace domain to support Joint Force Commanders across the full range of military operations.
NSCI: How does that compare to other Numbered Air Forces?
TOOKE: Other Numbered Air Forces also provide forces and operational capabilities to the combatant
commanders to conduct operations.
NSCI: Can you expand on the development and integration aspects? This seems kind of unique for 24th
Air Force.
TOOKE: The Air Force is actively addressing the development, integration and coherent presentation of
forces that fight in the cyberspace domain. A Cyber NAF under AFSPC enables cross-domain synergy,
aligns common technical expertise and facilitates career development, sustainment and acquisition
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programs. Consolidating cyberspace combat forces within a cyber-focused NAF emphasizes their
operational nature, establishes a nexus of existing Air Force combat experience in the domain, and
allows flexibility for future growth.
NSCI: What is the current stage of 24th Air Force development and when do you expect the
organization to be IOC / FOC?
TOOKE: A virtual NAF is planned to activate in Spring 2009. A date has not been determined for the inplace NAF and AFCYBER (P) is currently developing an implementation road map.
NSCI: As technology has developed, the trend in cyber attacks has gone from individual hackers to
organized groups and may now be heading to state-sponsored cyber warfare. What is the Air Force
doing to prepare for the increase in cyber attacks and the significant impacts cyber attacks may have
on the nation?
TOOKE: Operations in and through cyberspace are a core element of the Air Force mission – we will
provide robust, full-spectrum cyberspace capabilities to Combatant Commanders for the nation's
defense. The Air Force is an able force provider to the Combatant Commands and is organizing, training
and equipping Air Force cyber forces to provide the capabilities required to operate in cyberspace and
achieve national security objectives. Cyberspace operations are the employment of cyber capabilities
where the primary purpose is to achieve military objectives in and through cyberspace; they are true
operations that create integrated effects, much like operating airplanes and satellites. Airmen engaged
in cyber operations provide a crucial part of operations security and achieve a range of kinetic and nonkinetic effects, from guiding precision strikes to providing persistent surveillance or reconnaissance.
NSCI: Cyberspace has been referred to as the next “war-fighting domain.” What has the Air Force done
to incorporate cyberspace into its force structure, training and/or exercises?
TOOKE: The Air Force identified resources required to ensure it has the capability to defend the Joint
Force's use of the cyberspace domain and counter an enemy's use of the domain. Since our defenders
are engaged on a daily basis, they are training in a real-world, real-time environment, lessons are
gathered from these actions and learned for future operations. We also conduct NetD exercises. An
example with which we have had considerable success is BLACK DEMON. It started out as an Air Forceonly, tactical NetD exercise, but has grown into the USSTRATCOM sponsored BULWARK DEFENDER
today. We've also begun putting Network Warfare play into exercises at the Air Force Warfare Center,
such as RED FLAG at Nellis Air Force, Nev.
NSCI: Are there any exercises planned in 2009 that will specifically include cyberspace objectives?
TOOKE: The Air Force encourages combatant commanders to include or expand the participation of
network warfare and cyberspace operations in their exercises. It is essential that our warfighters have
practical experience integrating all aspects of military force, including cyberspace operations, and
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combined exercises is a superior way of practicing joint operations that integrate cyberspace operations
with operations in the other domains.
NSCI: In January, I spoke with Vice Admiral H. Denby Starling II, from the Navy’s NETWARCOM. He
explained that his organization’s work includes training members of other military branches in cyber
defense. What are some of the ways the Air Force is working with Combatant Commands and other
services to coordinate their cyber efforts?
TOOKE: The Air Force is committed to a joint capability that fully integrates with sister service and
agency partners. Air Force cyberspace forces are diverse and trained in numerous locations, to include
Joint facilities. Our cyber warriors come from varied career fields and their training occurs at facilities
dedicated to their initial career path. In recognition of the pressing need to field greater numbers of
forces, we are increasing schoolhouse capacity and partnering with sister services where appropriate.
We have a roadmap for the development of cyberspace professionals which will enable us to
standardize our training and certification requirements.
NSCI: What are some of the key challenges facing the Air Force regarding cyberspace operations?
TOOKE: People are our most valuable resource. The Air Force outlined the skill sets and the training
needed for developing cyberspace professionals and has created a roadmap to grow our cyberspace
career force. One of the most immediate needs is to ensure we are training enough cyber-warriors and
cyber operations planners in order to provide capabilities requested by all combatant commanders in
this growing mission area. In addition, the Air Force will leverage the expertise across the Total Force by
incorporating elements of the Active Duty force, Air Force Reserve and Air National Guard.
NSCI: What opportunities do you see for industry, academia and international partners to collaborate
with the Air Force?
TOOKE: The Air Force is pursuing partnerships with academia and industry to ensure that Air Force
cyberspace capabilities remain on the leading edge of technology and expertise. As the U.S. government
builds capabilities and defines policy to defend national interests in the cyber domain, the Air Force will
be working with various government agencies and industry partners at every step. Cooperation with our
allies and international partners will be critical to securing network infrastructure and protecting mutual
interests.
NSCI: Is there anything else you would like to add?
TOOKE: Over the last year, the Air Force has made great strides – deliberately developing cyberspace
warriors and more efficiently organizing cyber capabilities. The Air Force will continue to recruit and
retain individuals with the right skills to accomplish a wide array of missions in cyberspace.
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CYBERSPACE – BIG PICTURE
Federalizing Cybersecurity: Necessary or
Nitwitted?

http://www.cso.com.au/article/297794/federali
zing_cybersecurity_necessary_nitwitted

BY: BILL BRENNER, CSO
04/09/2009

Big Risk-Taking at Small Agencies

The article discusses what issues the
government may face in federalizing
cybersecurity. Rich Mogull, a former Gartner
analyst, says that government reach into the
private sector only makes sense in certain
circumstances, and that if the government aims
to control general business cybersecurity, they
are doomed to fail. Mogull explains that the
government has not yet been able to secure its
own networks, and says that the NSA should
play a critical role in cybersecurity, but should
not be given authority over cybersecurity
initiatives. Pete Stagman, owner and senior
engineer at Stag Data & Cable, says that the
creation of federal cybersecurity standards for
the private sector would “create a false sense of
security among private sector higher ups” which
could lead to lax security practices.
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BY: SUZANNE KUBOTA, FEDERAL NEWS RADIO
04/13/2009

Jim Russell, vice president of the Public Sector
for Symantec, says that human error and weak
security policies can cause extensive data loss
for small businesses. Russell provides some
simple security measures that small businesses
can use to improve security including staying
informed of security threats, using anti-virus
software, firewall and security patch updates as
well as reviewing and evaluating existing
comprehensive security policies. Russell also
recommends that small businesses back up
their software in case of a data breach or failure
and defining consequences for violating security
policies.
http://www.federalnewsradio.com/index.php?
nid=35&sid=1648513
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Secret CIOs: Top Intel, Military Execs Talk
Tech

http://news.cnet.com/8301-1035_3-1021755094.html

BY: BOB EVANS, INFORMATION WEEK
04/15/2009

Has Cyber Warfare Begun?

CIOs from the CIA, NSA, FBI, DoD and other
intelligence and defense agencies recently met
to share their plans for 2009. The article
discusses the main areas of discussion including
“cloud computing, upgraded desktops and
network apps, and lots of integration and
collaboration.” The article also includes an
overview of current projects from specific CIOs.
Department of Defense CIO Dave Wennergren
spoke about the importance of implementing
cloud computing to the military branches, and
Central Intelligence Agency CIO Al Tarasiuk said
that the CIA is investigating strategies for
bandwidth and solutions to problems with
legacy data.
http://www.informationweek.com/blog/main/a
rchives/2009/04/cia_and_other_t.html;jsessioni
d=OHPU4AGFCNLDMQSNDLPCKH0CJUNN2JVN

INDIA TIMES INFOTECH
04/12/2009

Hackers are becoming increasingly
sophisticated, and numbers of data breaches in
the United States have increased from 2,172 in
2006 to 5,499 known breaches in 2008. The
Pentagon also recently reported spending more
than $100 million in the last six months alone
responding to cyber attacks and network
problems. An unidentified U.S. official recently
said that the electrical grid may have already
been compromised and that federal officials do
not have the authority to monitor the entire
grid.
http://infotech.indiatimes.com/PersonalTech/Has-Cyber-warfarebegun/articleshow/4384379.cms

The Hype Factor at the RSA Conference
How Secure is the U.S. Communications
Network?
BY: MARGUERITE REARDON, CNET NEWS
04/13/2009

Fiber-optic communications cables were
recently destroyed in Silicon Valley, leaving
thousands of people without phone, Internet or
wireless service for more than twelve hours last
week. The incident is prompting experts to
question the security of the U.S.
communications networks. Sam Greenholtz, cofounder and principal of Telecom Pragmatics,
says that a couple of small attacks could cause
significant damage to communications
networks. The article discusses various theories
about the criminals that cut the California
cables, and what kind of vulnerabilities the
vandalism may have exposed.
110 Royal Aberdeen 
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BY: JOHN OLSTIK, CNET NEWS
04/16/2009

The article discusses what are expected to be
the major topics of discussion at the upcoming
RSA conference in San Francisco. Topics include
server/desktop virtualization security, security
virtual appliances, cloud security, the Conficker
worm, data-centric security, desktop security
and desktop operations, identity management
and the recent 60-day federal cybersecurity
review. The article discusses each of these
topics in more detail.
http://news.cnet.com/8301-1009_3-1022109783.html
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SCADA Security: What SCADA Security?
BY: GADI EVRON, DARK READING
04/07/2009

Experts agree that SCADA systems are a primary
target for cyber attacks because they could
provide the most damage to economy and daily
life. The article explains that although SCADA is
making efforts to improve security, there are
still not any measureable results. SCADA
systems lack security processes like secure
coding, auditing, and patch distribution
systems. The article also suggests creating a
website that would track SCADA vulnerabilities
and call out vendors for their slow response or
patching time.
http://www.darkreading.com/blog/archives/2009/0
4/scada_security.html

Twitter Teen Hacker Hired by Web App
Developer
BY: GREGG KEIZER, COMPUTERWORLD
04/17/2009

Michael “Mikeyy” Mooney said last week that
he was responsible for two of the worms that
had been attacking the Twitter Web site
starting on April 11. Travis Rowland, a Web
application developer and CEO of exqSoft
Solutions LLC, has since announced that he
hired the teenager to work for his company as a
programmer. Rowland says that Mooney will be
testing the company’s applications and
performing security analysis. Graham Cluley, a
senior consultant at security vendor Sophos
PLC, says that the attacks may have been a
publicity stunt for the exqSoftw company.
http://www.computerworld.com/action/article.
do?command=viewArticleBasic&articleId=9131
737

Users Left Open to Attack by Failure to
Patch Third-Party Apps
BY: IAIN THOMSON, VNUNET
04/21/2009

The Danish company Secunia says that data
from its Personal Software Inspection tool
shows that unpatched applications are being
used by malware writers even more than the
hackers are using operating systems to form
attacks. Secunia chief technical officer Thomas
Kristensen also said that private users rarely
patch applications and that programs installed
by the user may be the biggest threat to their
PC. The research was supported by data from
Microsoft’s last Security Intelligence Report
which found that 90 percent of serious
vulnerabilities are in third-party applications.
http://www.vnunet.com/vnunet/news/2240702/use
rs-patching-third-party-apps

Terrorists Using Internet as a Weapon:
Experts
GOOGLE NEWS
04/17/2009

Mike Smith, head of the UN Counter Terrorism
Committee, says that the Internet has become
the key tool of terrorist groups as well as a
primary target, and that fighting that threat has
become “extraordinarily challenging”. Smith
and other speakers at the recent Conference on
Terrorism and Cyber Security discussed the
importance of balancing fighting cyber threats
with protecting individual freedoms. Raphael
Perl, head of the Action against Terrorism Unit
of the Organisation for Security and
Cooperation in Europe, said that the Al-Qaeda
group is attempting to plan a cyber attack that
would “dwarf 9/11, the goal of which is to bring
down the Western capitalistic economy.”
http://www.google.com/hostednews/afp/article/AL
eqM5ioJ_5wAT87x-wYDp2lnVQB0ScWiQ
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Phishers Get More Wily as Cybercrime
Grows
BY: DIANE BARTZ, REUTERS
04/17/2009

Experts warn that phishing scams are becoming
more sophisticated, and harder to detect. Many
criminals are using “smishing” which is a
phishing fraud sent through SMS text
messaging, and criminals are writing spam that
appears to have come from a reputable site
such as PayPal. David Marcus, a threat research
expert at McAfee, says that many online
criminals are stealing user passwords and
account numbers, and then selling the
information on the underground market rather
than directly stealing the money. Phishing
campaigns are also able to be sent to tens of
millions of users at the same time, meaning that
if the attacks are even a small percent
successful the criminals can cause massive
damage.

http://www.reuters.com/article/technologyNews/id
USTRE53G01620090417

‘Mafiaboy’ Spills the Beans at IT360 on
Underground Hackers
BY: JENNIFER KAVUR, COMPUTERWORLD
04/14/2009

Michael Calce, or Mafiaboy, a former teen
hacker responsible for bringing down various
high-profile Web sites, recently spoke at the
IT360 conference to “provide insight into
underground hacker communities”. Calce said
that social engineering is a large part of hacking,
and that international IT hackers in a company
are more of a threat than remote exploits or
denial-of-service attacks. Calce also answered
questions from conference participants
including questions about his own systems,
zero-day exploits and software certification.
http://www.computerworld.com/action/article.
do?command=viewArticleBasic&articleId=9131
571

CYBERSPACE – U.S. GOVERNMENT
President’s Cybersecurity Review Covers A
Lot of Ground, But Doesn’t Plow Deeply
BY: WILLIAM JACKSON, GOVERNMENT COMPUTER
NEWS
04/13/2009

Administration officials say that the 60-day
cybersecurity review that concluded last week
will provide a “strategic plan that just scratches
the surface of the challenges we face”. The
review included an evaluation of policies,
executive orders, strategies and studies as well

Administration Addresses Power Grid
Weaknesses
BY: ALICE LIPOWICZ, FEDERAL COMPUTER WEEK
04/17/2009

The Obama administration is working to
develop cybersecurity standards for smart-grid
technologies, including plans for the Energy
110 Royal Aberdeen 
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as meetings with stakeholders in the private
sector, representatives from academia, ten
congressional subcommittees and homeland
security officials. The review will focus on four
main areas including governance, architecture,
behavior and capacity building.
http://gcn.com/articles/2009/04/13/cybereyecybersecurity-review.aspx

Department to “distribute $4.5 billion in
stimulus funds to help develop intelligent
electricity distribution networks”. Many experts
believe that these smart grids may be
vulnerable to hackers, and the National
Institute of Standards and Technology recently
announced their three-phase program which
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will identify standards for the smart grid by the
end of the year.
http://fcw.com/Articles/2009/04/20/NewsPower-Grid-Vulnerabilities.aspx

Lawmakers Plan Cybersecurity Agendas
NATIONAL JOURNAL
04/16/2009

Senators Joseph Lieberman and Susan Collins
plan to hold a hearing in late April which will
examine the 60-day federal cybersecurity
review that concluded last week. The review
will impact various bills related to securing U.S.
computer networks, the power grid and other
critical infrastructure. Collins says that
cybersecurity action is long overdue, and that
since the announcement of the Bush
administration’s cybersecurity initiative over a
year ago, the Department of Homeland Security
has not been able to gain authority to set and
enforce cyber policies.
http://techdailydose.nationaljournal.com/

What Will the Cybersecurity Act of 2009 Do
to Your Job and Business?
BY: LARRY SELTZER, EWEEK
04/10/2009

The article discusses the proposed
Cybersecurity Act of 2009. The first part of the
act calls for the creation of a national
cybersecurity advisor that would report to the
President and would have authority to approve
cybersecurity budget items. The second part
110 Royal Aberdeen 
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The Internet Kill Switch
BY: MARK GIBBS, COMPUTER WORLD
04/13/2009

A bill sponsored by Sen. John Rockefeller and
Sen. Olympia Snowe would allow the President
to declare a “cybersecurity emergency” and
order Internet traffic to be shut down “to and
from any compromised Federal government or
United States critical infrastructure information
system or network.” The article discusses
several key issues, including whether or not an
“Internet Kill Switch” is even possible. The bill
would also have to clearly define what
constitutes critical infrastructure, and some
argue that if the President has authority to
disconnect Internet communications, that the
bill should address all types of communications,
which would be impossible.
http://www.computerworld.com/action/article.
do?command=viewArticleBasic&articleId=9131
479&source=rss_topic17

discusses creating standards for development
and compliance that would measure the
security of a specific system and provide
guidelines that all systems and networks must
comply with. The Act also suggests licensing and
certification for cybersecurity professionals and
securing the domain name addressing system.
The article discusses each of these sections and
several others in further detail.
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http://www.eweek.com/c/a/Security/WhatWill-the-Cybersecurity-Act-of-2009-Do-To-YourJob-and-Business-768836/

Rockefeller Pushes for Security Against
Cyber Terrorism
BY: ERIC EYRE, WV GAZETTE
04/15/2009

Sen. Jay Rockefeller, a member of the U.S.
Senate Intelligence Committee and chairman of
the Senate Committee on Commerce, Science
and Transportation, says that cybersecurity is
the “No. 1 threat to the safety of Americans”
and recently proposed legislation that would
establish a national cybersecurity adviser as
well as protect businesses from cyber threats
and provide funding for those pursuing a career
in cyber security. Rockefeller emphasized the
importance of encouraging students to enter
the field, and the need for improving highspeed broadband Internet technology.
http://wvgazette.com/News/200904140915

Melissa Hathaway Has Big Cyber-Security
Agenda
BY: MARK WEATHERFORD, GOVERNMENT
TECHNOLOGY
04/14/2009

In addition to the recent 60-day cybersecurity
review, the Obama administration hopes to
strengthen federal cybersecurity leadership,
strengthen the defenses of the nation’s cyberinfrastructure, prevent corporate cyber-

espionage, and develop standards for securing
personal data which require companies to
disclose data breaches. The article also
discusses some areas that a cyber-adviser might
address including: the effectiveness of federal
cyber-security grants; consistency within
national regulations; and expansion of the
National Centers of Academic Excellence in
Information Assurance Education program.
http://www.govtech.com/gt/articles/639028

Role of Bush NSA Plan Under Review
BY: ELLEN NAKASHIMA, WASHINGTON POST
04/17/2009

The Bush administration originally planned to
use the National Security Agency’s techniques
for defending military computer networks to
protect U.S. government civilian networks,
although plans have not progressed as quickly
as hoped. These plans were part of the recently
completed 60-day cybersecurity review ordered
by the Obama administration. Congressional
committees have voiced concerns over civil
liberties and the cost and complexity of
implementing NSA programs on government
networks. The article discusses the recent
debate over the assignment of cyber security
authority to the NSA in light of DHS
shortcomings in network protection.
http://www.washingtonpost.com/wpdyn/content/article/2009/04/16/AR200904160
4291.html

CYBERSPACE – DEPARTMENT OF DEFENSE (DOD)
Gates Weighs Creation of Cyberspace
Command Under STRATCOM
BY: SEBASTIAN SPRENGER, INSIDE DEFENSE
04/17/2009

Defense Secretary Robert Gates recently said
that he is looking into establishing a command
for cyberspace as part of the U.S. Strategic
Command, which would “encompass the
National Security Agency and various other
110 Royal Aberdeen 
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capabilities”. STRATCOM is already responsible
for fighting in cyberspace through the Joint
Functional Component Command-Network
Warfare, which carries out offensive cyber
operations, and the Joint Task Force-Global
Network Operations, which defends DoD
networks. Gates also says that there is a
shortage of people who have cyberwarfare
capabilities, and that the number of graduates
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from cyber schools needs to quadruple by FY
2011.
http://defense.iwpnewsstand.com/showdoc.as
p?docnum=AIRFORCE-20-15-19

$100M For Reactive Cyber Defense
BY: BOB BREWIN, NEXTGOV
04/07/2009

U.S. Strategic Command reports spending about
$100 million in the past six months to clean up
after cyber attacks on Defense Department

Specialized Training Crucial for Skilled
Cyberwarriors
BY: JOHN C. ROGERS, SIGNAL CONNECTIONS
04/15/2009

A recent report from the U.S. Air Force Scientific
Advisory Board says that the Air Force is
considering creating a new career field
specifically for cyberspace including a new
cyberspace warfare officer. The Air Force says
that there is a lack of specialized training for
cyber tasks and a lack of officers that hold
computer-related degrees. Electronic warfare
officers would have computer/electrical
engineering or computer programming degrees,
110 Royal Aberdeen 
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networks. STRATCOM commander Air Force
Gen. Kevin Childs says that the Defense
Department needs better cyber defenses to
avoid spending so much money on cleaning up
after incidents. Childs emphasizes the
importance of following simple security policies
and guidelines.
http://whatsbrewin.nextgov.com/2009/04/reac
tive_cyber_defense_tab_100.php

and the Air Force would expand undergraduate
programs offered at the Air Force Institute of
Technology.
http://www.afcea.org/signal/articles/templates
/200904SIGNALConnections.asp?articleid=1912
&zoneid=258

NIST, DoD Move Closer to a Set of Unified
Cyber Guidelines
BY: JASON MILLER, FEDERAL NEWS RADIO
04/13/2009

Ron Ross, a senior computer scientist at the
National Institute of Standards and Technology,
recently announced that NIST and DoD are
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working to update “civilian agency guidance
and Defense-wide directives for managing risk,
certification and accreditation, security controls
and all standards and common guidelines.” Ross
says that the project should be completed in 12
to 18 months and will provide a “unified
framework” for the federal government. The
DoD and the intelligence community will also
work towards a standard process for
authorizing systems for all federal agencies.
http://www.federalnewsradio.com/index.php?
nid=35&sid=1648532

BY: GERRY J. GILMORE, AUSTRALIA.TO
04/08/2009

Pentagon spokesman Bryan Whitman recently
told reporters that cyberspace is a warfighting
domain for the U.S. military, and will be critical
in future operations. Whitman said that it is
important that the Defense Department
dedicate resources and funds to cyberspace
capabilities and that protecting U.S. military
networks is a “vital component of national
security”. Defense Secretary Robert M. Gates
recently told reporters that he hopes to see an
increase in trained cyber experts from 80
students per year to 250 by 2011.
http://www.australia.to/index.php?option=com
_content&view=article&id=8323:official-citesvalue-of-cyberspace-to-warfighting-operations&catid=70:war

U.S. Gen.: Growing Threat from Cyber
Attacks
DEFENSE NEWS
04/07/2009

Gen. John Davis, deputy commander of the joint
task force for global operations, says that U.S.
government and commercial networks face
threats ranging from simple hacks to highly
sophisticated cyber assaults. The Pentagon
faced a worm a few months ago that

CyberPro

Defense Researchers Developing National
Cyber Test Range
BY: HENRY S. KENYON, SIGNAL CONNECTIONS
04/15/2009

Official Cites Value of Cyberspace to
Warfighting Operations

110 Royal Aberdeen 

threatened the military because the infection
intruded on to overlapping military networks.
Davis explained that the Defense Department
has spent more than $100 million in the past six
months to repair damage from cyber attacks,
and cleaning a single computer can cost
between $5,000 and $7,000.
http://www.defensenews.com/story.php?i=402
9270&c=AME&s=TOP

The Bush administration’s 2008 Comprehensive
National Cyber Initiative (CNCI) requires the
creation of a simulation zone that will allow
researchers to test security applications,
evaluate network architectures and simulate
various user and network behaviors. The
requirements resulted in the creation of the
National Cyber Range, which will be managed
by DARPA, and will be the location of
“comprehensive research on cybersystems”.
Researchers expect the simulation environment
to benefit automation development and cyber
situational awareness most specifically.
http://www.afcea.org/signal/articles/templates
/200904SIGNALConnections.asp?articleid=1919
&zoneid=258

Pentagon Jams Web, Radio Links of Taliban
BY: YOCHI DREAZEN AND SIOBHAN GORMAN, WALL
STREET JOURNAL
04/18/2009

The Obama administration is working to stop
the Taliban from using radio stations and Web
sites to “intimidate civilians and plan attacks”
by jamming the unlicensed radio stations in
regions along the Afghanistan border that
Taliban fighters use to send messages and
threats. U.S. personnel are also working to shut
down Web sites that often show videos of
attacks and extremist propaganda. These
efforts are part of U.S. “psychological
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operations” which aim to diminish the Taliban’s
popularity while building support for the United
States.

http://online.wsj.com/article/SB124001042575
330715.html

Control of Cybersecurity Becomes Divisive
Issue

the NSA has a “tremendous amount of
expertise” but that they should not lead
cybersecurity efforts because of an “inherent
conflict of interest between their intelligence
mission and mission of the folks doing cyber”.
http://www.nytimes.com/2009/04/17/us/politi
cs/17cyber.html?_r=3&ref=us

BY: JAMES RISEN AND ERIC LICHTBLAU, NEW YORK
TIMES
04/17/2009

The National Security Agency’s campaign to
lead the government’s cybersecurity programs
has met some resistance recently, culminating
in the resignation of National Cyber Security
Center director Rod Beckstrom, who said that
he was concerned about the NSA’s increasing
power over government computer systems.
Dennis C. Blair, the director of national
intelligence, defends the NSA’s recent
intelligence gathering work saying that
wiretapping operations are “vital work in
protecting national security”. Amit Yoran,
former director of the cybersecurity division of
the Homeland Security Department, said that
110 Royal Aberdeen 
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Should the NSA Take the Lead for U.S.
Cybersecurity?
BY: MATTHEW HARWOOD, SECURITY MANAGEMENT
04/17/2009

The article discusses the recent debate over
whether the National Security Agency can
protect government networks with their
“tremendous cyberexpertise” while avoiding
violating American civil liberties. Rod
Beckstrom, former head of the Department of
Homeland Security’s National Cyber Security
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Center, says that the NSA would have too much
power over information going in and out of
American computer networks if given authority
over cybersecurity. Beckstrom also said that the

authority should be spread over several
agencies to provide checks and balances.
http://www.securitymanagement.com/news/sh
ould-nsa-take-lead-us-cybersecurity-005491

CYBERSPACE – DEPARTMENT OF HOMELAND SECURITY (DHS)
Obama Picks Head for DHS Directorate
BY: BEN BAIN, FEDERAL COMPUTER WEEK
04/08/2009

President Obama recently announced that he
will nominate Robert Beers to be the head of
the Homeland Security Department’s National
Protection and Programs Directorate. The NPPD
includes the DHS Office of Cybersecurity and
Communications which oversees the National

Cybersecurity Division and the United States
Computer Emergency Readiness team.
Homeland Security Secretary Janet Napolitano
announced the appointment of Philip Reitinger
as the NPPD’s deputy undersecretary last
month.
http://fcw.com/Articles/2009/04/08/Web-DHSNPPD-nominee.aspx

CYBERSPACE – INTERNATIONAL
Undersea Cable Crews to be Guarded From
Pirates
INFORMATION WEEK
04/16/2009

Kenyan Information and Communications
Minister Samuel Poghisio recently announced
that foreign navies will protect vessels installing
an undersea high-speed Internet cable from
pirates off the coast of Somalia, who have been
attacking the Indian Ocean shipping lanes and
Gulf of Aden. The project is expected to be
completed in June 2009, and will connect the
Kenyan town of Mombasa with Fujairah in the
United Arab Emirates. The $130 million project
is expected to cut communications costs and
speed up connectivity.
http://www.informationweek.com/news/intern
et/security/showArticle.jhtml?articleID=216501
020
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North Korea: Cyber Mad Dogs or Bluster
Kings?
BY: COLIN CLARK, DOD BUZZ
04/20/2009

The article includes a recent analysis of North
Korea’s cyber capabilities by Kevin Coleman,
including a discussion on the probability that
North Korea will launch a cyber attack.
Coleman’s analysis says that North Korea has
previously hacked into South Korean sites
causing substantial damage and has also hacked
into U.S. Defense Department Systems. North
Korea has “moderately advanced distributed
denial of service capabilities with moderate
virus and malicious code capabilities”. The
analysis also found that North Korea has a
budget of $56+ million for cyber operations and
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is significantly developing its cyber intelligence
capabilities.
http://www.dodbuzz.com/2009/04/20/northkorea-cyber-mad-dogs-or-bluster-kings/

http://www.networkworld.com/news/2009/04
1009-russian-president-warns-offoreign.html?hpg1=bn

China Crisis

China Denies Involvement in Hacking U.S.
Power Grid

THE TIMES ONLINE
04/12/2009

BY: MICHAEL BARKOVIAK, DAILY TECH
04/09/2009

The article discusses the possibility that China
could have capabilities that would paralyze the
UK and its online services using malicious
elements in telecom and utilities networks.
British Telecom has taken action to reduce the
risk of attacks like those that have previously
been launched against Britain by foreign
governments, but the article claims that those
measures would not be effective against an
attack by China. The article also cites the
attacks on Estonia in 2007 as an example of
how cyberwarfare can cripple a nation’s
networks.
http://www.timesonline.co.uk/tol/comment/let
ters/article6078242.ece

Chinese Foreign Ministry spokesperson Jiang Yu
recently responded to accusations that Chinese
hackers were targeting the U.S. power grid,
saying that the intrusion “doesn’t exist” and
that the accusations were “groundless”. Viruses
were recently found inside the power grid
network, although no damage was caused. Yu
also said that China has experienced cyber
attacks, and that it is willing to collaborate with
other nations to improve international cyber
security.
http://www.dailytech.com/China+Denies+Invol
vement+in+Hacking+US+Power+Grid/article148
13c.htm

Russian President Warns of Foreign Threat
to ‘Net Security
BY: PETER SAYER, NETWORKWORLD
04/10/2009

Russian President Dmitry Medvedev recently
told members of the United Russia political
party that foreign investors in Internet
companies are a threat to national security
although he says that the Russian Internet
industry needs more financial support.
Medvedev is calling on the Russian government
to provide more funding for the industry, saying
that the rate of online development will slow
without government support. Medvedev also
expressed his support for international
collaboration, specifically to enforce copyright
laws online.

Secret European Project to Battle Online
Jihad
BY: CHRIS WILLIAMS, THE REGISTER
04/08/2009

The European Commission recently announced
that it will fund a new project, called “Exploring
the Islamist Extremist Web of Europe – Analysis
and Preventative Approaches”. The project will
include the UK, German, Dutch and Czech
governments who will collaborate to research
ways to “effectively block the distribution of
Islamic extremist material online”. A Home
Office spokeswoman says that the governments
are working with the EU, UN, and Europol since
many extremist websites are hosted in other
countries.
http://www.theregister.co.uk/2009/04/08/eu_
extrmism_research/

CYBERSPACE RESEARCH
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Privacy Rules Hamper Adoption of
Electronic Medical Records, Study Says
BY: JAIKUMAR VIJAYAN, COMPUTERWORLD
04/14/2009

A study from researchers at MIT and the
University of Virginia says that the adoption of
electronic medical records systems is slowest in
the states that have strong regulations for
protecting the privacy of medical records.
Privacy rules appear to make deployment of
EMR systems harder and more expensive, and
decreases the effectiveness of the systems once
they are deployed. President Obama included

Study: Despite Increased Security
Spending, Severity of Breaches Is On The
Increase
BY: TIM WILSON, DARK READING
04/14/2009

The Computing Technology Industry Association
recently surveyed 1,500 IT and security
professionals around the globe and found that
the severity of data breaches has increased in
the last year. Ten percent of the professionals
that responded said that data breaches had cost
their organization more than $100,000 in the
past year, and 19 percent reported experiencing
network downtime as the result of a breach.
The report also found that most organizations
still use traditional tools like firewalls and
antivirus software, although some organizations
are using intrusion detection.
http://www.darkreading.com/security/manage
ment/showArticle.jhtml?articleID=216500712

Malicious Code Spikes in ’08, Symantec
Reports
BY: ELLEN MESSMER, NETWORK WORLD
04/14/2009

Symantec’s Internet Security Threat Report for
2008 found that malicious code threats had
increased 265 percent from the year before,
and that botnet infections had increased 31
110 Royal Aberdeen 
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$20 billion in the economic stimulus package for
the creation of a national electronic health
records system, which has caused much
argument from privacy advocates. Many critics
argue that the study is flawed because it relies
on old data, and Deborah Peel of the Patient
Privacy Rights Foundation in Austin says that
EMR systems are expensive and prone to
glitches, which prevents adoption more than
privacy rules.
http://www.computerworld.com/action/article.
do?command=viewArticleBasic&articleId=9131
578
percent from 2007. While China had the most
bot-infected machines, the United States had
the most command-and-control servers. The
United States the origin of 38 percent of Webbased attacks in 2008, and was also most
targeted by denial-of-service attacks.
http://www.networkworld.com/news/2009/04
1409-malicious-code-spikes.html

Fear of Viruses Could be Causing PC
Attacks: Report
BY: BILL RIGBY, REUTERS
04/08/2009

A recent report from Microsoft found that
users’ fear of worms and viruses could be
increasing online attacks that use
advertisements of fake security software. The
latest Security Intelligence Report found that
seven of the top 25 security threats were fake
security programs, and Microsoft said that 4.4
million PCs had bogus security programs in the
last six months of 2008. Some experts blame
the extensive coverage of the Conficker worm
for the increase in fake security program scams,
which trick users into paying for fake security
software or download malware that steals
personal information.
http://www.reuters.com/article/technologyNe
ws/idUSTRE53719I20090408
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High Tech Problem Solvers
www.gtri.gatech.edu
From accredited DoD enterprise systems to exploits for
heterogeneous networks, GTRI is on the cutting edge of
cyberspace technology. Transferring knowledge from research
activities with the Georgia Tech Information Security Center, GTRI
is able to bring together the best technologies, finding real-world
solutions for complex problems facing government and industry.

Recession Raises Infosecurity Risks
BY: ARCHANA VENKATRAMAN, INFORMATION
WORLD REVIEW
04/09/2009

Auditor PricewaterhouseCoopers recently
surveyed ten FTSE 100 companies and found
that the companies “didn’t grasp the new and
increased risks recession brings and were not
mature in proactively gathering information.”
Jay Abbott, senior manager in PwC’s technology
assurance practice, says that insider threat is
the biggest threat for information security,
especially with the increasing use of portable
devices. Many companies are also outsourcing
business tasks to third party companies, which
increases the risk of data loss.
http://www.iwr.co.uk/information-worldreview/features/2240221/security-single-issuerecession

Hackers Grabbed More than 285M Records
in 2008
BY: JORDAN ROBERTSON, ENTERPRISE SECURITY
TODAY
04/17/2009

According to a new study by Verizon
Communications, hackers were able to steal
more than 285 million electronic records in
2008. Many of the breaches were never publicly
disclosed, either because of an ongoing
investigation or if no personally identifiable
information was leaked. Verizon concluded that
90 percent of the breaches they investigated
could have been avoided with basic security
measures. Ninety-three percent of the
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compromised records investigated for the study
came from the financial sector.
http://www.enterprise-securitytoday.com/story.xhtml?story_id=65962

Verizon: Organized Crime Behind Data
Breaches
BY: SAMI LAIS, FEDERAL COMPUTER WEEK
04/16/2009

The Verizon Business Risk Team recently
released their “2009 Data Breach Investigations
Report”, which found that 91 percent of the
data breaches examined by Verizon last year
were linked to organized crime groups. The
report claims that criminals are focusing on
stealing personal identification number
information and credit or debit account
information to make the most money from
even small breaches. The report also says that
74 percent of breaches were from external
sources. The article recommends that
companies track their data, monitor event logs,
and conduct reviews of Web applications.
http://fcw.com/Articles/2009/04/16/VerizonOrganized-crime-behind-data-breaches.aspx

Symantec: Malware Continues to Explode
Around the World
BY: MICHAEL BARKOVIAK, DAILYTECH
04/15/2009

Symantec’s latest security report found that
malicious code that targets personal
information is increasing “at a record pace” and
attackers are frequently using toolkits to
develop and deploy their attacks. Symantec
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says that 90 percent of the threats they had
detected during the study were meant to steal
confidential information, and that 76 percent of
those threats included keystroke-logging
capabilities. Microsoft recently studied the
increase in “scareware” which tricks users into
signing up for a promotion or program that
actually steals their personal information.
http://www.dailytech.com/article.aspx?newsid
=14862

Organized Crime Behind Worst CyberAttacks
BY: BRAD REED, NETWORK WORLD
04/15/2009

Verizon Business recently compiled a report
from 90 confirmed corporate network breaches
and found that 90 percent of those breaches
involved organized crime groups. Verizon also
found that electronic record breaches have
increased sharply in the last year and have
become more sophisticated and successful.
Cybercriminals are targeting financial service
company networks to steal customers’ personal
identification information.
http://www.techworld.com/news/index.cfm?R
SS&NewsID=114356

Intelligent Software Solutions
ISS is a leading edge software solution provider for enterprise and system
data, services, and application challenges. ISS has built hundreds of
operationally deployed systems, in all domains – “From Space to Mud”™.
With solutions based upon modern, proven technology designed to
capitalize on dynamic service-oriented constructs, ISS delivers innovative
C2, ISR, Intelligence, and cyber solutions that work today and in the
future. http://www.issinc.com.

Black Hat ‘Supertalk’ Halted Due to Vendor
Concerns

Hackers Test Limits of Credit Card Security
Standards

BY: JEREMY KIRK, NETWORK WORLD
04/16/2009

BY: BRIAN KREBS, THE WASHINGTON POST
04/16/2009

Security researcher Dan Kaminsky’s
presentation on DNS flaws at the Black Hat
security conference was recently cancelled.
Black Hat’s CEO Jeff Moss says that the DNS
flaw discovered by Kaminsky is so sensitive that
it could cause significant damage to the
unidentified affected vendor if hackers decide
to target applications and operating systems.
Kaminsky’s research has already caused an
“industry-wide effort to patch DNS servers,
which are used by thousands of companies, ISPs
and other entities running networks”.
http://www.networkworld.com/news/2009/04
1609-black-hat-supertalk-halted-due.html

Many data breaches in the past 12 months
targeted companies that were certified as
“compliant” with the payment card industry
data security standards (PCI DSS), which are
meant to protect cardholder information from
hackers. Many companies feel that the
standards favor credit card companies and pass
blame on to retailers in the case of a breach.
The internal network of Heartland Payment
Systems was attacked last year resulting in the
theft of card data that was being sent
unencrypted over the company’s internal
network. Heartland was compliant with the PCI
standards at the time.
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http://voices.washingtonpost.com/securityfix/2
009/04/the_number_scale_and_sophistic.html

Researchers to Unleash Backbone-Hacking
Tools at Black Hat Europe
BY: KELLY JACKSON HIGGINS, DARK READING
04/07/2009

German researchers Enno Rey and Daniel
Mende will release tools that automate attacks
on Multiprotocol Layer Switching and Ethernet
backbone technologies at the Black Hat Europe

conference. The weak security of MPLS and
Ethernet is well-known, but Rey explains that
the release of the tools increases the possibility
of an actual attack. Rey suggests that
enterprises that use these vulnerable VPN
services should be aware of the risks, perform
network analysis and encrypt their traffic.
http://www.darkreading.com/securityservices/
services/data/showArticle.jhtml;jsessionid=DVT
W0DNCSB0QGQSNDLOSKHSCJUNN2JVN?articleI
D=216403220

CYBERSPACE HACKS AND ATTACKS
Report: Hackers Break Into Pentagon’s
Fighter Jet Project
BY: SUMNER LEMON, COMPUTERWORLD
04/21/2009

Hackers were recently able to break into U.S.
Department of Defense computers and steal
information about the Joint Strike Fighter, a
$300 billion stealth fighter that is being
developed. The information pertains to the
design and electronic systems of the Joint Strike
Fighter according to the Wall Street Journal.
Experts believe that China is behind the attack,
although the identities of the hackers have not
been determined.
http://www.computerworld.com/action/article.
do?command=viewArticleBasic&articleId=9131
881

Did the Pentagon Warn of Stealth Jet
Security Breach?
BY: NOAH SHACHTMAN, WIRED BLOG NETWORK
04/21/2009

A Pentagon’s Inspector General report in May
of 2008 warned that the Defense Department
was not adequately monitoring defense
contractor BAE systems and their $337 billion
Joint Strike Fighter program. The report warns
that the project technology may have been
compromised by unauthorized access at BAE
Systems. The report was removed because
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there wasn’t “sufficient appropriate evidence”.
The Wall Street Journal recently announced
that hackers were able to break into the
contractor’s networks confirming the concerns
from the 2008 report. The Journal says that it is
still not clear if any classified information was
breached.
http://blog.wired.com/defense/2009/04/backin-may-of.html

Electricity Grid in U.S. Penetrated by Spies
BY: SIOBHAN GORMAN, THE WALL STREET JOURNAL
04/08/2009

Officials recently reported that cyberspies from
Russia and China have mapped our
infrastructure, and have penetrated the U.S.
electrical grid leaving behind software which
could be used to disrupt the system. The
hackers did not cause damage to the power
grid, but left behind software that could be
used to destroy infrastructure components.
Some experts argue that there is no evidence
that China was involved in the attacks, and say
that China has no motivation for disrupting the
U.S. information infrastructure since China
relies on American consumers and holds U.S.
government debt.
http://online.wsj.com/article/SB123914805204
099085.html
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Malware Using SMS as a Tool and a Lure
BY: LARRY SELTZER, EWEEK
04/17/2009

According to Symantec and F-Secure, new
ransomware and botnet attacks are including
SMS text messages as part of the scam. The
ransomware threat locks the victim’s computer
and displays a message that instructs the user

to text a certain number to unlock their
machine. The Waledac botnet attack advertises
a program that monitors other people’s SMS
messages, tricking users into downloading
malicious code.
http://www.eweek.com/c/a/Security/MalwareUsing-SMS-as-a-Tool-and-a-Lure-378425/

Raytheon
Aspiring to be the most admired defense and aerospace systems
supplier through world-class people and technology Raytheon is
a technology leader specializing in defense, homeland security,
and other government markets throughout the world. With a
history of innovation spanning more than 80 years, Raytheon
provides state-of-the-art electronics, mission systems
integration, and other capabilities in the areas of sensing;
effects; command, control, communications and intelligence
systems, as well as a broad range of mission support services.

Conficker Botnet Not Nearly as Large as
Feared

University Computers Struck by Computer
Virus

BY: DENNIS FISHER, THREAT POST
04/16/2009

THE SALT LAKE TRIBUNE
04/13/2009

Analysts at Kaspersky Lab believe that the
Conficker peer-to-peer network that was
created by the latest variant of the Conficker
worm only includes about 200,000 machines,
although some experts estimated the network
to include millions of computers. Analyst Georg
Wicherski says that this is because only the
latest variants of the worm are participating in
the network, and that many Conficker infected
machines have not been updated with new
variants. The researchers used a custom
application to track IP addresses in the
Conficker network, and say that the majority of
the infected machines are located in the
eastern half of the United States and Europe.
http://www.threatpost.com/blogs/confickerbotnet-not-nearly-large-feared

The University of Utah recently announced that
a computer virus had infected more than 700
campus computers including machines at the
University’s three hospitals. University health
sciences spokesman Chris Nelson says that the
Conficker worm had spread to computers at the
hospitals, medical school and colleges of
nursing, pharmacy and health, but that patient
data and medical records were not
compromised. The University distributed
information to staff and students on how to
remove the virus from infected machines, and
are working to isolate the worm.
http://www.sltrib.com/ci_12123174?IADID=Sea
rch-www.sltrib.com-www.sltrib.com

110 Royal Aberdeen 

CyberPro

Smithfield, VA 23430 

National Security Cyberspace Institute

ph. (757) 871-3578

P a g e | 24

CyberPro

Volume 2, Edition 8
April 23, 2009

Keeping Cyberspace Professionals Informed
Low-tech Hackers Cut Internet, Phone
Links in Silicon Valley
SHANGHAI DAILY
04/12/2009

Criminals cut eight fiber-optic cables last week
in San Jose and San Carlos, disconnecting
telecom services from tens of thousands of
homes and businesses. Law enforcement
authorities have not made an arrest yet, and
warn that the crime did not necessarily require
inside knowledge. AT&T first offered a $100,000
reward for information about the criminals, and
recently raised the amount to $250,000.
http://www.shanghaidaily.com/sp/article/2009
/200904/20090412/article_397377.htm

Conficker Botnet Could Flood Web With
Spam
BY: GREGG KEIZER, COMPUTERWORLD
04/10/2009

Kaspersky Lab recently announced that
Windows PCs that are infected with the
Conficker worm are being used to send billions
of spam messages a day. Kaspersky researcher
Alex Gostev says that one bot alone sent out
42,298 spam messages in just twelve hours,
which means that the entire Conficker botnet
could send out almost 400 billion spam
messages in 24 hours. Gostev also says that the
bot is currently sending out pharmaceutical
advertisements, specifically for medications like
Viagra and Cialis. Some bots have also
downloaded a scareware program that
generates fake infection warnings that require
users to pay for a useless anti-virus program.
http://www.computerworld.com/action/article.
do?command=viewArticleBasic&articleId=9131
448

Sabotage Attacks Knock Out Phone Service
BY: NANETTE ASIMOV, RYAN KIM AND KEVIN
FAGAN, SAN FRANCISCO CHRONICLE
04/10/2009

Law enforcement authorities are looking for
criminals who cut fiber-optic cables in
110 Royal Aberdeen 
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California, cutting off cell phones and Internet
service for tens of thousands of people. Ten
cables were cut in four locations stopping
operations for hospitals, stores, banks and
police departments in three counties. Police in
San Jose and San Carlos are working together to
gather evidence, and AT&T announced a
$100,000 reward for information leading to an
arrest.
http://www.sfgate.com/cgibin/article.cgi?f=/c/a/2009/04/10/MNP816VTE
6.DTL

Cable Sabotage Cripples Internet for Parts
of Silicon Valley
BY: KEVIN POULSEN, WIRED BLOG NETWORK
04/09/2009

A sizable Internet and telephone service outage
in Silicon Valley is being blamed on a criminal
that climbed down a manhole and cut four
AT&T fiber optic cables. Additional cables were
cut later the same night in another county.
Sprint, Verizon and AT&T service was
interrupted after the cables were cut, leaving
police and fire departments disconnected from
residents. AT&T is looking into the incident and
is offering a reward for information.
http://blog.wired.com/27bstroke6/2009/04/ca
ble-sabotage.html

S. Korean Finance Ministry Targeted By
Chinese Hackers: Sources
TMC NEWS
04/08/2009

Chinese hackers were able to gain access to
classified information and financial policies on
computers in the finance ministry headquarters
in Gwacheon, south of Seoul. A ministry official
said that the investigation into the attacks is still
underway to determine how much information
was compromised. The hackers sent fake emails
to ministry employees that appeared to come
from a coworker, and when opened, the email
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activated malicious software that gave the
hackers access to the victim’s machine.
http://www.tmcnet.com/usubmit/2009/04/08/
4115320.htm

http://128.100.171.10/?q=modules.php&op=m
odload&name=News&file=article&sid=2189

Greenpeace Targeted by Sophisticated
Cyber Espionage

BY: DAN RAYWOOD, SC MAGAZINE
04/08/2009

INFORMATION WARFARE MONITOR
04/08/2009

Inspectors from the French special cyber crimes
unit recently found that Greenpeace was
targeted for “expert espionage” by nuclear
energy giant Electricité de France (EDF),
although they do not yet know the full extent of
the infiltration. Pascal Husting, Director of
Greenpeace France, says that the breach is not
the work of an isolated hacker, but ongoing
spying by EDF. Greenpeace has said that it will
demand clarification from EDF about the extent
of the infiltration, and Greenpeace is also calling
for Admiral Durieux, Director of EDF security to
be suspended until the breach is investigated.

Russian Website Claims That Conficker is
Launching DDoS Attacks
David Harley, director of malware research at
ESET, says that Russian newspapers are claiming
that Conficker is launching DDoS attacks against
Russian websites, although Harley says that
there is no evidence that the attacks are linked
to Conficker. Harley says that the Conficker bot
will most likely use a small group of
compromised machines to launch targeted
attacks rather than launching a huge denial of
service attack.
http://www.scmagazineuk.com/Russianwebsite-claims-that-Conficker-is-launchingDDoS-attacks/article/130337/

CYBERSPACE TACTICS AND DEFENSE
Extremist Web Sites Are Using U.S. Hosts
BY: JOBY WARRICK AND CANDACE RONDEAUX, THE
WASHINGTON POST
04/09/2009

Rita Katz, co-founder of the Site Intelligence
Group, says that the cheap cost and high quality
of American servers attracts jihadists, who have
been using U.S. servers to host extremist
websites. Martin Libicki explains that this may
be an advantage for the U.S., because we can
learn about the enemy and their leaders by
monitoring their actions and conversations
online. U.S. intelligence officials are allowed to
“legally monitor communications between
foreign groups without a warrant even if the
transit lines pass through the United States.”

110 Royal Aberdeen 

CyberPro

http://www.washingtonpost.com/wpdyn/content/article/2009/04/08/AR200904080
4378.html

Network Hacks Could be Avoided With
Program Code Auditing and Analysis
SECURITY PARK
04/14/2009

Rob Rachwald, Director of Product Marketing at
Fortify, says that many energy companies are
facing problems because their IT resources are
“heavily customized or written from scratch”
which means that security must be built “into
the software from the ground level upwards”.
Rachwald says that many energy companies still
use modified Windows 98 or even DOS
applications which are outdated and not always
secure. The North American Electric Reliability
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Corporation has been working on developing
source code reviews, and Fortify has been
working to develop the “Building Security in
Maturity Model” which includes benchmarks
for building a software security program.
http://www.securitypark.co.uk/security_article
262860.html

Researcher Wants Hacker Groups Hounded
Mercilessly
BY: GREGG KEIZER, COMPUTERWORLD
04/21/2009

researchers need to develop the capabilities to
track and interrupt criminal gangs and botnets.
Stewart says that researchers must focus on
individual malware families to infiltrate the
criminal groups rather than just monitor their
postings. Stewart is planning on presenting his
ideas at the upcoming RSA conference and with
Interpol in the near future.
http://www.computerworld.com/action/article.
do?command=viewArticleBasic&articleId=9131
909

Joe Stewart, director of SecureWorks Inc.’s
counterthreat unit, says that security

Internet Hampered by Lack of Trust
BY: ROBERT MCMILLAN, TECHWORLD
04/17/2009

Scott Charney, Microsoft’s Corporate Vice
President of Trustworthy Computing says that
the Internet needs to be less anonymous and
include more traceability to prevent
cybercrime. Charney says that a possible
solution is End-to-End Trust, an initiative that
Microsoft introduced at last year RSA
conference. Charney will give updates on the
110 Royal Aberdeen 
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End-to-End program at this year’s conference.
Charney suggests that Internet users be
assigned digital identities on the Internet that
would need to be provided when conducting
transactions online to prove that the user is
who they claim to be.
http://www.techworld.com/news/index.cfm?R
SS&NewsID=114498
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CERT Program at Carnegie Mellon Software
Engineering Institute Releases New Tool to
Reduce ActiveX Vulnerabilities
CARNEGIE MELLON
04/16/2009

Carnegie Mellon’s CERT Coordination Center
has announced that it will release Dranzer, an
open source tool that allows software
developers to test for ActiveX vulnerabilities
before products are released. The CERT/CC has
tested more than 22,000 ActiveX controls so far
from more than 5,000 organizations, and found
that more than 3,000 of the tested controls
contained defects. Jeffrey Carpenter, technical
manager of the CERT/CC says that the tool will
help developers and vendors reduce
remediation costs, risks to customers and
negative press from data breaches.
http://www.sei.cmu.edu/about/press/releases/
dranzer.html

Kaspersky Lab Protects Mobile Employees
Working Outside the Company Network
from Cybercrime Threats
SECURITY PARK
04/14/2009

Kaspersky Lab recently announced the release
of Kaspersky Hosted Web Security
Services/Anywhere+, which will help secure
mobile devices of employees working outside of
the company network. The solution helps SMBs
and IT administrators enforce security policies
on mobile devices. Web sites requested on
these mobile devices are redirected to a system
in the Kaspersky Lab data centre where the
sites are checked for crimeware. The solution
also filters out malicious code and spyware and
allows IT administrators to block access to
undesirable websites.
http://www.securitypark.co.uk/security_article
262890.html

CYBERSPACE - LEGAL
Cyber Law Enforcement Needs
International Cooperation

FBI Used Spyware to Catch Cable-Cutting
Extortionist

IT VOIR
04/17/2009

Microsoft recently announced that it would
develop a forensic software tool that would be
used by the 187 member countries of
international police organization Interpol. The
Computer Online Forensic Evidence Extractor
tool could help law enforcement authorities
gather evidence of live computer activity. The
article discusses the need for a Global Cyber
Security Agenda and international cooperation
between law enforcement agencies to combat
cybercrime.
http://www.itvoir.com/portal/boxx/modules/bl
ogs/Blog-Detail.asp?BlogID=9810
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BY: GREGG KEIZER, COMPUTERWORLD
04/20/2009

The FBI used spyware to catch a criminal that
tried to extort Verizon and Comcast by cutting
data and voice-carrying cables in 2005. The
suspect then sent letters to Comcast and
Verizon saying that he would continue to cut
cables unless the companies paid $10,000 by
posting their bank account information online.
The FBI obtained a warrant and used the
Computer & Internet Protocol Address Verifier
to identify the suspect’s computer and make
the arrest.
http://www.networkworld.com/news/2009/04
2009-fbi-used-spyware-to-catch.html
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More FBI Hacking: Feds Crack Wi-Fi to
Gather Evidence

Documents: FBI Spyware Has Been Snaring
Extortionists and Hackers for Years

BY: KEVIN POULSEN, WIRED BLOG NETWORK
04/17/2009

BY: KEVIN POULSEN, WIRED BLOG NETWORK
04/16/2009

The FBI recently released 150 pages of CIPAV
spyware-related documents, which suggest that
the FBI has been using multiple hacking
techniques to gather evidence. For example,
the FBI can use Wi-Fi hacking to gather
evidence from a targeted computer even if the
suspect is using advanced encryption options.
The FBI’s Cryptographic and Electronic Analysis
Unit reported two options for conducting an
attack against a remote computer. One of those
options was removed from the released
document, and the other said that the FBI could
conduct wireless hacks, but that they would
only be able to obtain file trees, but not hard
drive content.
http://blog.wired.com/27bstroke6/2009/04/mo
re-fbi-hackin.html

Documents were recently released under the
Freedom of Information Act that show that the
FBI has been deploying spyware, called a
“computer and internet protocol address
verifier” or CIPAV, in a variety of investigations.
The software is able to infiltrate a targeted
computer and gather information which is sent
to an FBI server in Virginia, and then stays on
the victim’s computer to monitor internet use
and log IP addresses that the machine connects
to. The article discusses various recent cases
that have included evidence gathered through
the CIPAV, and also discusses the debate over
the need for obtaining search warrants.
http://blog.wired.com/27bstroke6/2009/04/fbispyware-pro.html

CISCO
Cisco (NASDAQ: CSCO) enables people to make powerful
connections-whether in business, education, philanthropy,
or creativity. Cisco hardware, software, and service
offerings are used to create the Internet solutions that
make networks possible-providing easy access to
information anywhere, at any time. Cisco was founded in
1984 by a small group of computer scientists from Stanford
University. Since the company's inception, Cisco engineers
have been leaders in the development of Internet Protocol
(IP)-based networking technologies.
Today, with more than 65,225 employees worldwide, this
tradition of innovation continues with industry-leading
products and solutions in the company's core development
areas of routing and switching, as well as in advanced
technologies such as: Application Networking, Data Center,
Digital Media, Radio over IP, Mobility, Security, Storage
Networking, TelePresence, Unified Communications, Video
and Virtualization. For additional information: www.cisco.com

110 Royal Aberdeen 

CyberPro

Smithfield, VA 23430 

National Security Cyberspace Institute

ph. (757) 871-3578

P a g e | 29

CyberPro
Volume 2, Edition 8
April 23, 2009

Keeping Cyberspace Professionals Informed

Pharmacy Hackers Busted in Romania
BY: DAN KAPLAN, SC MAGAZINE
04/14/2009

The Central European nation’s Directorate for
Fighting Electronic Crime recently released a
statement the announced the arrests of five
suspects that are accused of breaking into U.S.
pharmaceutical company computers and
stealing credit card information. The hackers
used keylogger software to steal the card data
at point-of-sales systems according to
Romanian authorities that worked with the FBI
during the investigation.
http://www.scmagazineus.com/Pharmacy-hackersbusted-in-Romania/article/130627

Why a National Data Breach Notification
Law Makes Sense
BY: JON OLTSIK, CNET NEWS
04/14/2009

The article discusses the benefits of developing
a federal data breach notification law. A federal
law would simplify current legislation, as 44
states, the District of Columbia, Puerto Rico and
the Virgin Islands all some security breach
notification legislation. A federal law would also
protect the six states that do not have any laws
regarding breach notification and would expand
the definition of private data providing more
protection to consumers and Internet users.
http://news.cnet.com/8301-1009_3-1021913583.html

Chinese National Arrested for Source Code
Theft
BY: THOMAS CLABURN, INFORMATION WEEK
04/14/2009

Yan Zhu, a Chinese citizen on a work visa in the
United States, was recently arrested and
charged with “theft of trade secrets, conspiracy,
wire fraud, and theft of honest services fraud.”
Zhu is accused of stealing and revealing
proprietary software code from his unnamed
U.S. employer, who develops and supports
software for environmental applications. The
FBI believes that Zhu sent his company’s
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database and more than 2,000 pages of source
code to co-conspirators in China who sold the
unauthorized software to Chinese government
agencies.
http://www.informationweek.com/news/security/g
overnment/showArticle.jhtml?articleID=216500695
&subS

Police E-crime Unit Collars Ex-Soviet Gang
in First Strike
BY: IAN GRANT, COMPUTER WEEKLY
04/08/2009

The new Police Central E-Crime Unite (PCeU)
recently arrested nine suspects who were
charged with money laundering, computer
misuse and conspiracy to defraud in London.
The suspects are accused of targeting banks
with Trojan attacks. The virus used by the
suspects allowed them to transfer funds to their
own accounts which they hired people to
withdraw. Detective chief inspector Terry
Wilson attributes the success of the
investigation to the virtual task force’s ability to
share information specifically related to the
criminal activity.
http://www.computerweekly.com/Articles/2009/04
/08/235582/police-e-crime-unit-collars-ex-sovietgang-in-first.htm

FBI Claims ISP Stole Millions from AT&T,
Verizon
BY: ROBERT MCMILLAN, COMPUTER WORLD
04/07/2009

Criminals tricked telecommunication companies
AT&T and Verizon into giving them more than
120 million minutes of telephone service, which
prompted the FBI to raid a Dallas collocation
facility. The FBI has narrowed its search down
to two Texas companies that both employee
individuals that are accused of submitting false
credit information to obtain telephone services,
which they resold to their own customers. Four
suspects were arrested and one of the criminals
is also reportedly involved in spamming and
selling pirated software.
http://www.computerworld.com/action/article.do?c
ommand=viewArticleBasic&articleId=9131
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CYBERSPACE-RELATED CONFERENCES
Note: Dates and events change often. Please visit web site for details. Please provide additions, updates, and/or
suggestions for the CYBER calendar of events here.
30 Apr – 1 May
2009
4 – 8 May 2009
5 – 6 May 2009
6 – 7 May 2009
11 – 15 May 2009
13 – 14 May 2009
18 – 21 May 2009
21 May 2009
24 – 28 May 2009
26 – 29 May 2009
31 May – 2 Jun
2009
2 June 2009
2 – 5 Jun 2009
3 - 4 Jun 2009
7 – 10 Jun 2009
14 – 18 Jun 2009
17 – 19 Jun 2009
14 – 19 Jun 2009
16 - 18 Jun 2009
16 – 18 Jun 2009
21 – 23 Jun 2009
25 – 26 Jun 2009

Terrorism, Crime & Business Symposium, Houston, TX,
http://www.stmarytx.edu/ctl/content/events/Business_Symposium.html
Army Global Information Operations (IO) Conference, Colorado Springs, CO
2009 Global INFOSEC Partnership Conference, Sierra Vista, AZ,
http://www.fbcinc.com/event.aspx?eventid=Q6UJ9A00HIMP
Philadelphia SecureWorld Expo; Philadelphia, PA;
http://secureworldexpo.com/events/index.php?id=253
2009 Department of Energy Cyber Security Conference, Henderson, NV,
http://cio.energy.gov/csc_conference.htm
Cyber Defence, Stockholm, Sweden, http://www.smionline.co.uk/events/overview.asp?is=1&ref=3080
Cyber Security for National Defense, Washington DC,
http://www.iqpc.com/ShowEvent.aspx?id=171120
Systemic Approaches to Digital Forensic Engineering (SADFE), Oakland, CA,
http://conf.ncku.edu.tw/sadfe/
Internet Monitoring and Protection, Venice Italy,
http://www.iaria.org/conferences2009/SECURWARE09.html
Network Centric Warfare Europe, Cologne, Germany,
http://www.asdevents.com/event.asp?ID=358
2009 National Laboratories Information Technology Summit, Knoxville, TN,
http://www.fbcinc.com/event.aspx?eventid=Q6UJ9A00IK2F
Defense Daily’s Cyber Security Summit, Washington D.C.,
http://www.defensedaily.com/events/cybersecurity/
Applied Cryptography and Network Security (ACNS), Paris-Rocquencourt, France,
http://acns09.di.ens.fr/
FISC 2009, Colorado Springs, CO,
http://www.fbcinc.com/event.aspx?eventid=Q6UJ9A00IC04
Information Hiding Workshop, Darmstadt, Germany, http://www.ih09.tu-darmstadt.de/
IEEE International Conference on Communications (ICC) 2009, Dresden, Germany,
http://www.comsoc.org/confs/icc/2009/index.html
Conference on Cyber Warfare, Tallinn, Estonia, http://www.ccdcoe.org/7.html
International Conference on Emerging Security Information, Systems and Technologies;
Athens Greece, http://www.iaria.org/conferences2009/SECURWARE09.html
Air Force Cyberspace Symposium 2009, Bossier City, Shreveport, LA,
http://www.cyberspacesymposium.com/
Information Assurance Conference of the Pacific (IACP), Honolulu, HI,
http://www.fbcinc.com/event.aspx?eventid=Q6UJ9A00IGGP
th
14 Annual CyberTherapy & CyberPsychology Conference, Lago Maggiore, Verbania-Intra,
Italy, http://www.e-therapy.info/
Workshop on Digital Forensics & Incident Analysis, Athens, Greece, http://www.wdfia.org/
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28 Jun – 3 July
2009
1 – 3 Jul 2009
6 – 7 Jul 2009
6 – 8 Jul 2009
7 – 10 Jul 2009
25 – 30 July
July 2009
17 – 19 Aug 2009
18 – 20 Aug 2009
31 Aug – 4 Sep
2009
29 – 30 Sep 2009
28 – 29 Oct 2009
4 – 5 Nov 2009
18 – 20 Nov 2009

Keeping Cyberspace Professionals Informed
Annual Computer Security Incident Handling Conference (FIRST), Kyota, Japan,
http://www.first.org/conference/
Australasian Conference on Information Security and Privacy (ACISP), Brisbane, Australia,
http://conf.isi.qut.edu.au/acisp2009/
European Conference on Information Warfare and Security (ECIW), Lisbon, Portugal,
http://www.academic-conferences.org/eciw/eciw2009/eciw09-home.htm
th
4 Global Conference: Visions of Humanity in Cyberculture, Cyberspace and Science
Fiction, Oxford, United Kingdom, http://www.inter-disciplinary.net/ati/Visions/v4/cfp.html
Conference on Ubiquitous Intelligence and Computing, Brisbane, Australia,
http://www.itee.uq.edu.au/~uic09/
Black Hat USA 2009, Las Vegas NV, http://www.blackhat.com/
International Conference on Detection of Intrusions and Malware, and Vulnerability
Assessment (DIMVA), Milan, Italy, http://www.dimva.org/
Digital Forensics Research Workshop, Montreal, Canada, http://www.dfrws.org/
International Conference on Information Assurance and Security, Xi’an, China,
http://www.ias09.org/
th
6 International Conference on Trust, Privacy & Security in Digital Business, Linz, Austria,
http://www.icsd.aegean.gr/trustbus2009/
Detroit SecureWorld Expo; Detroit, MI;
http://secureworldexpo.com/events/index.php?id=257
Seattle SecureWorld Expo; Seattle, WA;
http://secureworldexpo.com/events/index.php?id=249
Dallas SecureWorld Expo; Dallas, TX;
http://secureworldexpo.com/events/index.php?id=250
MINES 2009 International Conference on Multimedia Information Networking and
Security, Wuhan, China; http://liss.whu.edu.cn/mines2009/
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EMPLOYMENT OPPORTUNITIES WITH NSCI
Job Title
Operational Deterrence Analyst
Defensive Cyber Ops Analyst
Cyber SME
Geospatial Analyst
Logistics All-Source Intelligence Analyst
SIGINT Analyst
Cyber Operations SME
Website Maintainer
Cyberspace Specialists
Cyberspace Manning IPT

Location
NE, VA
NE, VA, CO
NE, VA, TX, CO
NE
NE
NE, CO
NE
NE
NE
NE
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