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THIS WEEK IN CYBERPRO
BY LINDSAY TRIMBLE, NATIONAL SECURITY CYBERSPACE INSTITUTE, INC.

April Fool’s Day has passed without any major backlash from the Conficker worm. Although it received
the most attention of any worm since Code Red in 2001, Symantec Corp.’s Alfred Huger said that the
malware makers behind the worm must be disappointed in their “wasted efforts” (page 24). Other
analysts warn companies not to let their guard down; the Conficker criminals may be waiting to activate
the botnet until we’re least expecting it (page 25).
Other cyber threats are continuing to make the headlines. The Wall Street Journal (page 10) reports that
national security officials believe that Chinese and Russian cyberspies have penetrated the U.S. electrical
grid, leaving behind software programs that could disrupt the system in the future. Russian and Chinese
officials have denied any connection.
To unite U.S. government departments in cyber defensive and offensive strategies, experts are
recommending that the Obama administration create a “cyber czar.” Recommendations from the
Intelligence and National Security Alliance (page 11) as well as from some members of the U.S. Senate
(page 29) are calling for this new position. The selected cyber czar would complete a comprehensive
security plan to align cyber security across government agencies.
Two of our industry partners contributed feature articles this week. “Enabling Cyber Security in a Hostile
Threat Environment” (page 6), discusses the current cyber threats facing our nation and ITT’s efforts to
contribute to cybersecurity initiatives. ITT has partnered with the National Science Foundation and the
U.S. Air Force to create a center of excellence in cybersecurity. ITT’s Embedded Intern Program provides
unique opportunities for students to gain first-hand experience in cybersecurity issues.
An article from Dejavu Technologies (page 9) announces the recent release of iTrafficScape, an
eforensics investigative product that enables IP network eForensics analysis via a simple Google-like
search interface. The article discusses the applications for enterprise organizations and government
agencies that wish to tighten their security or support investigations, and financial institutions that need
to track communications and transactions.
The number of cyber-related conferences is picking up this season. The Black Hat Europe conference
next week will highlight security problems in Apple’s OS X operating system and present new tools for
security experts (page 10). For a list of upcoming cyber conferences, see page 32.
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ENABLING CYBER SECURITY IN A HOSTILE THREAT ENVIRONMENT
BY ANDREA BELMONT-GWILT & TRACY NITTI, ITT CYBERSECURITY ANALYSTS

As portions of the Comprehensive National Cyber Security
Initiative (CNCI) are released in the media as well as the Center
for Strategic and International Study’s (CSIS) commission
report on “Securing Cyberspace for the 44th Presidency,” it is
clear cybersecurity is vital to our economic strength and that
the government is designating cybersecurity as a top priority.
“America’s power, status, and security in the world depend in
good measure upon its economic strength; our lack of
cybersecurity is steadily eroding this advantage.”1
But with so much of the nation’s infrastructure in the hands of
the private sector, it is equally imperative to motivate and
educate this sector on the financial (and perhaps physical) risks
associated with cyber security threats; and to promote
public/private collaboration in defensive efforts. If U.S.
enemies were to launch a denial of service attack against key
data centers that renders the Internet useless even for just one
day – what would that mean to us? How much revenue would
be lost? How many large corporations would lose millions as
their stock prices plummet? An already troubled U.S. economy
would crumble. Fear is “the great motivator” and with recent headlines, studies and statistics showing
the increase in cyber attacks and revealing U.S. vulnerabilities, the private sector should be shaking in
their collective shoes.
Steven Chabinksy, deputy director for the Joint Interagency Cyber Task Force, Office of the Director of
National Intelligence, stated the former president’s initiatives represented an integrated portfolio that
was unique – “it’s the first attempt to implement a totality approach” to improve the nation’s cyber
security posture.2 In essence, a comprehensive approach includes awareness of insider and outsider
threats; education and training in response to those threats; near and far technology portfolio for
dynamic defense; and successful public, private and academic partnerships.
Already utilizing a comprehensive approach and nestled in the foothills of the Adirondacks is a center of
excellence composed of a coalition of cyber experts fighting against those who seek to attack our
infrastructure with the Information Age’s most sophisticated tools. As cyber threats to our nation have
1

th

“Securing Cyberspace for the 44 Presidency,” Center for Strategic and International Studies (CSIS), December
2008
2
“Details Emerge about President’s Cyber Plan,” Government Computer News, 11/21/08
http://www.gcn.com/online/vol1_no1/47639-1.html
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grown exponentially in the past years, the need for trained personnel to address these threats has also
grown in significant proportions. In response to this need for a highly-qualified workforce, affiliates of
the cyber coalition have played a supportive role to a program that is specifically designed to train and
educate ROTC cadets in cyber defense. This program, initiated by the National Science Foundation and
presently funded by the U.S. Air Force is known as the Advanced Course in Engineering (ACE), described
in the Congressional Research Service’s (CRS) report, “as an attempt to attract, train, and retain skilled
information technology professionals,”3 and further described by Brigadier General Mark Schissler as
“building new cyber operators through their Cyber Boot Camp program bringing in the brightest of our
ROTC cadets to learn advanced network operations and cyberspace operations techniques.”4
Supported in conjunction with the ACE program but open to civilians is ITT’s Embedded Intern Program,
which provides a unique opportunity for high school, undergraduate and graduate students to gain
hands-on experience in the field of cybersecurity at various law enforcement agencies nationwide. The
foundation of this program is a joint venture between academia and the public and private sectors in an
effort to expose students to a challenging experience in support of cybersecurity developments. Both
emanate the innovative approach needed to address the education and training requirements outlined
in the CNCI and the CSIS commission report and assist in developing a critical talent pool in information
assurance and cyber defense.
Recruiting talented and skilled individuals is the task at hand but an increased investment in training and
education for the practicing public sector will assist in the prosecution and adjudication of cybercrime as
well. ITT’s cybersecurity training vehicles include seminars, workshops, expos and webinars for first
responders, investigators, forensic examiners, prosecutors, judges and corrections personnel – both
domestic and international. Training and education on topics such as securing digital evidence, data
hiding, phishing, technology exploitation, wired and wireless network security, and online fraud
prevention and detection strengthen the public sector’s capacity to combat cybercrime.
Another example of using an innovative approach to address the cyber threat involves a new twist on an
old method. Throughout the Cold War, an era defined by the threat of nuclear annihilation, Western
nations attempted to prepare civilian populations for atomic attack through staged drills, evacuations,
field exercises and all things necessary to ensure survival of a physical war. Today’s exercises now must
address our 21st century fears that include our nation’s survival of a cyber war. The solution involves the
preparation and production of customized tabletop cyber exercises. The exercises are composed of
mock incidents involving some type of cybersecurity breach or vulnerability; public and private
stakeholders are tasked with solving the who, what, why and how of the incident. This method
encourages the collaboration of law enforcement, government and those from the public and private
sectors and it shows promise as one of the most effective ways of reaching and teaching stakeholders to
prepare for such an event. The knowledge gained by participants throughout the exercise often propels
3

“Information Operations, Electronic Warfare, and Cyberwar: Capabilities and Related Policy Issues,”
Congressional Research Service (CRS) Report for Congress, Updated March 20, 2007
4
“Questions and Answers with Brigadier General Mark Schissler, Director for Cyber Operations,” CyberPro Special
Edition 1, December 24, 2008, National Security Cyberspace Institute (NSCI)
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them to leave with a central focus – secure their business infrastructure and develop an enterprise
protection plan immediately.
As a result, tabletop exercises not only address incident response and enterprise security but promote
the opportunity to make critical stakeholders aware of the tools and technologies that are available for
transition. An effective technology transition agent will establish a practical, yet comprehensive,
approach to this process, composed of the following steps: research, acquisition, testing and evaluation,
deployment and transfer of feedback.5 By transitioning technologies to those tasked with protecting
critical infrastructure, the agent is able to provide operational feedback to technology developers,
expose end-users to cutting-edge tools, and better match future investments from technology sponsors
with cybersecurity requirements.6
Fostering the development of a highly-qualified workforce to meet the public and private sector needs
of information assurance and cyber defense; creating awareness by educating and motivating key
stakeholders; and transitioning technology to appropriate end-users within the cybersecurity industry
are a direct result of effective collaboration. A center of excellence is defined “as a place where the
highest standards of achievement are aimed for in a particular sphere of activity.”7 Upstate New York’s
center of excellence in cybersecurity is uniquely positioned and has the capability to bring subject
matter experts, research and development, and cutting-edge technology to the forefront of our nation’s
cyber defense. ITT’s cybersecurity initiatives and efforts can be directly correlated with the new U.S.
administration’s key areas of improvement. “Working with private industry, the research community
and U.S. citizens, the government is aiming to ‘lead an effort to build a trustworthy and accountable
cyber infrastructure that is resilient, protects America’s competitive advantage, and advances our
national and homeland security’.”8

5

Salvatore C. Paladino and Jason E. Fingerman, “Cybersecurity Technology Transition: A Practical Approach,”
December 2008
6
Ibid
7
http://encarta.msn.com/dictionary_1861694214/center_of_excellence.html
8
“Obama Outlines Key Security Tasks, is Barred from Facebook by White House Security Team,” SC Magazine,
January 27, 2009, http://www.scmagazineuk.com/Obama-outlines-key-security-tasks/article/126414/
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CAPABILITY SPOTLIGHT:
DEJAVU TECHNOLOGIES ANNOUNCES EFORENSICS NEXT GENERATION PRODUCT
BY ED GUNDRUM, EXECUTIVE VICE PRESIDENT, DEJAVU TECHNOLOGIES, INC.

Dejavu Technologies recently announced the release of iTrafficScape, an eforensics investigative product
that captures IP network data-in-flight traffic, converts it to XML and makes the resulting content plus
associated IP attributes available for searching via a simple Google-like interface. With TrafficScape, all
emails, VoIP, instant messages, Internet searches, attachments and social networking conversations like
Facebook are available for searching. User searches can detect specific unauthorized or inappropriate
communications, or gather general business intelligence information.
The product is applicable for enterprise organizations and government agencies that wish to tighten
their security or support investigations, and financial institutions that need to track communications and
transactions.
“Anyone who can use a common search engine can perform expert eforensics work using TrafficScape,”
says John Ricketson, CEO of Dejavu Technologies. “It is highly user-focused and requires little or no
special training to operate.”
TrafficScape can operate in either near real time or in historical search mode. It converts captured
network traffic in the form of PCAP files into a document-oriented XML database using proprietary
technology, resulting in the compression of captured network traffic by as much as 20 to 1.
“Every TrafficScape inquiry accesses the entire capture history, unlike other eforensic tools that require
multi-step search processes in order to narrow down the amount of traffic that is actually searched,”
says Ricketson. “The same rich selection criteria can be used for both real-time filtering and alerts as
well searching through peta-bytes of previously captured network traffic. And it is fast!”
TrafficScape is available as a network appliance, a software-only solution or as a hosted service solution.
About Dejavu Technologies
Dejavu Technologies offers patent-pending IP network traffic testing and capture solutions. Its worldclass development team has been together more than 12 years creating leading edge, proven
networking solutions in a series of successful technology startups, including Synthetic Networks and
Imperfect Networks. Based in Marlborough, Mass., the company markets its solutions directly and
through partners. For details, visit www.dejavutechnologies.com or contact Ed Gundrum at 978-4740187.
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CYBERSPACE – BIG PICTURE
Innovation and Cybersecurity Regulation
BY: JAMES LEWIS, CIRCLEID
03/31/2009

Christopher Cox, a “longtime proponent of
deregulation,” says that the current
cybersecurity crisis proves that “voluntary
regulation does not work.” Many feel that a
federal approach to cybersecurity must include
regulations that the private sector has failed to
implement or subsidize. The article also
discusses the risk to innovation that can occur
with mandatory regulations, and emphasizes
the importance of a federal approach to
cybersecurity that works in the public interest,
taking into account both security and
innovation.
http://www.circleid.com/posts/20090331_inno
vation_and_cybersecurity_regulation/

Small Businesses a Growing Cyber Crime
Risk
BY: JOHN WAGLEY, SECURITY MANAGEMENT
04/03/2009

Small businesses are becoming an “increasingly
attractive target for cyber criminals” as larger
organizations are improving their network
security. Panelists at the recent annual Visa
Security Summit in Washington say that small
businesses are largely unprepared to protect
their computer networks. Charles Matthews,
president of the International Council for Small
Businesses said that 60 percent of small
businesses do not have wireless encryption, 20
percent do not have even basic antivirus
software, and two-thirds of the small
businesses do not have a security plan in place.
Although 85 percent of cyber fraud occurs
among small businesses, many small companies
underestimate their risk for cybercrime and

110 Royal Aberdeen 
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panelists agree that businesses should focus on
implementing simple security measures.
http://www.securitymanagement.com/news/s
mall-businesses-growing-cyber-crime-risk005465

Internet-wide Problem to be Revealed at
Conference
BY: JEREMY KIRK, NETWORK WORLD
04/07/2009

The Black Hat Europe conference that will be
held next week is promising participants
“cutting-edge presentations on security
problems in Apple’s OS X operation system” as
well as SAP software and the OpenOffice.org
productivity suite. Organizers of the conference
will also present six new vulnerabilities as well
as 12 new tools for security experts. The article
also provides a preview of the presentations
scheduled for the Black Hat conference,
including presentations on tactical
fingerprinting using metadata, iPhone
vulnerabilities, SAP penetration testing.
http://www.networkworld.com/news/2009/04
0709-internet-wide-problem-to-berevealed.html

Electricity Grid in U.S. penetrated by spies
BY: SIOBHAN GORMAN, THE WALL STREET JOURNAL
04/08/2009

According to national security officials,
cyberspies from China and Russia have
penetrated the U.S. electrical grid and left
behind software programs that could disrupt
the system. The espionage doesn’t appear to
have targeted specific companies, but the
intruders could use their infiltration during a
future crisis or war. Russian and Chinese
officials have denied any connection.
http://online.wsj.com/article/SB123914805204
099085.html#articleTabs%3Darticle
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CYBERSPACE – U.S. GOVERNMENT
Cyberterrorism Fighters to Brainstorm in
Omaha
BY: MATTHEW HANSEN, OMAHA WORLD-HERALD
04/05/2009

Gen. Kevin Chilton will meet with the director of
the National Security Agency, Microsoft’s vice
president and Defense Secretary Robert Gates’
right-hand man at a conference in Omaha next
week to discuss how the U.S. government can
better defend against cyberspace attacks and
modern spies. A Chinese computer system
called GhostNet has been attracting much
attention recently and is estimated to have
infiltrated at least 1,300 computers in the
United States and more than 100 other
countries. Officials still do not agree completely
on how to improve cybersecurity organization.
Some are calling for adding a cyber warfare
branch to the military that would be equal to
the Army, Navy and Air Force, while others
argue that cybersecurity should be integrated
into operations with the existing military
branches.
http://www.omaha.com/index.php?u_page=27
98&u_sid=10603305

White House to Oversee Coordination of
Cybersecurity Efforts
BY: JILL R. AITORO, NEXTGOV
04/03/2009

Two officials in the Obama administration have
said that the White House would oversee the
coordination of securing government networks,
but that the White House will provide guidance
for synchronizing agencies’ missions rather than
playing an operational role. The officials
explained that the purpose of the 60-day
cybersecurity review was to understand current
requirements and initiatives so that the Obama
110 Royal Aberdeen 

CyberPro

administration could start “with a clean slate to
establish sweeping policies.” The administration
has already used the review to identify more
than 250 requirements that a comprehensive
cybersecurity program should address, all of
which fall into the areas of governance,
architecture, normative behaviors and capacity
building.
http://www.nextgov.com/nextgov/ng_2009040
3_9076.php

Mr. President, Sew Up Our Cyberseams
BY: CHRIS SCHWARTZBAUER, SC MAGAZINE
04/01/2009

President Obama’s 60-day cybersecurity review
is close to completion, and will reveal flaws in
the technology infrastructure including
“deficiencies in the mundane, basic operation
procedures” which will “be the most difficult
task to address.” The article also says that
cooperation among departments or between
the public and private sector will be “extremely
difficult to manage.” The article also discusses
the importance of automation and technology
in the future of cybersecurity, and how hiring
cyber specialists could stimulate the economy
and provide long-term financial returns.
http://www.scmagazineus.com/Mr-Presidentsew-up-our-cyberseams/article/129877/

Defense CIOs Seek Czar for Cyber Security
Overhaul
REUTERS UK
04/06/2009

As the Obama Administration’s 60-day review
of all government cyber operations ends this
month, the Intelligence and National Security
Alliance is also submitting recommendations to
the administration. Some of these include
suggesting there should be a leadership position
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within the White House for cybersecurity, and
that the new cyber czar should complete a
comprehensive security plan and “align cyber
security priorities across government agencies.”
The report also emphasizes the importance of
working with the private sector to develop
industry standards for cyber defense.
http://uk.reuters.com/article/governmentFiling
sNews/idUKN0640643820090406?sp=true

Creation of White House Cybersecurity
Office Remains Uncertain
BY: JAIKUMAR VIJAYAN, COMPUTER WORLD
03/26/2009

Melissa Hathaway recently presented a status
report of the 60-day cybersecurity review to
members of the U.S. House Cybersecurity
Caucus. Rep. James Langevin (D-R.I.) and Rep.
Yvette Clarke (D-N.Y.) said that it is still unclear
whether Hathaway will recommend the
appointment of a cyber czar or a more
cooperative approach between federal
agencies. Many are calling for the creation of a
cyber czar in the White House, including The
Center for Strategic and International Studies
and the Government Accountability Office.
Hathaway is currently taking input from privacy
and civil rights groups that are concerned about
the impact of a federal cybersecurity program
on privacy rights.
http://www.computerworld.com/action/article.
do?command=viewArticleBasic&articleId=9130
635

Lawmakers Get Update on Cybersecurity
Review
BY: BEN BAIN, FEDERAL COMPUTER WEEK
03/26/2009

During a conference call with reporters, Rep.
James Langevin (D-R.I.), co-chair of the House
Cybersecurity Caucus said he expects the
Obama administration to develop an interagency plan for cybersecurity efforts that would
be coordinated at White House's National
Security Council. Currently, different agencies
110 Royal Aberdeen 
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have leading roles in various aspects of
cybersecurity with the Homeland Security
Department in charge of the government's
civilian networks and the National Cyber
Security Center coordinating efforts between
civilian, military and intelligence agencies.
http://fcw.com/Articles/2009/03/26/cyberLangevin.aspx

Obama Cybersecurity Team Consults Rights
Groups
BY: J. NICHOLAS HOOVER, INFORMATION WEEK
03/26/2009

Two members of the House of Representatives,
Rep. Yvette Clarke (D-N.Y.) and Rep. James
Langevin (D-R.I.) reported that President
Obama's cybersecurity team is working closely
with civil liberties and privacy groups to make
sure steps to secure the nation's computer
infrastructure don't overstep the bounds of
individual rights. A 60-day review of the
nation's cybersecurity conducted by Melissa
Hathaway, acting senior director for cyberspace
for the National Security and Homeland Security
Councils, should be complete within a month
and will include a public education component.
http://www.informationweek.com/news/securi
ty/government/showArticle.jhtml?articleID=216
400462

AT&T Lobbyist Urges More Government
Coordination of Cybersecurity Efforts
BY: MATT HAMBLEN, COMPUTER WORLD
04/01/2009

James Cicconi, senior executive vice president
of external and legislative affairs at AT&T, says
that the government needs to do more to
protect the Internet from attacks by playing “a
coordinating role in cybersecurity.” Cicconi also
said that he was encouraged by discussion
about what the Obama administration could do
to improve security, including the creation of a
White House level cyber czar or a specific cyber
federal agency to oversee cybersecurity efforts.
Cicconi also emphasized the importance of the
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U.S. government and foreign governments
working together to bring cyber terrorists to
justice.
http://www.computerworld.com/action/article.
do?command=viewArticleBasic&articleId=9130
939

Report Says Interior Dept. Failed to Secure
Network
BY: BRIAN KREBS, WASHINGTON POST
04/05/2009

A report written last spring by Earl A. Devaney,
former Interior Department Inspector General,
was made public last week and said that the
Interior Department has still not addressed
many network vulnerabilities, and that the
department cannot even tell if an attacker had
gained access to its networks. Devaney said that
the department “had persistently failed to meet
minimum standards in information security”
and that it was determined that almost 70
percent of network traffic leaving the
department was sent to hostile countries.
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http://www.washingtonpost.com/wpdyn/content/article/2009/04/04/AR200904040
3162_pf.html

DNI: Improvement Needed Tracking
Cyberattacks
BY: BEN BAIN, FEDERAL COMPUTER WEEK
03/26/2009

Director of National Intelligence Dennis Blair
recently told reporters that intelligence
agencies need to improve their ability to
determine the source of cyberattacks and that
there needs to be a legal framework that would
account for the “cross-cutting nature” of
cyberattacks. Blair also said that he supports
using the technological capabilities of the NSA
for cybersecurity initiatives. Blair emphasizes
the importance of having policy from the White
House as well as capability in the departments.
http://fcw.com/Articles/2009/03/26/Blaircybersecurity.aspx
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CYBERSPACE – DEPARTMENT OF DEFENSE (DOD)
Pentagon Spends $100 Million to Fix Cyber
Attacks
BY: LOLITA C. BALDOR, ASSOCIATED PRESS
04/07/2009

Air Force Gen. Kevin Chilton says that the
military is only beginning to track the costs from
responding to a repairing damage from cyber
attacks, but that the Pentagon spent more than
$100 million in the last six months resulting
from cyber attacks and other computer network
problems. Army Brig. Gen. John Davis, deputy
commander for network operations, says that
the money went to hire contractors and
computer technology that was required to clean
up external attacks and internal mistakes.
Military leaders agree that the United States
needs to invest more money in the military’s
computer capabilities rather than spending
money to repair damage from attacks.
http://www.google.com/hostednews/ap/article
/ALeqM5il6vKmsnP1XSIDouvQ2hcc2mNTAD97DPBPO0

National Cyber Defense Requires Close
Cooperation
SIGNAL ONLINE
03/2009

The article emphasizes the importance of
sharing ideas, best business practices and
lessons learned among military branches and
government agencies in order to meet the
challenges of cyberwarfare. Experts argue that
hoarding information or overprotecting
information can weaken defenses where
cooperation is the key to defense, especially in
cyberspace, where vulnerabilities can be
discovered and exploited within seconds. The
Department of Defense is working with
commands like U.S. Strategic Command and
Joint Forces Command to sponsor cybersecurity
efforts among the military services and
government agencies.
110 Royal Aberdeen 

CyberPro

http://www.afcea.org/signal/articles/templates
/Signal_Article_Template.asp?articleid=1891&z
oneid=255

Cyberwarfare Questions Loom for
Pentagon’s Upcoming QDR
INSIDE DEFENSE
03/26/2009

The Pentagon’s upcoming Quadrennial Defense
Review must address the challenges of
withstanding network attacks and preparing
military leaders to oversee cyberspace
operations, according to experts from inside
and outside the Pentagon. During a discussion
on cyberattacks, Defense Department analyst
Anthony Bargar stressed the importance of
resiliency and mission assurance, emphasizing
the need to develop the capability to sustain
operations even when faced with devastating
cyberattacks. Bargar stressed the need to
develop resiliency in cyberspace, with flexible
key systems that are adaptable and trustworthy
even in worst-case scenario. This would include
technology, but also people, processes and
knowledge.
https://home.iwpnews.com/clickshare/authenti
cateUserSubscription.do?f=&docnum=PENTAG
ON-25-124&DOCID=CYBERWARFARE+QUESTIONS+LOOM
+FOR+PENTAGONS+UPCOMING+QDR+(PENTAGON-25-124)>&CSTargetURL=http%3A%2F%2Fdefense.iwp
newsstand.com%2Fcsprotected%2Fcs_display_doc_01.asp&TVS=NOT
OKEN

Chilton: Cybersecurity is Each User’s
Responsibility
BY: DAVID PERERA, FEDERAL COMPUTER WEEK
04/07/2009

Air Force Gen. Kevin Chilton says that securing
Defense Department networks “will require
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wide-ranging changes to military culture,
conduct and capabilities” and that network
users are making the network more vulnerable
to attacks. Chilton also said that the military is
not even sure what machines connect to the
Secret Internet Protocol Router Network, a
classified DoD intranet, and that there needs to
be better situational awareness of network
status and more automated intervention in
network defense.
http://fcw.com/Articles/2009/04/07/KevinChilton.aspx
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The Rise of the Cyber Warriors
BY: BOB BREWIN, NEXTGOV
04/06/2009

Secretary of Defense Robert Gates believes that
funding for “big-ticket weapons systems” in the
defense budget for 2010 should be cut,
although he supports increased funding for
training of cyber warriors. Gates would like to
see the department spend more money on
firewalls and cyber defenses rather than
traditional weapons systems including the Air
Force’s F-22 fighter and vehicles used in the
Army’s Future Combat Systems program.
http://whatsbrewin.nextgov.com/2009/04/the_
rise_of_the_cyber_warriors.php
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CYBERSPACE – DEPARTMENT OF HOMELAND SECURITY (DHS)
Senate Committee Demands DHS Explain
Alleged Lack of Support for Cybersecurity
Office

http://www.computerworld.com/action/article.
do?command=viewArticleBasic&articleId=9130
519

BY: JAIKUMAR VIJAYAN, COMPUTER WORLD
03/25/2009

DHS Releases Worm Detection Tool

Sen. Susan Collins, the Senate Homeland
Security Committee’s senior-most Republican,
recently sent a letter to Department of
Homeland Security Secretary Janet Napolitano
asking her to explain how the $6 million
provided to the department to establish the
National Cyber Security Center has been spent.
Former director Rod Beckstrom said in his
resignation letter that the NCSC had not
received support from within the DHS and that
they had only received five weeks worth of
funding for all of last year. Collins has requested
a breakdown of the NCSC’s budget for the next
four years as well as copies of contracts that
have been entered into to establish the Center.

BY: MATTHEW HARWOOD
03/31/2009

The Department of Homeland Security recently
announced the release of a free detection tool
that can scan networks to detect the Conficker
worm. The tool was developed by the U.S.
Computer Emergency Readiness Team (US
CERT) and is available for use by federal and
state agencies as well as private-sector
partners. DHS says that you can also test for the
worm by attempting to download detection and
removal tools online, which will be disabled if
your machine is infected.
http://www.securitymanagement.com/news/d
hs-releases-worm-detection-tool-005449

Raytheon
Aspiring to be the most admired defense and aerospace systems
supplier through world-class people and technology Raytheon is
a technology leader specializing in defense, homeland security,
and other government markets throughout the world. With a
history of innovation spanning more than 80 years, Raytheon
provides state-of-the-art electronics, mission systems
integration, and other capabilities in the areas of sensing;
effects; command, control, communications and intelligence
systems, as well as a broad range of mission support services.

CYBERSPACE – INTERNATIONAL
The Fourth Front: Russia’s Cyber-Attack on
Georgia
BY: DAVID J. SMITH, GEORGIAN DAILY
03/25/2009

Georgian National Security Council Secretary
Eka Tkeshelashvili says that the Russian invasion
110 Royal Aberdeen 
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of Georgia last summer included four fronts:
the ground, the air, the sea and through
cyberspace. Tkeshelashvili says that the cyber
attacks are harder to trace and detect. Russia
used a distributed denial of service attack to
block access to Georgian websites during the
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attacks, and said that some of the computers
that attacked Georgian websites were
controlled by botnets and not voluntary
participants. Cyber attacks began weeks before
the traditional invasion of Georgia, and
continued for weeks, even after Kremlin
announced that Russia had ceased hostilities.
http://georgiandaily.com/index.php?option=co
m_content&task=view&id=10757&Itemid=132

Australia to Spend $31 Billion on National
Broadband Net
BY: NADIA CAMERON, COMPUTERWORLD
AUSTRALIA
04/07/2009

Prime Minister Kevin Rudd announced that the
Australian government wants to establish a new
public company that would be in charge of
building a next-generation National Broadband
Network in Australia. Rudd explained that the
Australian government will spend $43 billion to
create the new network and will partner with
the private sector to provide access of up to
100Mbps to end users. Rudd also said that the
project is the largest infrastructure project in
Australia’s history, and that the government is
planning on selling its stake in the project within
five years of it being established.
http://www.networkworld.com/news/2009/04
0709-australia-to-spend-us31-billion.html

Hackers Deface Aussie Censorship Board’s
Website
BY: DAVID KRAVETS, WIRED BLOG NETWORK
03/26/2009

One week after a secret blacklist of web pages
the Australian government is considering
permanently filtering from the Internet was
released, Australia's official online censorship
board's web page was defaced by anonymous
hackers. The list included 2,395 websites and
included sites pertaining to child pornography
and extreme violence among others but also
included some sites not generally considered
offensive, such as YouTube and poker sites.
110 Royal Aberdeen 
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http://blog.wired.com/27bstroke6/2009/03/ha
ckers-deface.html

Government Moves on E-Security as Spy
Concerns Increase
BY: KAREN DEARNE, AUSTRALIAN IT
04/07/2009

The National Security Resilience Policy division
of the Australian Attorney-General’s
Department was recently established to control
critical infrastructure protection to combat the
surge in foreign spying on private and public
networks. The branch is currently being led by
the former Critical Infrastructure Protection
Chief Mike Rothery. Australian Prime Minister
Kevin Rudd spoke about the importance of
cybersecurity in his inaugural security
statement last December, saying that the
sophistication of and dependence on computers
and information technology makes the
Australian government vulnerable to attacks.
http://www.australianit.news.com.au/story/0,2
5197,25299890-15306,00.html

Chinese Spies Target PM Kevin Rudd’s Email
BY: PATRICK WALTERS, THE AUSTRALIAN
04/03/2009

The Australian reports that Chinese spies
targeted Prime Minister Kevin Rudd during a
trip to China last August, in an attempt to
infiltrate e-mail and mobile phone
communications. Intelligence sources say that
the Chinese spies have also targeted Australian
government and business IT networks as well as
foreign embassies that are based in Canberra.
Australian government sources say that China’s
cyber attacks on Australia are a “vital concern
for national security agencies” and that the
attacks have intensified over recent years,
prompting a comprehensive review of IT
security in key agencies including the Defence
and Prime Minister’s departments.
http://www.theaustralian.news.com.au/story/0
,25197,25282389-601,00.html
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China Denies Spies Targeted Australia PM,
Rio Tinto
BY: ROB TAYLOR, REUTERS
04/02/2009

The Australian newspaper recently reported
that China had targeted Australian Prime
Minister Kevin Rudd during a visit to China last
August, saying that Rudd and his staff were
under “constant cyber attack” from Chinese
authorities that were attempting to access
communications information. China denies the
accusations, and Rudd says that he has not
been informed of a specific attack, but that
Australia is wary of cyber attacks. Mining giant
Rio Tinto was also the target of “incessant and
enduring” Chinese cyber attacks while metals
firm Chinalco was attempting to acquire the
mining company.
http://www.reuters.com/article/rbssMiningMet
alsSpecialty/idUSSYD38316420090403

Cyber Warfare A Real-Time Threat
BY: GREG SHERIDAN, THE AUSTRALIAN
04/03/2009

The article claims that the Chinese state has
been conducting huge cyber assaults on
Western targets, including Australia, and says
that the Chinese government has identified
Western information technology as a key social
and military strength as well as a key
vulnerability. The Russians are also involved in
foreign cyber spying and attacks with highlysophisticated efforts, but they are not on the
same scale as Chinese efforts, which are
directed primarily at the United States. Experts
are concerned that the United States is usually
defending against these cyber attacks without
much offensive capability, and say that if the
United States were conducting cyber offensive
operations similar to China, “the diplomatic
consequences would likely be much more
serious.”
http://www.theaustralian.news.com.au/story/0
,25197,25282370-5013460,00.html
110 Royal Aberdeen 
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Is China Stepping Towards Cyberwar?
GUARDIAN.CO.UK
03/30/2009

The article discusses recent claims that China
was behind the GhostNet network that infected
1,300 computers worldwide. The article does
point out that it is hard to know for sure who
was behind the attack, and says that although
China has had an “ambivalent attitude to
international computer crime” in the past, the
attacks could have been carried out by the
strong group of Chinese neo-nationalists “who
see it as part of their job to protect the country
from its enemies.”
http://www.guardian.co.uk/technology/blog/20
09/mar/30/internet-computing

Prof. Takes Questions on Cybercrime and
the Net
BY: RONALD J. DEIBERT, NART VILLENEUVE AND
GREG WALTON, GLOBEANDMAIL.COM
04/02/2009

University of Toronto Professor Ron Deibert and
a team of Canadian researchers recently
revealed the “GhostNet” network, which
includes more than 1,200 infected computers
throughout the world which targeted some
high-value targets including Indonesia’s
Ministry of Foreign Affairs and the Indian
Embassy in Kuwait. The researchers believe that
the Chinese government is behind the GhostNet
network, and said that the Chinese state is
exploiting victims for military and intelligence
purposes. The article includes questions
submitted to globeandmail.com to Deibert,
including topics such as the increase of online
worms, detection programs, preventative
security measures, privacy and censoring
concerns and cyberespionage.
http://www.theglobeandmail.com/servlet/story
/RTGAM.20090401.wgtdiscussion0401/BNStory
/Technology/
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Cyber Espionage From State Governments?
Don’t be Surprised
BY: ELLEN MESSMER, NETWORK WORLD
04/01/2009

A recent report, called “Tracking GhostNet:
Investigating a Cyber Espionage Network”
claims that evidence suggests that the Chinese
state is behind the infiltration of more than
1,200 computers in more than 100 countries.
The report says that China is attempting to
exploit the targeted countries for “military and
strategic-intelligence purposes.” The Chinese
government dismisses the charges as “rumors”
that are “entirely fabricated.” The hackers
installed malware that could remove
documents, log keystrokes and turn on web
cameras or audio inputs without the target’s
knowledge, beginning with computers of monks
that work for the Dalai Lama’s Tibetan
Government in Exile, an entity that has been in
conflict with the Chinese government for
several years.
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http://www.networkworld.com/news/2009/04
0109-cyber-espionage.html

Tibet Exiles Struggle to Thwart Chinese
Hackers
SPACE WAR
03/30/2009

Canadian researchers recently found that the
GhostNet network infiltrated computers around
the world with the Dalai Lama as one of its
prime targets. Tibet’s exiled government says
that it is boosting computer security after
reports of the China-based espionage network
attack. Spokesman for the Tibetan government,
Thubten Samphel, says that computers infected
with viruses and information have gone missing.
An investigation by the University of Toronto
found that the spying was coming from
computers that were almost exclusively based
in China.
http://www.spacewar.com/reports/Tibet_exiles
_struggle_to_thwart_Chinese_hackers_999.htm
l
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China Analysts Dismiss Cyber-Espionage
Claims

Taiwan Says It Will Discuss Cybercrime
with China, AS

CNN
03/30/2009

IT WORLD
03/30/2009

Song Xiaojun, a Beijing-based strategy and
military analyst, says that the claims that China
attacked almost 1,300 computers in more than
100 countries are false and are “purely another
political issue that the West is trying to
exaggerate.” Reports claim that computers,
including machines at NATO, governments and
embassies, were infected with software that
gives the attackers complete control of them.
The hackers attempted to break into computers
in the Dalai Lama’s office by sending malicious
e-mail attachments, and used social engineering
tactics to trick the victims into downloading the
attachments.
http://www.cnn.com/2009/TECH/03/30/ghostn
et.cyber.espionage/index.html

Liu Te-shun of Taiwan’s Cabinet-level Mainland
Affairs Council recently announced that Taiwan
will discuss cybercrime with China at an
upcoming meeting in Beijing. The meeting will
be the third round of talks between the
countries since President Ma Ying-jeou took
office last May and committed to improving
relations. China has been accused of hacking
into classified information networks in 103
countries including Taiwan.
http://www.itworld.com/node/65284

Pentagon: Beijing Boosts Cyberwarfare
BY: BILL GERTZ, WASHINGTON TIMES
03/26/2009

A recent report called “Military Power of the
People’s Republic of China” says that China is
continuing to develop nuclear, space and cyber
warfare capabilities through the build-up of
high-tech forces including anti-satellite missiles,
new strategic forces and computer attack
weapons. The report warns that Beijing’s armed
forces are “changing regional military balances”
that could affect citizens all around the world.
Several computer systems, including those
owned by the U.S. government, have continued
to see cyber attacks that appear to come from
within the PRC, usually focused on exfiltrating
information.
http://www.washingtontimes.com/news/2009/
mar/26/pentagon-beijing-boostingcyberwarfare/
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Cyber Crime Cost Vietnam $1.76 billion in
2008
THE CHINA POST
03/26/2009

Chinese state media recently reported that
computer crime cost Vietnam $1.76 billion last
year. Almost 60 million Vietnamese computers
were infected with viruses and 461 websites
were attacked by hackers last year. The Ministry
of Information and Communications Computer
Emergency Response Team said that businesses
are unprepared for cyber attacks because 70
percent have no process to deal with security
issues and 85 percent have no information
security policies at all.
http://www.chinapost.com.tw/business/asia/vi
etnam/2009/03/26/201778/Cyber-crime.htm

Will Digital Security Agency in India be a
Reality?
BLOGGER NEWS NETWORK
04/03/2009

This blog article discusses how the Indian
government is considering establishing a
“Digital Security Agency” to “deal with Cyber
Warfare, Cyber Counter Terrorism and Cyber
Security of National Digital Assets.” The article
discusses how threats are coming from
terrorists that seek to drain the economy and
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that Indian security agencies are still unable to
deal with cyberspace threats. The DSA is
expected to coordinate initiatives for National
Cyber Intelligence as well as integrate the
activities of Cyber Crime police forces in
different states.
http://www.bloggernews.net/120349

department will also hold an investigation into
online privacy and data collection to prepare for
possible regulatory action.
http://www.theregister.co.uk/2009/03/31/kun
eva_behavioural/

India’s Virtual Vigilantes

HELP NET SECURITY
03/31/2009

BY: NEETA LAL, ASIA TIMES ONLINE
03/31/2009

Cyber activism is becoming a powerful tool in
India to “mobilize public opinion, strengthen
civic engagement, invite democratic
participation or even encourage electronic civil
disobedience.” Campaigns made up of citizens
and voluntary groups now have a “virtual
platform” to spread their message and
encourage participation. The recent Jaago Re
campaign, which gained support by the
Janaagraha Center for Citizenship and
Democracy, targeted youth aiming to inform
them of their political rights. The campaign’s
website includes an online voter registration
engine and provides communications via emails and text messages. Cyber activism is
allowing groups to impact “the course of
mainstream politics.”
http://www.atimes.com/atimes/South_Asia/KC
31Df01.html

EU Issues Ultimatum on Internet Privacy
BY: CHRIS WILLIAMS, THE REGISTER
03/31/2009

Consumer affairs Commissioner Meglena
Kuneva recently said that the European
Commission has announced that Internet firms
must improve their approach to online privacy
or face “regulatory clampdown.” Kuneva
explains that many major websites and
advertising firms are violating consumer rights
through data collection and behavioral
targeting. Experts are most concerned about ISP
experiments that use Deep Packet Inspection
technology to monitor users’ web use. Kuneva’s
110 Royal Aberdeen 
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Commission Acts to Protect Europe From
Cyber-Attacks and Disruptions
The European Commission has called for action
to protect critical information infrastructures by
preparing the European Union for cyber attacks
and disruptions. The European Commission
wants businesses, public administrations and
citizens to focus on five key issues:
preparedness and prevention; detection and
response; mitigation and recovery;
international cooperation; and establishing
criteria for European critical infrastructure in
the ICT sector. The commission has called on
the European Network and Information Security
Agency (ENISA) to support the initiative, and
Andrea Pirotti, the executive director of ENISA
says that the agency will support the initiative
by strengthening its resources and facilitate
communication between the EU and its
member states.
http://www.netsecurity.org/secworld.php?id=7250

Cyberwarfare a ‘growing threat,’ Van Loan
Says
BY: COLIN FREEZE, GLOBEANDMAIL.COM
03/31/2009

Canadian Public Safety Minister Peter Van Loan
recently said that cyberwarfare is a “growing
threat” and that it is important for Canadian
corporations to patch holes in their networks.
Van Loan also hinted that the Canadian
government is developing a national
cybersecurity strategy. Van Loan also said that
Public Safety Canada with the Canadian Security
Intelligence Service agency would be taking a
leadership role in cybersecurity, and will
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partner with the Communications Security
Establishment, a Canadian signals-intelligence
agency.
http://www.theglobeandmail.com/servlet/Page
/document/v5/content/subscribe?user_URL=ht
tp://www.theglobeandmail.com%2Fservlet%2F
story%2FRTGAM.20090330.wgtcybercrime0330
%2FBNStory%2FTechnology%2Fhome&ord=636
10603&brand=theglobeandmail&force_login=tr
ue

Confronting Cyber-Terrorism
MYBROADBAND NEWS
03/24/2009

(CSIR), says that information warfare will be a
vital part of future warfare and that military
hardware no longer determines dominance in
the modern battle space. Phahlamohlaka says
that information warfare is becoming
increasingly important in the South African
National Defence Force’s warfare capability
development and that the 4th International
Conference on Information Warfare, held in
March, gave scientists and engineers an
opportunity to learn about advances in
research, modeling and simulation.
http://mybroadband.co.za/news/Software/742
3.html

Dr. Jackie Phahlamohlaka, manager at the
Council for Scientific and Industrial Research

CISCO
Cisco (NASDAQ: CSCO) enables people to make powerful
connections-whether in business, education, philanthropy,
or creativity. Cisco hardware, software, and service
offerings are used to create the Internet solutions that
make networks possible-providing easy access to
information anywhere, at any time. Cisco was founded in
1984 by a small group of computer scientists from Stanford
University. Since the company's inception, Cisco engineers
have been leaders in the development of Internet Protocol
(IP)-based networking technologies.
Today, with more than 65,225 employees worldwide, this
tradition of innovation continues with industry-leading
products and solutions in the company's core development
areas of routing and switching, as well as in advanced
technologies such as: Application Networking, Data Center,
Digital Media, Radio over IP, Mobility, Security, Storage
Networking, TelePresence, Unified Communications, Video
and Virtualization. For additional information: www.cisco.com
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CYBERSPACE RESEARCH
Despite Hype, Security Pros Not Panicked
About External Threats
BY: TIM WILSON, DARK READING
03/30/2009

A recent study called “What Keeps IT Security
Pros Awake At Night” provides research into the
plans and concerns of security professionals,
and says that there has been a shift from
external threats to internal threats. The study
also found that internal leaks are the top
concern for most security professionals. Fewer
than half of the participants thought that their
systems would be infected with a virus or warm
in the next year. Phishing and pharming were
identified as the fastest growing exploits.
Although many companies do believe that they
are vulnerable to infection, 79 percent of the
participants said that they would not be
required to disclose a security breach if it
occurred.
http://www.darkreading.com/insiderthreat/sec
urity/attacks/showArticle.jhtml?articleID=2164
01823

IC3 Releases 2008 Annual Report on
Internet Crime
The Internet Crime Complaint Center (IC3)
recently released the 2008 Annual Report on
Internet crime complaints. The report said that
there were 33 percent more complaints
received in 2008 than in 2007, and that the
total dollar loss from Internet crime rose from
$239 million in 2007 to $265 million. The report
also provides information about the scope of
complaints, perpetrator characteristics,
geographical data, most frequent scams and
results of IC3 referrals. The article provides a
link for the entire report.
http://www.darkreading.com/internet/security
/showArticle.jhtml?articleID=216401785
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BY: DAN GOODIN, THE REGISTER
03/28/2009

Researchers Alexander Sotirov and Mike
Zusman claim that websites that use enhanced
digital authentication are just as vulnerable to
spoofing attacks as sites that use less costly
certificates. The researchers claim that because
of design flaws in most browsers, hackers can
still perform man-in-the-middle attacks and
spoof EV SSL protection despite digital
authentication tools. Attackers must obtain a
fraudulent certificate, which the researchers
have demonstrated in the past, and can then
use the cert to inject javascript or malware onto
a legitimate site. Most browsers are unable to
distinguish between the two types of SSL, so
they will continue to display the green bar
indicator of EV SSL protection.
http://www.theregister.co.uk/2009/03/28/ev_s
sl_spoofing/

Chatham House: Cybersecurity Faces
Growing Threat From Terrorism and
Organized Crime
TMC NEWS
03/25/2009

DARK READING
03/30/3009
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Chatham House recently released a report
called “Cyberspace and the National Security of
the United Kingdom” which looked at four
threats: serious and organized crime; statesponsored cyber attacks; ideological and
political extremism; and lower-level or
individual crime. The report found that 830,000
businesses in the UK experienced an online or
computer security incident in 2007 and 2008,
with a total financial loss of £535 million in 2007
alone. The report also concludes that cyber
warfare will be a major part of future conflicts
between states.
http://www.tmcnet.com/usubmit/2009/03/25/
4084298.htm

Smithfield, VA 23430 

National Security Cyberspace Institute

ph. (757) 871-3578

P a g e | 23

CyberPro
Volume 2, Edition 7
April 9, 2009

Keeping Cyberspace Professionals Informed

CYBERSPACE HACKS AND ATTACKS
DIY Freaks Flock to ‘Hacker Spaces’
Worldwide
BY: DYLAN TWENEY, WIRED BLOG NETWORK
03/29/2009

Hacker spaces, such as Noisebridge in San
Francisco, allow hackers to work on personal
projects and learn new skills from each other.
There are 96 known hacker spaces worldwide,
with 29 in the United States according to
hackerspaces.org, although another 27 U.S.
spaces are in the planning or building stage.
Hackerspaces.org collects information about
the hacker spaces and provides information for
starting and managing new spaces. The site also
provides information via IRC and weekly
telephone conferences to connect hackers over
the Internet.
http://blog.wired.com/gadgets/2009/03/hacker
spaces.html

Mafiaboy to Headline IT 360
BY: JENNIFER KAVUR, COMPUTER WORLD CANADA
03/26/2009

Michael Calce plans to share his experiences
and hacker knowledge with the IT community at
the upcoming IT360 conference in Toronto.
Calce brought down several high profile sites on
the Web when he was just 15, and served eight
months in detention for his attacks. Calce is
now a security consultant and author of the
book “Mafiaboy: How I Cracked the Internet

and Why It’s Still Broken.” Calce says that he
hopes that his experiences will “educate the
business and IT world” although some feel that
allowing him to speak only gives a “former
criminal further publicity.” Calce’s lecture will
also address threats from criminal organizations
and will discuss how these threats have become
more dangerous and sophisticated.
http://www.networkworld.com/news/2009/03
2609-mafiaboy-to-headline-it.html

Conficker’s Makers Lose Big, Expert Says
BY: GREGG KEIZER, COMPUTER WORLD
04/01/2009

Alfred Huger, vice president of development for
Symantec Corp.’s security response team, says
that the malware makers behind the Conficker
worm must be disappointed and calls the work
that the attackers put into the worm a “wasted
effort.” Huger explains that the Conficker worm
has received the most attention of any worm
since Code Red in 2001, which ultimately led to
the worm’s downfall. Researchers formed the
“Conficker Cabal,” which disrupted the worm’s
“phone-home” ability, while other researchers
were able to create a scanner that could quickly
detect infected machines.
http://www.computerworld.com/action/article.
do?command=viewArticleBasic&taxonomyNam
e=security&articleId=9130902&taxonomyId=17
&intsrc=kc_top

High Tech Problem Solvers
www.gtri.gatech.edu
From accredited DoD enterprise systems to exploits for
heterogeneous networks, GTRI is on the cutting edge of
cyberspace technology. Transferring knowledge from research
activities with the Georgia Tech Information Security Center, GTRI
is able to bring together the best technologies, finding real-world
solutions for complex problems facing government and industry.
110 Royal Aberdeen 
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Conficker Activation Passes Quietly, but
Threat Isn’t Over
BY: SUMNER LEMON, COMPUTER WORLD
03/31/2009

Many expected the Conficker.c worm to
activate at midnight April 1, but security experts
report that there was no activity from
Conficker. Paul Feguson, a threat researcher
with antivirus vendor Trend Micro, says that the
criminals behind Conficker would not take
down the infrastructure because they would
lose access to their victims. Infected computers
have begun reaching out to command servers,
as expected, although the servers they are
connected to have not been sending out new
malware or new commands. Some experts
believe that the criminals may be waiting for
researchers and IT managers to let their guard
down before activating the botnet.
http://www.computerworld.com/action/article.
do?command=viewArticleBasic&articleId=9130
849

BY: LUCIAN CONSTANTIN, SOFTPEDIA
03/28/2009

A leaked memo from the UK Parliament’s
Director of Information and Communication
Technology said that the Conficker worm had
infected the parliamentary network. The memo
reported that a cleaning operation was
underway and that portable devices were
temporarily banned. The virus has slowed down
the parliamentary network and locked out some
accounts. The memo recommended that users
disconnect computer systems that were not
authorized to be on the network and not using
removable storage devices.
http://news.softpedia.com/news/ConfickerHits-The-UK-Parliamentary-Network108020.shtml

CyberPro

BY: KELLY JACKSON HIGGINS, DARK READING
03/31/2009

Joe Stewart, senior director of malware
research for SecureWorks, says that botnets are
increasingly becoming smaller and more
specialized, and that these mini-botnets are
suited for identity theft, fraud and information
stealing and are also harder to detect than the
larger botnets. Small botnets such as Clampi,
Torpig, Zeus, Pinch and SilentBanker Cimuz are
causing more security issues than the wellknown Conficker worm. The mini botnets are
architecturally similar to the larger botnets
using HTTP or custom protocols to
communicate and encrypt their traffic.
http://www.darkreading.com/security/attacks/
showArticle.jhtml?articleID=216402026&cid=RS
Sfeed

Microsoft Warns of Active Attacks on
PowerPoint Flaw
BY: JEREMY KIRK, TECH WORLD
04/03/2009

Conficker Hits the UK Parliamentary
Network

110 Royal Aberdeen 

Attack of the Mini-Botnets

Microsoft recently warned that hackers are
exploiting a vulnerability in PowerPoint which
could give the attacker complete control of the
target computer. The flaw affects Office 2000
Service Pack 3, Office XP SP3, Office 2003 SP3
and Office 2004 for Mac, but Office 2007 is not
affected. Danish security company Secunia
rated the flaw as “extremely critical,” its most
severe rating. Microsoft is warning users not to
open or save Office files from unknown sources,
even if there are no indications that the file is
malicious.
http://www.techworld.com/news/index.cfm?R
SS&NewsID=113826
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UltraDNS Service Knocked Offline by
Attack
BY: CAROLYN DUFFY MARSAN, NETWORK WORLD
03/31/2009

NeuStar recently released a statement that said
that its UltraDNS managed DNS service was
kicked offline for several hours after a
significant denial of service attack, which the
company says affected a small group of its

customers. NeuStar provides high-availability
DNS services to e-retailers and high-tech
companies. Experts say that they saw heavy
packet loss on the UltraDNS name servers,
“with as much as 50% to 70% of responses
being dropped.”
http://www.networkworld.com/news/2009/03
3109-ultradns-service-attacked.html

CYBERSPACE TACTICS AND DEFENSE
Cyber War Prompts Calls for Security
BY: KATHLEEN HARRIS, EDMONTON SUN NEWS
03/31/2009

Canadian public safety minister Peter Van Loan
says that governments and private companies
must invest heavily in security to protect their
computer networks. Loan says that it is rare
that an attack comes from within the same
country as the victim, making it difficult to
prosecute cyber criminals. Loan says that
passing new laws will not help protect against
110 Royal Aberdeen 
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attacks, and that commercial enterprises are
the most vulnerable to attacks.
http://www.edmontonsun.com/News/Canada/
2009/03/31/8945376-sun.html

CIA Cybersecurity Expert Calls Into
Question Security of Electronic Voting
BY: MATTHEW HARWOOD, SECURITY MANAGEMENT
03/26/2009

Scott Stigall, a cybersecurity expert with the
Central Intelligence Agency (CIA), recently told
the Election Assistance Commission that
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“computerized electoral systems can be
manipulated at five stages” which can allow
hackers to alter voter registration lists or
results. Stigall says that the CIA has seen
election-rigging in Venezuela, Macedonia and
Ukraine, proving that electronic voting systems
are not secure. Stigall says that electronic voting
systems are never 100 percent secure, even
when they provide paper receipts.
http://www.securitymanagement.com/news/ci
a-cybersecurity-expert-calls-question-securityelectronic-voting-005419

Adobe Details Secret PDF Patches
BY: GREGG KEIZER, COMPUTER WORLD
03/24/2009

Adobe Systems Inc. recently announced that
they have patched five critical vulnerabilities to
address bugs including four in the handling of
JBIG2 compressed images. The JBIG2
vulnerabilities were reported to Adobe after
Symantec Corp. discovered a new Reader bug,
and were immediately called “critical” flaws
which “could lead to remote code execution.”
Security researchers have said that Adobe must
do better at communicating with users,
especially when they are forced to do a
staggered update release.
http://www.computerworld.com/action/article.
do?command=viewArticleBasic&articleId=9130
405&intsrc=hm_list

110 Royal Aberdeen 

CyberPro

Newfangled Rootkits Survive Hard Disk
Wiping
BY: DAN GOODIN, THE REGISTER
03/24/2009

Researchers from Core Security Technologies
have demonstrated how to create rootkits that
survive hard-disk reformatting by injecting
malware that persists even after the operating
system is reinstalled or a computer's hard drive
is replaced. The techniques demonstrated by
the Core researchers work on virtually all types
of systems, as opposed to earlier techniques
that generally attacked specific types of basic
input/output systems.
http://www.theregister.co.uk/2009/03/24/pers
istent_bios_rootkits/

Beware the Botnet
BY: SYAHRIR MAT ALI, THE STAR TECH CENTRAL
04/07/2009

The article discusses how hackers are
increasingly motivated by financial gains rather
than recognition, which is leading to an increase
in the use of botnets. The article also provides
some symptoms of a bot infection, including
performance degradation and the inability to
download antivirus software updates. There are
many things that users can do to prevent their
computer from being infected by a botnet,
including never opening e-mail attachments
from unknown sources; updating antivirus
software; never using pirated software;
avoiding installing JavaScript, ActiveX or other
applications from websites; and avoiding the
use of portable disks and thumbdrives.
http://startechcentral.com/tech/story.asp?file=/2009/4/7
/itfeature/3619430&sec=itfeature
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3 Ways Pen Testing Helps DLP (And 2 Ways
It Doesn’t)

GhostNet Highlights Evolving Threat
Environment

BY: BILL BRENNER, CSO ONLINE
03/30/2009

BY: SUMNER LEMON, INFOWORLD
03/30/2009

There has been much debate recently over the
importance of penetration testing. Ed Bellis,
vice president and chief information security
officer for Orbitz recently spoke at the CSO
Executive Seminar on Data Loss Prevention, and
said that penetration testing is “one of many
important tools” that can help better protect
sensitive customer data. The article identifies
three areas where penetration testing has been
valuable: finding social engineering
vulnerabilities, finding legacy apps and
identifying logic flaws. The article also discusses
the drawbacks of penetration testing that
cannot see every possible problem and may not
always work.
http://www.csoonline.com/article/487238/_W
ays_Pen_Testing_Helps_DLP_and_Ways_It_Doe
sn_t_

The recent disclosure of the GhostNet cyber
espionage ring that affected almost 1,300
computers in more than 100 countries is just
one example of how cyber attacks are
becoming increasingly targeted and
sophisticated. Security experts explain that by
the time security firms get a sample from a
highly targeted attack, the criminals may have
released a new variant which they cannot
detect or fix. Symantec Research Labs is
currently developing virtualization-based
security technologies to help detect and
mitigate these kinds of threats.
http://www.infoworld.com/d/securitycentral/ghostnet-highlights-evolving-threatenvironment-240

Combating the Rising Cybercrime Trend
with SIEM
BY: FABIAN LIBEAU, HELP NET SECURITY
03/30/2009

The article discusses the different kinds of
cybercrime including identity theft for financial
gain, planting malware and malicious insider
attacks. Security experts expect all of these
threats to increase due to economic hardship.
Security Information Event Management (SIEM)
products can help with analyzing network
activities and monitoring fraudulent activities.
SIEM is able to detect unauthorized activities on
both public e-commerce sites as well as internal
networks with fewer people and faster
response times.
http://www.netsecurity.org/article.php?id=1214
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File Upload Security Recommendations
SECURITEAM BLOG
03/26/2009

The article provides some basic tips for securely
providing file upload modules. The blog
recommends determining acceptable file types
and maximum sizes and uploading all files
outside of the web directory. All uploaded files
should also be scanned for viruses or malicious
content and file names should be validated for
any XSS attacks. Sensitive data should be
uploaded via SSL and encrypted. The blog also
recommends not revealing too much
information in error pages and limiting upload
module access to required users if possible.
http://blogs.securiteam.com/index.php/archive
s/1268
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CYBERSPACE - LEGAL
Yet Another Government Attempt at
Cybersecurity
BY: SCOTT BRADNER, NETWORK WORLD
04/06/2009

Two cybersecurity bills have been introduced
recently, although some feel that Congress
needs to wait until Melissa Hathaway
completes the 60-day cybersecurity review
before submitted cybersecurity bills. The first, S
778, would establish an Office of National
Cybersecurity Advisor within the Executive
Office of the President, and the second, S 773,
covers many cybersecurity topics including
commerce and global trading. There has been
some controversy over provisions included in S
773. One provision says that the president
would be able to declare a cybersecurity
emergency and shut down government
networks as well as parts of the public Internet.
Another provision says that the Secretary of
Commerce would have access to all information
on government networks without regard to law,
regulation or policy restricting such access.
http://www.networkworld.com/columnists/200
9/040609bradner.html

Bill Would Grant President Unprecedented
Cyber-Security Powers

including communications, financial and
transportation networks, could all be
considered “critical infrastructure systems or
networks” which the president would have
authority over. The bill also calls for the
creation of a cyber czar, scholarships for cybersecurity programs and increased collaboration
between the government and private sector.
http://www.eweek.com/c/a/Security/BillGrants-President-Unprecedented-CyberSecurity-Powers-504520/?kc=rss

Conficker Authors Arrested
BY: IGOR KERIN, WEB PLANET
04/01/2009

Belarusian law enforcement agencies were able
to arrest two men that are suspected of being
the authors of the Conficker worm, in an
operation that was planned with Interpol.
Authorities raided the suspects’ mobile home
and found computers with unlicensed software,
network equipment and foreign currency. Law
enforcement agencies were able to work with
Skype to intercept calls between the suspects
and a colleague in Russia about conducting
large scale operations using the botnet.
http://webplanet.ru/node/22678/print

BY: ROY MARK, EWEEK.COM
04/02/2009

Vowing to Prevent ‘Cyber Katrina,’
Senators Propose Cyber Czar

The Cybersecurity Act of 2009 was recently
introduced in the Senate, and is proposing that
the government have the authority to demand
security information from private networks
“without regard to any provision of law,
regulation, rule or policy restricting such
access.” The bill is also causing some
controversy because it would allow the
president to shut down private Internet
networks. The Center for Democracy and
Technology says that private networks,

BY: DAVID KRAVETS, WIRED BLOG NETWORK
04/01/2009
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Recent legislation proposed by Sen. Jay
Rockefeller IV (D-W.Va.) and Sen. Olympia
Snowe (R-Maine) is calling for the creation of a
cyber czar, and would also give the federal
government the authority to “impose
cybersecurity protocols on private industry.”
Some argue that uniform standards could make
it easier for hackers to cause significant
damage, and critics of the bill cite the
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government-backed standards in the banking
sector that have not done much to prevent
theft. The cyber czar would have the authority
to shut down public and private computer
networks in the case of a cyberattack.
http://blog.wired.com/27bstroke6/2009/04/vo
wing-to-preve.html

http://www.washingtonpost.com/wpdyn/content/article/2009/03/31/AR200903310
3684.html

Senate Legislation Would Federalize
Cybersecurity

Ovidiu-Ionut Nicola-Roman of Craiova,
Romania, was recently sentenced to four years
and two months in prison for an international
phishing operation that set up fake banking
sites and sent out fraudulent spam messages to
obtain account information. The Romanian man
is the first foreigner to be convicted of phishing
by a U.S. court. Nicola-Roman was arrested in
Bulgaria and extradited to the United States in
2007, and pled guilty to fraud charges last
summer. Authorities found 2,600 credit and
debit card numbers in e-mail accounts linked to
Nicola-Roman, as well as tools that would have
allowed him to phish customers of Wells Fargo,
Suntrust, Amazon.com, PayPal and eBay.
http://www.techworld.com/security/news/inde
x.cfm?newsid=113631

BY: JOBY WARRICK AND WALTER PINCUS,
WASHINGTON POST
04/01/2009

New legislation from the Senate is hoping to
broaden the focus of government cybersecurity
initiatives to include the military and private
systems, and would include regulations that
would enforce industry compliance with
cybersecurity rules. The legislation is also urging
the Obama administration to appoint a cyber
czar to oversee cybersecurity efforts. Jim
Dempsey, vice president for public policy at the
Center for Democracy and Technology, says
that mandatory regulation could "stifle
creativity by forcing companies to adopt a
uniform approach."

Foreign Phisher Makes History with U.S.
Conviction
BY: ROBERT MCMILLAN, TECH WORLD
03/31/2009

Intelligent Software Solutions
ISS is a leading edge software solution provider for enterprise and system
data, services, and application challenges. ISS has built hundreds of
operationally deployed systems, in all domains – “From Space to Mud”™.
With solutions based upon modern, proven technology designed to
capitalize on dynamic service-oriented constructs, ISS delivers innovative
C2, ISR, Intelligence, and cyber solutions that work today and in the
future. http://www.issinc.com.
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Romanian Sentenced to Prison for Phishing
Scheme

Pentagon Hacker Analyzer Suspected of
$10m Cyber Heist

DARK READING
03/30/2009

BY: JOHN LEYDEN, THE REGISTER
03/25/2009

Ovidiu-Ionut Nicola-Roman of Craiova,
Romania, was recently sentenced to 50 months
in prison in the United States for his part in an
Internet phishing scheme that stole users’
identities and defrauded financial institutions
and companies. Acting U.S. Attorney Dannehy
said that this is the first foreign defendant ever
convicted for phishing in the United States.
Nicola-Roman and six other Romanian citizens
were charged in connection with the hacks, and
the other defendants are still being “sought by
law enforcement.”
http://www.darkreading.com/security/privacy/
showArticle.jhtml?articleID=216401873

Ehud Tenenbaum, or “the Analyzer,” was
arrested in Canada last year for participating in
a conspiracy to hack into the systems of
financial service companies and transferring
funds into pre-paid debit card accounts.
Tenenbaum was recently also charged with
fraud involving banks and credit card firms in
both Canada and the United States, resulting in
losses of at least $10 million. SQL Server
vulnerabilities were exploited in both cases to
gain access to database systems and steal credit
and debit card records. Tenenbaum was the
director of a computer security consultancy firm
called Internet Labs Secure, based in Montreal.
http://www.theregister.co.uk/2009/03/25/anal
yzer_us_cyberheist_charges/
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CYBERSPACE-RELATED CONFERENCES
Note: Dates and events change often. Please visit web site for details. Please provide additions, updates, and/or
suggestions for the CYBER calendar of events here.
13 – 15 Apr 2009
14 – 17 Apr 2009
20 – 24 Apr 2009
20 – 24 Apr 2009
22 – 24 Apr 2009
22 – 24 Apr 2009
30 Apr – 1 May
2009
4 – 8 May 2009
5 – 6 May 2009
6 – 7 May 2009
11 – 15 May 2009
13 – 14 May 2009
18 – 21 May 2009
21 May 2009
24 – 28 May 2009
26 – 29 May 2009
31 May – 2 Jun
2009
2 June 2009
2 – 5 Jun 2009
3 - 4 Jun 2009
7 – 10 Jun 2009
14 – 18 Jun 2009
14 – 19 Jun 2009

Cyber Security and Information Infrastructure Research Workshop, Oak Ridge National
Lab, TN, http://www.ioc.ornl.gov/csiirw07/
Black Hat Europe, Amsterdam The Netherlands, http://www.blackhat.com/
RSA Conference, San Francisco CA, http://www.rsaconference.com/2009/US/Home.aspx
DISA Customer Partnership Conference, Anaheim, CA,
http://www.disa.mil/conferences/2009/index.html
2009 InfoWar Con, Gaylord National Resort & Convention Center, MD,
http://www.infowarcon.com/
European PASS Conference 2009, Neuss, Germany, http://sqlserverqa.net/blogs/etc/archive/2009/02/03/5390.aspx
Terrorism, Crime & Business Symposium, Houston, TX,
http://www.stmarytx.edu/ctl/content/events/Business_Symposium.html
Army Global Information Operations (IO) Conference, Colorado Springs, CO
2009 Global INFOSEC Partnership Conference, Sierra Vista, AZ,
http://www.fbcinc.com/event.aspx?eventid=Q6UJ9A00HIMP
Philadelphia SecureWorld Expo; Philadelphia, PA;
http://secureworldexpo.com/events/index.php?id=253
2009 Department of Energy Cyber Security Conference, Henderson, NV,
http://cio.energy.gov/csc_conference.htm
Cyber Defence, Stockholm, Sweden, http://www.smionline.co.uk/events/overview.asp?is=1&ref=3080
Cyber Security for National Defense, Washington DC,
http://www.iqpc.com/ShowEvent.aspx?id=171120
Systemic Approaches to Digital Forensic Engineering (SADFE), Oakland, CA,
http://conf.ncku.edu.tw/sadfe/
Internet Monitoring and Protection, Venice Italy,
http://www.iaria.org/conferences2009/SECURWARE09.html
Network Centric Warfare Europe, Cologne, Germany,
http://www.asdevents.com/event.asp?ID=358
2009 National Laboratories Information Technology Summit, Knoxville, TN,
http://www.fbcinc.com/event.aspx?eventid=Q6UJ9A00IK2F
Defense Daily’s Cyber Security Summit, Washington D.C.,
http://www.defensedaily.com/events/cybersecurity/
Applied Cryptography and Network Security (ACNS), Paris-Rocquencourt, France,
http://acns09.di.ens.fr/
FISC 2009, Colorado Springs, CO,
http://www.fbcinc.com/event.aspx?eventid=Q6UJ9A00IC04
Information Hiding Workshop, Darmstadt, Germany, http://www.ih09.tu-darmstadt.de/
IEEE International Conference on Communications (ICC) 2009, Dresden, Germany,
http://www.comsoc.org/confs/icc/2009/index.html
International Conference on Emerging Security Information, Systems and Technologies;
Athens Greece, http://www.iaria.org/conferences2009/SECURWARE09.html
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16 - 18 Jun 2009
16 – 18 Jun 2009
17 – 19 Jun 2009
21 – 23 Jun 2009
22 – 24 Jun 2009
25 – 26 Jun 2009
28 Jun – 3 July
2009
1 – 3 Jul 2009
6 – 7 Jul 2009
6 – 8 Jul 2009
7 – 10 Jul 2009
25 – 30 July
July 2009
17 – 19 Aug 2009
18 – 20 Aug 2009
31 Aug – 4 Sep
2009
29 – 30 Sep 2009
28 – 29 Oct 2009
4 – 5 Nov 2009
18 – 20 Nov 2009

Keeping Cyberspace Professionals Informed
Air Force Cyberspace Symposium 2009, Bossier City, Shreveport, LA,
http://www.cyberspacesymposium.com/
Information Assurance Conference of the Pacific (IACP), Honolulu, HI,
http://www.fbcinc.com/event.aspx?eventid=Q6UJ9A00IGGP
Conference on Cyber Warfare, Tallinn, Estonia, http://www.ccdcoe.org/7.html
th
14 Annual CyberTherapy & CyberPsychology Conference, Lago Maggiore, Verbania-Intra,
Italy, http://www.e-therapy.info/
Information Operations Europe 2009: Delivering Effects Through Influence Activity,
London, UK, http://www.defenceiq.com/ShowEvent.aspx?id=173906
Workshop on Digital Forensics & Incident Analysis, Athens, Greece, http://www.wdfia.org/
Annual Computer Security Incident Handling Conference (FIRST), Kyota, Japan,
http://www.first.org/conference/
Australasian Conference on Information Security and Privacy (ACISP), Brisbane, Australia,
http://conf.isi.qut.edu.au/acisp2009/
European Conference on Information Warfare and Security (ECIW), Lisbon, Portugal,
http://www.academic-conferences.org/eciw/eciw2009/eciw09-home.htm
th
4 Global Conference: Visions of Humanity in Cyberculture, Cyberspace and Science
Fiction, Oxford, United Kingdom, http://www.inter-disciplinary.net/ati/Visions/v4/cfp.html
Conference on Ubiquitous Intelligence and Computing, Brisbane, Australia,
http://www.itee.uq.edu.au/~uic09/
Black Hat USA 2009, Las Vegas NV, http://www.blackhat.com/
International Conference on Detection of Intrusions and Malware, and Vulnerability
Assessment (DIMVA), Milan, Italy, http://www.dimva.org/
Digital Forensics Research Workshop, Montreal, Canada, http://www.dfrws.org/
International Conference on Information Assurance and Security, Xi’an, China,
http://www.ias09.org/
th
6 International Conference on Trust, Privacy & Security in Digital Business, Linz, Austria,
http://www.icsd.aegean.gr/trustbus2009/
Detroit SecureWorld Expo; Detroit, MI;
http://secureworldexpo.com/events/index.php?id=257
Seattle SecureWorld Expo; Seattle, WA;
http://secureworldexpo.com/events/index.php?id=249
Dallas SecureWorld Expo; Dallas, TX;
http://secureworldexpo.com/events/index.php?id=250
MINES 2009 International Conference on Multimedia Information Networking and
Security, Wuhan, China; http://liss.whu.edu.cn/mines2009/
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EMPLOYMENT OPPORTUNITIES WITH NSCI
Job Title
Operational Deterrence Analyst
Defensive Cyber Ops Analyst
Cyber SME
Geospatial Analyst
Logistics All-Source Intelligence Analyst
SIGINT Analyst
Cyber Operations SME
Website Maintainer
Cyberspace Specialists
Cyberspace Manning IPT

Location
NE, VA
NE, VA, CO
NE, VA, TX, CO
NE
NE
NE, CO
NE
NE
NE
NE
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