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THIS WEEK IN CYBERPRO
BY LINDSAY TRIMBLE, NATIONAL SECURITY CYBERSPACE INSTITUTE, INC.

A recent U.S. News article (page 14) reports that an increasing number of cyber attacks aimed at U.S.
military bases are causing concern for military officials. U.S. Strategic Command’s Gen. Kevin Chilton is
pushing for better training to prepare troops for cyber battles. In this week’s “Senior Leader
Perspective” (page 6), we hear from Lt. Gen. Philip Breedlove, commander of 3rd Air Force. His team has
integrated cyber defensive and offensive tactics into two of their exercises – the recent Unified
Engagement 2008 and the upcoming Austere Challenge 2009. He discusses cyberspace as the current
battlefield and stresses the importance of a team of qualified people in meeting the cyberspace
challenge.
The significance of cyber defense is being recognized worldwide. The International Multilateral
Partnership Against Cyber-Threats was recently established as the world’s first center to fight cyber
terrorism (page 16). Its 191 member countries will have access to an early-warning system with cyber
threat intelligence from around the world.
Also internationally, an investigation is looking into the culprits of the Russian cyber attacks on Georgia
last year. Some analysts point to Russian spy agencies as the source (page 16) and others are blaming a
Kremlin-backed youth organization (page 17).
In the United States, cyber security remains a big topic of discussion. Security experts recently warned
the Senate Commerce, Science and Transportation Committee that the United States is not producing
enough engineers and technicians to combat the increasing threat of cyber attacks (page 10). President
Barack Obama is getting closer to naming a new cybersecurity czar. The Washington Times reports that
National Security Agency Director Lt. Gen. Keith Alexander is the leading candidate for this position
(page 12).
During this turbulent economic time, organizations are forced to do more with less. A Dark Reading
article this week (page 27) lists six tips for increasing cyber security with less money. With cyber crime
becoming more like a “business,” this will become increasingly vital (page 11). Trend Micro released
their 2009 annual report on cyber threats (page 21) and the U.K.’s Telegraph lists the biggest hacker
stories from the past few months (page 24).
With April Fools’ Day right around the corner, experts have warned that a new variant of the Conficker
worm is expected to activate April 1 (page 24). The Conficker worm has already infected more than 12
million machines worldwide. Do you feel prepared for this possible attack?
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SENIOR LEADER PERSPECTIVE: LT. GEN. PHILIP BREEDLOVE
NSCI’s Lindsay Trimble recently had the opportunity to sit down with Lt. Gen.
Philip Breedlove, commander, 3rd Air Force, at Ramstein Air Base, Germany,
and talk about his organization’s cyber defense efforts. As the U.S. Air Forces in
Europe component numbered air force for U.S. European Command, 3rd Air
Force supports the USAFE and EUCOM commanders at both the operational
and tactical level directing all USAFE forces engaged in contingency and
wartime operations in the EUCOM area of responsibility. Along with its
headquarters staff, the command is comprised of nine wings, three groups and
the 603rd Air and Space Operations Center. It also has a unique mission as the
U.S. military’s primary liaison to the British government.
NSCI: How have you integrated cyberspace operations into 3AF’s operational and tactical level air and
space operations?
LT. GEN. PHILIP BREEDLOVE: Our nation is trying to find its way toward a national strategy/policy
construct so that we have that over-arching, whole-of-government approach to cyber. We, as the
military, should help shape this thought at a very national level.
You really can’t do air and space operations without doing air, space and cyberspace operations because
everything we do is tied to cyberspace. We are unable to function apart from the domain, and the other
piece is that we really don’t have a choice as to how we integrate because it requires constant attention.
The defense of our cyberspace capability is a 24 x 365 thing. The enemy is pounding at the door
continually and all it takes is inattention in a moment and you’re compromised. We really haven’t
chosen to do it; we have to do it. We have to do it, but we also need to do it, because everything we do
is enabled by the use of cyberspace.
I think you would be absolutely surprised if you were to ever totally lose your capability to use the net or
the other things that cyberspace represents. We never fully understand just how completely dependent
we are on it.
NSCI: You were the Joint Task Force Commander for Unified Engagement 2008 (UE08). Did that
exercise provide any insight and/or lessons learned you’ve been able to leverage in supporting
USEUCOM cyberspace operations?
BREEDLOVE: I think that, more than anything else, UE08 opened my eyes as to how wide this issue is. As
military men and women, we tend to focus on those military things that we do. The effects of this
cyberspace operation and defense of our networks in cyberspace are so much broader than just the
military that, as the Joint Task Force Commander, I really didn’t understand how many people played
and what the effect was and how wide the effect was of the enemy’s operations in cyberspace, and how
they can affect much broader than just my military forces. And, as you know, we’ve worked really hard
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in Afghanistan and Iraq. This is not a military-alone fight; this is all about the whole of government. And
operations in cyberspace are exactly that – it’s all about the whole of government. As Joint Task Force
Commander, I had to remember and realize that those operations going on in cyberspace would reach
much further and be broader than just my military forces.
We talk about having to be concerned about cyberspace operations in everything we do. I would say
that, more than anything else, cyberspace is not something that you can just “turn on.” The defense of
your nets and the defense of your capability to operate in cyberspace is something that starts far before
any operations. The planning is key to getting it right.
NSCI: The recently-released Quadrennial Roles and Missions Review emphasized cyberspace areas
such as force development, command and control, and exercises. Can you tell us a little bit about
Austere Challenge 2009 (AC09) and how the exercise is expanding to include cyberspace operations?
BREEDLOVE: In UE08, I was the Joint Task Force Commander, so I was a level above where I’ll function in
Austere Challenge. In Austere Challenge, I’ll be functioning as the Joint Forces Air Component
Commander. Every service brings cyberspace capability to the field, but in a true Air Operations Center,
the Air Force and the Joint Forces Air Component Commander will be charged primarily with leading our
cyberspace operations. So, uniquely, the joint team that works in my AOC will have to bring together all
of those contributing capabilities from outside the Air Force or from outside of the military and bring
them to bear on our cyberspace operations – making sure the networks are up and usable and
defending against the enemy’s attack.
NSCI: Do you have any thoughts on the balance of global and theater command and control as it
relates to cyberspace operations?
BREEDLOVE: I think that the way the global command structure is put together is very important. I know
that the Joint Staff and others are wrestling with how that structure plays out; our nation is still working
with how the global command and control is actually going to shake out.
The good news is, in my situation, I am an operational warfighter. So my concerns now are how does
that global command structure – how is that global series of suppliers, how do the new commands that
are standing up – how do they bring their capability to bear? They bring it to bear through operational
warfighters. So we, in the 3rd Air Force and through our Air Operations Center, will put out the request
for capabilities to those that have those capabilities. Then, we will orchestrate how those capabilities
are brought to bear on our operational problem.
My experience so far in UE08 and in the planning for AC09 is that there are incredible capabilities that
are offered by our Air Force and other joint partners and interagency partners that do an incredibly
good job of making capabilities available to me, as the warfighter, and then we integrate their
operations and our operations to, I think, bring good effect to the battle at hand.
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NSCI: How does 3AF organize, train and equip cyberspace forces in support of USSTRATCOM from a
global perspective?
BREEDLOVE: Essentially, we don’t do a lot of the training and equipping; we do a lot of the organizing. I
think that the 24th Air Force and Space Command have the responsibility for truly putting together the
training and equipping of the larger force. Again, I have the luxury of being the operational warfighter,
so I take their products and I bring them aboard and organize them to employ.
We take the people that they send us and we train them in the operational art of employment at our
level. And we train them in how we work as a team. I think, if anything, one of the most important parts
to realize is that cyber is not this new, huge, exciting, totally-separate entity over here. Cyber is just one
more of those domains that my warfighting Numbered Air Force operates in. The interesting part about
cyber is that, more uniquely than some of the others, it overlays them all. Everything that we do in our
operational warfight is tied to and depends on operations in cyberspace. Our Numbered Air Force, the
24th , SpaceCom, and those other entities are doing the training and equipping piece. They send the
capability to us, we organize it and employ it in the operational warfight.
I’ve heard other Air Force representatives speak about the cyberspace domain overlapping the other
battlefield domains.
I shy away from saying it’s the “next” battlefield; it is the current battlefield and overlaps everything
we’re doing right now. That is the key. Certain things that happen in our operational warfight, if you
affect them, the effect is limited to that portion of the fight. If you affect cyberspace operations, you are
literally going to affect every portion of our fight because we are so dependent on it.
NSCI: What about USEUCOM from a theater perspective?
BREEDLOVE: Again, I think that what we need to remember is that we are truly a Joint Forces Air
Component Commander (JFACC), and for EUCOM, we are the JFACC. We are a joint entity that brings all
the capability of the other services to bear. It would be ridiculous for us to think that just the Air Force is
bringing this to the fight. As the JFACC, we are charged with bringing all of the capability that our
services in EUCOM have to bear and to focus on what the EUCOM commander’s mission at hand is. In
Austere Challenge, for example, as the JFACC, when we have to defend and do the things that we do in
cyberspace, we’ll bring all the toolkits from our joint brothers and sisters and from the interagency and
higher brothers and sisters. We’ll bring all that capability to bear and present it as a joint task force.
NSCI: NATO recently stood-up the NATO Cooperative Cyber Defence Center of Excellence following the
cyberspace attacks on Estonia. Does 3AF have any interaction with them, or other NATO entities,
regarding international cyberspace operations and lessons learned?
BREEDLOVE: We are really in the infancy of that – so not yet, but we will be very soon. We have made
the initial overtures, plans and contacts, but this is something that needs to mature. We certainly are
going to be looking for those future avenues of collaboration. We have already seen that these kinds of
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attacks are going to happen in Europe, so how we will respond as a member of NATO is something that
will be really important to us. We’re just in the infancy of this and there’s still a lot to do.
NSCI: Is there anything else you’d like to add?
BREEDLOVE: I would say the same thing I do about any other mission we have. Cyberspace, and the
whole mission of how we operate and defend in cyberspace, is still a very new mission set. We are going
to discover more than we know.
What makes that happen is really our people. My son amazes me in the ability that he has to pick up
things like this and learn them. That’s what’s great about us: our young Airmen, our young NCOs, our
young officers are so adept at this. This is the life they grew into; they understand it, where we older
folks don’t.
What is making cyber happen is truly the young Airmen warriors – both enlisted and officers. We, as
senior officers, commanders and operational warfighters –need to paint the white lines on the road and
tell them where we need to go, and those young people are going to take us there. I am proud of that
because that’s kind of the way the Air Force has been all along, with the young innovators putting us
where we need to be. We need to train them, equip them and organize them and get out of their way
and let them do it.
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CYBERSPACE – BIG PICTURE
Dearth of Technical Experts Leaves U.S.
Open to Cyber Attack, Panel Says
BY: JEFF BLISS, BLOOMBERG
03/20/2009

A panel of security experts recently spoke to the
Senate Commerce, Science and Transportation
Committee, and said that the United States is
not producing enough engineers and
technicians to combat the increasing threat
from cyber attacks. The panel also said that
limitations on visas for foreign students and the
growth of careers in finance and law have
affected the availability of computer security
authorities. Legislation proposed by Senators
Rockefeller and Snowe would create
scholarships to encourage more students to
major in computer security.
http://www.boston.com/news/nation/washingt
on/articles/2009/03/20/dearth_of_technical_ex
perts_leaves_us_open_to_cyber_attack_panel_
says/

Does ‘Cyber-Security’ Mean More NSA
Dragnet Surveillance?
BY: TIMOTHY LEE, TECH DIRT
03/17/2009

The NSA has been pushing for control of U.S.
cybersecurity efforts lately, claiming that
cybersecurity is a national security issue and
should be under the control of an intelligence
agency. The article explains that most critics of
the NSA feel that the NSA definition of
cybersecurity focuses more on being able to
easily spy on people than it does protecting
networks against third party intrusions,
including those that originate from the
government. Amit Yoran, the former head of
the Department of Homeland Security’s
National Cyber Security Division, also says that
110 Royal Aberdeen 
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the NSA’s lack of transparency and penchant for
secrecy will be “counterproductive in the effort
to secure ordinary commercial networks.”
http://www.techdirt.com/articles/20090315/17
47164121.shtml

Government Needs to Get Its
Cybersecurity In Gear, Experts Tell
Congress
BY: TIM WILSON, DARK READING
03/10/2009

Four IT security officials recently spoke to the
House Subcommittee on Emerging Threats,
Cybersecurity and Science and Technology and
said that the government has been slow in
developing cyber defenses. Dave Powner,
director of IT management issues at the
Government Accountability Office says that
federal networks are under attack constantly
both from criminals and hostile governments.
Amit Yoran, CEP of NetWitness, added that the
U.S. government could see a cyberattack that
could cause damage comparable to the 9/11
terrorist attacks.
http://www.darkreading.com/security/cybercri
me/showArticle.jhtml;jsessionid=X1G0F0IBQXJ
QAQSNDLOSKHSCJUNN2JVN?articleID=2158016
83

Panel: For Good Security, Keep the Back
Door Closed
BY: WILLIAM JACKSON, DEFENSE SYSTEMS
03/17/2009

A panel of security experts says that security
needs to focus on assessing and managing
information risks and that baseline security
requirements that are recommended by the
government cannot be expected to always
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provide adequate security. Bill Vass, president
and COO of Sun Microsystems Federal, says that
no one level or policy is practical for securing all
data, and that there must also be different
types of architecture based on the value of the
information that could be stolen. The panel was
presented by the Secure Enterprise Network
Consortium including Cisco, SunMicrosystems,
CA and Accenture and the Energy Department’s
Los Alamos National Laboratory.
http://defensesystems.com/articles/2009/03/1
7/cyber-security-panel-031709.aspx

Cybercrime-as-a-Service Takes Off
BY: RY CROZIER, IT NEWS
03/12/2009

Vlado Vajdic, Vasco Banking technical account
manager, recently said that cyber crime was
becoming so sophisticated and “business-like”
that criminals can now buy malicious code
online that includes support and maintenance
services. Vajdic also predicted that cybercrime
outsourcing would be a popular trend in 2009.
Vajdic says that hacker kits can be bought
online for as little as $400 and include the
information necessary to launch an attack
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complete with a user guide, and adds that
malware writers seem to feel like they are
involved in a legitimate business and that their
customers are the criminals for launching the
attacks.
http://www.itnews.com.au/News/98524,cyberc
rimeasaservice-takes-off.aspx

CIA, NSA Adopting Web 2.0 Strategies
BY: J. NICHOLAS HOOVER, INFORMATION WEEK
03/10/2009

Agencies like the Central Intelligence Agency
and the National Security Agency are now using
Web 2.0 tools. The intelligence community, for
example, is using a Wikipedia-like site called
Intellipedia which now includes more than
830,000 pages. Intelligence agency employees
also use instant messaging tools Jabber and IBM
Sametime. The article explains that agencies are
working on many new initiatives including
search capabilities and SharePoint.
http://www.informationweek.com/news/intern
et/web2.0/showArticle.jhtml?articleID=215801
627
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CYBERSPACE – OBAMA ADMINISTRATION
Cyber Czar

A Bill to Shift Cybersecurity to White House

BY: BILL GERTZ, WASHINGTON TIMES
03/12/2009

BY: STEPHANIE CONDON, CNET NEWS
03/20/2009

The article reports that National Security
Agency (NSA) Director Lt. Gen. Keith B.
Alexander is the leading candidate for President
Barack Obama’s new cybersecurity czar.
Government officials say that Obama plans to
promote Gen. Alexander and give him authority
over the Comprehensive National Cybersecurity
Initiative. The NSA is “one of the lease public
but most effective of the 16 U.S. intelligence
agencies” and has been discreetly “leading U.S.
government efforts to secure computer and
other information networks and to block
foreign electronic attacks on U.S. systems.”
There has been much controversy recently over
the transfer of cybersecurity authority from the
DHS to the NSA.
http://www.washingtontimes.com/news/2009/
mar/12/inside-ring/

Senators Jay Rockefeller (D-WV) and Olympia
Snowe (R-Maine) recently proposed a bill that
would transfer cybersecurity responsibilities
from the Department of Homeland Security to
the White House and create an Office of the
National Cybersecurity Advisor as part of the
Executive Office of the President. The bill would
require scheduled reviews of the cybersecurity
program and would also establish a framework
for public and private sector information
sharing. Finally, the bill recommends
establishing a “Secure Products and Services
Acquisitions Board” to review and approve
federal acquisitions.
http://news.cnet.com/8301-13578_310200710-38.html

Rockefeller Promises to Address Threats to
Cybersecurity
BY: ANDREW NOYES, NATIONAL JOURNAL
03/20/2009

Senate Commerce Chairman John Rockefeller
has committed to making cybersecurity a top
priority this year and says that threats to the
government networks are not receiving enough
attention. Rockefeller is working with Sen.
Olympia Snowe on legislation that would help
to improve federal cybersecurity. The proposed
legislation would create a framework for cyber
information sharing and also establish a panel
of industry and academic experts that would
advise the president on cybersecurity.
http://www.nationaljournal.com/congressdaily/
cda_20090320_2008.php
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White House Urged to Stop Cyber Attacks
BY: BYRON ACOHIDO, USA TODAY
03/11/2009

A panel of security experts recently told the
House Subcommittee on Emerging Threats,
Cybersecurity, Science & Technology that the
United States is not prepared for a major cyber
attack, and that the White House should be
overseeing cybersecurity efforts. The experts
said that we are involved in a constant cyber
war because U.S. networks are under attack
constantly, although we do not often see the
damage that is being done. Mary Ann Davidson,
Oracle’s Chief Security Officer, also said that
there needs to be some cyber Doctrine similar
to the Monroe Doctrine to prevent cyber
attacks.
http://blogs.usatoday.com/technologylive/2009
/03/the-united-stat.html
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Microsoft Chimes in on Cyberterrorism in
DC

Put More IT Spending in Stimulus Plans,
Obama Advisor Says

BY: ERIK SANDOVAL, KING5.COM
03/10/2009

BY: SUMNER LEMON, NETWORK WORLD
03/25/2009

Scott Charney, Corporate Vice President for
Trustworthy Computing at Microsoft says that
the U.S. government needs to develop a
“comprehensive White House-coordinated
national strategy for cyberspace security.”
Charney also explains that Microsoft is waiting
to see what government contract work might
be available that would allow the company to
assist the federal government. Charney believes
that the private sector will be the driving force
behind cyberspace security and regulation.
http://www.king5.com/business/stories/NW_0
31009TTB-cyberterrorismES.21d74e27.html

Robert Atkinson, founder and president of the
Information Technology & Innovation
Foundation, says that the government needs to
include more information and communications
technology in their economic stimulus plans and
that “ICT has larger economic impacts than
other kinds of investment areas in the
economy.” Atkinson explains that technology
investments were responsible for a large part of
U.S. productivity gains over the last 10 years,
and supports further investments in technology.
Technology investments could provide shortterm jobs, but also would provide long-term
productivity impacts.
http://www.networkworld.com/news/2009/03
2509-put-more-it-spending-in.html

Review Could Relieve Tension Over
Cybersecurity Leadership
BY: JILL R. AITORO, NEXTGOV
03/10/2009

Melissa Hathaway, who is overseeing the White
House’s 60-day cybersecurity review, says that
the review will address cyber governance
challenges and decide who will be in charge of
cybersecurity. The review team will also
“identify weaknesses in the federal computer
architecture” and help to establish standards
for cybersecurity. Hathaway has also
emphasized the importance of information
sharing and defining the role of the government
in private sector computer networks.
http://www.nextgov.com/nextgov/ng_2009031
0_5306.php
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Obama to Nominate Guthrie to be ODNI
CIO
BY: JASON MILLER, FEDERAL NEWS RADIO
03/23/2009

President Barack Obama is expected to name
Priscilla Guthrie as the new chief information
officer in the Office of the Director for National
Intelligence. Guthrie is currently the director of
the Information Technology and Systems
Division at the Institute for Defense Analyses
and was previously a deputy CIO for the
Defense Department from 2001 to 2006.
President Obama has announced that Steve
Isakowitz will stay on as the Energy
Department’s CIO.
http://www.federalnewsradio.com/index.php?
nid=35&sid=1630883
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CYBERSPACE – DEPARTMENT OF DEFENSE (DOD)
Pentagon Should Establish Fourth Military
Service to Wage Cyberwars

Pentagon Official Warns of Risk of Cyber
Attacks

BY: BOB BREWIN, NEXTGOV
03/23/2009

BY: WALTER PINCUS, WASHINGTON POST
03/17/2009

An article in the spring issue of AINewsletter,
published by the Defense Information
Assurance Technology Analysis Center, says that
the United States must establish a military
service that would be devoted exclusively to
cyberwarfare. The article’s authors, Col. John
Surdu and Lt. Col. Gregory Conti, explain that
none of the other military services “take into
account the unique demands of cyberwarfare.”
The article also says that the military branches
are each trying to control cyber operations
within their own services, which leads to
misplacing cyber talent and not adequately
dealing with cyber threats.
http://www.nextgov.com/nextgov/ng_2009032
3_6135.php

The head of the Pentagon’s Strategic Command
recently warned congress that the United States
is vulnerable to cyber attacks that could cripple
not only military networks, but also all critical
national networks. Air Force Gen. Kevin Chilton
recently spoke to a House Armed Services
subcommittee and said that he has only been
asked to defend military networks, and not
government websites or public infrastructure
networks. Chilton also said that his
responsibilities may change to include
government and private networks following the
completion of President Barack Obama’s 60-day
cybersecurity review.
http://www.washingtonpost.com/wpdyn/content/article/2009/03/17/AR200903170
2715.html?hpid=moreheadlines

U.S. Military Girds for Battles in
Cyberspace

New Army Weapon Aims to Fry Gadgets,
People

BY: ANNA MULRINE, U.S. NEWS
03/18/2009

Increasing cyber attacks that are aimed at U.S.
bases are causing concern for U.S. military
officials and many say that the Pentagon must
“expand capabilities to conduct offensive
cyberattacks.” Air Force Gen. Kevin Chilton says
that training troops for cyber battles is one of
the greatest needs within the military, and that
cyberspace will be a key war-fighting domain in
the future. Chilton also says that our current
focus is always defending our networks, but
that we need to start thinking of cyberspace as
a military necessity because all other domains
depend on cyberspace.
http://www.usnews.com/articles/news/nationa
l/2009/03/18/us-military-girds-for-battles-incyberspace.html
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BY: DAVID HAMBLING, WIRED BLOG NETWORK
03/13/2009

The U.S. Army is developing “hybrid munitions”
technology that would enable warheads with an
e-bomb that could “destroy and disable
electronic systems and their operators” at one
time. The bombs include a magnet that blows
up and released energy as a pulse of power. The
warhead technology is being applied to several
different types of weapons including TOW
missiles, 70 mm helicopter rockets and MLRS
artillery bomblets. The new technology allows
the ebombs to be smaller and helps to prevent
“friendly fire” casualties.
http://blog.wired.com/defense/2009/03/armyturns-bomb.html

Smithfield, VA 23430 

National Security Cyberspace Institute

ph. (757) 871-3578

P a g e | 14

CyberPro
Volume 2, Edition 6
March 26, 2009

Keeping Cyberspace Professionals Informed

CYBERSPACE – DEPARTMENT OF HOMELAND SECURITY (DHS)
Microsoft Executive Tapped for Top DHS
Cyber Post
BY: BRIAN KREBS, WASHINGTON POST
03/11/2009

The Department of Homeland Security recently
appointed Microsoft executive Phil Reitinger to
be the deputy undersecretary of DHS’s National
Protections Program division. Reitinger will
oversee the department’s efforts in protecting
government networks as well as coordinate
outreach to private companies. Before working
for Microsoft, Reitinger was executive director
of the Defense Department’s Computer
Forensics Lab and was also previously deputy
chief of the Justice Department’s Computer
Crimes and Intellectual Property section.
http://www.washingtonpost.com/wpsrv/404.html

Kwon: More Collaboration Needed
BY: BEN BAIN, FEDERAL COMPUTER WEEK
03/11/2009

Mischel Kwon, director of the Homeland
Security Department’s U.S. Computer
Emergency Readiness Team (US-CERT) says that
cybersecurity policy-makers and incident
responders need to work together more closely.
Kwon says that if cybersecurity policies were
better defined, our networks would have less
vulnerability and that a well-built and
maintained system is the solution to security
issues. Kwon also reported that US-CERT is

working on new ways to track cyber incidents
that would allow the government to have a
better idea of what is happening and what the
vulnerabilities are.
http://fcw.com/articles/2009/03/11/uscert.aspx

Beckstrom’s Resignation Lifts Lid on
Opposition to NSA’s Cybersecurity Role
BY: JAIKUMAR VIJAYAN, COMPUTER WORLD
03/11/2009

Rod Beckstrom, the director of the National
Cyber Security Center, sent a letter for DHS
secretary Janet Napolitano last week, saying
that he was resigning from his position and that
he thinks that the transfer of cybersecurity
leadership to the NSA is a mistake. Beckstrom
claims that the NSA is attempting to gain more
control in cyber efforts by moving both the
NCSC and the National Protection and Programs
Directorate to the intelligence agency’s
headquarters in Maryland. Beckstrom says that
the intelligence agency is “very different than a
network operations or security culture,” and his
comments caused many other experts to speak
out in opposition against the transfer of cyber
responsibilities.
http://www.computerworld.com/action/article.
do?command=viewArticleBasic&articleId=9129
429&intsrc=news_ts_head

Intelligent Software Solutions
ISS is a leading edge software solution provider for enterprise and system
data, services, and application challenges. ISS has built hundreds of
operationally deployed systems, in all domains – “From Space to Mud”™.
With solutions based upon modern, proven technology designed to
capitalize on dynamic service-oriented constructs, ISS delivers innovative
C2, ISR, Intelligence, and cyber solutions that work today and in the
future. http://www.issinc.com.
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CYBERSPACE – INTERNATIONAL
191 Countries Form Coalition Against
Cyber-Terrorism
3NEWS
03/20/2009

The International Multilateral Partnership
Against Cyber-Threats (IMPACT) is the world’s
“first global public-private initiative to tackle
the growing threat of cyber-terrorism.” The
center’s global headquarters opened last week
in Cyberjaya, Malaysia. The center will allow the
191 member countries to access an earlywarning system that includes intelligence about
cyberthreats from all over the world. IMPACT
will work with several other organizations
including the International Telecommunications
Union, United Nations, Interpol and companies
like Symantec.
http://www.3news.co.nz/News/InternationalNe
ws/191-countries-form-coalition-against-cyberterrorism/tabid/417/articleID/96278/cat/61/De
fault.aspx

Russia’s Cyber-Attacks on Georgia and
Estonia Draw Criticism
BY: JACOB GOODWIN, GOVERNMENT SECURITY
NEWS
03/11/2009

The article explains that while many believe
that an army of Russian hackers were solely
responsible for the damage in Estonia and
Georgia, it was actually U.S. and European sites
that cut off Estonian and Georgian networks,
causing additional damage along with Russia’s
botnet attacks. Stephen Spoonamore with
Global Strategic Partners explains that the
European banking system cut off Estonia and
Lithuania during cyber attacks, because they
could not tell what traffic was real and what
was malicious. Eka Tkeshelashvili, the secretary
of Georgia’s National Security Council, says that
the most frightening part of the attacks in
Georgia was the inability of the government
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and citizens to communicate with others
outside of the country.
http://www.gsnmagazine.com/cms/features/ne
ws-analysis/1671.html

Russian Spy Agencies Linked to Georgian
Cyber-Attacks
BY: JOHN LEYDEN, THE REGISTER
03/23/2009

A recent report from researchers at Greylogic
says that Russia’s Foreign Military Intelligence
Agency and Federal Security Service played a
key role in organizing and carrying out the cyber
attacks on Georgia last year. The report claims
that a forum used by the attackers was traced
back to an ISP a few doors down from the
Foreign Military Intelligence agency
headquarters. The StopGeorgia.ru forum
mimicked the structure of the Russian Business
Network.
http://www.theregister.co.uk/2009/03/23/geor
gia_russia_cyberwar_analysis/

Report Links Russian Intelligence to Cyber
Attacks
BY: ROBERT MCMILLAN, PC WORLD
03/20/2009

The Grey Goose 2 report was recently released
by a group of cyber-security experts and says
that Russian intelligence agencies were most
likely involved in the cyber attacks on Georgia
last year. The report found that the Foreign
Military Intelligence agency (the GRU) and
Federal Security Service (FSB) directed the
attacks against Georgia. The group found that
the server that launched the attacks was
located next door to the Russian Center of
Military Strength of Foreign Countries as well as
the GRU headquarters.
http://www.pcworld.com/businesscenter/articl
e/161673/report_links_russian_intelligence_to
_cyber_attacks.html
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Kremlin-backed Youths Launched Estonian
Cyberwar, Says Russian Official

Top Georgian Official: Moscow Cyber
Attacked Us – We Just Can’t Prove It

BY: DAN GOODIN, THE REGISTER
03/11/2009

BY: NOAH SHACHTMAN, WIRED BLOG NETWORK
03/11/2009

Konstantin Goloskokov, a Russian government
official, recently said that members of a
Kremlin-backed youth group organized and
carried out the cyber attacks against Estonia in
May of 2007. Goloskokov says that the attacks
were “cyber defence” and that they were trying
to teach the Estonian regime a lesson.
Goloskokov explained that he didn’t believe the
attacks were illegal because they only visited
the websites repeatedly and that the sites were
blocked because of their own technical
limitations.
http://www.theregister.co.uk/2009/03/11/russi
an_admits_estonian_ddos/

Georgian National Security Council Chief Eka
Tkeshelashvili recently announced that she has
found significant evidence that Russia was
involved in the online attacks against Georgia
last summer. Bill Woodcock, research director
at the packet Clearing House, says that it is
impossible to determine who is sitting at the
computer staging an attack with 100 percent
accuracy, and that it is also impossible to
identify what the attackers’ motives are in
every attack. Jeffrey Carr of GreyLogic, LLC, says
that Tkeshelashvili may be correct about
Russian involvement in the cyber attacks,
although he says that the attacks could not
have come from the Russian Business Network,
as many believe.
http://blog.wired.com/defense/2009/03/georgi
a-blames.html

CISCO
Cisco (NASDAQ: CSCO) enables people to make powerful
connections-whether in business, education, philanthropy,
or creativity. Cisco hardware, software, and service
offerings are used to create the Internet solutions that
make networks possible-providing easy access to
information anywhere, at any time. Cisco was founded in
1984 by a small group of computer scientists from Stanford
University. Since the company's inception, Cisco engineers
have been leaders in the development of Internet Protocol
(IP)-based networking technologies.
Today, with more than 65,225 employees worldwide, this
tradition of innovation continues with industry-leading
products and solutions in the company's core development
areas of routing and switching, as well as in advanced
technologies such as: Application Networking, Data Center,
Digital Media, Radio over IP, Mobility, Security, Storage
Networking, TelePresence, Unified Communications, Video
and Virtualization. For additional information: www.cisco.com
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China’s Cyber-Activists Spin a Risky Web
BY: VERNA YU, ASIA TIMES
03/12/2009

Political activists in China use the Internet to
“break through the state monopoly of
information and get their voices out to the
masses.” The article explains that China is the
world’s largest Internet-using population, and
that the government employs 50,000 cyber
police to monitor information posted on the
Internet by Chinese users. The article discusses
several human rights activists that have been
arrested or put in prison for posting information
online about human rights abuse in China.
http://www.atimes.com/atimes/China/KC12Ad
01.html

Hackers Based in China Break Into Florida
Senator’s Office Computers
BY: JOSH ROGIN, CQ POLITICS
03/20/2009

Chinese hackers were able to break into office
computers of Senator Bill Nelson of Florida
twice in March and once in February this year.
The hackers were not able to access any
classified information which is not stored on the
office computers. The attacks were traced to
China through Internet Protocol information,
and the Office of Senate Security and the
Senate Sergeant at Arms Information
Technology Security Branch cleaned the
affected machines of any malicious code.
http://www.cqpolitics.com/wmspage.cfm?doci
d=news-000003080993

China Becoming the World’s Malware
Factory
BY: ROBERT MCMILLAN, COMPUTERWORLD
03/24/2009

Wei Zhao, CEO of Beijing security company
Knownsec, recently spoke at the CanSecWest
security conference and said that many Chinese
IT professionals are turning to cybercrime
because of the downturn of the economy. Zhao
also says that China is the “world’s malware
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factory” partly because of weak security
standards for Chinese software companies.
Zhao said that hackers are receiving large
payouts for their exploits because companies
will pay hackers for information about
vulnerabilities.
http://www.computerworld.com/action/article.
do?command=viewArticleBasic&articleId=9130
402

Chinese Hackers Crack iTunes Gift Cards
Algorithm
BY: JOSE VILCHES, TECHSPOT.COM
03/10/2009

Chinese record industry consulting firm,
Outdustry, recently reported that the algorithm
behind Apple iTunes gift cards had been
cracked and that voucher cards worth $200
were being sold online for as little as $2.60.
Apple has not responded to the reports yet, but
experts say that the company will have to
change the algorithm which could cause issues
with legitimate gift cards.
http://www.techspot.com/news/33862chinese-hackers-crack-itunes-gift-cardsalgorithm.html

‘Unafraid’ of Internet, China Appears to
Block YouTube
WIRED BLOG NETWORK
03/24/2009

Foreign Ministry spokesman Qin Gang recently
told reporters that the Chinese government is
not afraid of Internet attacks, although access
to the YouTube video sharing site has been
blocked since earlier this week. The Chinese
government has been cracking down on
Internet sites since January, cutting off access to
some blogging sites and popular Tibetan sites.
Qin says that Chinese Internet access is open,
but that it “needs to be regulated by law in
order to prevent the spread of harmful
information and for national security.”
http://www.wired.com/politics/onlinerights/ne
ws/2009/03/reuters_us_china_youtube
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Victims Argue Findings of Romanian White
Hat Hacker Group
BY: TIM WILSON, DARK READING
03/11/2009

The Romanian white hat hackers group, which
posts its findings on HackersBlog.org, has
reportedly been able to exploit vulnerabilities
on websites of companies like security vendors
Kaspersky, BitDefender, F-Secure and
Symantec. Some “victims” of these white hat
hackers are now claiming that the group has
been exaggerating about their exploits.
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Telecommunications giant BT, for example, says
that although the group claims to have hacked
into a BT database, the group actually only
breached a test database that contained no
actual data. Symantec also argued that the SQL
injection attack from the hacker group was
found to be “not effective” and that none of
their sensitive data was compromised.
http://www.darkreading.com/security/vulnerab
ilities/showArticle.jhtml?articleID=215801967&
cid=RSSfeed
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Ukrainian Cybercriminals Raked in
$10K/Day, Finjan Reports
BY: ELLEN MESSMER, NETWORK WORLD
03/23/2009

Security vendor Finjan claims that during the 16
days it monitored a cybercrime operation in the
Ukraine, criminals were able to steal more than
$10,000 per day. The hackers broke into
websites and redirected users to fake antivirus
software sites. The attack was shut down after
Finjan reported the attacks to ISPs. The article
explains that the hackers used misspelled
search keywords to redirected Internet users to
the fake antivirus sites, including “Obbama.”
http://www.networkworld.com/news/2009/03
2309-ukrainian-cybercriminals.html

New Zealand Telecoms Hire Teenage
Hacker to Bolster IT Security
BY: MATTHEW HARWOOD, SECURITY MANAGEMENT
03/25/2009

New Zealand’s second largest
telecommunications company, TelstraClear, has
reportedly hired 18-year-old Owen Thor Walker
to help senior executives better understand
cybersecurity issues. Walker was arrested last
year for assisting a criminal network in building
a botnet that is estimated to have affected 1.3
million computers and caused more than $20
million in damages. The charges against the
teenager were dropped.
http://www.securitymanagement.com/news/n
ew-zealand-telecoms-hire-teenage-hackerbolster-it-security-005392

Secret Aussie Blacklist Leaked
BY: JOHN OATES, THE REGISTER
03/19/2009

A secret Australian list of banned websites was
recently published on the Internet. The list
included gambling sites, satanic and Christian
sites, Wikipedia pages, pornography and a
travel operator. The Australian government is
struggling to filter the Internet for its citizens,
110 Royal Aberdeen 

CyberPro

and University of Sydney professor Bjorn
Landfeldt says that it seems that any kind of site
can make the list. The site will be published on
Wikileaks, and founder Julian Assange says that
“such secret censorship is inevitably corrupt.”
http://www.theregister.co.uk/2009/03/19/aust
ralia_list_leaked/

BBC Should be applauded for Raising
Awareness of Botnet Attacks
BY: DAN RAYWOOD, SC MAGAZINE
03/16/2009

Nick Hawkins, VP sales EMEA, says that the BBC
should be recognized for raising public
awareness about updating web and e-mail
filtering technology. Hawkins also said that
many people still believe that they will only
encounter a virus if they visit a “dodgy
website,” but the Threat Research and Content
Engineering labs are warning about an increase
in blended attacks and legitimate websites
hosting botnet malware. Hawkins also warns
that organizations should be aware of new
forms of malware and keep anti-virus programs
up-to-date.
http://www.scmagazineuk.com/BBC-should-beapplauded-for-raising-awareness-of-botnetattacks/article/128827/

The British Botnet Corporation
BY: LARRY SELTZER, EWEEK.COM
03/14/2009

Many in the security community are not
“impressed with the BBC’s cheap trick of buying
a botnet and using it to demonstrate what
botnets can do.” Many critics argue that the
BBC violated the Computer Misuse Act and may
have also exposed themselves to civil liability by
using fake ISPs in their staged DDoS. Others
argue that the BBC was wrong to pay botnet
controllers for the botnet, because it rewards
criminals for developing the botnets.
http://www.eweek.com/c/a/Security/TheBritish-Botnet-Corporation-324874/

Smithfield, VA 23430 

National Security Cyberspace Institute

ph. (757) 871-3578

P a g e | 20

CyberPro
Volume 2, Edition 6
March 26, 2009

Keeping Cyberspace Professionals Informed

CYBERSPACE RESEARCH
A Good Year for Cybercriminals

The Most Prominent Types of Web
Application Vulnerabilities

BY: AKANKSHA PRASAD, IT EXAMINER
03/19/2009

Trend Micro recently released their 2009 annual
report on cyber threats which focused on
ransomware and ransom attacks, MAC attacks,
growth in spam, identity theft challenges and
exploits of the broken domain name system.
The reports says that hackers will use the latest
tools to avoid detection and that attacks will
involve multiple vectors. The report also claims
that 95 percent of all e-mails contain spam and
the U.S. is the most spammed country,
receiving 22.5 percent of all spam online.
http://www.itexaminer.com/a-good-year-forcybercriminals.aspx

HELP NET SECURITY
03/19/2009

Cenzic recently released its report which
revealed the most prominent types of Web
application vulnerabilities for the second half of
2008. The report found that the total number of
web application vulnerabilities increased 10
percent from the first half of 2008. The top ten
vulnerabilities included names like Adobe,
Microsoft, Mozilla, Apache and Oracle. The
report also found that Internet Explorer had the
highest percentage of vulnerabilities at 43
percent, followed by Firefox at 39 percent.
http://www.netsecurity.org/secworld.php?id=7204

No Business Case for IPv6, Survey Finds
BY: CAROLYN DUFFY MARSAN, NETWORK WORLD
03/20/2009

A report from the Internet Society (ISOC) says
that enterprises and network equipment
vendors claim that there are no business
incentives for upgrading to IPv6, but that
customer demand for IPv6 is increasing which
may encourage enterprises to upgrade. IPv6
was created by the Internet Engineering Task
Force because the Internet is running out of
IPv4 addresses. Experts predict that the IPv4
addresses will be gone by 2012. IPv6 has still
not been widely deployed, and many
organizations are deploying IPv6 on only part of
their networks.
http://www.networkworld.com/news/2009/03
2009-ipv6-business-case.html
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Cyberpunks Siphon Off $1.4 Billion Airline
Revenue
SILICON INDIA
03/17/2009

The Airline Online Fraud Survey commissioned
by CyberSource was released in January 2009,
and found that the airline industry lost over
$1.4 billion to online fraud in 2008. Akif Khan,
head of client and technical services for
CyberSource, says that these findings prove that
the industry needs to improve the accuracy of
automated screening in online transactions, as
well as develop a more holistic approach to
fraud management. The airline sector was the
most compromised sector of 2008 and the
report claims that 33 percent of the industry’s
revenues come from eCommerce transactions.
http://www.siliconindia.com/shownews/Cyber_
criminals_siphon_off_14_Billion_airline_revenu
e_-nid-53769.html
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Nearly All Firms Suffer Losses After Cyber
Attacks
BY: JOAN GOODCHILD, TECHWORLD
03/24/2009

Researchers at Symantec surveyed 1,000 IT
managers and found that 31 percent of
organizations that responded had experienced
theft of customer data from online attacks, and
another 25 percent had experienced theft of
corporate data. The organizations that had
been attacked reported tangible loss as well as
network downtime as a result of the attacks.
Eighty-eight percent of the organizations
reported experiencing some cyber attack in the
past two years, and 10 percent report seeing a
large or extremely large number of attacks.

http://www.techworld.com/news/index.cfm?
RSS&NewsID=113225
More Companies Feeling the Strain of
Cyber Attacks
SC MAGAZINE
03/23/2009

The article summarizes the results of
Symantec’s 2009 Managed Security in the
Enterprise Report which found that, of
companies that experienced cyber attacks in
the past two years, 98 percent suffered some
tangible loss, while 42 percent experienced
network downtime as a result of the attacks.

Grant Geyer, vice president of managed
services at Symantec, says that IT management
in large enterprises can be challenging and that
managed security services can help
organizations improve their cybersecurity.
http://www.scmagazineuk.com/Morecompanies-feeling-the-strain-of-cyberattacks/article/129215/

Stuck in the Middle, Security Departments
Turn to Outsourcing
BY: TIM WILSON, DARK READING
03/23/2009

A recent report from Symantec says that 61
percent of enterprises use third-party security
services or are planning to use them in the next
year. Companies say that they are understaffed
in security, and that they don’t have the funds
to hire employees specifically for security.
Malware has also increased by 571 percent
since 2006, and many enterprises cannot keep
up with the increasing threats. The study found
that most enterprises use third-party security
services because of the need for 24/7
monitoring, the need for access to skilled
expertise and the need to lower costs.
http://www.darkreading.com/security/manage
ment/showArticle.jhtml?articleID=216200220

High Tech Problem Solvers
www.gtri.gatech.edu
From accredited DoD enterprise systems to exploits for
heterogeneous networks, GTRI is on the cutting edge of
cyberspace technology. Transferring knowledge from research
activities with the Georgia Tech Information Security Center, GTRI
is able to bring together the best technologies, finding real-world
solutions for complex problems facing government and industry.
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Experts Warn of e-Commerce Meltdown as
Threats Increase
BY: PHIL MUNCASTER, VNUNET
03/24/2009

A new study by KPMG surveyed 300
professionals from law enforcement,
government and enterprise and found that twothirds of the professionals interviewed are
concerned that IT professionals will turn to
online crime because of the economic
downtown. Forty-one percent also said that
they have recognized an increase in
sophistication in online attacks, and half of the
respondents said that their organization was
not adequately protected against malware.
Sixty-four percent said that their greatest fear
about online attacks was the theft of customer
or employee data by insiders or former
employees.
http://www.vnunet.com/vnunet/news/223908
5/experts-warn-global-commerce

http://www.scmagazineuk.com/Companiesneglect-security-of-the-LAN-and-waste-time-onactivities-that-could-beautomated/article/129211/

Security Researchers: Smart Grid is
Vulnerable to Attacks
BY: JUSTIN SORKIN, TOPNEWS
03/23/2009

Security researchers believe that the Smart
Grid, which delivers electricity to consumers
using digital technology, is vulnerable to the
same attacks as the Internet. According to a
report in the National Journal last year, Chinese
hackers played a part in two blackouts of the
U.S. power grid so far. Researchers warn that if
the grid is operated on networks based on
Internet Protocol, hackers could take down
those networks or disrupt service to homes and
businesses.
http://topnews.us/content/24527-securityresearchers-smart-grid-vulnerable-attacks

Companies Neglect Security of the LAN and
Waste Time on Activities That Could be
Automated

Researchers to Report Intel Chip Rootkit
Code

SC MAGAZINE
03/23/2009

BY: KARA REEDER, IT BUSINESS EDGE
03/18/2009

The Enterprise Mobility Solutions business of
Motorola reports that more than half of large
companies are neglecting security of their
wireless local area network by using the same
security measures for wireless and wired
networks. Only 47 percent of companies
reported using WEP or WPA encryption on their
wireless network and less than one-third are
using any wireless intrusion prevention system
at all. The research also found that 79 percent
of organizations use IT policies across their
organization, although 51 percent of companies
say that they are unable to enforce their IT
policies.

Security researchers Joanna Rutkowska and Loic
Duflot are releasing a research paper and
exploit code for a new SMM (System
Management Mode) rootkit that exploits an
Intel CPU caching vulnerability. The attack
allows the hackers to take control of infected
PCs, and there is no software that can currently
detect the rootkit once it is installed. The
researchers claim that Intel has known about
the vulnerability for years, but that the
company has not done anything to fix the bug.
http://www.itbusinessedge.com/cm/communit
y/news/sec/blog/researchers-to-report-intelchip-rootkit-code/?cs=31189
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CYBERSPACE HACKS AND ATTACKS
Spotify Hacked: Top Recent Hacker Stories

Puzzle Over Conficker Worm’s Intentions

TELEGRAPH.CO.UK
03/09/2009

BY: GREGG KEIZER, COMPUTERWORLD
03/24/2009

The article discusses some of the biggest recent
hacker stories and headlines from the past few
months. The Conficker Virus topped the list and
has infected approximately 15 million
computers worldwide over the last couple of
months. Other stories that made the list are:
the attacks on Spotify, an online music
streaming service; Gary McKinnon, who is a
criminal facing extradition to the United States
for hacking into the Pentagon, U.S. Navy and
Army computers; the attacks on Monster.com;
and the Koobface computer worm that targets
social networking websites.
http://www.telegraph.co.uk/news/4949044/Sp
otify-hacked-top-recent-hacker-stories.html

Security researchers believe that PCs that are
infected with the third version of the Conficker
worm will begin using a new communication
scheme on April 1 which will link the infected
machines with the command-and-control
servers of the worm. Researchers are not sure
yet what to expect on April 1, and say that they
still do not understand the motives behind the
attackers that are controlling the worm.
http://www.techworld.com/news/index.cfm?R
SS&NewsID=113259

The Conficker Worm: April Fool’s Joke or
Unthinkable Disaster
BY: JOHN MARKOFF, NEW YORK TIMES
TECHNOLOGY
03/19/2009

Experts warn that the Conficker worm, which
exploits weaknesses in Microsoft’s Windows
operating system, is scheduled to activate on
April 1. The worm has infected more than 12
million machines to date, and the most recent
version of the worm is able to remove
commercial antivirus software from a victim
machine, as well as turn off Microsoft security
update services. Experts are still unclear about
the criminals’ motives, or what the purpose of
the worm will be.
http://bits.blogs.nytimes.com/2009/03/19/theconficker-worm-april-fools-joke-or-unthinkabledisaster/
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Conficker Set to Hit on April Fool’s Day
BY: ELLEN MESSMER, NETWORK WORLD
03/13/2009

CA recently reported that a new variant of the
Conficker virus is set to deploy on April 1. The
third variant will generate 50,000 URLs daily
which will help the virus avoid detection. The
hackers behind the worm may be using the new
variant to download new instructions to
previously-infected machines that could bring
more malicious code or destroy files. Experts
are not sure yet what the new variant will bring
or what the hackers’ motives are.
http://www.techworld.com/security/news/inde
x.cfm?newsID=112679&pagtype=samechan

Fix for Conficker Touted
BY: DARREN PAULI, TECHWORLD
03/12/2009

BitDefender claims that it has developed the
first fix for the infamous Conficker virus that has
infected 9 million Windows machines so far.
Security experts say that the worm is the worst
infection to date, and the Romanian security
vendor claims that its removal tool will delete
all versions of the worm without being detected
by the virus. BitDefender Labs also says that
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they have seen an increase in worms that
include built-in mathematical algorithms, such
as Conficker’s ability to automatically update.
http://www.techworld.com/security/news/inde
x.cfm?newsID=112666&pagtype=samechan

penetration testing could shut down industrial
control systems completely.
http://www.computerworld.com/action/article.
do?command=viewArticleBasic&articleId=9130
080&intsrc=hm_list

Expert: Hackers Penetrating Industrial
Control Systems

‘Secure’ Mac Cracked in 10 Seconds

BY: GRANT GROSS, COMPUTERWORLD
03/19/2009

Joseph Weiss of Applied Control Solutions
recently spoke before the Senate Commerce,
Science and Transportation Committee, and
said that the networks that power industrial
control systems have been victim to more than
125 breaches in the past decade, and that one
of those breaches resulted in U.S. deaths. Weiss
warns that it would take a long time to repair
damages from coordinated attacks on
infrastructure, and says that an attack “could be
devastating to the U.S. economy and security.”
Weiss also claims that the industrial control
system industry is years behind other industries
in cybersecurity, and even believes that simple

BY: NICK FARRELL, IT EXAMINER
03/19/2009

Charlie Miller was the winner of the recent
Cansecwest’s PWN2OWN contest, and was able
to hack into a Macbook that was fully patched
and had a fully patched version of Safari. Miller
had previously predicted that Safari would be
the weak point for Apple, and was able to gain
control over the machine by exploiting Safari.
Security experts claim that hackers do not focus
on Macs because there are fewer Macs in use,
and that “if Apple was as popular as Windows
then it would be seen for the Swiss cheese
security system it really is.”
http://www.itexaminer.com/secure-maccracked-in-10-seconds.aspx

Raytheon
Aspiring to be the most admired defense and aerospace systems
supplier through world-class people and technology Raytheon is
a technology leader specializing in defense, homeland security,
and other government markets throughout the world. With a
history of innovation spanning more than 80 years, Raytheon
provides state-of-the-art electronics, mission systems
integration, and other capabilities in the areas of sensing;
effects; command, control, communications and intelligence
systems, as well as a broad range of mission support services.
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Crackers Latch onto Year-Old Windows
Token Vuln

New DNS Trojan Taints Entire LAN From
Single Box

BY: JOHN LEYDEN, THE REGISTER
03/18/2009

BY: DAN GOODIN, THE REGISTER
03/16/2009

Hackers are now exploiting an unpatched
“token kidnapping” vulnerability that Microsoft
was first warned about in March 2008.
Microsoft originally released work-arounds in
an advisory, but have not released a
comprehensive fix to the bug. Microsoft
Windows XP, Vista, and Server 2003 and 2008
systems are all vulnerable to exploits. The SANS
Institute’s Internet Storm Centre reports that
the bug has shown up in blended or multi-stage
attacks.
http://www.theregister.co.uk/2009/03/18/win
dows_token_vuln/

Internet security experts are warning users
about a new form of malware attack that uses a
Trojan to set up a rogue dynamic host
configuration protocol which allows the
attackers to infect other devices on the same
LAN. Johannes Ullrich, CTO of the SANS Internet
Storm Center warns that a new variant of the
Trojan.Flush.M worm was recently discovered
which is harder to detect because it no longer
specifies a DNS domain name. Ullrich says that
this type of worm is particularly dangerous
because “it affects systems that themselves are
not vulnerable.”
http://www.theregister.co.uk/2009/03/16/dns_
hijacking_trojan/

Vulnerability Discovered That Could Allow
‘Man-in-the-Middle’ Attacks on Windows
DNS Servers
SC MAGAZINE
03/16/2009

Luis Corrons at Panda Labs explains that there is
a Microsoft vulnerability that affects the DNS
server and Web Proxy Autodiscovery Protocol
registration. The vulnerability could be
exploited to launch man-in-the-middle attacks
on Windows DNS servers, redirecting users to a
malicious proxy and giving the attacker access
to the victim’s traffic information. Microsoft’s
Bill Sisk says that they have not seen any attacks
so far, and that Microsoft is working with
researchers to evaluate the effectiveness of a
recently-released update that attempts to
correct the bug.
http://www.scmagazineuk.com/Vulnerabilitydiscovered-that-could-allow-man-in-themiddle-attacks-on-Windows-DNSservers/article/128829/

110 Royal Aberdeen 

CyberPro

Wireless Network Gaps Leave Credit Cards
Vulnerable
BY: WAILIN WONG, CHICAGO TRIBUNE
03/10/2009

The article discusses how hackers can break into
networks of large retailers that connect their
store computers and cash registers to steal
credit card information from customers. In a
recent high profile case, retailer TJX Co. was the
victim of an attack that exposed 45.7 million
credit and debit card accounts to information
theft. Stan Schatt, vice president at ABI
Research, predicts that this kind of online theft
will continue to increase because of the
economic downturn.
http://www.thesunnews.com/extras/story/813
582.html
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CYBERSPACE TACTICS AND DEFENSE
Top Internet Threats: Censorship to
Warrantless Surveillance

Befuddled Companies Get Checklist for
Complying with PCI Security Standard

BY: DAVID KRAVETS, WIRED BLOG NETWORK
03/20/2009

BY: JAIKUMAR VIJAYAN, COMPUTERWORLD
03/09/2009

The article provides a list and description of
some of the biggest public and private threats
facing Internet users. The threats include
warrantless government monitoring; private
censorship; government censorship; deep
packet inspection; ISP tiered pricing; Recording
Industry Association of America proposition of a
“three-strikes” policy; and abuses against the
Digital Millennium Copyright Act. The article
discusses each threat and offers
recommendations for avoiding damages from
each threat.
http://blog.wired.com/27bstroke6/2009/03/wir
eds-top-inte.html

The Payment Card Industry Security Standards
Council LLC recently released a set of guidelines
aimed at helping companies to implement the
12 security controls mandated under the
Payment Card Industry Data Security Standard.
The guidelines include six milestones that
companies can use to track their progress
towards compliance. Bob Russo, the council’s
general manager, says that the guidelines will
help companies understand how to start
implementing the standards and work towards
complete compliance.
http://www.computerworld.com/action/article.
do?command=viewArticleBasic&articleId=9129
277

6 Tips for Doing More Security With Less
BY: KELLY JACKSON HIGGINS, DARK READING
02/26/2009

The article provides six recommendations for
improving cyber security that companies can
use without spending a lot of money. The
recommendations include getting out of the
deployment business; spreading the cost of
security with other groups; getting more out of
an organization’s existing security tools and
systems; relating security purchases to
compliance mandates; outsourcing or
automating some security functions; and taking
advantage of a security buyer’s market. The
article discusses each of these
recommendations in detail and offers other tips
for organizations facing small IT security
budgets.
http://www.darkreading.com/security/manage
ment/showArticle.jhtml?articleID=214600349
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A DIY Security Testing Lab
BY: JOHN SAWYER, DARK READING
03/20/2009

Author John Sawyer discusses the benefits of
having an in-house security testing lab. Sawyer
says that hands-on training and testing in a lab
environment can be very beneficial for
companies because it can be customized to
each company and that an in-house lab can
help organizations save money on training and
travel expenses. A cyber lab could help
organizations test new security tools and
exploits, stage a cyberwarfare attack where
employees could mimic attackers and
defenders, and simulate incident-response
scenarios. These labs could be most beneficial
for forensic investigators and incident
responders that need to keep their skills sharp
and up-to-date.
http://darkreading.com/security/management/
showArticle.jhtml?articleID=215901457

Smithfield, VA 23430 

National Security Cyberspace Institute

ph. (757) 871-3578

P a g e | 27

CyberPro
Volume 2, Edition 6
March 26, 2009

Keeping Cyberspace Professionals Informed

Comelec Dares Hackers to Crack Software
BY: KRISTINE ALAVE, INQUIRER.NET
03/17/2009

The Commission on Elections (Comelec) is
reportedly challenging hackers to break into the
software that will be used in the 2010 elections
to make sure that their system is secure from
tampering. Comelec is welcoming all kinds of
hackers, including cyber-security experts.
Participants can also analyze the source code of
the company that will work the automated
2010 election. Comelec says that anyone that
plans to crack the system would need
sophisticated technical expertise and huge
funding to break the 128-bit encryption code.
http://newsinfo.inquirer.net/inquirerheadlines/
nation/view/20090317-194544/Comelec-dareshackers-to-crack-software

Foreign Web Attacks Change Security
Paradigm
BY: FED O’CONNOR, CIO.COM
03/13/2009

Val Smith, founder of Attack Research, says that
traditional security systems will soon be
ineffective and obsolete in warding off foreign
cyberattacks because of new attack trends
which include blog spam and SQL injections
from Russia and China. Smith says that
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attackers are increasingly using “client-side
attacks” such as targeting high-traffic sites with
blog spam or posted comments on social
networking sites. Hackers are also increasingly
launching SQL injection attacks that allow them
to plant a back door into victim networks.
http://www.cio.com/article/484614/Foreign_W
eb_Attacks_Change_Security_Paradigm

Multi-site Bug Exposes Cloud Computing’s
Dark Lining
BY: DAN GOODIN, THE REGISTER
03/12/2009

Security expert Russ McRee recently
demonstrated how an attack on a provider such
as a software-as-a-service provider could allow
hackers to carry out attacks against customers
that use the victim provider. McRee explains
that this could be an “Achilles Heel of cloud
computing” because a single vendor could
“create a single point of failure that can have
devastating effects on an untold number of its
customers.” McRee also says that SaaS
providers should be held to higher security
standards than other product providers because
of this risk.
http://www.theregister.co.uk/2009/03/12/clou
d_computing_dark_side/
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CYBERSPACE - LEGAL
Romanian Police Arrest Pentagon Hack
Suspect

Major Cybercrime Busts Take Place in
Romania

BY: JOHN LEYDEN, THE REGISTER
03/20/2009

BY: TIM WILSON, DARK READING
03/13/2009

Romanian police recently arrested Eduard
Lucian Mandru, a hacker who is suspected of
attacking Pentagon systems and planting
malware. The attacks occurred in 2006, and the
hacker was able to plant an informationstealing Trojan which caused $35,000 of
damage for the U.S. government. Mandru
reportedly used the e-mail address connected
with the attacks on a job-seeking website.
Mandru could face between three and 12 years
in prison if convicted.
http://www.theregister.co.uk/2009/03/20/pent
agon_hack_suspect_cuffed/

Romanian police reportedly arrested 20 people
who were responsible for building cloned bank
sites and using the sites to drain accounts of
users who logged in to the fake sites. Stefan
Negrila, chief of the Romanian Police’s
organized crime division, says that the hackers
tricked victims into providing their log-in or
account information and then used the stolen
information to access the real bank sites and
transfer or withdraw funds. Romanian police
also arrested a man that is accused of hacking
into U.S. government servers, including NASA’s
and several university servers.
http://www.darkreading.com/security/cybercri
me/showArticle.jhtml;jsessionid=DSD1HPDFUZY
CQQSNDLPCKHSCJUNN2JVN?articleID=2159002
49
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More Countries Sign Up for Cybercrime
Treaty
BY: JEREMY KIRK, TECHWORLD
03/12/2009

The Council of Europe (COE) is encouraging
more countries to ratify the only current
cybercrime treaty, the Convention on
Cybercrime. Experts say that ratification
progress has been slow, and that only 24
countries have ratified the treaty so far,
including Germany who just ratified the treaty
last week. Alexander Seger, head of the COE’s
economic crime division explains that countries
must have fully-implemented laws that comply
with the treaty before they are allowed to sign
it, which could be slowing progress. Seger also
says that Serbia and the Dominican Republic are
working on implementing laws which would
allow them to ratify the treaty.
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http://www.techworld.com/security/news/inde
x.cfm?newsID=112547&pagtype=all

Internet at Risk From “Wiretapping,” says
Web Inventor
BY: COLIN BARRAS, NEWSCIENTIST
03/11/2009

Tim Berners-Lee recently spoke at the House of
Parliament in London about concerns over deep
packet inspection (DPI), which allows hackers to
see into data packets that are being transmitted
over the Internet. Berners-Lee says that using
DPI to monitor web traffic is the same as
wiretapping, and that DPI should be tested
against data-protection and privacy laws before
it becomes widely used.
http://www.newscientist.com/article/dn16742internet-at-risk-from-wiretapping-says-webinventor.html
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CYBERSPACE-RELATED CONFERENCES
Note: Dates and events change often. Please visit web site for details. Please provide additions, updates, and/or
suggestions for the CYBER calendar of events here.
30 Mar – 2 Apr
2009
31 Mat – 1 Apr
2009
1 – 2 Apr 2009
6 – 8 Apr 2009
7 – 8 Apr 2009
13 – 15 Apr 2009
14 – 17 Apr 2009
20 – 24 Apr 2009
20 – 24 Apr 2009
22 – 24 Apr 2009
22 – 24 Apr 2009
30 Apr – 1 May
2009
4 – 8 May 2009
5 – 6 May 2009
6 – 7 May 2009
11 – 15 May 2009
13 – 14 May 2009
21 May 2009
24 – 28 May 2009
26 – 29 May 2009
31 May – 2 Jun
2009
2 June 2009

Computational Intelligence in Cyber Security, Nashville TN, http://www.ieeessci.org/index.php?q=node/21
NSA Worldwide Technology Conference (WWTC), Ft. Meade, MD,
http://www.fbcinc.com/event.aspx?eventid=Q6UJ9A00IG3E
Marine Corps IO Conference 2009, Quanitco, VA,
http://www.fbcinc.com/event.aspx?eventid=Q6UJ9A00IVY1
Cyber Security and Information Intelligence Workshop, Oak Ridge National Laboratory,
http://www.ioc.ornl.gov/csiirw07/
2009 USSTRATCOM Cyberspace Symposium, Omaha, NE,
http://www.afcea.org/events/stratcom/introduction.asp
Cyber Security and Information Infrastructure Research Workshop, Oak Ridge National
Lab, TN, http://www.ioc.ornl.gov/csiirw07/
Black Hat Europe, Amsterdam The Netherlands, http://www.blackhat.com/
RSA Conference, San Francisco CA, http://www.rsaconference.com/2009/US/Home.aspx
DISA Customer Partnership Conference, Anaheim, CA,
http://www.disa.mil/conferences/2009/index.html
2009 InfoWar Con, Gaylord National Resort & Convention Center, MD,
http://www.infowarcon.com/
European PASS Conference 2009, Neuss, Germany, http://sqlserverqa.net/blogs/etc/archive/2009/02/03/5390.aspx
Terrorism, Crime & Business Symposium, Houston, TX,
http://www.stmarytx.edu/ctl/content/events/Business_Symposium.html
Army Global Information Operations (IO) Conference, Colorado Springs, CO
2009 Global INFOSEC Partnership Conference, Sierra Vista, AZ,
http://www.fbcinc.com/event.aspx?eventid=Q6UJ9A00HIMP
Philadelphia SecureWorld Expo; Philadelphia, PA;
http://secureworldexpo.com/events/index.php?id=253
2009 Department of Energy Cyber Security Conference, Henderson, NV,
http://cio.energy.gov/csc_conference.htm
Cyber Defence, Stockholm, Sweden, http://www.smionline.co.uk/events/overview.asp?is=1&ref=3080
Systemic Approaches to Digital Forensic Engineering (SADFE), Oakland, CA,
http://conf.ncku.edu.tw/sadfe/
Internet Monitoring and Protection, Venice Italy,
http://www.iaria.org/conferences2009/SECURWARE09.html
Network Centric Warfare Europe, Cologne, Germany,
http://www.asdevents.com/event.asp?ID=358
2009 National Laboratories Information Technology Summit, Knoxville, TN,
http://www.fbcinc.com/event.aspx?eventid=Q6UJ9A00IK2F
Defense Daily’s Cyber Security Summit, Washington D.C.,
http://www.defensedaily.com/events/cybersecurity/
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2 – 5 Jun 2009
3 - 4 Jun 2009
7 – 10 Jun 2009
14 – 18 Jun 2009
14 – 19 Jun 2009
16 - 18 Jun 2009
16 – 18 Jun 2009
17 – 19 Jun 2009
21 – 23 Jun 2009
22 – 24 Jun 2009
25 – 26 Jun 2009
28 Jun – 3 July
2009
1 – 3 Jul 2009
6 – 7 Jul 2009
6 – 8 Jul 2009
7 – 10 Jul 2009
25 – 30 July
July 2009
17 – 19 Aug 2009
18 – 20 Aug 2009
31 Aug – 4 Sep
2009
29 – 30 Sep 2009
28 – 29 Oct 2009
4 – 5 Nov 2009
18 – 20 Nov 2009

Keeping Cyberspace Professionals Informed
Applied Cryptography and Network Security (ACNS), Paris-Rocquencourt, France,
http://acns09.di.ens.fr/
FISC 2009, Colorado Springs, CO,
http://www.fbcinc.com/event.aspx?eventid=Q6UJ9A00IC04
Information Hiding Workshop, Darmstadt, Germany, http://www.ih09.tu-darmstadt.de/
IEEE International Conference on Communications (ICC) 2009, Dresden, Germany,
http://www.comsoc.org/confs/icc/2009/index.html
International Conference on Emerging Security Information, Systems and Technologies;
Athens Greece, http://www.iaria.org/conferences2009/SECURWARE09.html
Air Force Cyberspace Symposium 2009, Bossier City, Shreveport, LA,
http://www.cyberspacesymposium.com/
Information Assurance Conference of the Pacific (IACP), Honolulu, HI,
http://www.fbcinc.com/event.aspx?eventid=Q6UJ9A00IGGP
Conference on Cyber Warfare, Tallinn, Estonia, http://www.ccdcoe.org/7.html
th
14 Annual CyberTherapy & CyberPsychology Conference, Lago Maggiore, Verbania-Intra,
Italy, http://www.e-therapy.info/
Information Operations Europe 2009: Delivering Effects Through Influence Activity,
London, UK, http://www.defenceiq.com/ShowEvent.aspx?id=173906
Workshop on Digital Forensics & Incident Analysis, Athens, Greece, http://www.wdfia.org/
Annual Computer Security Incident Handling Conference (FIRST), Kyota, Japan,
http://www.first.org/conference/
Australasian Conference on Information Security and Privacy (ACISP), Brisbane, Australia,
http://conf.isi.qut.edu.au/acisp2009/
European Conference on Information Warfare and Security (ECIW), Lisbon, Portugal,
http://www.academic-conferences.org/eciw/eciw2009/eciw09-home.htm
th
4 Global Conference: Visions of Humanity in Cyberculture, Cyberspace and Science
Fiction, Oxford, United Kingdom, http://www.inter-disciplinary.net/ati/Visions/v4/cfp.html
Conference on Ubiquitous Intelligence and Computing, Brisbane, Australia,
http://www.itee.uq.edu.au/~uic09/
Black Hat USA 2009, Las Vegas NV, http://www.blackhat.com/
International Conference on Detection of Intrusions and Malware, and Vulnerability
Assessment (DIMVA), Milan, Italy, http://www.dimva.org/
Digital Forensics Research Workshop, Montreal, Canada, http://www.dfrws.org/
International Conference on Information Assurance and Security, Xi’an, China,
http://www.ias09.org/
th
6 International Conference on Trust, Privacy & Security in Digital Business, Linz, Austria,
http://www.icsd.aegean.gr/trustbus2009/
Detroit SecureWorld Expo; Detroit, MI;
http://secureworldexpo.com/events/index.php?id=257
Seattle SecureWorld Expo; Seattle, WA;
http://secureworldexpo.com/events/index.php?id=249
Dallas SecureWorld Expo; Dallas, TX;
http://secureworldexpo.com/events/index.php?id=250
MINES 2009 International Conference on Multimedia Information Networking and
Security, Wuhan, China; http://liss.whu.edu.cn/mines2009/
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EMPLOYMENT OPPORTUNITIES WITH NSCI
Job Title
Operational Deterrence Analyst
Defensive Cyber Ops Analyst
Cyber SME
Geospatial Analyst
Logistics All-Source Intelligence Analyst
SIGINT Analyst
Cyber Operations SME
Website Maintainer
Cyberspace Specialists
Cyberspace Manning IPT

Location
NE, VA
NE, VA, CO
NE, VA, TX, CO
NE
NE
NE, CO
NE
NE
NE
NE
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