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THIS WEEK IN CYBERPRO
BY LINDSAY TRIMBLE, NATIONAL SECURITY CYBERSPACE INSTITUTE, INC.

As the year quickly comes to a close and people prepare resolutions for the new year, research institutes
are releasing their evaluations of 2009. Symantec’s MessageLabs Intelligence Labs division is calling 2009
“the year of the botnet,” reporting that the average number of malicious Web sites blocked each day
has increased by 7.6 percent since 2008 (page 19). Leading the list of the top 10 botnets for the year are
Rustock, Cutwail and Bagle, each accounting for more than 16 percent of global spam (page 19). Cutwail,
Rustock and Mega-D have now infected more than 5 million computers worldwide, as botnets become
more flexible and resilient (page 19).
Looking forward, a Federal Computer Week article asks “Will 2010 bring a wake-up call for
cybersecurity?” (page 6). Amit Yoran, chief executive officer of NetWitness, says 2010 will include
threats from custom malware, challenges in incident response, sleeper software and attacks that target
mobile computing platforms. Many believe the information security profession is shifting from a
traditional, technology-oriented role to a more integrated profession that combines the technology
aspects and the business side of information assurance (page 6).
While some believe the cyber leadership “turf war” has brought the Obama administration’s attention
back to cybersecurity (page 7), others question whether or not cybersecurity is getting the attention it
deserves. Sen. Jay Rockefeller (D-W.Va.) says Congress is not taking the cyber threat as seriously as it
should and has made “a mess” of cybersecurity jurisdiction, explaining that 50 federal agencies and 20
congressional committees and subcommittees all have partial jurisdiction over aspects of federal
cybersecurity (page 7). Richard Schaffer, National Security Agency information assurance director, is a
proponent for developing a public awareness campaign for cybersecurity. Comparing it to the Smokey
Bear campaign of the 1970s, Schaffer says cybersecurity education must be improved at the individual
level first (page 8).
AFCEA’s SOLUTIONS series recently hosted “Cyberspace at the Crossroads: The Intersection of Cyber,
National and Economic Security” (page 10). Speakers at the event highlighted priorities for
cybersecurity, including developing technical means to improve analytics and risk management;
increasing our understanding of data in cyberspace; and establishing shared data sets as a basis for
collaboration. Speakers also discussed the future of automation in cybersecurity and ways to improve
situational awareness in the cyber domain (page 10). National cyber leadership was a topic of discussion
at the event, as a panel of former federal officials said the White House cyber chief should be given
budget authority for cybersecurity initiatives across all agencies in order to ensure the allocation of
necessary resource (page 12).
2010 is just around the corner. What do you think it will bring for the field of cybersecurity?
110 Royal Aberdeen 

CyberPro

Smithfield, VA 23430 

National Security Cyberspace Institute

ph. (757) 871-3578

Page |5

CyberPro

Volume 2, Edition 25
December 17, 2009

Keeping Cyberspace Professionals Informed
CYBERSPACE – BIG PICTURE
The future of the information security
profession
BY: UPASANA GUPTA, GOVINFOSECURITY.COM
12/11/2009

Information security as a profession is changing
from the more traditional, technology-oriented
role of protecting critical information assets
toward integration with the strategic thinking of
organizations. Security expert Steve Katz says
information security professionals must now
focus on the business need for securing
information and understanding risk from a
business perspective. The most valuable
qualities for information security professionals
include data protection and classifications;
integration of information security practices
into business and risk management efforts; and
proficiency in fraud and forensics investigations.
Current information security education focuses
on the technology and the business side of
information assurance.
http://www.govinfosecurity.com/articles.php?a
rt_id=1997

What if the Internet breaks?
BY: KATHERINE REYNOLDS LEWIS, MSN
12/09/2009

This article discusses what would happen if the
Internet broke. Companies would not be able to
access e-mail, credit cards wouldn’t work and
hospitals and stores would run out of supplies.
James Lewis, a senior fellow at CSIS says the
Internet has become central to our economy,
and that as we continue to increase the number
of automated processes, we are becoming
more dependent on the Internet. There are two
main risks to the Internet: an attack or a
technical collapse. If the Internet did collapse,
110 Royal Aberdeen 
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communications would be shut down, financial
transactions would be impossible,
transportation would be shut down, health care
providers would have trouble accessing records
and the electric grid could be disrupted. The
article points out that the people that have the
skill to crack the backbone of the Internet
would most likely not shut the entire Internet
down as they are also dependent on it.
http://articles.moneycentral.msn.com/Investing
/Extra/what-if-the-internetbreaks.aspx?GT1=33002

Will 2010 bring a wake-up call for
cybersecurity?
BY: RUTRELL YASIN, FEDERAL COMPUTER WEEK
12/07/2009

Amit Yoran, chief executive officer of
NetWitness, says current processes and
technologies are not making organizations more
secure because they focus too heavily on
protecting network perimeters. Yoran explains
that most IT security tools are signature-based,
which only work on known threats and cannot
defend against emerging threats from
cybercriminals and nation-state adversaries.
Randy Vickers, director of US-CERT and DHS’s
National Cybersecurity Division, says that in the
next year, DHS will focus on prioritizing threats
and managing cyber risks. Yoran says the next
year will include threats from custom malware,
challenges in incident response, sleeper
software and attacks that target mobile
computing platforms.
http://fcw.com/404.aspx?404;http://fcw.com/a
rticles/2009/12/07/2010-wake-up-callcybersecurity.aspx

Smithfield, VA 23430 

National Security Cyberspace Institute

ph. (757) 871-3578

Page |6

CyberPro

Volume 2, Edition 25
December 17, 2009

Keeping Cyberspace Professionals Informed
CYBERSPACE – U.S. GOVERNMENT
U.S. cyber security is back on the agenda
BY: PETER WARREN, GUARDIAN.CO.UK
12/09/2009

This article discusses how the “turf war
between the U.S. Department of Homeland
Security, the military and the intelligence
community” has brought attention back to the
Obama administration’s advances in
cybersecurity. Tom Reilly, a U.S. director of
ArcSight, says people are becoming impatient
waiting for President Barack Obama to appoint
a cyber czar who could set policy direction and
eliminate duplication among federal agencies.
Steven Chabinsky, the deputy assistant director
of the FBI’s cyber division, says the FBI is
investigating claims that al-Qaida sympathizers
are looking into launching attacks on critical
communications infrastructure.
http://www.guardian.co.uk/technology/2009/d
ec/09/obama-us-cyber-security-top-agenda

Rockefeller: Congress Failing on
Cybersecurity
BY: ERIC CHABROW, GOVERNMENT INFORMATION
SECURITY
12/04/2009

Sen. Jay Rockefeller (D-W.Va.) recently spoke to
Homeland Security Secretary Janet Napolitano
and said Congress is not taking cybersecurity
threats as seriously as it should. Rockefeller said
that 50 federal agencies and 20 congressional
committees and subcommittees all have some
jurisdiction over aspects of federal
cybersecurity, making “a mess” of cybersecurity
jurisdiction. Rockefeller added that the
cybersecurity coordinator must be placed
higher within the White House hierarchy, and
that having the coordinator report to the
National Security Council and National
Economic Council undermines the importance
of cybersecurity. Napolitano said she will work
110 Royal Aberdeen 
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with Rockefeller on his proposed cybersecurity
legislation.
http://www.govinfosecurity.com/articles.php?a
rt_id=1983

New dashboard tracks cybersecurity
programs
BY: BEN BAIN, FEDERAL COMPUTER WEEK
12/03/2009

The Business Software Alliance (BSA) has a new
online dashboard that tracks cybersecurity
programs. The BSA Cyberspace Policy Review
Dashboard details 31 recent government
milestones that correspond to 12 major
categories the group took from President
Barack Obama’s cybersecurity report. BSA says
it is concerned over the delay in the
appointment of a cybersecurity coordinator, but
it is satisfied with Obama’s framework for
cybersecurity efforts. BSA also supports the
structure for the cybersecurity coordinator that
Obama has proposed. BSA opposes the
government security standards included in a
draft version of a comprehensive cybersecurity
bill introduced by Senators Jay Rockefeller (DW.Va.) and Olympia Snowe (R-Maine).
http://fcw.com/articles/2009/12/03/web-bsacybersecurity-dashboard.aspx

Trade group seeks to stave off
cybersecurity mandates
BY: CHRIS STROHM, NEXTGOV.COM
12/04/2009

The Internet Security Alliance released a report
that encourages the Obama administration to
avoid placing mandates on private companies
when it comes to cybersecurity, and to offer
incentives that encourage companies to
improve their practices. The report includes
nine incentives the government could offer,
including liability insurance benefits for
developing technology and standards, and tying

Smithfield, VA 23430 

National Security Cyberspace Institute

ph. (757) 871-3578

Page |7

CyberPro

Volume 2, Edition 25
December 17, 2009

Keeping Cyberspace Professionals Informed
federal funding and contract awards to
cybersecurity compliance. The government
could also offer tax breaks and grant funding for
research and development.
http://www.nextgov.com/nextgov/ng_2009120
4_9658.php?oref=topnews

incentives for complying with privatelydeveloped standards and technologies.
http://www.computerworld.com/s/article/9141
762/New_study_calls_for_cybersecurity_overh
aul_in_U.S

Wanted: A Smokey Bear for cybersecurity
New study calls for cybersecurity overhaul
in U.S.
BY: GRANT GROSS, COMPUTERWORLD
12/03/2009

A new report from the Internet Security Alliance
says the government and private businesses
must change how they look at cybersecurity,
and that the government should offer
incentives to businesses for fixing security
issues. The report also calls for international
cybersecurity collaboration centers, new VoIP
standards and education programs for
corporate leaders. The report focuses on
offering economic incentives and other
programs to improve cybersecurity and says the
U.S. government should create federal grants,
loans and stimulus money for cybersecurity
standards. Companies could also receive tax
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BY: AMBER CORRIN, FEDERAL COMPUTER WEEK
12/02/2009

Richard Schaffer, National Security Agency
information assurance director, says
cybersecurity has become a national issue that
depends on increasing education at the
individual level. Schaffer says the U.S. must
develop a public awareness campaign within
schools, businesses and homes much like the
Smokey Bear campaign in the 1970s. Bill
Hunteman, associate chief information officer
for cyber security at the Energy Department,
the U.S. must mature our understanding and
utilization of cyberspace so individuals
understand they are accountable for their own
cyber security.
http://fcw.com/articles/2009/12/02/smokybear-cybersecurity.aspx
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Civilization’s high stakes cyber-struggle:
Q&A with Gen. Wesley Clark (ret.)
BY: RICHARD ADHIKARI, TECHNEWSWORLD
12/02/2009

FISMA reform without reforming FISMA
BY: ERIC CHABROW, GOVINFOSECURITY.COM
12/11/2009

What worries Melissa Hathaway?

Ron Ross, NIST senior computer scientist and
FISMA implementation project leader, says a
draft of new guidance from NIST, known as
special publication 800-37 shows that moving to
new real-time metrics does not necessarily
require new laws. NIST has worked with the
Defense Department, Office of the Director of
National Intelligence and the Committee on
National Security Systems to create new
guidance that will help federal agencies change
how they secure their IT systems without
Congress telling them to do so. In an interview
with GovInfoSecurity.com, Ross explains how
special publication 800-37 promotes “near realtime risk management and continuing
information systems authorizations through the
implementation of robust continuous
monitoring.” Ross also discusses the new
“lifecycle approach” of the new guidance, and
how this lifecycle approach will apply to legacy
systems.
http://www.govinfosecurity.com/articles.php?a
rt_id=1996

BY: ERIC CHABROW, GOVERNMENT INFORMATION
SECURITY
12/01/2009

NIST gets new director at a critical time for
the agency

This article includes the transcript of a
TechNewsWorld interview with retired General
Wesley Clark. Clark answers questions about
what the government is doing to protect our
national cyber-infrastructure and whether we
are becoming too dependent on the Internet.
Clark says we do not yet know how much
damage could be caused by skilled hackers with
the right funding and technology. He adds that
attribution must be included in a national cyber
strategy, because identifying the source of an
attack could help us respond more effectively.
Finally, Clark discusses what must be done to
improve international cooperation, especially
between law enforcement agencies.
http://www.technewsworld.com/story/Civilizati
ons-High-Stakes-Cyber-Struggle-QA-With-GenWesley-Clark-ret68787.html?wlc=1259777962&wlc=125978080
1

In this article, former White House
cybersecurity advisor Melissa Hathaway
answers questions for GovInfoSecurity.com.
Hathaway says that what worries her most is
that cyber threats are “outpacing our defenses
at a volume and velocity never imagined.”
Hathaway answers questions about America’s
cyberspace strategy and the partnership
between the government and the private
sector. Hathaway also discusses how the private
sector should be involved in protecting critical
infrastructure, without relying completely on
regulations or financial incentives.
http://www.govinfosecurity.com/articles.php?a
rt_id=1972
110 Royal Aberdeen 
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BY: WILLIAM JACKSON, FEDERAL COMPUTER WEEK
12/09/2009

The new director of the National Institute of
Standards and Technology, Patrick Gallagher,
said NIST has “become an economic enabler for
a nation increasingly dependent on information
technology and the ability to securely share and
use information” because of NIST’s role in
ensuring security in data exchange. Gallagher
explained that NIST hopes to create “positive
economic conditions” by “establishing a
standardized environment for growth.”
Gallagher added that now is a critical time in
cybersecurity as the government must respond
to this year’s review of cybersecurity efforts and
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also because of the number of bills addressing
cybersecurity requirements pending in
Congress.
http://fcw.com/articles/2009/12/09/gallagher120909.aspx

US-CERT warns of VPN attack that
bypasses browser security
BY: KELLY JACKSON HIGGINS, DARK READING
12/01/2009

US-CERT recently issued an advisory warning
about a vulnerability in SSL VPN products that
could allow an attacker to bypass
authentication steps and launch Web-based
attacks. The user must first visit an infected
Web page where the attacker can steal the
user’s VPN session tokens and alter the victim’s
cookies or HTML content. US-CERT has provided
workarounds for this issue, including limiting
URL-rewriting to trusted domains, limiting VPN
server connections to trusted domains and
disabling URL-hiding features.
http://www.darkreading.com/vulnerability_ma
nagement/security/client/showArticle.jhtml?art
icleID=222000105

Mid-day speakers outline priorities
BY: MARYANN LAWLOR, AFCEA SIGNAL MAGAZINE
12/02/2009

This article includes some key points from
speakers at AFCEA’s SOLUTIONS Series
“Cyberspace at the Cross Roads: The
Intersection of Cyber, National and Economic
Security.” Rosemary Wenchel, director of
information operations and strategic studies for
the Office of the Undersecretary of Defense
(Intelligence), says cyberspace is a “multilayered environment that defies the policies,
laws and activities people of all nations had
come to accept.” Dawn Meyerriecks, deputy
director of national intelligence for acquisition
and technology, ODNI, says there will be a
substantial increase in investment in research
and development at the Office of Science and
110 Royal Aberdeen 
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Technology Policy level. Other areas that will
receive more attention in the next few years
include developing technical means to improve
analytics and risk management; increasing our
understanding of data in cyberspace; and
establishing shared data sets as a basis for
collaboration.
http://www.afcea.org/signal/signalscape/index.
php/2009/12/mid-day-speakers-outlinepriorities/

Discussions put cybersecurity on track
BY: MARYANN LAWLOR, AFCEA SIGNAL MAGAZINE
12/02/2009

This article highlights several speakers from the
recent AFCEA SOLUTIONS Series conference.
Capt. Joe Grace, USNR, discussed emerging
threats and focused on threats to wireless
devices. David Hollis, senior policy analyst with
the Office of the Undersecretary of Defense
(Intelligence), emphasized the importance of
educating government personnel about
cybersecurity. Speakers also discussed the
future of automation in cybersecurity and the
importance of the Security Content Automation
Protocol, or SCAP, as “the game-changing
technology of this decade.” Other speakers
talked about resolving which organizations are
responsible for various aspects of cybersecurity,
and ways to improve situational awareness in
the cyber domain.
http://www.afcea.org/signal/signalscape/index.
php/2009/12/discussions-put-cybersecurity-ontrack/

A call to cyber arms
BY: MARYANN LAWLOR, AFCEA SIGNAL MAGAZINE
12/02/2009

Sherri Ramsay, director of the NSA’s Central
Security Service Threat Operations Center,
spoke at the AFCEA’s SOLUTIONS Series
conference, and said the federal government
must work towards sharing network situational
awareness across the U.S. government, industry
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and individuals. Ramsay says that all parties
must be more proactive in order to improve
cybersecurity, and emphasized the importance
of communicating at “cyber speed.” Ramsay
says industry can best improve cybersecurity by
developing visualization tools for huge amounts
of data, analysis products that can predict an
adversary’s next move and collaborative tools
that secure information sharing.
http://www.afcea.org/signal/signalscape/index.
php/2009/12/a-call-to-cyber-arms/

Conflicting information security standards
slow acquisitions
BY: JILL R. AITORO, NEXTGOV.COM
12/02/2009

requirements are keeping federal agencies from
quickly acquiring products and services from
industry partners. Although civilian and defense
agencies share similar baseline information
security standards, many include their own
requirements for products installed on their
networks, delaying procurements for federal
agencies. Vendors can use the Security Content
Automation Protocol to comply with a variety of
federal security requirements, but SCAP lacks
flexibility to allow vendors to customize
software applications to better meet
operational requirements.
http://www.nextgov.com/nextgov/ng_2009120
2_2088.php

Panelists at the AFCEA SOLUTIONS Series
conference say varying information security
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U.S. CYBER LEADERSHIP DEBATE
Former officials: White House cyber
coordinator should have budget authority
BY: JILL R. AITORO, NEXTGOV.COM
12/03/2009

A panel of former federal officials at the AFCEA
Solutions cybersecurity conference said the
White House cyber chief should be given
budget authority for cybersecurity initiatives
across all agencies in order to ensure the
allocation of necessary resources. The Obama
administration has said the coordinator will
oversee cybersecurity initiatives for individual
agencies, but it has not provided details about
budget authority. Bob Lentz, president and
chief executive officer of Cybersecurity
Strategies, recommends the creation of a
national-level committee including both public
and private sector leadership that could make
strategic and tactical decisions about
cybersecurity initiatives.
http://www.nextgov.com/nextgov/ng_2009120
3_3930.php

Idea: Unified cybersecurity committee
BY: JILL R. AITORO, NEXTGOV.COM
12/03/2009

Government relations firm Livingston Group
recently sent a letter to House Speaker Nancy
Pelosi and minority leader John Boehner, asking
Congress to unify all of the committees that
currently have some jurisdiction over
cybersecurity. Livingston recommends that
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Congress establish a Select Committee on
Cybersecurity to review and introduce bills. The
committee would include two subcommittees.
The first would deal with national security and
intelligence issues and the second would focus
on online crime, critical infrastructure
protection and commercial sector activities.
http://techinsider.nextgov.com/2009/12/forme
r_congressman_suggests_unified_cybersecurity
_committee.php

Rockefeller: ‘Cyber czar’ has too many
bosses
BY: GREGG CARLSTROM, FEDERAL TIMES
12/02/2009

Sen. Jay Rockefeller (D-W.Va.) says he is
concerned that President Barack Obama’s cyber
czar will have “too many bosses,” since the czar
will be required to report to the National
Economic Council and the National Security
Council. Rockefeller says that unless there is a
cybersecurity coordinator that reports directly
to the president, cybersecurity will not remain a
top priority. Rockefeller and Sen. Olympia
Snowe (R-Maine) have introduced legislation
that would make the cyber czar directly
accountable to the president.
http://blogs.federaltimes.com/federal-timesblog/2009/12/02/rockefeller-cyber-czar-hastoo-many-bosses/
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CYBERSPACE – DEPARTMENT OF DEFENSE (DOD)
Cyberattacks on U.S. military systems rise
sharply
BY: ROBERT MCMILLAN, COMPUTERWORLD
12/07/2009

The U.S.-China Economic and Security Review
Commission says cyberattacks on the U.S.
Department of Defense have increased
significantly this year, and that many of these
attacks are coming from China. Chris Poulin,
chief security officer at Q1Labs Inc. says the
increase is partly because the U.S. military is
getting better at identifying cyberthreats.
Poulin added that his company’s clients have
seen attack patterns from nation-states
including China, North Korea and the Middle
East. He also said attacks may not be sponsored
by the Chinese government, but that the
Chinese government is not doing much to stop
attacks.
http://www.computerworld.com/s/article/3456
50/Report_China_Tied_to_Cyberattacks_on_U.
S._Systems

DOD social-media policy still in limbo
BY: AMBER CORRIN, DEFENSE SYSTEMS
12/01/2009

Defense Deputy Chief Information Officer Dave
Wennergren says the Defense Department is
working to lay out an enterprise-wide socialnetworking policy that focuses on responsible
utilization and joint ethical standards. Social
networking allows mass collaboration across
agencies, and Wennergren says social sites are
“integral to modernizing federal operations and
mobilizing information sharing.” DoD says that a
successful social media policy would include
secure information sharing, keeping up with
technological advances, making full use of
technologies and doing everything possible to
be transparent.
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http://defensesystems.com/articles/2009/12/0
1/dod-social-media-policy-wennergrencomments.aspx

Cybersecurity bowl: Army-Navy
BY: ERIC CHABROW, GOVINFOSECURITY.COM
12/11/2009

This article discusses how the Navy is “playing
catch-up against the Army in educating its
students in cybersecurity.” Naval Academy
Superintendent Vice Adm. Jeffrey Fowler says
the academy is considering requiring students
to take at least one cybersecurity course during
their education, while West Point already
requires its students to complete two
cybersecurity courses. West Point also includes
cybersecurity in every computer science course.
http://blogs.govinfosecurity.com/posts.php?po
stID=384

Maryland wants Uncle Sam’s cyber
command
FEDERAL NEWS RADIO
12/10/2009

Senators Barbara Mikulski and Ben Cardin
recently spoke to the BWI Business Partnership
in Linthicum and said they want the Pentagon’s
new Cyber Command to be based at Fort
George G. Meade or in the
Baltimore/Washington area. The command is
expected to create 15,000 jobs. This article also
discusses how the Pentagon has still not fixed a
security hole on its public site that was first
identified by a Romanian hacker months ago.
http://www.federalnewsradio.com/?nid=15&si
d=1836145
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DISA updates don’t eliminate vulnerability
in Unix security review scripts, expert says

Vulnerability in DISA security scripts could
leave systems at risk

BY: WILLIAM JACKSON, GOVERNMENT COMPUTER
NEWS
12/09/2009

BY: WILLIAM JACKSON, GOVERNMENT COMPUTER
NEWS
12/08/2009

The Defense Information Systems Agency (DISA)
has recently updated the Security Readiness
Review scripts used to evaluate Unix
computers, in an attempt to fix a vulnerability
that could allow applications to install malicious
software. DISA develops Security Technical
Implementation Guides (STIGs) for DoD users to
standardize the secure configuration and
operations of hardware and software. Jamie
Adams, senior engineer with Trusted Computer
Solutions, says that although the scripts have
been modified to fix the vulnerability, there still
need to be fundamental changes.
http://www.gcn.com/Articles/2009/12/09/DISA
-SRR-scripts-update.aspx

The Defense Information Systems Agency (DISA)
recently warned government administrators not
to use its Security Readiness Review (SRR)
scripts because of a vulnerability that allows
applications to install malicious software. The
SSR scripts are used to verify compliance with
Defense Department security implementation
guidelines, but the process could leave the host
computer vulnerable to root access because
applications with administrative privileges are
run while searching for appropriate versions of
software. If attackers are able to insert a
malicious file into the filesystem labeled as one
of these programs, they could install malicious
software while covering their tracks by telling
the script that the proper version of the
software was found.
http://gcn.com/articles/2009/12/08/disa-rssvulnerability-120809.aspx
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CYBERSPACE – DEPARTMENT OF HOMELAND SECURITY (DHS)
DHS hosts virtual cybersecurity job fair
BY: BEN BAIN, FEDERAL COMPUTER WEEK
12/11/2009

The Homeland Security Department will hold a
virtual job fair to look for cybersecurity workers
for DHS’s computer security workforce. DHS is
looking for workers to help with cyber incident
response; vulnerability detection and
assessment; networks and systems engineering;
cyber risk and strategic analysis; and
intelligence and investigation. DHS has been
given authority to hire as many as 1,000 new
workers for cybersecurity positions, but the
department says it may not fill all of the
positions. The article provides the link to the
virtual job fair Web page.
http://fcw.com/articles/2009/12/11/web-dhsvirtual-job-fair.aspx

DHS releases cyber incident response draft
plan
The Homeland Security Department recently
released a draft of a cybersecurity plan that
determines the roles and responsibilities of
federal agencies and industry in responding to
cyber attacks. Navy Rear Adm. Michael Brown,
the DHS deputy assistant secretary for
cybersecurity and communications, explains
that the draft is part of efforts to develop a
National Cyber Incident Response Plan. DHS will
incorporate input from its partners into a final
draft of the plan, which will be tested during
Cyber Storm III in September 2010.
http://fcw.com/articles/2009/12/09/webnational-cyber-incident-response-plan.aspx

CyberPro

BY: JILL R. AITORO, NEXTGOV.COM
12/03/2009

The Homeland Security Department has
completed the draft of a plan that outlines the
roles and responsibilities of the government
and businesses in the event of widespread
cyberattacks. DHS is planning to test the new
plan during its CyberStorm III exercise in
September 2010. The new National
Cybersecurity and Communications Integration
Center, which opened Oct. 30, will serve as a
“24-hour, coordinated watch and warning
center with representatives from DHS, the
Justice Department, the National Security
Agency, and the Defense Department’s new
Cyber Command.”
http://www.nextgov.com/nextgov/ng_2009120
3_2020.php

5 Key cybersecurity areas for DHS to tackle

BY: BEN BAIN, FEDERAL COMPUTER WEEK
12/09/2009

110 Royal Aberdeen 

DHS completes draft of plan on how to
respond to a national cyberattack

BY: ERIC CHABROW, GOVERNMENT INFORMATION
SECURITY
12/02/2009

Homeland Security Secretary Janet Napolitano
recently spoke at a Senate Commerce Science
and Transportation hearing and discussed
cybersecurity challenges for the Homeland
Security Department. Cathleen Berrick,
managing director for homeland security and
justice at the Government Accountability Office,
provided a written statement of five key
cybersecurity challenges DHS should tackle,
including improving cyber analysis and warning
capabilities; completing actions identified
during cyber exercises; improving the security
of infrastructure control systems; strengthening
DHS’s ability to recover from disruptions; and
addressing cybercrimes.
http://www.govinfosecurity.com/articles.php?a
rt_id=1975

Smithfield, VA 23430 

National Security Cyberspace Institute

ph. (757) 871-3578

P a g e | 15

CyberPro

Volume 2, Edition 25
December 17, 2009

Keeping Cyberspace Professionals Informed

CYBERSPACE – INTERNATIONAL
Governments must unite to head off cyberterrorism threat, says Kaspersky

Did the Russian secret service mastermind
‘Climategate’?

BY: WARWICK ASHFORD, COMPUTERWEEKLY.COM
12/11/2009

BY: JOHN HUDSON, THE ATLANTIC WIRE
12/07/2009

Russian security firm Kaspersky Lab says that
although many governments are working to
defend against cyber threats, they are “working
on national initiatives to tackle a global
problem.” Kaspersky says cyberterrorism is a
greater concern than cybercrime, and that
every person, business and economy is at risk of
cyber attack. The article says it is ultimately the
responsibility of governments to work together
to protect the Internet and act against those
who develop threat capabilities.
http://www.computerweekly.com/Articles/200
9/12/11/239675/Goverments-must-unite-tohead-off-cyber-terrorism-threat-says.htm

This article discusses whether or not Russian
cyberspies were involved in hacking that started
“Climategate.” Jean-Pascal van Ypersele, vicechairman of the Intergovernmental Panel on
Climate Change, says “Climategate” was
“engineered by sophisticated, well-funded
operatives attempting to destroy public
confidence in the science of climate change.”
Experts call these claims “baseless and
irresponsible.” The U.K.’s Daily Mail says that
because Russia is one of the world’s largest oil
producers, they have a vested interest in
opposing new agreements that would require
cutting emissions. Although the stolen material
was uploaded on a Russian server, we still don’t
know the identity of the culprit.
http://www.theatlanticwire.com/opinions/view
/opinion/Did-the-Russian-Secret-ServiceMastermind-Climategate-1819

Russia and U.S. in secret talks to fight net
crime
BY: DANIEL NASAW AND BOBBIE JOHNSON,
GAURDIAN.CO.UK
12/13/2009

American officials have reportedly been secretly
meeting with Russia and the United Nations in
hopes of creating “an international consensus
on how to deal with cybersecurity problems.”
Experts believe Russia is seeking a
“disarmament treaty for cyberspace,” while the
United States is hoping to encourage better
international cooperation on cyber crime. Some
experts say these talks could be difficult
because most advanced nations are reluctant to
document their cyber capabilities. Still, without
international cooperation, cyber culprits
“remain beyond the reach of U.S. prosecutors.”
http://www.guardian.co.uk/technology/2009/d
ec/13/russia-us-internet-security-cyberwarfare
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Cold war enemies Russia and China launch
a cyber attack every day
BY: DUNCAN GARDHAM, TELEGRAPH.CO.UK
12/04/2009

The U.K. Office of Cyber Security formed
Computer Emergency Response Teams to deal
with cyber espionage threats, mostly coming
from China and Russia. MI5 believe the hackers
are mostly state-sponsored spies looking to
steal intelligence and industrial secrets.
Jonathan Evans, head of MI5, says China and
Russia are using sophisticated attacks to steal
sensitive information about civilian and military
projects, as well as political and economic
intelligence.
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http://www.telegraph.co.uk/technology/news/
6727100/Cold-war-enemies-Russia-and-Chinalaunch-a-cyber-attack-every-day.html

ASPI report calls for Internet shop front to
deal with cyber crime

China warns of Skype phishing attack

The Australian Strategic Policy Institute recently
released a report, called “Cyber security:
threats and responses in the information age,”
which recommends the creation of an Internet
crime reporting and analysis center. The report
also discussed the government’s failure to
address ICT infrastructure security
vulnerabilities. The report recommended that
policies be developed to enhance the end-point
security of users connecting to the NBN and a
cyber warfare doctrine for the military.
Australia introduced a new cybersecurity
strategy as well as CERT Australia – an
emergency response team – in May.
http://www.computerworld.com.au/article/328
704/aspi_report_calls_internet_shop_front_de
al_cyber_crime

BY: OWEN FLETCHER, TECHWORLD
12/08/2009

The National Computer Network Emergency
Response Technical Team (CERT), China’s
cyberthreat response group, recently warned
local Skype users about phishing scams where
users receive fake messages that redirect them
to a malicious look-alike site. Phishing is
becoming a significant problem for China, and
local banks and an online auction sites similar to
eBay have been targeted. Miao Deyu, a
spokesman for Chinese antivirus software
maker Antiy Labs, says Skype is a prime target
for phishing because user accounts are often
linked to payment information.
http://news.techworld.com/security/3208353/c
hina-warns-of-skype-phishing-attack/?olo=rss
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BY: KATHRYN EDWARDS, COMPUTERWORLD
12/04/2009
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On the imminent cyber warfare, what’s
Ghana’s preparedness?
BY: FRANK AGYEMANG, MODERN GHANA
12/01/2009

This article discusses recent cyber attacks,
focusing on attacks on NATO and attacks
against Estonia and South Korea. Computer
attacks are now powerful enough to damage a
country’s infrastructure, cut off
communications or power supplies and disrupt
military command systems. This article
examines how prepared Ghana is for a cyber
attack. Although Ghana is not as dependent on
computers as other nations such as the United
States or China, the article urges Ghanaians to
recognize the severity of threats and to start
developing a cyber defense program now to
oversee protection of critical national
infrastructure.
http://www.modernghana.com/news/251913/
1/on-the-imminent-cyber-warfare-whatsghanas-prepare.html

Germany plans Internet virus phone-call
alerts
ENTERPRISE SECURITY TODAY
12/10/2009

German officials have announced they will
phone Internet users to alert them when their
computers are infected. Germany’s federal
computer security agency (BSI) and the German
Internet business federation ECO said Internet

providers already are able to tell when their
customers have been infected. Economics
Minister Rainer Bruederle hopes that new jobs
in computing could help stimulate the economy
by replacing lost jobs in other industries. The
report also recommends that Germany improve
education and training programs in computer
science.
http://www.enterprise-securitytoday.com/story.xhtml?story_id=70511

Spying begins on U.K. web users
BY: PAUL MARKS, NEW SCIENTIST BLOGS
12/09/2009

This article discusses plans to force U.K. ISPs to
“spy on consumers” in order to detect
copyrighted music, movies, e-books, games and
software. One U.K. ISP, Virgin Media, is
conducting a trial of the technology needed to
monitor these copyrighted files on 1.6 million of
its customers, in order to estimate the size of
the piracy problem. Some Virgin customers are
worried that this technology could someday be
used to identify people and what information
they are accessing. Richard Clayton, of the
University of Cambridge’s security lab, says the
data in Virgin’s assessment phase is
anonymous, so it does not count as illegal
interception.
http://www.newscientist.com/blogs/shortsharp
science/2009/12/spying-begins-on-uk-webusers.html

High Tech Problem Solvers
www.gtri.gatech.edu

From accredited DoD enterprise systems to exploits for
heterogeneous networks, GTRI is on the cutting edge of
cyberspace technology. Transferring knowledge from
research activities with the Georgia Tech Information Security
Center, GTRI is able to bring together the best technologies,
finding real-world solutions for complex problems facing
government and industry.
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CYBERSPACE RESEARCH
Top 10 botnets and their impact
HELP NET SECURITY
12/09/2009

This article includes Message Labs’ list of top 10
botnets in 2009. In first place is Rustock, which
accounted for 10 to 20 percent of all spam for
much of 2009. Cutwail came in second place,
and was responsible for 17 percent of all spam
in 2009. Bagle came in third place, responsible
for 16 percent of global spam – almost
exclusively pharmaceutical or medical. The
other botnets that made the top 10 list are
Bobax, Grum, Maazben, Festi, Mega-D,
Xarvester, Gheg and Donbot.
http://www.netsecurity.org/secworld.php?id=8599

Stronger botnets and increased spam
detections in 2009
BY: DAN RAYWOOD, SC MAGAZINE UK
12/08/2009

According to the MessageLabs intelligence
annual security report for 2009 from Symantec,
2009 was a year of stronger botnets and
increases in spam as cybercriminals learned
lessons from McColo. The report claims that the
10 largest botnets, including Cutwail, Rustock
and Mega-D, have now infected more than 5
million computers worldwide. Botnets are
becoming much more flexible in how they can
be used and are more resilient after learning
lessons from the McColo takedown.
http://www.scmagazineuk.com/report-claimsthat-2009-was-a-year-of-stronger-botnets-andincreased-spam-detections-as-cybercriminalslearnt-lessons-from-mccolo/article/159213/

Report, which found that the average number
of malicious Web sites blocked each day has
increased by 7.6 percent since 2008. The report
also found that the majority of these blocked
domains were legitimate sites that had been
compromised. The report warns that even
though the amount of spam sent from botnets
such as Cutwail, Rustock and Mega-D decreased
in 2009, there is still the potential for an
increase in spam volume in the next year.
http://www.v3.co.uk/v3/news/2254620/2009botnet

Cybercriminals invest in social networking
attacks
BY: NEIL ROITER, SEARCHSECURITY.COM
12/08/2009

The 2009 Cisco Systems Annual Security Report
discusses next year’s most profitable and least
profitable cybercrime investment areas. The
report says solid investment areas include
pharmaceutical spam, click fraud, scareware
and advanced fee fraud. The report also says
that social networking attacks, particularly the
Koobface worm, are a good investment. The
report discusses the Zeus Trojan, which is
significant because – unlike other worms – it
waits until a user logs into an account and
collects login data. The Zeus Trojan is
responsible for stealing millions of dollars from
victims, including small businesses and local
government accounts. The report also discusses
social networking attacks in detail, identifying
social networking attacks as an “attack vector
on the climb.”
http://searchsecurity.techtarget.com/news/arti
cle/0,289142,sid14_gci1376260,00.html

2009 is the year of the botnet
BY: PHIL MUNCASTER, V3.CO.UK
12/08/2009

Symantec’s MessageLabs Intelligence Labs
division recently released its 2009 Security
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Survey shows cyberattacks are getting
more disruptive
BY: JILL R. AITORO, NEXTGOV.COM
12/01/2009

A recent survey from the Computer Security
Institute found that computer infections from
malicious software were the most prevalent
cyberattacks in 2009. More than 64 percent of
the survey’s respondents said they experienced
malware attacks – up from 50 percent in 2008.
The survey warns that malware infections will
continue to increase as hackers spend more
time customizing malware, making it more
effective in targeted attacks. The survey authors
also wrote that the increase in denial-of-service
attacks is surprising because they are less
profitable for attackers than data breaches.
http://www.nextgov.com/nextgov/ng_2009120
1_5149.php

User data easier than ever to phish on
Facebook, new study shows
BY: JOLIE O’DELL, READ WRITE WEB
12/08/2009

A new study from Internet security company
Sophos shows that Facebook users are
becoming more lax in protecting their personal
information. In 2007, Sophos created a fake
Facebook account and requested 200 friends to

evaluate what personal information they could
find. The security company was able to find email addresses, dates of birth, addresses or
location of users, phones numbers and IM
screen names of users. This year, Sophos
created two fake accounts, and found that
Facebook users are providing more personal
information than they were two years ago.
http://www.readwriteweb.com/archives/faceb
ook-phishing-personal-data-privacy.php

Network IPS tests reveal equipment
shortcomings
BY: ELLEN MESSMER, NETWORK WORLD
12/07/2009

NSS Labs recently conducted an evaluation of
15 different network intrusion-protection
systems from seven vendors, and found that
none of the IPS products were 100 percent
effective in stopping attacks against Microsoft,
Adobe and other programs. Rick Moy, president
of NSS Labs, says he was “disappointed overall”
that none of the products were completely
effective in detecting and stopping attacks.
Cisco, IBM, Juniper, McAfee, Sourcefire,
Stonesoft and TippingPoint products were all
included in the evaluation.
http://www.networkworld.com/news/2009/12
0709-ips-tests.html

Raytheon
Aspiring to be the most admired defense and aerospace systems
supplier through world-class people and technology Raytheon is
a technology leader specializing in defense, homeland security,
and other government markets throughout the world. With a
history of innovation spanning more than 80 years, Raytheon
provides state-of-the-art electronics, mission systems
integration, and other capabilities in the areas of sensing;
effects; command, control, communications and intelligence
systems, as well as a broad range of mission support services.
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Scientists promise an end to Web attacks

Security pros in demand: Report

BY: DAVID NEAL, V3.CO.UK
12/07/2009

BY: W. DAVID GARTNER, DARK READING
12/01/2009

Researchers at the University of Bristol’s
Department of Computer Science claim that a
new technology could make cyber attacks
“computationally impossible.” The researchers
will present their findings at the ASIACRYPT
2009 security conference in Japan, and will
discuss how encryption could prevent denial-ofservice attacks, while also providing two-factor
authentication that would still be user friendly.
The researchers will discuss how to transfer
information in a “truly encrypted way” as well
as “basic constructions in cryptography.”
http://www.v3.co.uk/v3/news/2254544/boffins
-hacking

The latest IT Hiring Index and Skills Report from
employment specialist Robert Half Technology
found that chief information officers are
planning to increase hiring in the first quarter of
2010, especially with jobs in networking,
security and application development. Dave
Willmer, executive director of Robert Half
Technology, says companies are looking to
expand their IT departments and invest in
technologies that will improve efficiency and
competitiveness. The technical skills currently in
demand include network administration,
desktop support and Windows administration.
http://www.darkreading.com/security/showArt
icle.jhtml?articleID=222000123

McAfee names dodgiest domains
More attacks but fewer losses, survey finds

BY: PHIL MUNCASTER, V3.CO.UK
12/02/2009

McAfee’s third annual State of the Mal Web
report says that more than 5 percent of sites on
the Internet could cause security risks, with
Cameroon’s .cm domain coming in as the most
dangerous domain. McAfee scanned 27 million
Web sites and 104 top level domains and found
that 5.8 percent posed a security risk. Cyber
criminals usually target regions where
registration is cheap and convenient.
Cameroon’s .cm domain has been popular for a
long time with domain name scammers who
hope to catch Web surfers who accidentally
type .cm instead of .com. The survey found that
more than 33 percent of the .cm domains pose
a security risk.
http://www.v3.co.uk/v3/news/2254304/mcafe
e-names-dodgiest-domains
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SECURITY FOCUS
12/01/2009

The latest survey of security managers and
corporate executives from the Computer
Security Institute found that while the number
of companies reporting a malware infection has
increased 14 percent since last year, losses due
to infections have decreased by 19 percent. The
survey also found that companies are satisfied
with security technology overall, but that tools
that provide visibility into network security such
as log management, intrusion detection
systems and data-loss prevention tools are
ranked the lowest in satisfaction.
http://www.securityfocus.com/brief/1042
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CYBERSPACE HACKS AND ATTACKS
http://www.computerworld.com/s/article/9141
661/Opinion_The_hackability_of_the_smart_gri
d

Once a hacker, always a hacker
BY: M.E. KABAY, TECHWORLD
12/03/2009

This article is the second in a series discussing
whether criminal hackers should be able to get
jobs as security experts. M.E. Kabay writes that
giving security jobs to criminal hackers would
make hacking more attractive to young people,
especially if they can hope to get a government
job with their skills one day. Criminal hacking
would be seen as a “reasonable basis for work
in security,” reinforcing “the attractiveness of
criminality.” The article stresses the importance
of education and technology advancement
rather than rewarding criminal hackers. Kabay
writes that we do not need criminal hackers,
since honest people have the skills we need to
secure our computer systems.
http://features.techworld.com/security/320800
1/once-a-hacker-always-a-hacker

Opinion: The hackability of the smart grid
BY: IRA WINKLER, COMPUTERWORLD
12/02/2009

This article discusses how much damage could
be done if the smart grid is successfully
attacked. Author Ira Winkler says significant
damage could be caused, including cutting
electricity to all homes and businesses and
causing brown outs. A successful attack on the
smart grid could also overburden the grid and
undermine public confidence in the smart grid.
Hackers could even cause the smart grid to
attack itself, since it is a closed network.
Winkler says there have already been proof of
concept studies for such attacks and, because
the smart grid provides access for criminals to
launch extremely large-scale attacks, criminals
will surely invest tremendously in compromising
the network.
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Ruggedised botnets pushing out even
more spam
BY: JOHN LEYDEN, THE REGISTER
12/08/2009

This article discusses how cybercriminals are
designing more resilient botnets following the
takedown of several rogue ISPs such as McColo
in 2008 and Real Host in August 2009. Hackers
are designing botnets so that command-andcontrol systems can be picked back up within
hours instead of weeks. Trojans used to be hard
coded with an IP address, but hackers are now
using domain name rotate to make commandand-control channels more resilient.
http://www.theregister.co.uk/2009/12/08/botn
et_trends/

Hacker exposes unfixed security flaws in
Pentagon Web site
BY: KELLY JACKSON HIGGINS, DARK READING
12/08/2009

A Romanian hacker, who goes by Ne0h, posed a
proof-of-concept attack that exploits
vulnerabilities on the Pentagon’s public Web
site several months ago. The vulnerabilities
could allow hackers to launch a cross-site
scripting attack. Ne0h also demonstrated how
an attack using an iFrame inclusion flaw on the
Pentagon’s site could allow hackers to load
content from another Web site onto the
Pentagon Web site.
http://www.darkreading.com/security/vulnerab
ilities/showArticle.jhtml?articleID=222001155
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Howard Schmidt: Mobile devices next
attack vector

New Verizon business report outlines 15
most common attacks

BY: NATE COCHRANE, SC MAGAZINE
12/03/2009

BY: TIM WILSON, DARK READING
12/09/2009

Former Microsoft security officer Howard
Schmidt recently spoke at the Australian
Information Security Association annual
seminar, and said hackers are increasingly
targeting smart phones, such as the iPhone, as
servers and desktops are becoming more
difficult to hack. Schmidt says smart phones are
becoming the “information appliance of choice”
since many users carry work information on
their phones while they are away from their
desktop. Schmidt added that we have the ability
to implement two-factor authentication and
end-to-end encryption on mobile devices, and
that we must use these tools to better secure
devices.
http://www.securecomputing.net.au/News/161
956,howard-schmidt-mobile-devices-nextattack-vector.aspx

A new report from Verizon Business – “2009
Supplemental Data Breach Investigations
Report: An Anatomy of a Data Breach” – looks
at the 15 most common security attacks and
includes warning signs for each attack, how the
attacks are carried out, what information is
taken, what assets are targeted and what
countermeasures are most effective. The report
identifies the following top 15 attacks:
keylogging and spyware; backdoor attacks; SQL
injection; abuse of system access privileges;
unauthorized access by default credentials;
violation of acceptable use; unauthorized access
by misconfigured access control lists; packet
sniffer attacks; stolen credential attacks; social
engineering attacks; physical theft; brute-force
attacks; RAM scrapers; and phishing attacks.
http://www.darkreading.com/security/attacks/
showArticle.jhtml?articleID=222001216
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New cloud-based service steals Wi-Fi
passwords
BY: ROBERT MCMILLAN, COMPUTERWORLD
12/07/2009

The WPA Cracker, a new cloud-based hacking
service, claims to be able to crack a WPA, or WiFi Protected Access, network password in just
20 minutes for only $34. The tool can be used
by penetration testers and security auditors
who want to attempt to break into WPA
networks. The tool exploits a vulnerability in
Pre-shared Key networks. The tester submits a
“handshake file” that contains communications
between the WPA router and PC, which allows
the WPA Cracker to determine if the network is
vulnerable to this kind of attack. The WPA
Cracker uses a 135 million-phrase dictionary to
test passwords, although strong, randomly
generated passwords may not be cracked.
http://www.computerworld.com/s/article/9141
921/New_cloud_based_service_steals_Wi_Fi_p
asswords

Hacker scalps NASA-run Web sites
BY: JOHN LEYDEN, THE REGISTER
12/07/2009

The Web sites of NASA’s Instrument Systems
and Technology unit and Software Engineering
division were attacked, and screenshots of the
hack were posted online. Gunter Ollmann, vice
president of research at security firm Damballa,
explains that hackers used SQL Injection flaws
and weak access controls to break into the sites.
The motives and identities of the hackers are
still unknown.
http://www.theregister.co.uk/2009/12/07/nasa
_hack/

Adobe Illustrator hit by hacker attack
BY: ROBERT MCMILLAN, TECHWORLD
12/04/2009

A hacker recently posted a proof-of-concept
attack that exploits a new bug in Adobe’s
Illustrator software. The vulnerability could be
110 Royal Aberdeen 
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used to run unauthorized software on the
victim’s machine. Adobe Director of Product
Security Brad Arkin says they are not sure if the
attack could be used to install a virus on a
victim’s computer. Adobe is working to fix the
problem, and will release patches for other
bugs in its Flash Player software this month.
http://news.techworld.com/security/3208112/
adobe-illustrator-hit-by-hacker-attack

Swine flu botnet causes chaos
BY: GREGG KEIZER, COMPUTERWORLD
12/03/2009

A new spam campaign appears to be a message
from the Centers for Disease Control (CDC) and
asks people to register for H1N1 vaccines on a
“convincing-looking CDC site,” where they must
download a vaccination profile archive. The link
actually downloads and installs a new variant of
the Zbot Trojan horse called “Zeus” that hijacks
the Windows PC for malicious activities. The
fake site also includes an IFRAME, in case the
victim is too cautious to click on the link. The
IFRAME is an invisible element on the page that
contains attack code which exploits Adobe
Reader and Flash Player vulnerabilities.
http://news.techworld.com/security/3207976/s
wine-flu-botnet-causes-chaos/

Malware ‘behind Windows problem’
BBC NEWS
12/01/2009

Some Windows users are reporting seeing a
totally black screen after logging on to their
system. Microsoft says they believe the
problem is related to malware, such as Daonol,
and has issued a fix for the problem which could
affect millions of computers. Microsoft’s David
Kennerley says some users have had to
completely reload Windows to fix the problem.
Microsoft says the problem affects users of
Windows 7, Vista, XP, NT and Windows 2000.
http://news.bbc.co.uk/2/hi/technology/838825
3.stm
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CYBERSPACE TACTICS AND DEFENSE
Analytics brief: 5 key steps to cybersecurity
BY: RICHARD DREGER, INFORMATION WEEK
12/05/2009

In this article, InformationWeek Analytics offers
a five-step, data-centric plan to help
organizations improve security. Organizations
must “think data-centric” by relying on
integrated, overlapping controls that work
together to provide stronger security.
Organizations must also implement data
encryption, use strong authentication controls,
implement data loss prevention programs and
use layers of data integrity controls.
http://www.informationweek.com/news/devel
opment/security/showArticle.jhtml?articleID=2
22000503

NIST releases update to security standards
for sensitive data
BY: JILL R. AITORO, NEXTGOV.COM
12/14/2009

The National Institute of Standards and
Technology recently released a revised draft to
security metrics currently used by federal
agencies to evaluate how well their computer
systems are combating attacks. The new draft
of the Federal Information Processing Standard
140-3, “Security Requirements for
Cryptographic Modules,” includes new security

features that use new advances in technology
and security methods. Agencies can use the
new guide to test cryptographic modules in
both hardware and software products.
http://www.nextgov.com/nextgov/ng_2009121
4_5474.php

Schneier: Steps to combat file-sharing are
misguided
BY: TOM ESPINER, ZDNET UK
12/09/2009

In this article, security expert Bruce Schneier
discusses his views on behavioral advertising,
unlawful file-sharing and cyber-warfare.
Schneier says the British government passing a
bill which includes provisions to penalize
unlawful file-sharing is not technically feasible
since professionals, hackers and some average
users can get around these measures. Schneier
also says the bill’s provision that allows the
government to disconnect people from the
Internet without a court order is not reasonable
because it is lacking due process. Schneier also
says that using deep packet inspection for
behavioral advertising is unnecessary and an
invasion of privacy.
http://news.zdnet.co.uk/security/0,100000018
9,39927707,00.htm

Intelligent Software Solutions
ISS is a leading edge software solution provider for enterprise and system
data, services, and application challenges. ISS has built hundreds of
operationally deployed systems, in all domains – “From Space to Mud”™.
With solutions based upon modern, proven technology designed to
capitalize on dynamic service-oriented constructs, ISS delivers innovative
C2, ISR, Intelligence, and cyber solutions that work today and in the
future. http://www.issinc.com.
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Virus and protocol scares happen every
day – but don’t let them worry you
BY: BRUCE SCHNEIER, GUARDIAN.CO.UK
12/09/2009

Researchers recently found a security flaw in
the SSL protocol used to protect sensitive Web
information, which could allow hackers to hijack
an SSL session and execute commands without
the knowledge of the client. Security expert
Bruce Schneier says the fix for this vulnerability,
as for most other vulnerabilities, is to do
nothing and let the vendors figure out how to
patch the problem. Schneier also says it is
important to have a good set of default security
practices, including installing and updating an
antivirus program, configuring your OS and
network router properly, turning on automatic
software updates and performing regular
backups.
http://www.guardian.co.uk/technology/blog/20
09/dec/09/virus-protocol-scares-every-day

‘Capture the flag’ contest targets end users
BY: JOHN SAWYER, DARK READING
12/07/2009

Author John Sawyer discusses capture the flag
(CTF) competitions that can serve as a learning
experience for security professionals. Sawyer
says traditional CTF competitions include an
offense and defense where teams attack each
other. The University of California in Santa
Barbara hosts the international iCTF
competition, hosting 56 teams from universities
around the world. This competition is different
than most CTF competitions because it
simulates user and client-side attacks. In this
year’s iCTF, teams were responsible for
developing client-side attacks against Web
browsers and manipulating search engines to
get more users to the pages containing the
exploits.
http://www.darkreading.com/blog/archives/20
09/12/ctf_event_focus.html
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Online privacy campaign site kicks off
BY: ERIK LARKIN, YAHOO NEWS
12/03/2009

The Center for Democracy and Technology
recently launched a new site dedicated to
improving online privacy, including a tool for
filing complaints with the Federal Trade
Commission if a user feels that a site has
violated their privacy. Leslie Harris, CDT’s
president, says Takebackyourprivacy.org will
organize consumers to push for privacy controls
and legislation. The site also offers a link to email your congressional representative along
with information on privacy news.
http://news.yahoo.com/s/pcworld/20091203/t
c_pcworld/onlineprivacycampaignsitekicksoff

Top experts examine causes of breaches in
spy museum forensics panel
BY: TIM WILSON, DARK READING
12/02/2009

A panel at the Cyber Forensics: Digital CSI Event
offered advice for enterprises and security
professionals. Robert Carr, CEO of Heartland
Payment Systems, warned enterprises that
breaches can happen quickly without any
warning. Dan Kaminsky, director of penetration
testing at IOActive, said law enforcement
cannot always protect companies, and that
companies must share information with law
enforcement agencies. Jim Jaeger, director of
cyber defense and forensics at General
Dynamics Advanced Information Systems, said
most breaches come from known vulnerabilities
when patches are available. Carr added that
companies must realize breaches may still occur
even if the company is well defended.
Heartland, for example, met all PCI security
compliance standards, but was still the victim of
a massive malware attack.
http://www.darkreading.com/vulnerability_ma
nagement/security/cybercrime/showArticle.jht
ml?articleID=222000386
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Adobe fixes critical Flash Player flaws
BY: GREGG KEIZER, COMPUTERWORLD
12/10/2009

Adobe recently patched seven vulnerabilities in
its Flash Player – six of which were for critical
bugs that hackers could use to hijack Windows,
Mac or Linux machines. The update fixed data
injection and integer overflow vulnerabilities
and also patched two memory corruption bugs.

The update also fixed a vulnerability in JPEG
image parsing and resolved “multiple crash
vulnerabilities.” Adobe has also announced it
will drop Flash Player security support for Mac
owners whose machines run PowerPC
processors starting next year.
http://news.techworld.com/security/3208494/
adobe-fixes-critical-flash-player-flaws/

CISCO
Cisco (NASDAQ: CSCO) enables people to make powerful
connections-whether in business, education, philanthropy,
or creativity. Cisco hardware, software, and service
offerings are used to create the Internet solutions that
make networks possible-providing easy access to
information anywhere, at any time. Cisco was founded in
1984 by a small group of computer scientists from Stanford
University. Since the company's inception, Cisco engineers
have been leaders in the development of Internet Protocol
(IP)-based networking technologies.
Today, with more than 65,225 employees worldwide, this
tradition of innovation continues with industry-leading
products and solutions in the company's core development
areas of routing and switching, as well as in advanced
technologies such as: Application Networking, Data Center,
Digital Media, Radio over IP, Mobility, Security, Storage
Networking, TelePresence, Unified Communications, Video
and Virtualization. For additional information:
www.cisco.com

CYBERSPACE - LEGAL
Lawmakers want to bar sites from posting
sensitive government docs
BY: KIM ZETTER, WIRED BLOG NETWORK
12/10/2009

Reps. Peter King (R-N.Y.), Charles Dent (R-Pa.)
and Gus Bilirakis (R-Fla.) have asked the
Department of Homeland Security what can be
done to criminally penalize sites that repost
sensitive government documents, such as the
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airport-screening manual recently published
online by a government worker. The 93-page
manual included information about which
passengers were more likely to be screened at
airports and even the limitations of screening
equipment to detect electrical wire and other
potential bomb-making material. The three
congressmen wrote that the release of the
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information had far-reaching security
implications.
http://www.wired.com/threatlevel/2009/12/ts
a-leak-2

Russian cybercrook gets 18 months for IRS
e-filing scam
BY: KEVIN POULSEN, WIRED BLOG NETWORK
12/08/2009

Maxim Maltsev of Russia was recently
sentenced to 18 months in prison for his
involvement in a phishing attack that
transferred $100,000 in U.S. tax refunds to his
bank accounts. Maltsev tricked victims into
submitting their tax returns to a fake e-filing
site and then modified the returns to direct the
refunds into his own bank accounts. Maltsev
and his accomplices collected 65 refunds and
Maltsev was ordered to pay $136,000 in
restitution.
http://www.wired.com/threatlevel/2009/12/ru
ssian-cybercrook-gets-18-months-for-irs-efiling-scam

Government surveillance of social
networks challenged
BY: THOMAS CLABURN, INFORMATION WEEK
12/02/2009

The Electronic Frontier Foundation and the
Samuelson Law, Technology and Public Policy
Clinic at the University of California, Berkeley,
School of Law recently filed a lawsuit against six
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federal agencies in an effort to force the
disclosure of policies that govern the use of
social networking sites for investigations, datacollection and surveillance. The complaint
claims that government agencies are using
social networking sites such as Facebook, as
well as social video sites such as YouTube to
investigate people. The federal government has
not ever clarified the scope of its use of social
networking sites or disclosed what regulations
and oversight are in place to prevent abuse.
http://www.informationweek.com/news/gover
nment/policy/showArticle.jhtml?articleID=2220
00383

Computer hacker decision defended
BBC NEWS
12/01/2009

U.K. Home Secretary Alan Johnson is defending
his decision to allow the extradition of
computer hacker Gary McKinnon to the United
States, although some MPs have said the
extradition breaches human rights because
McKinnon suffers from Asperger’s Syndrome.
MP Kate Hoey says Johnson did not stand up for
McKinnon, who has become “suicidal” to the
point that he must be “physically contained
because of the extent of his mental illness.”
http://news.bbc.co.uk/2/hi/uk_news/8389310.
stm
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CYBERSPACE-RELATED CONFERENCES
Note: Dates and events change often. Please visit web site for details. Please provide additions, updates, and/or
suggestions for the CYBER calendar of events here.
22 – 29 Jan 2010
27 Jan 2010
27 – 28 Jan 2010
11 Feb 2010
17 – 18 Feb 2010
1 – 5 Mar 2010
12 – 14 Mar 2010
18 – 19 Mar 2010

23 – 24 Mar 2010
26 – 28 Mar 2010
8 – 9 April 2010
23 April 2010
4 – 8 May 2010
24 – 27 May 2010
6 – 9 June 2010
16 – 18 June 2010
17 July 2010

2010 DoD Cyber Crime Conference, St. Louis, Missouri;
http://www.dodcybercrime.com/10CC/
State of the Net Conference, Washington DC; http://www.netcaucus.org/conference/2010/
Cyber Warfare 2010, London, UK; http://www.cyberwarfareevent.com/Event.aspx?id=228104
AFEI Security in the Clouds, Alexandria, VA;
http://www.afei.org/events/0A02/Pages/default.aspx
th
7 Annual Worldwide Security Conference, Brussels, Belgium;
http://www.conferencealerts.com/seeconf.mv?q=ca1m3m8x
RSA Conference, San Francisco, CA; http://www.rsaconference.com/index.htm
th
5 Global Conference: Cybercultures – Exploring Critical Issues, Salzburg, Austria;
http://www.conferencealerts.com/seeconf.mv?q=ca1mx666
Cyber Security - Legal and Policy Issues for National Security, Law Enforcement and Private
Industry, San Antonio, TX;
http://www.stmarytx.edu/ctl/index.php?site=centerForTerrorismLawCyberSecurity
GovSec and U.S. Law Conference, Washington DC; http://www.govsecinfo.com/Home.aspx
EuroForensics Conference, Istanbul, Turkey; http://euroforensics.com/
th
5 International Conference on Information Warfare and Security, Wright-Patterson Air
Force Base, Ohio; http://academic-conferences.org/iciw/iciw2010/iciw10-home.htm
Social Networking in Cyberspace, Wolverhampton, UK;
http://www.conferencealerts.com/seeconf.mv?q=ca1mhm38
Mobile Forensics World, Chicago, IL; http://www.mobileforensicsworld.com/
CEIC, Las Vegas, NV; http://www.ceicconference.com/
Techno Security & Digital Investigations Conference, Myrtle Beach, SC;
http://www.techsec.com/
Conference on Cyber Conflict, Tallinn, Estonia; http://www.ccdcoe.org/conference2010/
Cyberpsychology and Computing Psychology Conference (CyComP 2010), Bolton,
Lancashire, UK; http://www.conferencealerts.com/seeconf.mv?q=ca1mxia6
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CYBERSPACE-RELATED TRAINING COURSES
Note: Dates and events change often. Please visit web site for details. Please provide additions, updates, and/or
suggestions for the CYBER calendar of events here.
Certified Ethical Hacker

Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=104
63&catid=191&country=United+States
EC-Council, Online, http://www.eccouncil.org/Course-Outline/ECSP.htm

Certified Secure Programmer
(ECSP)
Certified VoIP Professional
CISA Prep Course

CISM Prep Course

CISSP Prep Course

Computer Hacking Forensic
Investigator
Contingency Planning

Cyber Law
Defending Windows Networks

DIACAP – Certification and
Accreditation Process
DIACAP – Certification and
Accreditation Process,
Executive Overview
Disaster Recovery
E-Business Security
E-Commerce Architect
ESCA/LPT
Ethical Hacking and
Countermeasures

EC-Council, Online, http://www.eccouncil.org/Course-Outline/ECVP.htm
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=941
6&catid=191&country=United+States
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=987
7&catid=191&country=United+States
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=802
9&catid=191&country=United+States
EC-Council, Online, http://www.eccouncil.org/CourseOutline/CHFI%20Course.htm
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=119
19&catid=191&country=United+States
EC-Council, Online, http://www.eccouncil.org/CourseOutline/CyberLaw%20Course.htm
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=108
36&catid=191&country=United+States
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=117
76&catid=191&country=United+States
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=117
78&catid=191&country=United+States
EC-Council, Online, http://www.eccouncil.org/CourseOutline/Disaster%20Recovery%20Course.htm
EC-Council, Online, http://www.eccouncil.org/Course-Outline/eSecurity%20Course.htm
EC-Council, Online, http://www.eccouncil.org/Course-Outline/ECommerce%20Architect%20Course.htm
EC-Council, Online, http://www.eccouncil.org/Course-Outline/ECSA-LPTCourse.htm
EC-Council, Online, http://www.eccouncil.org/CourseOutline/Ethical%20Hacking%20and%20Countermeasures%20Course.htm
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Foundstone Ultimate Hacking

Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=978
&catid=191&country=United+States
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=793
8&catid=191&country=United+States
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=979
&catid=191&country=United+States
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=119
05&catid=191&country=United+States
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=119
43&catid=191&country=United+States
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=119
33&catid=191&country=United+States
EC-Council, Online, http://www.eccouncil.org/CourseOutline/Linux%20Security%20Course.htm
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/wwwsearch.asp?country=United+St
ates&keyword=9806
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=119
37&catid=191&country=United+States
EC-Council, Online, http://www.eccouncil.org/Course-Outline/ENSA.htm

Foundstone Ultimate Hacking
Expert
Foundstone Ultimate Web
Hacking
INFOSEC Certification and
Accreditation Basics
INFOSEC Forensics

INFOSEC Strategic Planning

Linux Security
Mandiant Incident Response

Network Management

Network Security
Administrator (ENSA)
Network Vulnerability
Assessment Tools
NIST 800-37 - Security
Certification and Accreditation
of Federal Information
Systems
NIST 800-37 - Security
Certification and Accreditation
of Federal Information
Systems - Executive Overview
Policy and Procedure
Development
Project Management in IT
Security
Red Hat Enterprise Security:
Network Services

Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=117
84&catid=191&country=United+States
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=117
80&catid=191&country=United+States
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=117
82&catid=191&country=United+States
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=119
23&catid=191&country=United+States
EC-Council, Online, http://www.eccouncil.org/CourseOutline/Project%20Management%20in%20IT%20Security%20Course%20Outline
/Project%20Management%20in%20IT%20Security%20Course%20Outline.html
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=797
2&catid=191&country=United+States
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Risk Analysis and Management

Security Certified Network
Architect
Security Certified Network
Professional
Security Certified Network
Specialist
Security for Non-security
Professionals
SSCP Prep Course

Vulnerability Management

Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=119
13&catid=191&country=United+States
Security Certified Program, Self-Study,
http://www.securitycertified.net/getdoc/ac8d836b-cb21-4a87-8a344837e69900c6/SCNA.aspx
Security Certified Program, Self-Study,
http://www.securitycertified.net/getdoc/6e1aea03-2b53-487e-bab686e3321cb5bc/SNCP.aspx
Security Certified Program, Self-Study,
http://www.securitycertified.net/getdoc/f6d07ac4-abc2-4306-a54119f050f32683/SCNS.aspx
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=846
1&catid=191&country=United+States
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=987
6&catid=191&country=United+States
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=119
41&catid=191&country=United+States

CYBER BUSINESS DEVELOPMENT OPPORTUNITIES
Note: Dates and events change often. Please visit web site for details. Please provide additions, updates, and/or
suggestions for the CYBER calendar of events here.
Office
DLA Acquisition
Locations
Procurement
Directorate
Procurement
Directorate

Title
Information Technology (IT) Information
Assurance Support and Management
Services, Defense Distribution Center (DDC)
DoD DMZ Engineering Support
DISA Implementation of Web Audit Log
Collection and Analysis Tools

Procurement
Directorate
Procurement
Directorate
PEO STRICOM

Domain Name System (DNS) Security
Support
Combined Federated Battle Lab Network
(CFBLNet) Support
D--Threat Computer Network Operation
(CNO) Teams for Test and Evaluation events

Department of
the Air Force
Department of
the Air Force

A+, Network+, Security+ Training and
Certification
D -- AIR FORCE SYSTEMS NETWORK
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Link
https://www.fbo.gov/spg/DLA/J3/DDC/SP330009-R-0046/listing.html
https://www.fbo.gov/spg/DISA/D4AD/DITCO/RF
ICBest/listing.html
https://www.fbo.gov/spg/DISA/D4AD/DITCO/DI
SAWEBAUDIT/listing.html
https://www.fbo.gov/spg/DISA/D4AD/DITCO/D
omainNameSystemDNS/listing.html
https://www.fbo.gov/spg/DISA/D4AD/DTN/RFICFBLNet/listing.html
https://www.fbo.gov/index?s=opportunity&mo
de=form&id=d713ee539a271238c8580dd60427
31ea&tab=core&_cview=0
https://www.fbo.gov/spg/USAF/ACC/99CONS/F
3G3FA9167AC02/listing.html
https://www.fbo.gov/spg/USAF/AFMC/ESC/R22
49/listing.html
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Air Force
Materiel
Command
Air Force
Materiel
Command
Air Force
Materiel
Command
Air Force
Materiel
Command
Air Force
Materiel
Command
Air Force
Materiel
Command
Air Force
Materiel
Command
Air Force
Materiel
Command
Air Force
Materiel
Command
Air Force
Materiel
Command
Air Force
Materiel
Command
Air Combat
Command

Integrated Cyber Defense & Support
Technologies
Cyber Command and Control (C2)
Technologies
USAF Electronic Warfare Battle
Management Technology CRFI
CompTIA Security+ Training

https://www.fbo.gov/index?s=opportunity&mo
de=form&id=cd045a392c920683ccb0b03df09bb
134&tab=core&_cview=1
https://www.fbo.gov/spg/USAF/AFMC/AFRLRRS
/BAA0809-RIKA/listing.html
https://www.fbo.gov/spg/USAF/AFMC/ASC/US
AF_Electronic_Warfare_Battle_Management_T
echnology/listing.html
https://www.fbo.gov/spg/USAF/AFMC/88CONS
/FA8601-09-T-0049/listing.html

Military Communications and Surveillance
Technologies and Techniques

https://www.fbo.gov/spg/USAF/AFMC/AFRLRRS
/BAA-09-09-RIKA/listing.html

CyberSoft VFind Security Tool Kit
Maintenance & Support

https://www.fbo.gov/spg/USAF/AFMC/AFRLRRS
/FA8751-09-Q-0379/listing.html

Provide Information Awareness (IA) training

https://www.fbo.gov/spg/USAF/AFMC/75/F2DC
CR9180A001/listing.html

D – NETCENTS-2 Netops and Infrastructure
Solutions

https://www.fbo.gov/spg/USAF/AFMC/ESC/FA8
771-09-R-0018/listing.html

D – NETCENTS-2 NETOPS and Infrastructure
Solutions (Small Business Companion)

https://www.fbo.gov/spg/USAF/AFMC/ESC/FA8
771-09-R-0019/listing.html

Security Certificate & Accreditation Services
for Information Systems

https://www.fbo.gov/spg/USAF/AFMC/75/FA82
01-09-R-0088/listing.html

A -- National Intelligence Community
Enterprise Cyber Assurance Program
(NICECAP)
A+, Network+, Security+ Training and
Certification

https://www.fbo.gov/spg/USAF/AFMC/AFRLRRS
/Reference-Number-BAA-06-11IFKA/listing.html
https://www.fbo.gov/spg/USAF/ACC/99CONS/F
3G3FA9167AC02/listing.html

Air Mobility
Command

IA Certification & Accreditation Process

https://www.fbo.gov/spg/USAF/AMC/HQAMCC
/EVSC1000/listing.html

United States
Marine Corps

R--Internet Monitoring Services

https://www.fbo.gov/spg/DON/USMC/M67004
/M6700409T0108/listing.html

Bureau of
Industry &
Security

International Competitive Bidding (ICB):
Implementation and Support of NATO
Enterprise

https://www.fbo.gov/spg/DOC/BIS/comp99/IFB
-CO-12870-NEDS/listing.html
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Department of
the Army
Business
Transformation
Agency
National
Aeronautics and
Space
Administration
Washington
Headquarters
Services

D--Information Assurance, Engineering
System Solutions Development, Testing,
Deployment and Life Cycle Support
Sources sought or request for information
(RFI), DoD Information Assurance (IA)
Controls (For Information Purposes Only)
U--CISSP CERTIFICATION EDUCATION

https://www.fbo.gov/spg/USA/DABL/DABL01/
W91QUZ-09-0000/listing.html

BAA - Research and Studies for the Office of
Net Assessment (OSD/NA)

https://www.fbo.gov/spg/ODA/WHS/WHSAPO/
HQ0034-ONA-09-BAA-0002(1)/listing.html
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https://www.fbo.gov/spg/ODA/BTA/BTABMD/HQ0566-09InformationAssurance/listing.html
https://www.fbo.gov/spg/NASA/GRC/OPDC202
20/NNC09306220Q/listing.html
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EMPLOYMENT OPPORTUNITIES WITH NSCI
Job Title
Operational Deterrence Analyst
Defensive Cyber Ops Analyst
Cyber SME
Geospatial Analyst
Logistics All-Source Intelligence Analyst
SIGINT Analyst
Cyber Operations SME
Website Maintainer
Cyberspace Specialists
Cyberspace Manning IPT

Location
NE, VA
NE, VA, CO
NE, VA, TX, CO
NE
NE
NE, CO
NE
NE
NE
NE
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The articles and information appearing herein are intended for educational purposes to
promote discussion in the public interest and to keep subscribers who are involved in the
development of Cyber-related concepts and initiatives informed on items of common
interest. The newsletter and the information contained therein are not intended to
provide a competitive advantage for any commercial firm. Any misuse or unauthorized
use of the newsletter and its contents will result in removal from the distribution list
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