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THIS WEEK IN CYBERPRO
BY LINDSAY TRIMBLE, NATIONAL SECURITY CYBERSPACE INSTITUTE, INC.

The U.S. Government Accountability Office recently released a list of the six greatest threats to U.S.
cybersecurity. In this week’s edition, a Network World article defines and discusses each of the groups –
foreign nations, criminal groups, hacktivists, disgruntled insiders, terrorists and hackers (page 13).
Experts are strongly recommending a cybersecurity partnership between industry and the government,
with industry taking the lead. A report released by the Intelligence and National Security Alliance
highlighted these recommendations, explaining that both parties should work together to develop
standards and regulations (page 13). INSA President Ellen McCarthy says a federal cyber czar is needed,
but the Internet is “predominantly owned and operated by the private sector,” so the private sector
must also play a role in cybersecurity oversight (page 13).
Along with supporting a public-private partnership, many are waiting for an official federal policy
addressing cybersecurity policy from the Obama administration. According to an article by Col. Alan
Campen, U.S. Air Force (ret.) and a cyberwar expert, an official U.S. cyber policy must address specific
challenges, the role of the U.S. military and a cost/benefit assessment of human and technical resources
(page 19). Camden says “The Obama administration should concentrate first on drafting a cyber policy
that convinces the public about what must be done and why. Then, perhaps, a leader will emerge.”
The topic of cyber war is gaining attention every day. A recent Virtual Criminology report from McAfee
explains that any nation – regardless of size – can potentially launch a cyber attack that could
“destabilize larger nations” (page 24). A Strategy Page article classifies cyber war into three types of
conflict – Limited Stealth Operations; Cyber War Only; and Cyber War in Support of a Conventional War.
The article explains, however, that we have yet to see what a cyber war between two “cyber powers”
would look like (page 24). Along with the scale of the threat being uncertain, the line between cyber war
and espionage is still blurred and the question remains as to which nation will seize competitive
advantage in cyber warfare (page 25).
The House Science Technology Subcommittee recently approved a cybersecurity bill that calls for
collaboration between the United States and other nations in sharing cybersecurity best practices and
research (page 48).
This week’s feature article was written by Maeve Dion, a member of the research faculty at the Center
for Infrastructure Protection at George Mason University’s School of Law (page 8). In this article, Dion
discusses the development of policies for the protection of critical information infrastructures. She also
reviews aspects of international law that must be “refined in this new age of the global information
infrastructure.” This international collaboration will benefit national cybersecurity policy as well.
We hope you enjoy this edition of CyberPro!
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THE LAW AND POLICY OF PROTECTING OUR CRITICAL INFORMATION INFRASTRUCTURES
BY MAEVE DION, CENTER FOR INFRASTRUCTURE PROTECTION, GEORGE MASON UNIVERSITY SCHOOL OF LAW

In a recent seminar, a participant asked, “What is the law of critical
information infrastructure protection?” The answer is that there is no
single field of law, but rather a collection of various areas, which
include:
 Security Regulations in certain industries / sectors
 Privacy and Data Protection Law
 Open Government Rules
 Information Sharing Limitations among Government Entities
 Antitrust / Competition Laws
 Private Ordering (Contracts and Tort Law)
 Criminal Law
 Emergency Powers
 National Security and Defense Law
 International Law
The law may be established by statute, regulation, executive order, etc., or it may be determined in case
law developed by courts. In every instance, though, these areas of law are based upon a balancing of
policy priorities, such as public safety and security, consumer protection, economic competitiveness and
the safeguard of civil liberties.
At its heart, this model of lawmaking does not change when the subject involves cyber attacks and
security, although some of the weighed factors may be more extreme – for example, the potential
breadth of consequences due to interconnections and interdependencies, or the necessity for detailed
planning and preparedness because the speed of response limits the time available for
contemporaneous deliberation, etc. One factor that is more challenging in cyber incidents is the
identification of the wrongdoer within the relevant level of legal proof. Yet even in this case,
policymakers are still balancing the same policy priorities.
Thus it is vital that policies for the protection of critical information infrastructures be predicated on
sound strategy that is rooted in societal priorities and norms. Solutions must be led by strategies, not by
the latest and greatest tools or technologies.
In the development of such strategies, decisions are more political than legal. For example, it is a
political decision as to whether our security priorities and resources should focus on the greatest likely
threats (most probable) or on the threats of greatest consequence (perhaps not likely, but catastrophic
if they happen).
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Law can play a part in helping to identify when the sometimes competing policy priorities may overlap
or conflict, and in carving out exceptions or solutions. The European Union (E.U.) has a data protection
regime that includes restrictions on the use and transfer of personal data; this directive is based on the
protection of privacy, a fundamental human right. In recent years, some E.U. member countries have
deemed Internet Protocol addresses to be personal data, which could present a security threat by
limiting the ability to share important information when responding to a cyber attack. However,
member countries also have the ability to make exceptions to the data protection limitations for
purposes such as national security and defense, or criminal law investigation and enforcement.
Law is a living thing and can always be refined. Because most of the existing laws were created before
the advent of the global information infrastructure, some may not fit our current paradigm in which
information can be accessed digitally, from great distances, and perhaps anonymously. Rather than
create a whole new set of laws relevant only to cyber incidents, courts and lawmakers can refine
existing law to accommodate the new methods of access and communications.
In an example from the United States, the crime of insider trading has traditionally required some sort of
breach of fiduciary duty – the wrongdoer must have been an “insider” who improperly used information
available to him precisely because he was an insider. Earlier this year, the U.S. Court of Appeals for the
Second Circuit changed this traditional requirement, finding that insider trading can be accomplished by
an outsider who hacks into a corporate network, gains access via fraudulent misrepresentation, and
trades on “insider” information. The court could have retained the traditional standard, leaving
prosecution for theft as the only remedy in the hacking situation. However, the wrongdoer was in the
Ukraine, and prosecution for theft may not have been easy or cost effective. With insider trading,
though, the Security and Exchange Commission can freeze the proceeds of suspected illegal
transactions, keeping the potentially ill-gotten gains in this country while the transactions are
investigated and tried.
This case has been remanded on the facts, and yet might be appealed to the U.S. Supreme Court; and
while the case does not directly speak to cyber threats to national security, it gives an example of how
courts can try to refine the law when new technologies create new methods for committing crimes.
More relevant perhaps to this newsletter are some areas of international law that are calling out to be
refined in this new age of the global information infrastructure.
In many countries, cyber attacks are listed as a serious national security threat. Each country, though,
has different infrastructure vulnerabilities and threats, different governmental authorities and
jurisdictions, and different societal / commercial reliance on the information infrastructure. A national
security threat in one country may be a nuisance in another. Some countries may not need to consider
the U.S. business concerns of tort liabilities. Other countries may have purely governmental-owned
communications infrastructures. Because of the variety of these factors, governments therefore have a
diverse array of security approaches, levels of preparedness and legal regimes relevant to cyber
incidents.
110 Royal Aberdeen 

CyberPro

Smithfield, VA 23430 

National Security Cyberspace Institute

ph. (757) 871-3578

Page |9

CyberPro

Volume 2, Edition 24
December 3, 2009

Keeping Cyberspace Professionals Informed
Yet despite all these differences, it is commonly accepted that national cyber security requires
international cooperation and collaboration. It is my contention that international cyber security also
requires some norms or structure of national responsibility for quelling cyber conflict that is originating
from, or conducted via, that nation’s territory.
Some countries have more robust domestic laws and enforcement mechanisms relevant to crimes that
target, or are facilitated by, the information infrastructure; other countries are only just beginning this
endeavor. There is no common international understanding regarding monitoring, logging/data storage
or information sharing to assist in the pursuit of attackers; we have not yet developed norms for
international responsibilities, liabilities or sanctions. There is no rule that says governments must
protect their domestic computers and information infrastructures from being hijacked into botnets that
threaten the national security of another nation. There is no requirement that countries must have their
ISPs provide assistance in blocking bad traffic that may be taking down the power grid to another
country.
The international law of state responsibility looks at a country’s liability for assisting in wrongful acts
perpetrated by identified actors (either other countries or non-state actors). Parsing the law requires an
initial assessment of (a) what it means to “assist” in (b) an internationally wrongful act that is (c)
conducted by either another country or by non-state actors. International law in these areas is far from
clear in relation to physical attacks, let alone cyber attacks, but we can use these requirements to
roughly frame-out some cyber-related questions for further study:
a) A finding of “state responsibility” has required some level of participation in the planning or
coordination of the wrongful acts (not just the facilitation or funding, for example). There needs
to be some further scholarship here, regarding cyber incidents, for surely there must be some
sort of state responsibility for a country which, while not planning or coordinating the attack,
permits its facilitation via the state’s territorial infrastructure, without which the attack may not
succeed.
b) Traditionally, the wrongful acts have been human rights violations (murder, torture, etc.). Even
the potential new crime of aggression (still in draft state), coming out of the International
Criminal Court, requires a use of “armed force,” a term whose cyber connotations are not
universally understood in the international arena. Many countries have already identified cyber
attacks as national security threats; these may result in risks to human life, or to the national
market / economy. These wrongful acts may not require a traditional “use of armed force.” (For
more on the application of the Law of Armed Conflict in cyberspace, see NSCI’s interview with
Col. Charlie Williamson from the June 2009 issue of CyberPro.)
c) In cyber incidents, it is sometimes challenging to identify the specific wrongdoers, and recent
cyber incidents have shown how difficult it is to attribute state sponsorship to politicallymotivated cyber attacks. For cyber incidents, though, whether the wrongful act was conducted
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by a country or by non-state actors, a country should be held responsible for allowing the
wrongful act to be perpetrated via the information infrastructure within its sovereign territory.
As mentioned, there is a lot of work yet to be done in these areas of law. Many academics and
researchers are attempting to find solutions to these problems, including legal solutions, national
security policies and frameworks for international coordination.
In closing, I’d like to draw your attention to the new research agenda of the Cyber Conflict Studies
Association, available at http://www.cyberconflict.org/Research-agenda. For those with an interest in
legal matters, Study Two is the section that addresses law and policy. In the next year, this study will
conduct virtual working groups that will develop primers in four areas:


What U.S. agencies and departments have authorities that are implicated during cyber
emergencies / conflict? Are these authorities properly understood? Comprehensive enough for
national security? Too complex for operational deployment?



How is the Posse Comitatus Act (PCA) properly understood in the context of cyber conflict?
Given that U.S. law has enabled much cooperation between military and law enforcement, how
can PCA be explained to lessen operational confusion and remove unnecessary restrictions to
cooperation?



From the U.S. perspective, what are the impacts of cyberwar, both defensive and offensive
capabilities, on government-private sector or civil-military relations?



From the U.S. perspective, when does cyberwar constitute a use of armed force or act of war?
When does cyber conflict justify sanctions or other non-military state coercion? What are the
other thresholds for government action?

We welcome your participation in this work (contact information is available on the Web site, or write to
maeve@cyberconflict.org). The law and policy of protecting our critical information infrastructures is
ever-evolving, and may require new strategies and possibly new legal doctrine. Hopefully this article will
help encourage further scholarship on the topics.
About the Author
Maeve Dion is on the research faculty at the Center for Infrastructure Protection, George Mason
University School of Law. Her work focuses on legal, policy, economic and educational issues relating to
critical infrastructure protection, particularly information infrastructure. Maeve also leads a legal
research project for the Cyber Conflict Study Association, and she provides academic legal support to task
forces of the President’s National Security Telecommunications Advisory Committee. Maeve holds an
honors B.A. in political science from Eckerd College, and a J.D. cum laude from George Mason University
School of Law.
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CYBERSPACE – BIG PICTURE
The four most common myths of cyber
security

DNS redirect requests can harm the
Internet, ICANN says

SECURITY PARK
11/05/2009

BY: MIKAEL RICHNAS, COMPUTERWORLD
11/25/2009

This article discusses how organizations do not
accept responsibility for their own
cybersecurity, but blame the inherent flaws of
the Internet for security incidents.
Organizations believe security is a global
problem, so no company can be blamed for a
security incident. The article provides four
myths that organizations commonly believe.
According to Security Park, world leaders are
not responsible for making the Internet safe
and the primary role of police is only to protect
us. The report added that they cannot protect
organizations online that do not have security
measures in place. Organizations also should
not assume they are secure because they have
a firewall, or that hackers will not target them
because they do not process financial
transactions. Finally, the article reminds
organizations that security is not “too difficult”
to implement and organizations should assume
they are at risk simply because they are in
business.
http://www.securitypark.co.uk/security_article
263868.html

The Internet Corporation for Assigned Names
and Numbers (ICANN) recently discussed the
practice of redirecting Internet users to a Web
site or portal when they misspell a Web
address, and said that handling DNS requests in
this way could lead to the Internet not working
properly. ICANN says users that type in a wrong
domain or Web address should instead receive
an error message, but if the message is
redirected to a third-party site, the message
may not arrive to the user for days. Redirection
sites are also “prime targets for attacks by
hackers that want to send users to their own
servers.” ICANN has suggested banning
redirecting requests for nonexistent domains in
a draft of an agreement that owners of new
generic top-level domains would have to sign.
http://www.computerworld.com/s/article/9141
466/DNS_redirect_requests_can_harm_the_Int
ernet_ICANN_says

Intelligent Software Solutions
ISS is a leading edge software solution provider for enterprise and system
data, services, and application challenges. ISS has built hundreds of
operationally deployed systems, in all domains – “From Space to Mud”™.
With solutions based upon modern, proven technology designed to
capitalize on dynamic service-oriented constructs, ISS delivers innovative
C2, ISR, Intelligence, and cyber solutions that work today and in the
future. http://www.issinc.com.
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CYBERSPACE – U.S. GOVERNMENT
The six greatest threats to U.S.
cybersecurity
BY: MICHAEL COONEY, NETWORK WORLD
11/17/2009

This article provides the groups and individuals
that are considered to be key sources of cyber
threats to U.S. information systems and cyber
infrastructures, according to the Government
Accountability Office. The GAO identifies
foreign nations, criminal groups, hacktivists,
disgruntled insiders, terrorists and hackers as
the six key sources of attacks. The article
defines and discusses each of these groups,
including their motives and capabilities.
http://www.cio.com/article/508112/The_Six_G
reatest_Threats_to_U.S._Cybersecurity

FBI puts cyber threats in perspective
BY: STEVEN R. CHABINSKY, GOVERNMENT
INFORMATION SECURITY
11/24/2009

The FBI is looking at the risk of cyber threats
against our nation by how sophisticated the
attacks are and the intent of our adversaries.
The article says the FBI has not yet seen a high
level of sophistication within terrorist
organizations, and financially-motivated cyber
crimes from organized crime groups do not
usually include network destruction. The FBI
added that terrorists do not yet have the longterm, persistent network access to accomplish
their cyber goals.
http://www.govinfosecurity.com/articles.php?a
rt_id=1962

Industry should lead cybersecurity
partnership
BY: JILL R. AITORO, NEXTGOV.COM
11/03/2009

According to a new white paper from the
Intelligence and National Security Alliance,
industry should take the lead in forming public110 Royal Aberdeen 

CyberPro

private partnerships for addressing
cybersecurity issues, while the federal
government would work to support standards
that private sector organizations establish. Ellen
McCarthy, president of INSA, says standards
from the private sector should be “selfgenerated and self-imposed,” but because
cybersecurity is so complex, government
support will be necessary to make standards
work. INSA recommends the federal
government enforce laws and respond to
threats and attacks against the nation’s
interests, with the Homeland Security
Department taking the lead in federal
responsibilities. The report adds that the publicprivate partnership model should feature selfinspection by industry to ensure compliance
and tracking of potential threats.
http://www.nextgov.com/nextgov/ng_2009110
3_5950.php

INSA: Public, private sectors should work
together on cybersecurity
BY: ELLEN MCCARTHY, FEDERAL NEWS RADIO
11/16/2009

The Intelligence and National Security Alliance
(INSA) recently released a report – “Addressing
Cybersecurity through Public-Private
Partnership.” Ellen McCarthy, president of INSA,
says the report aims to follow up on findings
from the federal 60-day cybersecurity review.
McCarthy says a federal cyber czar is needed,
but that the Internet is “predominantly owned
and operated by the private sector,” and that
the private sector must play a role in
cybersecurity oversight. INSA says government
and the private sector should not be stubborn,
but that both parties should participate in the
process of developing standards and
regulations.
http://www.federalnewsradio.com/?nid=19&si
d=1814205
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FTC delays identity protection rules till
June 2010
BY: MICHAEL COONEY, CIO
11/02/2009

After a request from Congressional members,
the Federal Trade Commission has announced it
will delay the enforcement of its “Red Flags”
Rule until June 1, 2010. The rules were originally
set to become practice on Nov. 1, 2008, but
have since been delayed three times. The Red
Rules state that all companies or services that
permit deferred payments for goods or services
must develop a written program to identify and
detect warning signs, or “red flags” of identity
theft, including unusual account activity, fraud
alerts or attempted use of suspicious account
application documents. Financial and credit
institutions must also implement an Identity
Theft Prevention Program. Some industries and
entities have argued they have not had time to
develop compliance plans in addition to current
FTC rules and there has also been legislation
that allows health care, legal and accounting
firms employing fewer than 20 people to be
exempt from Red Flags.
http://www.cio.com/article/506434/FTC_Delay
s_Identity_Protection_Rules_Till_June_2010

New cybersecurity role for NIST?
BY: BEN BAIN, FEDERAL COMPUTER WEEK
11/04/2009

The House Science and Technology
Committee’s Technology and Innovation
Subcommittee recently approved a bill that
would expand the role of the National Institute
for Standards and Technology in cybersecurity.
According to the new bill, NIST would be
responsible for creating a plan to coordinate
the federal government’s work with
international organizations to develop
cybersecurity standards. NIST would also work
with agencies, industry and academia to raise
public awareness and education about
cybersecurity risks. NIST would be required to
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support technical standards that aim to improve
interoperability and privacy protection among
identity management technologies.
http://fcw.com/articles/2009/11/04/webcybersecurity-nist-bill.aspx

NIST urges feds to continuously monitor
cybersecurity efforts
BY: J. NICHOLAS HOOVER, DARK READING
11/24/2009

The National Institute of Standards and
Technology recently released the NIST Special
Publication 800-37, which emphasizes the
importance of applying risk management
throughout the lifecycle of IT systems. The
publication details six steps agencies must take
to improve cybersecurity: categorization,
selection of controls, implementation,
assessment, authorization and continuous
monitoring. NIST Special Publication 800-37 is
the second in a series of five publications that
aim to develop a consistent framework for
federal cybersecurity. The first, Special
Publication 800-53, gives recommendations for
updating security controls, and the last three
will help federal agencies assess the
effectiveness of security measures and provide
guidance on how to assess risk and tackle
existing problems.
https://login.techweb.com/cas/login?service=ht
tp%3A//www.darkreading.com/security/govern
ment/showArticle.jhtml&gateway=true

Feds to sharpen cybersecurity job policies
BY: J. NICHOLAS HOOVER, INFORMATION WEEK
11/24/2009

In a recent memo to federal HR directors, Office
of Personnel Management Director John Berry
said OPM will work on developing ways to
ensure the federal cybersecurity workforce is
properly trained and equipped by creating
policies on job classification, hiring,
performance management and work force
education and development. A report issued by
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the Department of the Interior found that the
department requires only self-certified training
for cybersecurity personnel, and only 13.5
percent of these certifications were relevant
and complete.
http://www.informationweek.com/news/gover
nment/policy/showArticle.jhtml?articleID=2219
00984

today’s technologies, new information
assurance technologies in development, and
whether the government is keeping ahead of
hackers. In a second part of the interview, he
discusses the challenge of recruiting IT security
experts for government positions.
http://www.govinfosecurity.com/podcasts.php
?podcastID=378

Coming: New cyber job models

Senators stress cybersecurity as a top
priority for OSTP nominee

BY: BRITTANY BALLENSTEDT, NEXTGOV.COM
11/20/2009

The Office of Personnel Management is
reportedly creating a new framework for
classifying, selecting, developing and evaluating
federal cybersecurity workers. OPM Director
John Berry says that creating competency
models for cybersecurity positions is a high
priority, and that OPM will work with the
National Security Council Interagency policy
committee in creating competency models that
will help agencies assess the capabilities of the
cybersecurity workforce. Berry has requested
documents such as position descriptions,
vacancy announcements, training plans,
performance management plans as well as
recruitment efforts, challenges and outcomes
from agency HR chiefs.
http://wiredworkplace.nextgov.com/2009/11/o
pm_to_create_new_cyber_job_models.php

BY: ALIYA STERNSTEIN, NEXTGOV.COM
11/20/2009

Sen. John Rockefeller (D-W.Va.) said
“cybersecurity is the greatest national security
threat” during the Senate nomination hearing
for Philip E. Coyle III, President Barack Obama’s
choice to be associate director for national
security and international affairs at the Office of
Science and Technology. Coyle said he would
spend considerable attention and effort on
cyber defense. Other senators voiced concerns
over U.S. technological advancement and
organizational security. Coyle’s background
includes missile defense, high-power lasers,
weapons testing and national security policy
and defense acquisition reform.
http://www.nextgov.com/nextgov/ng_2009112
0_8411.php

FBI assesses al Qaeda’s cyberthreat
Thinking like a hacker: Dickie George,
technical director of information
assurance, National Security Agency
GOVERNMENT INFORMATION SECURITY
11/23/2009

Dickie George, the National Security Agency’s
Information Assurance Directorate technical
director, says that as the government adds
more applications to its information systems
and increases functionality, there will be more
ways for attackers to exploit vulnerabilities. In
an interview with Government Information
Security, George discusses the strength of
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FEDERAL NEWS RADIO
11/20/2009

At a recent Congressional hearing, the FBI
explained how its anti-cyber task force works
and outlined the Bureau’s latest
accomplishments. The FBI’s first line of defense
includes its Cyber Division of 2,000 special
agents and another 1,000 in advanced training.
Steven Chabinsky, one of the FBI’s Cyber
Division directors, says terrorist groups such as
al Qaeda do not currently have the “long term,
persistent network access to accomplish their
goals.” The intelligence community has invested
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in cyber security company FireEye to speed up
product development, including software tools
that analyze and route suspicious messages.
http://www.federalnewsradio.com/?nid=15&si
d=1818510

Another day, another cybersecurity breach
at federal agencies
FEDERAL COMPUTER WEEK
11/17/2009

CDW Government Inc. recently released its
2009 Federal Cybersecurity Report, which found
that one-third of federal civilian and Defense
Department agencies experience some kind of
cybersecurity incident daily. The report included
a survey of 300 federal information technology
security professionals, who say that external
threats are the biggest overall risk to their
agency or network, and that malware,
inappropriate employee activity and remoteuser access are the top cybersecurity challenges
they face daily. Based on their findings, CDW-G
recommends that federal agencies reassess
their training programs, address mobile threats,
implement industry-standard technologies and
participate in the Federal Trusted Internet
Connections program.
http://fcw.com/articles/2009/11/17/federalagencies-cybersecurity-incidents-daily.aspx

Cyber agencies mum on how they try to
identify cyberattackers
BY: JILL R. AITORO, NEXTGOV.COM
11/17/2009

In a hearing before the subcommittee on
Terrorism and Homeland Security, Sen. Ted
Kaufman (D-Del.) asked criminal and security
agency officials how they determine who is
behind a specific cyber attack, and whether that
person is a hacker, foreign government or
terrorist. James Baker, associate deputy
attorney general at Justice, said his department
relies on its criminal division, while Steven
Chabinsky, deputy assistant director of the FBI’s
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cyber division, says the FBI relies on the
National Cyber Investigative Joint Task Force.
Neither discusses specifically how agencies
trace cybercrimes back to the source. Philip
Reitinger, deputy undersecretary of the
National Protection and Programs Directorate
at DHS, says the nation’s response to a
cyberattack depends largely on where the
attack originates.
http://www.nextgov.com/nextgov/ng_2009111
7_3287.php?oref=topnews

Cybersecurity regulator for energy has its
own vulnerabilities
BY: JILL R. AITORO, NEXTGOV.COM
11/04/2009

A recent report from the Energy Department’s
inspector general found the computer networks
operated by the Federal Energy Regulatory
Commission, the group that enforces
cybersecurity standards for most of the nation’s
power plants, have failed to comply with
federal information security standards. The
commission failed to document information
that could be deemed sensitive, a violation of
National Institute of Standards and Technology
requirements and the 2002 Federal Information
Security Management Act. The commission also
failed to conduct periodic reviews of user
accounts to ensure that access was terminated
for individuals who no longer needed access to
certain sensitive information. The commission
has agreed to comply with recommendations to
address the issues in the report by updating
cybersecurity policies and ensuring that
reported plans and milestones include
information on how to identify and monitor
activities.
http://www.nextgov.com/nextgov/ng_2009110
4_2381.php
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Call for more cyber expertise
BY: BRITTANY BALLENSTEDT, NEXTGOV.COM
11/02/2009

Sen. Joseph Lieberman (D-Conn.) recently
released five principles he would like to see
included in cybersecurity legislation he and Sen.
Susan Collins (R-Maine) expect to introduce
later this year. His principles address the
challenges in hiring and training cybersecurity
professionals for the federal government.
Lieberman would like to see legislation include
a cybersecurity career path for the federal
government. He also stressed the importance of
a Senate-confirmed cybersecurity coordinator
that could provide much needed authority for
the Homeland Security Department to monitor
federal networks. Other principles addressed
developing a risk-based approach to securing
the nation’s critical infrastructure and new
government acquisition policies.
http://www.nextgov.com/welcome/?d=15&rf=
http%3A%2F%2Fwiredworkplace.nextgov.com%
2F2009%2F11%2Fcall_for_more_cyber_expertis
e.php

Hathaway: Feds can’t safeguard cyber
assets alone
BY: ERIC CHABROW, GOVERNMENT INFORMATION
SECURITY
11/02/2009

In her new paper, “Strategic Advantage: Why
America Should Care about Cybersecurity,”
Melissa Hathaway says the federal government
must collaborate with the private sector to

improve cybersecurity defenses. In the paper,
Hathaway writes that new technologies call for
more authority from the federal government
which can then create “concerns from civil
liberties and privacy perspectives.” Legislation
can often complicate the process of protecting
cyber assets. Hathaway points out that there
are currently 11 pieces of legislation in Congress
that, if approved, could make cybersecurity
more complicated and complex.
http://www.govinfosecurity.com/articles.php?a
rt_id=1905

Agency aims to outmaneuver cyber
enemies
BY: MARYANN LAWLOR, AFCEA SIGNAL
10/2009

Richard Schaeffer, director of the Information
Assurance Directorate at the National Security
Agency, says NSA must deal with the growing
use of commercial technologies, wireless
devices and social media sites with varying
degrees of information security requirements,
making it more difficult to “provide the decisive
advantage to outmaneuver adversaries in
cyberspace.” There must be policies in place
that enable information sharing and
information assured space with cryptographic
capability that provide security of services and
integrity of the information.
http://www.afcea.org/signal/articles/templates
/SIGNAL_Article_Template.asp?articleid=2078&
zoneid=77

High Tech Problem Solvers
www.gtri.gatech.edu

From accredited DoD enterprise systems to exploits for
heterogeneous networks, GTRI is on the cutting edge of
cyberspace technology. Transferring knowledge from
research activities with the Georgia Tech Information Security
Center, GTRI is able to bring together the best technologies,
finding real-world solutions for complex problems facing
government and industry.
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U.S. CYBER LEADERSHIP DEBATE
Put cybersecurity chief in DHS, not the
White House, senator says
BY: JAIKUMAR VIJAYAN, COMPUTERWORLD
11/03/2009

This article discusses the ongoing debate in
Washington over the position of a White Houseappointed cybersecurity coordinator, and
whether the position would be more effective if
outside the White House. Senator Susan Collins
(R-Maine) argues that cybersecurity leadership
should come from the Department of
Homeland Security rather than the White House
in order to provide the coordinator with
adequate resources as well as authority to lead
cybersecurity efforts. Collins also said that while
some other intelligence agencies and the
National Security Agency have the needed
cybersecurity resources, privacy issues would
prevent them from taking leadership. She
recommends that the federal cybersecurity
coordinator serve as the principal advisor on
cybersecurity to the president, and report
directly to the secretary of Homeland Security,
giving the position the “needed clout” to direct
department and agency heads. Collins and
other Congressional members worry that
putting the White House in charge of
cybersecurity would make it hard for Congress
to oversee policies and budgets, and would
“undercut the role of the DHS.”
http://www.computerworld.com/s/article/9140
307/Put_cybersecurity_chief_in_DHS_not_the_
White_House_Senator_says

Collins details plan for cybersecurity
director
BY: CHRIS STROHM, CONGRESSDAILY
11/02/2009

Senate Homeland Security and Governmental
Affairs ranking member Susan Collins is calling
for the creation of a Senate-confirmed director
of federal cybersecurity to be based within the
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Homeland Security Department instead of the
White House. Collins recently spoke at an event
hosted by George Washington University’s
Homeland Security Policy Institute, and said
that “a few staff” at the White House would not
be able to effectively manage government
cybersecurity. Collins did agree that the cyber
coordinator should have to answer to the
president “as the nation’s principal
cybersecurity adviser.” She pointed out that the
creation of the National Counterterrorism
Center included a director that reports to both
the president and the director of national
intelligence, giving the position authority but
also the resources from the office of the DNI to
complete day-to-day work.
http://www.nextgov.com/nextgov/ng_2009110
2_1184.php

Restlessness grows absent cyber czar pick
BY: ANDREW NOYES, NEXTGOV.COM
11/02/2009

The high-tech sector is becoming restless while
waiting for President Barack Obama to appoint
a White House cybersecurity coordinator. The
trade group TechAmerica recently wrote to
Obama, urging him to appoint a senior level
official, saying that while “he tends to other
priorities…those that would seek to harm
America by exploiting our digital infrastructure
continue to increase their efforts.” Phil Bond,
TechAmerica’s president, wrote that the ideal
cyber czar would have experience in both
government and industry in order to “reflect
the shared roles and responsibilities in
cybersecurity” as well as better coordinate
information sharing.
http://www.nextgov.com/nextgov/ng_2009110
2_4291.php
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Former cyber exec: Spread cybersecurity
responsibilities
BY: JILL R. AITORO, NEXTGOV.COM
11/25/2009

Mischel Kwon, currently the vice president of
public sector security solutions for security
vendor RSA, says the federal government must
reevaluate its cybersecurity policies, and must
avoid assigning too many cyber responsibilities
to the Homeland Security Department. Kwon
also emphasizes the importance of an
“educational rather than a regulatory approach
to improving security.” Kwon spoke with
Nextgov cybersecurity reporter Jill Aitoro, and
said the federal government must determine
how all federal agencies fit together when
assigning cybersecurity responsibilities, making
cybersecurity more manageable. Kwon also
discussed the 20 critical controls released by
the SANS Institute, used by many federal
agencies to prioritize cybersecurity objectives.
http://www.nextgov.com/nextgov/ng_2009112
5_4727.php

Cybersecurity efforts stalled as Obama
eyes Afghanistan
BY: BILL BRENNER, INFOWORLD
12/01/2009

This article discusses how President Barack
Obama originally announced his plan for
protecting the nation’s cyber infrastructure in
May, but that since then, there has not been
much progress on cybersecurity and Obama has
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still not named a cybersecurity coordinator. Ira
Winkler recently wrote an article discussing the
vulnerabilities of the Smart Grid, explaining that
potential attackers could easily attack the
system. He added that there is no plan for
mitigating vulnerabilities.
http://www.infoworld.com/d/securitycentral/cybersecurity-efforts-stalled-obamaeyes-afghanistan-512

Take me to your cyber leader
BY: COL. ALAN D. CAMPEN, AFCEA SIGNAL
11/2009

The article claims that “a statement of national
cybersecurity policy should be the first order of
business for the Obama administration.” Cyber
policy must address certain challenges,
including the fact that the Internet cannot be
completely protected, so we must give
attention to the most critical cross-cutting
systems. Also, the role of the U.S. armed forces
in defending the information infrastructure
must be determined, and we must assess the
feasibility of computer network attack (CNA). A
cyber policy must also include a cost/benefit
assessment of human and technical resources.
“The Obama administration should concentrate
first on drafting a cyber policy that convinces
the public about what must be done and why.
Then, perhaps, a leader will emerge.”
http://www.afcea.org/signal/articles/templates
/Signal_Article_Template.asp?articleid=2110&z
oneid=276
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CYBERSPACE – DEPARTMENT OF DEFENSE (DOD)
Cyberattacks on U.S. military jump sharply
in 2009
BY: ROBERT MCMILLAN, COMPUTERWORLD
11/20/2009

The U.S.-China Economic and Security Review
Commission said cyberattacks on the U.S.
Department of Defense have jumped sharply in
2009, and if attacks maintain their current pace,
they will increase 60 percent this year. The
Commission says many of these attacks can be
traced back to China, and that the cost of such
attacks has been significant. The military has
spent $100 million to defend against attacks
between September 2008 and March 2009.
http://www.computerworld.com/s/article/9141
200/Cyberattacks_on_U.S._military_jump_shar
ply_in_2009?source=rss_security

The cyberwar plan, not just a defensive
game
BY: SHANE HARRIS, NATIONAL JOURNAL MAGAZINE
11/13/2009

This article discusses in detail how the United
States has advanced in the development of
cyberwarfare capabilities. In May 2007, the
Bush administration authorized the National
Security Agency to launch online attacks on
cellular phones and computers used by
insurgents in Iraq. Lessons from these
cyberattacks have helped the U.S. form a
cyberwar plan “based largely on the experience
of intelligence agencies and military
operations.” Although it is mostly young
military officers familiar with digital weapons,
cyber strategies have begun to gain influence
throughout the entire military. Bob Gourley,
former chief technology officer for the Defense
Intelligence Agency and a board member of the
Cyber Conflict Studies Association, says U.S.
cyber warriors are already deployed overseas
and are active on adversary networks. Sami
Saydjari, president and co-founder of the Cyber
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Defense Agency, also says that because the
United States has been the target of so many
cyber attacks, we have been able to dissect
those attacks and learn how to cause similar
effects offensively. Each branch of the military
has their own cyber-operations groups and
cyberspace cuts across all other warfare
domains including land, sea, air and space.
Experts acknowledge that the United States
cannot claim to be the world’s dominant cyberforce, and nations such as Russia and China also
have sophisticated cyber capabilities. The article
discusses the need for an international cyber
agreement, similar to the Monroe Doctrine.
http://www.nationaljournal.com/njmagazine/cs
_20091114_3145.php

U.S. needs both traditional and new
methodologies for cyberspace
BY: ROBERT K. ACKERMAN, AFCEA SIGNAL
11/04/2009

Author Robert Ackerman writes that the U.S.
military needs to incorporate cyberwarfare with
other military activities in order to encourage
innovation in cyber capabilities. Jim Newman,
Navy Information Operations Command, spoke
at a panel focusing on multinational operations
at TechNet Asia Pacific 2009, and said that
every warfare area needs to be integrated,
including cyber. Newman believes that cyber
should be structured in the same way as the
joint command world, and that the U.S. military
needs to work on developing an integrated
warfare planning tool.
http://www.afcea.org/signal/signalscape/index.
php/2009/11/u-s-needs-both-traditional-andnew-methodologies-for-cyberspace/
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Cyber threats: We don’t know what we
don’t know
BY: SCOTT HAMILTON, ARMED FORCES JOURNAL
11/2009

This article discusses how much is still unknown
when it comes to cyber threats and attacks. Tim
McKnight, vice president and chief information
officer at Northrop Grumman Information
Systems, says the biggest current threats are
espionage and theft of intellectual property.
McKnight fears that it will take a disaster of a
huge scale to bring attention to cybersecurity
from decision makers. The article also points
out that attacks on U.S. government systems
are constantly changing and increasing, and
each new attack must be identified, analyzed
and traced if possible. Several contractors,
including Lockheed Martin, are developing
cyberwar fames to determine what we don’t
know about cyber threats. Finally, the article
discusses the lack of cybersecurity talent that
makes it difficult to address the technological
challenges of cybersecurity. It is imperative that
Congress, decision makers and the public are
educated about cyber risks that threaten
national and economic security.
http://www.armedforcesjournal.com/2009/11/
4268936

Why I Tweet
BY: GEN. CRAIG MCKINLEY, FEDERAL TIMES
11/20/2009

In this article, Gen. Craig McKinley discusses
how social networking programs are changing
how the military works with media, how they
recruit and how they sustain their forces. Social
networking tools can be used to connect
deployed men and women with their families.
McKinley says he uses Twitter to “stress
important messages to the National Guard
community.” He added that he even uses
Twitter to “publicly recognize” the
achievements of soldiers and airmen. Twitter
can be used to “drop a lead” to reporters and
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bloggers. In response to security concerns
about social networks, McKinley says “figure it
out” and that “these tools are too important to
lock away.”
http://www.federaltimes.com/article/2009112
0/ADOP06/911200310/1037/ADOP

Mullen on social network, flash drives
BY: BOB BREWIN, NEXTGOV.COM
11/04/2009

Adm. Mike Mullen reports that the Defense
Department is modifying its ban on the use of
social networks and flash drives. Mullen states
that access to social networks is important,
especially as a tool for retaining “young, technosavvy troops on active duty.” Mullen does not,
however, see the same urgency in lifting the
ban on flash drives. Mullen says flash drives
were a convenient way to transfer files
between computers, but that the ban has not
affected his ability to conduct briefings.
http://whatsbrewin.nextgov.com/2009/11/mull
en_on_social_network_flash_drives.php

Navy damns the stovepipes, goes full
speed ahead on IT reorganization
BY: SUZANNE KUBOTA, FEDERALNEWSRADIO
11/17/2009

In an interview with FederalNewsRadio, Navy
Vice Admiral David Dorsett, director of Naval
Intelligence, said the Navy is implementing
multiple steps to meet cybersecurity challenges.
Dorsett explains that the primary changes will
include consolidating the Navy’s Information
Technology, Electronic Warfare, ISR, and other
network capabilities into one organization;
creating a Fleet Cyber Command that will serve
as a subordinate to the U.S. Cyber Command;
and creating a corps of informational
professionals across the Navy. The Information
Dominance Corps will include technology,
intelligence, information warfare,
oceanography and space cadre specialists and
will help the Navy to “holistically manage”

Smithfield, VA 23430 

National Security Cyberspace Institute

ph. (757) 871-3578

P a g e | 21

CyberPro

Volume 2, Edition 24
December 3, 2009

Keeping Cyberspace Professionals Informed
information capabilities. Dorsett also reports
that the reorganization should be complete by
the end of next year.
http://www.federalnewsradio.com/?nid=15&si
d=1814972

Fighting the evil genius in China
STRATEGY PAGE
12/01/2009

Two Americans were recently arrested for
selling counterfeit computer components to the
U.S. Navy. The counterfeit items were
manufactured in China, and it is not the first
time Chinese counterfeit parts have ended up in
American military equipment. Some are
concerned that the Chinese government could
be equipping counterfeit chips with a kind of
“backdoor” that would allow China to take
control over the equipment. Counterfeit hightech items, such as computer gear, auto parts
and aircraft components, are a growing
business. The article explains that counterfeit
computer components installed on Defense
Department machines are a national security
risk because the manufacturers could use
modified computer components to make
government networks easier to hack.
http://www.strategypage.com/htmw/htintel/ar
ticles/20091201.aspx

USAF cybersecurity unit ready to launch
FEDERAL NEWS RADIO
11/30/2009

The new 24th U.S. Air Force will be launched in
the San Antonio-based cybersecurity facility by
the end of the year, and will bring parts of its
cybersecurity command operations center
online. The unit’s commander, Major General
Richard Webber, says the center is “working to
understand the scope of cyberwarfare
operations.” This article also discusses a new email scam that claims to enhance e-mail
security, but actually downloads a Trojan that
can disable firewalls and steal financial
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information. The article mentions how the
National Institute of Standards and Technology
is working with industry in developing standards
for Iris recognition technology in hopes of
developing more reliable technology for
identity verification.
http://www.federalnewsradio.com/?nid=15
&sid=1825800

Army seeking cyberspace analytical
support
FBO.GOV
11/24/2009

The Mission and Installation Contracting
Command in Fort Leavenworth, Kan., is
planning to issue a solicitation for Cyberspace
Analytical Support. The contract would provide
support services for the Army Combined Arms
Center Capabilities Development and
Integration Directorate (CAC-CDID) Concept
Development Division (CDD). Services must
include developing required Information and
Cyberspace ICDT products; collaborating and
engaging Army, Joint, Interagency,
Intergovernmental, and Multi-National studies;
and preparing technical input and information
briefings.
https://www.fbo.gov/index?print_preview=1&s
=opportunity&mode=form&id=68c7bf8f20155a
4500b1a77e877d4616&tab=core&tabmode=list
&cck=1&au=&ck

Network offers virtually unlimited
bandwidth
BY: RITA BOLAND, AFCEA SIGNAL
11/2009

The U.S. Army recently completed an optical
network that allows troops improved data
transmission speed and availability. After
Defense Communications Systems-Europe
completed development, the 5th Signal
Command took over control of the network and
is now examining how to best migrate from
asynchronous transfer mode legacy systems to
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the new system. The new Defense Wave
Division Multiplexed-Optical Transport Network
(DWDM-OTN) is capable of scaling to 400
gigabits per second of bandwidth and works by
taking 40 different channels of light and
combines them into a single stream that is
passed down a single strand of fiber to increase
capacity. The DWDM-OTN is the largest DWDM

network in the military and encompasses the
non-secure Internet protocol router network
and the secret Internet protocol router
network.
http://www.afcea.org/signal/articles/templates
/SIGNAL_Article_Template.asp?articleid=2105&
zoneid=7

CYBERSPACE – DEPARTMENT OF HOMELAND SECURITY (DHS)
DHS: Former ‘Whipping Boy’ of Congress
BY: JILL R. AITORO, NEXTGOV.COM
11/19/2009

Gregory Garcia, former assistant secretary of
cybersecurity and telecommunications at DHS,
says DHS takes partial blame for failures in
establishing a cybersecurity strategy across
federal government, but that hyper oversight
“from a Democratic Congress during a
Republican administration also hampered
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progress.” Garcia said he and DHS faced “red
tape” which prevented them from
accomplishing their missions. Garcia says
Congress needs to improve its own
cybersecurity and “do its job with appropriate
levels of oversight.” Congress must also
improve coordination.
http://techinsider.nextgov.com/2009/11/forme
r_cyber_chief_dhs_was_whipping_boy_of_cong
ress_during_the_bush_administration.php
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CYBER WAR
The art of cyber war
BY: GARETH VAN ZYL, ITP.NET
11/25/2009

This article discusses the recent 2009 Virtual
Criminology report from McAfee, which found
that at least five nations have tools and
techniques in place in case of a cyber conflict.
Any nation, regardless of size, can potentially
launch an attack that could “destabilize larger
nations.” Private companies could also be
involved in cyber warfare. The article calls for
more information sharing and transparency so
that we better understand our own capabilities.
http://www.itp.net/578505-the-art-of-cyberwar

What is cyberterrorism? Even experts can’t
agree
BY: VICTORIA BARANETSKY, THE HARVARD LAW
RECORD
11/05/2009

Leonard Bailey, who was recently transferred
from the Department of Justice’s Computer
Crimes and Intellectual Property Division to the
Obama administration’s new National Security
Division, says that although cyberterrorism is a
hot topic, we “lack a unified definition of
cyberterrorism and that makes discourse on the
subject difficult.”
http://www.hlrecord.org/news/what-iscyberterrorism-even-experts-can-t-agree1.861186

On cyber war
BY: AUSTIN BAY, STRATEGY PAGE
11/25/2009

This article discusses the three types of cyber
conflict: Limited Stealth Operations (LSO), or
cyber operations that are based primarily on
espionage; Cyber War Only (CWO), which are
usually denial-of-service attacks; and Cyber War
110 Royal Aberdeen 
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in Support of a Conventional War (CWSC),
which can hit strategic targets as well as the
communications and electronic weapons of the
enemy. Digital anonymity makes cyberwarfare
particularly appealing to cyber terrorists, since
attacks cannot be traced. James Dunnigan,
StrategyPage.com’s editor, says cyberwarfare is
much like traditional warfare, where both sides
would aim to disrupt the other’s networks while
keeping their own operating, but no one knows
for sure what a cyberwar between two “cyber
powers” would look like yet.
http://www.strategypage.com/on_point/20091
1250617.aspx

Talks among world experts about what
constitutes cyberwar grow cold
BY: JILL R. AITORO, NEXTGOV.COM
11/17/2009

A recent report from Good Harbor Consulting
discusses how nations must be more open in
policy discussions about cybersecurity and must
work together to define cyber warfare. Richard
Clarke, former special adviser to President
George W. Bush on cybersecurity, says
computer scientists and international relations
experts must develop strategies to address the
threat of a cyberwar. The report claims that
nations may not be talking because they have
not yet developed a cyber defense strategy.
Good Harbor recommends four factors for
determining if an attack is an act of war: the
source of the attack; the consequences of the
attack; the purpose of the attack including
political motivation; and how sophisticated an
attack is.
http://www.nextgov.com/nextgov/ng_2009111
7_9668.php
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Preparing for cyber warfare

New report says ‘cyber warfare’ has
become a ‘reality’

BY: WESLEY WARK, OTTAWA CITIZEN
11/02/2009

This article discusses the “dawning age of the
cyber spy,” where the line between war and
espionage is blurred, and anyone, anywhere, for
any motive can become a cyber spy. The article
points out that the scale of the threat is still
mostly unknown and that the stakes are high,
since state secrets, war fighting capabilities,
researcher and commercial secrets, proprietary
information and financial identifies are all at
risk. Several states, such as China and Russia,
are developing cyber warfare capabilities,
although it is yet to be seen whether any nation
can seize a competitive advantage. There is also
the threat from non-state actors, including
cyber entrepreneurs or criminals that are often
financially motivated.
http://www.ottawacitizen.com/entertainment/
Preparing+cyber+warfare/2167161/story.html

BY: MARTIN BANKS, THE PARLIAMENT
11/19/2009

Greg Day, a security analyst, visited Brussels this
week to launch a new report which highlights
the need for “decisive action” on cyber warfare
in the European Union and at the international
level. The report concludes that the threat to
countries’ government services, critical
infrastructure and society as a whole is “underestimated.” He also said “Today, the weapons
are not nuclear, but virtual, and everyone must
adapt to these threats.”
http://www.theparliament.com/no_cache/lates
tnews/news-article/newsarticle/new-reportsays-cyber-warfare-has-become-a-reality/

CISCO
Cisco (NASDAQ: CSCO) enables people to make powerful
connections-whether in business, education, philanthropy,
or creativity. Cisco hardware, software, and service
offerings are used to create the Internet solutions that
make networks possible-providing easy access to
information anywhere, at any time. Cisco was founded in
1984 by a small group of computer scientists from Stanford
University. Since the company's inception, Cisco engineers
have been leaders in the development of Internet Protocol
(IP)-based networking technologies.
Today, with more than 65,225 employees worldwide, this
tradition of innovation continues with industry-leading
products and solutions in the company's core development
areas of routing and switching, as well as in advanced
technologies such as: Application Networking, Data Center,
Digital Media, Radio over IP, Mobility, Security, Storage
Networking, TelePresence, Unified Communications, Video
and Virtualization. For additional information:
www.cisco.com
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CYBERSPACE – INTERNATIONAL
Move over Dot Com, bonjour international
URLs
NPR
11/02/2009

Rod Beckstrom, president and CEO of the
Internet Corporation for Assigned Names and
Numbers (ICANN), reports that ICANN is
accepting applications for new internationalized
domain names beginning Nov. 16. The tail-end
of domain names, such as .com or .edu, can
currently be written in the standard Latinate
alphabet, but ICANN is looking to allow URLs in
other native languages. The new domain names
could be in use as early as mid-2010. Some
experts worry that cybercriminals could take
advantage of the new URLs, but Beckstrom says
the agency will approve only top-level domain
names, such as .com or .edu, that will not
confuse users.
http://www.npr.org/templates/story/story.php
?storyId=120024190

New ICANN rules trigger phishing fears
BY: SHAUN NICHOLS, SC MAGAZINE
11/04/2009

Members of the Information Systems Audit and
Control Association (ISACA) are concerned that
the recent decision from ICANN to allow nonLatin characters in URL addresses could lead to
a spike in phishing attacks. ISACA member Peter
Wood explains that some languages, such as
Cyrillic, can contain characters that look similar
to Latin characters, and says malware writers
could register domains with characters that
resemble Latin letters in order to confuse users.
New rules from ICANN would allow the use of
non-Latin characters as well as the addition of
new top-level domains.
http://www.securecomputing.net.au/News/159
661,new-icann-rules-trigger-phishing-fears.aspx
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CERT Australia pushes on network security
BY: KAREN DEARNE, THE AUSTRALIAN
12/01/2009

Australia’s new computer emergency response
team, CERT Australia, is requiring Internet
service providers to clean up infected
computers on their networks more quickly. The
Internet Industry Association has been
developing a voluntary ISP code of practice to
identify botnet activity and alert customers to
security breaches. Attorney-General’s
Department national security resiliency division
head Mike Rothery said CERT Australia is meant
to be a “two-way clearing house for
notifications from local and international
authorities, with responsibility for tracking
down compromised machines in Australian
domains.” Two units will merge into CERT
Australia – the University of Queensland-based
AusCERT, which provides CERT services to
public and private sector clients, and GovCERT
which has focused on government-industry
liaison.
http://www.theaustralian.com.au/australianit/cert-australia-pushes-on-networksecurity/story-e6frgakx-1225805518322

Updated: Federal government launches
cybercrime fighting team
BY: DAVID RAMLI, ARN
11/25/2009

A joint release by the Attorney-General, Robert
McClelland, Minister for Broadband,
Communications and the Digital Economy,
Senator Stephen Conroy, and Minister for
Defence, Senator John Faulkner, the Australian
federal government has launched its new cyber
security strategy and has created a quickresponse team to deal with digital threats. The
new strategy formalizes the responsibilities of
all government departments and also provides
a legal framework to be used against cyber
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criminals. The new Cyber Security Operations
Centre (CSOC) will work under the Defence
Signals Directorate, and will be staffed with
public servants from the Australian Federal
Police and spy agency, ASIO.
http://www.arnnet.com.au/article/327642/upd
ated_federal_government_launches_cybercrim
e_fighting_team

Europe Convention on Cybercrime and will also
focus on protecting critical infrastructure and
cyber resources.
http://fcw.com/articles/2009/11/03/us-eucybersecurity-agreement.aspx

Lords want help on cyber attacks

Two senior detectives from the British Royal
Navy Police’s Special Investigation Branch
recently flew to Belfast to meet with members
of the Police Service of Northern Ireland, after a
memory stick that contained restricted
information went missing. The memory stick
held information about Royal Navy personnel,
naval operations around the UK, and the
whereabouts of Royal Navy officers.
http://www.guardian.co.uk/uk/2009/nov/29/n
avy-investigate-security-northern-ireland

BY: JOHN OATES, THE REGISTER
11/04/2009

A Lords Committee is reportedly looking into
European Union policy on cyber attacks and
“how vulnerable the Internet is to a widespread
failure because of an attack,” such as the
attacks on Estonia and Georgia. The Lords are
also investigating the role of NATO in defending
cyberspace. The European Commission is calling
for a “pan-European approach to critical
infrastructure,” which the Lords will review.
http://www.theregister.co.uk/2009/11/04/lord
s_probe_cyberattacks/

International cooperation to shape
common policies for cybersecurity and
data protection
BY: WILLIAM JACKSON, FEDERAL COMPUTER WEEK
11/03/2009

Mary Ellen Callahan, chief privacy officer of the
Homeland Security Department, says that in a
recent joint statement from the United States
and the European Union, the U.S. and E.U. have
decided to “treat cybersecurity, cyber crime and
data protection as international issues,
cooperatively developing policies based on
shared values.” The statement says that the
United States and the European Community will
align policies on the use of personal information
restrictions. The report emphasizes the
importance of cooperation between law
enforcement agencies. U.S. and E.U.
prosecutors will meet annually, both parties will
promote the implementation of the Council of
110 Royal Aberdeen 
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Navy to investigate security breach
BY: HENRY MCDONALD, THE OBSERVER
11/29/2009

Several arrests over cyber attacks on
government
TELEGRAPH.CO.UK
11/02/2009

David Hanson, U.K. Crime and Security Minister,
reports there have been several arrests dealing
with cyber attacks this year by the police central
e-crime unit of the Metropolitan Police. Hanson
said he could not release details about
measures taken against the criminals, but said
the government was placing a high priority on
defending their networks from attacks. The
minister also said that an Office for Cyber
Security had been set up to provide leadership
and the Cyber Security Operations Centre has
been established to monitor and coordinate
incident response.
http://www.telegraph.co.uk/technology/news/
6491396/Several-arrests-over-cyber-attacks-onGovernment.html
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http://www.darkreading.com/security/vulnerab
ilities/showArticle.jhtml?articleID=221901031&
cid=ref-true

Unstoppable China
STRATEGY PAGE
11/25/2009

The article says China has made it clear that
they intend to rely heavily on Information War
in future conflicts. Western corporations are
becoming more alarmed at the extent of
Internet-based espionage coming from China.
Although an increasing number of hacker
attacks on U.S. military targets have been
traced to China, the Chinese government
continues to deny everything. We know little
about China’s cyberwarfare strategy, but we do
know they plan on developing ways of
disrupting the American military, and are
making national resources available for the
effort. Many believe China is already launching
offensive attacks to test the strength of their
capabilities.
http://www.strategypage.com/htmw/htintel/ar
ticles/20091125.aspx

Report: China’s after U.S. secrets,
technology
BY: THOMAS CLABURN, DARK READING
11/24/2009

The U.S.-China Economic and Security Review
Commission (USCC) recently released its 2009
annual report which says that “there has been a
marked increase in cyber intrusions originating
in China and targeting U.S. government and
defense-related computer systems.” USCC Vice
Chairman Larry Wortzel says cyber attacks on
Defense Department information systems has
increased 20 percent this year. The report also
discusses how responding to these attacks is
difficult, since attacks are usually carried out by
individuals without obvious government ties,
although the Chinese government encourages
and benefits from the attacks. Wang Baodong,
spokesperson for the Chinese Embassy in
Washington, says the report’s claims are
“baseless, unwarranted and irresponsible.”
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China’s cyber offensive
BY: LARRY WORTZEL, THE WALL STREET JOURNAL
11/01/2009

A report released last month from the U.S.China Economic and Security Commission says
China is conducting a sophisticated computer
network exploitation campaign, including
staging attacks to test the nation’s cyber
reconnaissance efforts. The PLA has been
developing cyberwarfare capabilities since 2003
and reportedly has specialized units and
personnel capable of carrying out cyber and
electronic attacks. The article claims that the
U.S. government and industry are in a “reactive
role,” dealing with intrusions and information
losses as they happen, without any coordinated
response. There has been some progress,
including the Pentagon’s creation of a unified
U.S. Cyber Command. Still, there is not one
agency responsible for setting cyber standards
and coordinating policies for civilian
infrastructure and critical infrastructure, and a
cyber czar has yet to be named to the White
House. China has developed a “centralized,
coordinated and successful effort to penetrate
American and other cyber networks” where the
United States and its allies “lack a concentrated,
well-led cyber defense.”
http://online.wsj.com/article/SB100014240527
48703399204574508413849779406.html

China steps up cyber capabilities
FEDERAL NEWS RADIO
11/18/2009

The U.S. China Economic and Security Review
Commission recently released a report that says
China is becoming more aggressive in its cyber
espionage and cyber warfare efforts, and now
poses a greater threat to U.S. computer
networks. The report also discussed China’s use
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of foreign propaganda to affect policy decisions
in the U.S. State Department. Chief Information
Security Officer John Streufert recently
introduced a continuous network monitoring
program that may help federal agencies
improve cybersecurity. Congressman Edolphus
Towns has also introduced a bill to ban peer-topeer file sharing software on federal systems,
including federal contractors and computers
used for telecommuting.
http://www.federalnewsradio.com/?nid=15&si
d=1816104

China attacks ‘biased’ U.S. cyber-spying
report
BY: BEN BLANCHARD, REUTERS
11/23/2009

China is accusing a U.S. congressional advisory
board, the U.S.-China Economic and Security
Review Commission, of bias for a report that
said China is increasingly targeting U.S.
computer networks to gather information for its
military. Chinese Foreign Ministry spokesman
Qin Gang says the report has “ulterior motive”
and is damaging to “Sino-U.S. ties.”
http://www.reuters.com/article/topNews/idUS
TRE5AM10W20091123

Chinese, Russian cyberwarfare
BY: BILL GERTZ, THE WASHINGTON TIMES
11/19/2009

The Pentagon’s National Defense University
recently published a groundbreaking book,
“Cyberpower and National Security,” that is one
of the few U.S. government documents to
highlight the cyberwarfare capabilities of both
China and Russia. The book contains a chapter
on the issue, revealing that China’s computer
attack capabilities have become “more visible
and troubling” in recent years and that “China
has launched an unknown number of cyber
reconnaissance and offensive events with
unknown intent against a variety of countries.”
Regarding Russian cyberwarfare, the book
110 Royal Aberdeen 
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states that Russia, like China, has been linked to
cyberwarfare attacks around the world,
including cyberattacks against the Baltic nation
of Estonia.
http://www.washingtontimes.com/news/2009/
nov/19/inside-the-ring-37209361/

S. Korea seeks Chinese help to track cyber
attacks
GOOGLE NEWS
11/02/2009

South Korean police have announced they will
request help from China in tracking down the
criminals behind the cyber attacks against U.S.
and South Korean government and commercial
attacks in July. South Korea’s intelligence
service chief Won Sei-Hoon explained that the
investigation into the attacks found an IP
address that the North Korean Ministry of Post
and Telecommunications was renting from
China. The South Korean intelligence agency
had previously named North Korea as a suspect
in the attacks, but had not named a specific
body as the user of the IP address linked to the
attacks. Lieutenant General Jeffrey Remington,
commander of the U.S. Air Force in South
Korea, says the United States and South Korea
need to take aggressive steps to safeguard their
military computer networks from future
attacks.
http://www.google.com/hostednews/afp/articl
e/ALeqM5ggpd5Cf5_4omoh2EqNQlpUkPcI6g

Cell phones to die for
STRATEGY PAGE
11/21/2009

This article claims that Islamic terrorists rely on
cell phones to perform phone hacking. For
example, Israel hacked into the Syrian phone
system two years ago, and was able to send
thousands of messages to Syrians in efforts to
recruit intelligence agents. The U.S. has also
been able to hack into the Iraqi phone system
several times to track down and destroy
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terrorist networks. Taliban leaders are now
trying to stop cell phone companies from
moving in cell towers, but the “cell phone
addiction” of Taliban fighters has “caused no
end of problems when the U.S. hacks the cell
networks.”
http://www.strategypage.com/

New threats: Energy security, cyber
defense, critical infrastructure protection
GEORGIAN DAILY
11/03/2009

This article from the Georgian Daily discusses
the Georgia cyber attacks in summer 2008, and
things that should be included in NATO’s new
Strategic Concept, threats to the Alliance, and
how to prevent and respond to those threats.
Russia launched distributed denial-of-service
(DDoS) attacks in the summer of 2008 against
Georgia, as part of a larger invasion of Georgia
that included more traditional warfare tactics.
The botnets used against Georgia in those
attacks had already been used for criminal
purposes, indicating that the Russian
government was working with Russian
organized crime groups. The article states that
NATO should concentrate on establishing
preventative measures against cyber attacks by
treating cyber warfare comprehensively and
recognizing how cyber warfare can be used

along with armed warfare. The article also says
that NATO must provide greater funding and
support for the Cooperative Cyber Defence
Centre of Excellence in Tallinn, Georgia.
http://georgiandaily.com/index.php?option=co
m_content&task=view&id=15501&Itemid=129

Estonia offers cyber expertise, no troops to
Gates
BY: BEN IANNOTTA, DEFENSE NEWS
11/03/2009

Estonian Defense Minister Jaak Aaviksoo
recently met with U.S. Defense Secretary
Robert Gates, and said Estonia will contribute
additional cyberspace and information
operations capabilities to the U.S.-led war in
Afghanistan, but that they would not send new
troops. Aaviksoo told Gates that Estonia and
other countries asked to send troops should be
provided with a focused policy that includes
milestones of progress to be achieved in
Afghanistan. Aaviksoo did not elaborate on the
additional cyber capabilities that Estonia has
offered to provide, but Estonia’s capital, Tallinn,
is the home of NATO’s Cooperative Cyber
Defence Centre of Excellence, and Estonia aims
to establish itself as Europe’s cybertechnology
leader.
http://www.defensenews.com/story.php?i=435
8055&c=AME&s=TOP

Raytheon
Aspiring to be the most admired defense and aerospace systems
supplier through world-class people and technology Raytheon is
a technology leader specializing in defense, homeland security,
and other government markets throughout the world. With a
history of innovation spanning more than 80 years, Raytheon
provides state-of-the-art electronics, mission systems
integration, and other capabilities in the areas of sensing;
effects; command, control, communications and intelligence
systems, as well as a broad range of mission support services.
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CYBERSPACE RESEARCH
Are nations paying criminals for botnet
attacks?
BY: ELLEN MESSMER, NETWORK WORLD
11/17/2009

A new report from McAfee, called “Virtually
Here: The Age of Cyber Warfare,” includes
opinions from 20 experts about cyberattacks
that seem concentrated in one country, but are
difficult to track. The report claims that nations
are increasingly buying botnet attack services
from cybercriminals. Former NSA official
William Crowell says cyberwar and cybercrime
are beginning to overlap, and that nations that
lack technical expertise are buying attack
services from cybercriminals to carry out cyber
warfare attacks. Nation states that use
cybercriminal services can also deny
involvement in the attacks, which cannot be
traced back to the government. The article also
discusses the recent attacks against the United
States and South Korea, which many believe
came from North Korea.
http://www.networkworld.com/news/2009/11
1709-botnet-attacks-countries.html?hpg1=bn

The nation needs a clear cyber war
doctrine
BY: WILLIAM JACKSON, GOVERNMENT COMPUTER
NEWS
11/30/2009

A recent study from McAfee on cyber crime and
cyber warfare warns that the threat of cyberwar
is real, and that we do not yet understand how
to use the weapons we are developing. Greg
Garcia, former assistant secretary for
cybersecurity at the Homeland Security
Department, says that even if security experts
are able to attribute cyber attacks, “they still do
not have a coherent policy for response.” Dmitri
Aperovitch, director of research at McAfee, says
one of the goals of the recent study was to
begin a public dialogue to establish a policy.
110 Royal Aberdeen 
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Eneken Tikk, legal advisor at Estonia’s
Cooperative Cyber Defence Centre of
Excellence, says current laws are inadequate for
addressing cyberwarfare, and that determining
“when to use force in response to a cyber
attack needs its own framework.”
http://gcn.com/articles/2009/11/30/cybereyecyberwar-doctrine.aspx

Northrop Grumman launches cybersecurity
research group
BY: GRANT GROSS, PC WORLD
12/01/2009

Government security contractor Northrop
Grumman has partnered with Carnegie Mellon
University, Purdue University and the
Massachusetts Institute of Technology to
develop projects to counter complex
cybersecurity problems. The Northrop
Grumman Cybersecurity Research Consortium
will focus on combating cyber threats and
protecting the value of information services and
systems. The consortium’s projects include
dependable software analysis, secure computer
design, next-generation secure networks,
computer forensics and improved software.
http://www.pcworld.com/businesscenter/articl
e/183446/northrop_grumman_launches_cyber
security_research_group.html

Malware can be hidden in English language
text, say U.S. scientists
BY: ROBERT BLINCOE, V3.CO.UK
11/30/2009

A team of U.S. security researchers report they
have found a way of hiding malware in
sentences that read like English-language spam.
This discovery is significant because current
network security techniques assume that code
used in code-injection attacks is structured
differently than non-executable plain data, such
as English prose. Dr. Nicolas Courtois, an expert
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in security and cryptology at University College
London, says malware distributed in this way
would be “hard, if not impossible, to detect
reliably.” The researchers say hackers will be
looking for ways to leverage the technique, and
that “anti-virus software as we know it today
has gone well past its sell-by date.”
http://www.v3.co.uk/computing/news/225413
9/malware-spam-language

CSI annual report: Financial fraud, malware
on the increase
BY: TIM WILSON, DARK READING
11/24/2009

The Computer Security Institute recently
released their 14th annual security survey,
which found that malware and financial fraud
were the chief threats to businesses in the last
year. Respondents reported increases in
financial fraud, malware, denials of service,
password sniffing and Web site defacement.
The survey also found that wireless exploits and
instant messaging abuse have decreased.
Respondents said they would like technologies
that would improve their visibility, including
better log management, security information
and event management, security data
visualization and security dashboards.
http://www.darkreading.com/security/vulnerab
ilities/showArticle.jhtml

BackTrack4 uses IPv6 to cover tracks
BY: SCOTT HOGG, NETWORK WORLD
11/23/2009

This article discusses how IPv6 can actually be
used as a backdoor to owned systems. IPv6 has
not been implemented as quickly as security
experts were hoping, and the fact that IPv6 is
still obscure has led hackers to use IPv6 to
create a channel into compromised systems.
Until there are more tools that can observe
encapsulated packets, IPv6 will be used as a
method to obscure connections, because of a
default outbound policy in IPv6 systems.
110 Royal Aberdeen 
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http://www.networkworld.com/community/no
de/48405

Security pro says new SSL attack can hit
many sites
BY: ROBERT MCMILLAN, COMPUTERWORLD
11/20/2009

Frank Heidt, CEO of Leviathan Security Group,
says he has developed proof-of-concept code
that could be used to launch an attack that
exploits the SSL Authentication Gap bug, giving
the attacker a way to change data being sent to
the SSL server. Heidt says his attack could allow
hackers to steal sensitive information from
secure Web sites. Leviathan Security Group has
created a tool that allows Webmasters to see if
their sites are vulnerable to an SSL
Authentication Gap attack.
http://www.computerworld.com/s/article/9141
202/Security_pro_says_new_SSL_attack_can_hi
t_many_sites?taxonomyId=17

Data centers unprepared for a cyber attack
BY: KEVIN COLEMAN, DEFENSE TECH
11/02/2009

The world’s largest data center industry
association, AFCOM, recently released the
results of its 2009/2010 Data Center Trends
Survey, which included insight about the biggest
issues and trends affecting 436 commercial,
government and university data centers around
the world. AFCOM found that most of its
member clients are not prepared to handle a
sophisticated cyber attack. Only 33 percent of
the data center managers report including
cyber terrorism in their data recovery plans,
and only 25 percent say they have addressed
cyber terrorism in policy and procedure
manuals. AFCOM states that a sophisticated
attack that targets multiple data centers could
potentially disrupt national infrastructure and
the global economy. The report also covers data
centers currently using cloud computing and
recommends that data center managers and IT
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executives develop comprehensive
cybersecurity policies and security measures.
http://defensetech.org/2009/11/02/datacenters-unprepared-for-a-cyber-attack/

USB stick security flaw puts data at risk
BY: DAVID NEAL, V3.CO.UK
10/30/2009

Researchers at the U.K. firm MWR InfoSecurity
claim that USB sticks contain a security flaw
that could allow the creation of a USB device to
“interrogate a computer and download the
content.” The researchers warn that these
devices could be just months away from
development, and could potentially be used by
criminals to steal entire hard drives.
Researchers at the firm have already cracked
one operating system using a similar tool, and
say they built the hack to raise awareness about
the significant security issue. The researchers
are also sharing their findings with the U.K.
government’s Centre for the Protection of
National Infrastructure.
http://www.v3.co.uk/v3/news/2252293/usbsticks-pose-security-threat
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Researchers hijack a drive-by botnet
BY: ROBERT LEMOS, TECHNOLOGY REVIEW
10/02/2009

Researchers at the University of California at
Santa Barbara recently conducted a study
where they connected their servers to the
Mebroot botnet. The researchers found more
than 6,500 Web sites hosting malicious code
that were used to redirect nearly 340,000
visitors to malicious sites. Drive-by downloading
scams are when hackers inject malicious code
on to a legitimate Web site that redirects users
to another site, or installs malicious software on
the victim’s machine. Giovanni Vigna, one of
the researchers, says most users think that only
porn or illegal downloading sites contain
malware, but that legitimate business sites
were also found with malicious code. The
researchers describe the typical victim of the
Mebroot network. The report found that 64
percent of the victims were running Windows
XP and 23 percent were running Windows Vista.
http://www.technologyreview.com/computing/
23566/?a=f
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CYBERSPACE HACKS AND ATTACKS
develop security policies and maintain
employee satisfaction.
http://www.darkreading.com/blog/archives/20
09/11/hacking_is_a_wa.html

Why criminal hackers must not be
rewarded
BY: M.E. KABAY, NETWORK WORLD
11/30/2009

In this article, M.E. Kabay includes a “polemic”
that he originally released in 1995, discussing
how criminal hackers should not be rewarded
with IT jobs. Kabay writes that hackers should
not be trusted because they have proven they
will exploit opportunities if they have the
chance. Kabay explains hackers believe that
unless it is impossible to break into a system,
there is no obligation to comply with rules and
agreements. Some hackers believe that if they
are able to break into a company’s computer
system, it is the company’s fault they got in.
Kabay compares hiring hackers for IT work to
hiring drug addicts to work in anti-drug
operations or car thieves to help stop car theft.
http://www.networkworld.com/news/2009/11
3009-criminal-hackers.html

Hacking is a way of life
BY: JOHN SAWYER, DARK READING
11/02/2009

A recent article from CSO Online discusses how
the need to stay connected and the generation
gap is causing young employees to become
“lifestyle hackers,” who “circumvent security
controls” to be able to access social network
sites or download material not allowed by their
employers. The article, “Lifestyle Hackers” by
Jim Routh and Gary McGray, examines how
lifestyle hackers often break security rules that
are enforced to encourage employee
productivity, in order to actually improve their
productivity. The article points out that
managers and executives must understand the
benefits of social networking and leverage
social networking to their company’s benefit,
while working with their IT department to
110 Royal Aberdeen 
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Can Adobe beat back the hackers?
BY: AARON RICADELA, BUSINESS WEEK
11/30/2009

Adobe is attracting increased attention from
hackers, and security experts are concerned
that the company cannot defend itself against
attacks. Adobe has released nine security
updates for Acrobat Reader this year alone, and
Adobe has replaced Microsoft as the primary
way hackers try to infect PCs. The article
explains that Adobe is 1/20th the size of
Microsoft and lacks the budget and engineering
staff to release patches and fixes like Microsoft
does. Adobe says they have twice the engineers
working on security that they did two years ago,
and its entire Reader team has been trained on
safe programming practices.
http://www.businessweek.com/magazine/cont
ent/09_48/b4157032795489.htm

Electronic health records could be a deadly
target during a cyberwar
BY: BOB BREWIN, NEXTGOV.COM
11/20/2009

Chad Skidmore, director of network services for
Inland Northwest Health Services, says hackers
could infiltrate electronic health systems and
change patient records “so misinformation will
lead to deadly consequences.” Skidmore said an
adversary could change information such as a
patient’s blood type or allergy information.
Health care organizations are even more
vulnerable to cyberattacks than other groups
because the health care industry invests less in
information security than other sectors. A
survey released in August from the Healthcare
Information and Management Systems Society
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said 60 percent of hospitals and health care
systems spend 3 percent or less of their IT
budget on information security. Another survey
found that half of health organizations do not
have a formal plan for responding to data
breaches and 33 percent had at least one
known case of medical identity theft.
http://www.nextgov.com/nextgov/ng_2009112
0_8634.php

Malware: Enemy of the State
BY: JACK SCHOFIELD, GUARDIAN.CO.UK
11/04/2009

Malware continues to be a significant threat to
governments and protecting the general public
from malware is important, as more people are
becoming dependent on e-commerce and
online banking. Evaluating the threat from
malware is difficult for governments, since it is
impossible to determine how many PCs are
infected and to what level. Worm infections
reportedly doubled in the first half of 2009 and
researchers believe that Conficker had infected
between 6 and 7 million PCs at one time. Rik
Ferguson, senior security advisor at Trend
Micro, says malware is being fueled by the
underground economy that deals in stolen
information and botnet services. Rodney Joffe,
chief technologist at Neustar and a member of
the Conficker working group, discusses the
Conficker botnet, which he says will “become
the platform of choice for the distribution of
malware.” Finally, the article discusses whether
governments should be able to cut off PCs that
are part of a botnet, and how more ISPs could
include pop-up warnings if they believe a
machine has been infected.
http://www.guardian.co.uk/technology/2009/n
ov/04/malware-pc-security-antivirus

How to combat online ad fraud
BY: BENJAMIN EDELMAN, HARVARD BUSINESS
REVIEW
12/2009

Marketers report that advertising online is full
of hackers who use a variety of tactics to make
ad dollars. One advertising network estimates
that 14 percent of its online ad placements
“were tainted by fraud or violations of its
policies.” Advertisers need to better verify their
partners’ identities and should question their
measures of ad effectiveness. Delaying
payments can also help to force out the
criminals who just want to quickly turn money
over, while retaining honest publishers.
http://www.hbr.org/

Zeus spreading through drive-by download
BY: ANGELA MOSCARITOLO, SC MAGAZINE
11/30/2009

Security researchers at IT management
software and solutions vendor CA report that
the information-stealing Zeus Trojan is
spreading through drive-by downloads, where
victims are taken to a Web site that downloads
the Trojan without any further action from the
victim. These malicious Web sites use an
IFRAME which points to a separate page that
attempts to load a PDF file to exploit known
vulnerabilities in Adobe Reader. E-mails in this
latest campaign appear to come from the IRS.
The IRS has posted a warning saying that
anyone who receives an unsolicited e-mail from
the IRS should not open the attachments or
click on any links within the e-mail.
http://www.scmagazineus.com/zeus-spreadingthrough-drive-by-download/article/158691/

China warns of mass Internet virus
BY: OWEN FLETCHER, TECHWORLD
11/27/2009

McAfee reports that a computer worm infecting
computers in China is an updated version of the
Panda Burning Incense virus that infected
millions of PCs in China three years ago. Vu
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Nguyen, a McAfee Labs researcher, explains
that the new worm variant includes a rootkit,
which burrows into the system to hide the
existence of malware, making the worm difficult
to detect. The worm blocked a PC from
restoring infected files, turns off active antivirus
software and directs the machine to Web sites
to download Trojan horses and other malware.
The worm is potentially very dangerous as
China now has 338 million Internet users –
more than the population of the United States.
http://news.techworld.com/security/3207541/c
hina-warns-of-mass-internet-virus

China defence Web site gets 2 mln hack
attacks: Report
THE AGE
11/18/2009

Ji Guilin, editor-in-chief of the Chinese defense
ministry Web site, reports the site has been
hacked more than 2 million times since it was
launched three months ago. Ji did not say
whether the attacks were launched from inside
or outside China, but he did say the assaults
were largely ineffective due to Web site security
and safeguard measures.
http://news.theage.com.au/breaking-newstechnology/china-defence-website-gets-2-mlnhack-attacks-report-20091118-imen.html

China’s cyberwars
BY: JAMES T. AREDDY, THE WALL STREET JOURNAL
11/19/2009

Apparently facing the same kind of Internet
security challenges as other militaries around
the world have reported, the Chinese Ministry
of National Defense Web site was attacked
more than 2.3 million times within a month of
going online in August. Ji Guilin, editor-in-chief
of the Chinese defense department’s Web site,
said recently the Web site battled down a
variety of hackers and no harm was done to
China’s national security. Ji didn’t say where the
hacker attacks originated.
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http://blogs.wsj.com/chinarealtime/2009/11/1
9/chinas-cyberwars/

Microsoft issues zero-day IE warning
BY: DAVID NEAL, V3.CO.UK
11/24/2009

Microsoft recently released a security advisor
for a new zero-day Internet Explorer
vulnerability. Security experts warn that the
flaw could cause the browser to crash or
redirect users to an infected Web page. IE6
Service Pack 1 on Windows 2000 SP4, and IE6
and IE7 on Windows XP, Windows Server 2003,
Windows Vista and Windows Server 2008 are all
affected. Microsoft said the bug could also
allow CSS/Style object attacks which could take
over local user rights. Microsoft says all users
need to ensure their applications; firewall and
anti-virus systems are up-to-date.
http://www.v3.co.uk/v3/news/2253839/micros
oft-issues-ie-warning

New attack fells Internet Explorer
BY: ROBERT MCMILLAN, NETWORK WORLD
11/22/2009

A hacker has posted code that can break into a
PC using older versions of Microsoft’s Internet
Explorer browser to the Bugtraq mailing list.
Symantec reports that the code does not always
work properly, but that it could be used to
install malicious software on a victim’s
computer. Security consultancy Vupen Security
confirms the attack worked on a Windows XP
Service Pack 3 system running IE6 or IE7. There
have not been instances of hackers using this
attack so far, but if the software does come up
in online attacks, Microsoft may be forced to
issue an emergency patch.
http://www.networkworld.com/news/2009/11
2209-new-attack-fells-internet.html
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Symantec falls as Romanian hacker strikes
again
BY: PHIL MUNCASTER, V3.CO.UK
11/23/2009

A Romanian hacker known as Unu recently
posted a blog entry that said he successfully
accessed a server belonging to Kaspersky Lab
using a blind SQL injection attack. Unu was able
to access sensitive information, including
customer address data and catalogue keys,
which were not encrypted. Symantec has
confirmed the vulnerability and says the
incident impacts users in Japan and South
Korea.
http://www.v3.co.uk/v3/news/2253782/syman
tec-site-hacked

Hackers steal electronic data from top
climate research center
BY: JULIET EILPERIN, THE WASHINGTON POST
11/21/2009

Hackers were recently able to break into the
electronic files of the Climatic Research Unit of
the University of East Anglia in Britain, and post
e-mails where scientists discussed global
warming research and disparaged climatechange skeptics. University officials confirmed
the breach and confirmed that more than 1,000
e-mails and 3,000 documents have been
compromised, although some believe the
documents have been tampered with. Myron
Ebell, director of energy and global warming
policy for the Competitive Enterprise Institute,
says the e-mails show how researchers “have
colluded to establish the scientific consensus
that humans are causing climate change.”
http://www.washingtonpost.com/wpdyn/content/article/2009/11/20/AR200911200
4093.html
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Botnet begins social networking spam run
BY: SHAUN NICHOLS, V3.CO.UK
11/20/2009

Researchers at Symantec’s MessageLabs branch
are reporting that the DonBot network has
started to send spam e-mails in large numbers,
accounting for as much as 4 percent of the total
global spam load since mid-November. The
spam messages offer the recipient a position
working at home for $300 a day. The victims
must pay an initial fee for a trial, reports
Symantec malware analyst Paul Wood.
Researchers say the operation uses spam
accounts on Twitter to spread the links.
http://www.v3.co.uk/v3/news/2253630/botnet
-begins-social-networking

Major IE8 flaw makes ‘safe’ sites unsafe
BY: DAN GOODIN, THE REGISTER
11/20/2009

A flaw in the latest version of Microsoft’s
Internet Explorer browser allows XSS, or crosssite scripting, errors on Web pages that are
considered safe. The vulnerability uses a feature
of IE8 that was supposed to rewrite vulnerable
pages. Experts are not yet sure how the
protections can cause XSS vulnerabilities, but
Michael Coates, senior application security
engineer at Aspect Security, says IE8 may
rewrite pages in a way that the new values
trigger attacks on clean sites. Microsoft is
currently investigating the bug.
http://www.theregister.co.uk/2009/11/20/inter
net_explorer_security_flaw/

Gumblar is back with a vengeance
HELP NET SECURITY
11/18/2009

ScanSafe reported that 29 percent of all Web
malware blocks in October were the result of
Gumblar. According to Mary Landesman, senior
security researcher at ScanSafe, “Gumblar is
arguably one of the most insidious threats
facing both Web surfers and Web site operators
today.” Gumblar takes a multi-pronged
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approach, installing traffic sniffers and
backdoors on Web surfers’ PCs and then using
stolen FTP credentials to compromise and
backdoor Web sites.
http://www.netsecurity.org/malware_news.php?id=1142&utm
_source=feedburner&utm_medium=feed&utm
_campaign=Feed%3A+HelpNetSecurity+%28Hel
p+Net+Security%29

Hackers have new technique: ‘Spear
Phishing’
FOX NEWS
11/17/2009

Cyber security experts say “spear phishing”
attacks come through personalized spam emails that evade spam blockers because they
appear to be legitimate. The FBI is warning that
hackers are using spear phishing to target law
firms’ computer systems because they have a
“tremendous concentration of critical, private
information.” These hackers often target
companies negotiating major international
deals because they can often find company
documents that include information about
negotiating tactics and positions. The FBI warns
that spear phishing e-mails will often include a
link to a malicious Web site that can install a
program on the victim’s computer, allowing
hackers to search for files and send them back
to a designated server.
http://www.foxnews.com/story/0,2933,575398
,00.html?utm_source=feedburner&utm_mediu
m=feed&utm_campaign

Facebook is used as command-and-control
channel for crimeware distributors
CYBERINSECURE.COM
11/04/2009

This article discusses how crimeware
distributors are using Facebook as a commandand-control channel, by spreading malicious email attachments that utilize PDF or Office flaws
to infect unpatched systems. Once infected, the
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zombie machines would report back to
Facebook to receive commands rather than
traditional botnet control channels such as
Internet Relay Chat. Symantec researcher
Andrea Lelli explains the Trojan is using a
Facebook account to receive URLs, but the
actual command and data processing is done
through a remote URL that can be hidden in the
notes section of the Facebook account. Virus
writers are increasingly turning to social media
tools for controlling botnet clients, such as the
botnet discovered in August using Twitter to
relay commands to infected machines.
http://cyberinsecure.com/facebook-is-used-ascommand-and-control-channel-for-crimewaredistributors/

FBI warns of $100M cyber-threat to small
business
BY: ROBERT MCMILLAN, COMPUTERWORLD
11/03/2009

The National Cyber Forensics and Training
Alliance, which works with the FBI and industry
to share information about cyber attacks, warns
that there has been a significant increase in
automated clearinghouse fraud over the past
few months, allowing hackers to steal
approximately $100 million from U.S. small- and
mid-size businesses. The scam allows criminals
to move thousands or millions of dollars from
victims’ accounts using online banking after
infecting the company’s machines with e-mail
attachments that look like Microsoft software
patches. The hackers set up ACH transfers to
money mules that transfer the money overseas
using Western Union or Moneygram, and once
the money is out of the country, it is gone for
good. The article explains that hackers prefer
small organizations because they tend to work
with smaller regional banks that do not have
the fraud detection controls of larger banks.
http://www.computerworld.com/s/article/9140
308/FBI_warns_of_100M_cyber_threat_to_sma
ll_business
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Mossad hacked Syrian official’s computer
before bombing mysterious facility
BY: KIM ZETTER, WIRED BLOG NETWORK
11/03/2009

A year before Israel bombed a Syrian facility in
2007, agents of Israel’s Mossad intelligence
service reportedly hacked into the computer of
a senior Syrian government official and planted
a Trojan horse that siphoned files from the
laptop. Files stolen from the computer include
plans for the Al Kabir complex in eastern Syria,
which is said to be a nuclear facility, as well as
letters and hundreds of photos of the facility’s
development. In September 2007, Israeli fighter
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jets bombed the complex, and then denied that
the incident ever occurred, although the U.S.
National Security Agency reportedly gave Israel
information about the nuclear equipment at the
facility after intercepting conversations
between Syrian officials and North Koreans,
who they were working with to build a reactor.
Syria maintains that the facility was a
conventional military installation, but analysis
of the soil at Al Kabir show traces of uranium
that were not included in Syria’s declared
inventory of nuclear material.
http://www.wired.com/threatlevel/2009/11/m
ossad-hack
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CYBERSPACE TACTICS AND DEFENSE
Certifications are not a Panacea for
cybersecurity woes
BY: DANIEL CASTRO, FEDERAL COMPUTER WEEK
12/01/2009

This article discusses the idea of having a
national certification program for cybersecurity
professionals, and says that “if certifications
were effective, we would have solved the
cybersecurity challenge many years ago.” More
workforce training could teach workers how to
respond to cyberattacks, but the article claims
that Congress is not in the best position to
determine the most effective training courses
for workers. It is important to point out that a
good certification standard is not an indicator of
job performance, and does not ensure
organizational security.
http://fcw.com/articles/2009/12/01/commentcastro-certification.aspx

These nightmares should wake us up
BY: CLIFFORD D. MAY, THE TRENTONIAN
11/30/2009

The Heritage Foundation recently brought
together a group of experts to discuss
“Weapons of Mass Destruction and America’s
Communities” and terrorists using biological
weapons. The group also discussed
cyberwarfare and the use of computers and the
Internet as weapons. One topic included
covered concerns from an Electromagnetic
Pulse Attack which could destroy the electric
grid and everything computerized.
http://www.trentonian.com/articles/2009/11
/30/opinion/doc4b133fbe42fc1677052371.t
xt

SANS official talks security
BY: M.E. KABAY, NETWORK WORLD
11/23/2009

In part two of the Stephen Northcutt interview,
Northcutt explains how we have become more
connected, and how this has created more
points of vulnerability to potential attacks.
Northcutt discusses managing and evaluating
security risks. He adds that businesses must
implement metrics that can measure and
quantify risk, describe risk in terms of their
particular business objectives and present
information well at the management level.
Finally, Northcutt answers questions about
cloud computing and what risks could possibly
increase as more businesses transition to cloud
computing.
http://www.networkworld.com/news/2009/11
2309-sans-interview.html?hpg1=bn

Best practices for DNS security
BY: CRAIG SPROSTS, HELP NET SECURITY
11/17/2009

Security strategies alert
BY: M.E. KABAY, NETWORK WORLD
11/23/2009

This article is part one of an interview with
Stephen Northcutt, president of the SANS
110 Royal Aberdeen 
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Technology Institute, by technologist David
Greer. Northcutt answers questions about how
information technology security affects
customer experiences and business strategies.
Northcutt says that information security is a
vital part of business strategy, and that security
programs must align with the needs of the
particular business. Northcutt adds that
businesses must balance the risk of IT security
solutions with the usability to employees and
customers. He emphasizes the importance of
access control in security programs.
http://www.networkworld.com/newsletters/se
c/2009/112309sec1.html

This article discusses the importance of securing
the DNS, since it is essential to the proper
functioning of every IP network. The article
includes a checklist of best practices that will
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help to ensure DNS security. First, there should
be built-in layered defenses for the DNS. DNS
servers optimized for their respective functions
should be deployed, and we must optimize the
configuration of purpose-built DNS servers.
Finally, it is essential to audit IT processes and
consider DNS service offerings. If this checklist is
followed, DNS would not only be more secure,
but would also have improved performance and
availability.
http://www.netsecurity.org/article.php?id=1347

Lockheed is also looking into providing “more
efficient logistics and sustainment solutions for
the military” and may begin to develop
information technologies that improve
information management for healthcare
organizations.
http://www.nextgov.com/nextgov/ng_2009110
5_7444.php?oref=topnews

Which browser is the riskiest? The answer
may surprise you.

This article discusses the reasons for the
“intrinsic vulnerability of the Internet” due to
“the engineering of its switches, routers, and
network connections, which are owned by the
Internet Service Providers (ISPs) and by the
communication carriers.” There are serious
vulnerabilities that result from malfunctions in
the Internet infrastructure, such as connections
to ISPs via points of presence or POPs. The
datalink layer of the OSI model “suffers from
gaping holes that can be exploited.” The article
discusses a variety of attacks and tactics that
can be used to exploit Internet vulnerabilities.
“People must accept that the Internet
infrastructure is faulty” and “it will take an
exceptional Cyber Command, staffed by
exceptional personnel, to safeguard U.S.
military interests against failure.”
http://www.afcea.org/signal/articles/templates
/SIGNAL_Article_Template.asp?articleid=2109&
zoneid=32

BY: JABULANI LEFFALL, FEDERAL COMPUTER WEEK
11/17/2009

According to a new study from application
security firm Cenzic, Firefox is the most
vulnerable browser among the top four
browsers – logging 44 percent of vulnerabilities
found during the study, followed by Safari at 35
percent. Internet Explorer is the most widely
used browser and is the most widely targeted
for cyber assaults, but has the second best
ranking among the four in sidestepping
vulnerabilities.
http://fcw.com/articles/2009/11/17/operainternet-explorer-browser-security.aspx

Lockheed Martin chief sees cybersecurity,
health IT in its future
BY: MEGAN SCULLY, NEXTGOV.COM
11/05/2009

Lockheed Martin Corp. chief executive Bob
Stevens says Lockheed is looking for new
opportunities to broaden the company’s
portfolio in light of “shifting defense priorities.”
Stevens says Lockheed will expand business in
emerging areas, including energy security and
cybersecurity, in order to remain competitive,
especially since lucrative Lockheed Martin
programs such as the VH-71 presidential
helicopter have recently been dropped.
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The Internet’s vulnerabilities are built into
its infrastructure
BY: PAUL A. STRASSMANN, AFCEA SIGNAL
11/2009

Anti-spammers urged to gang up
BY: JOHN LEYDEN, THE REGISTER
12/01/2009

Independent security certification organization,
Virus Bulletin, recently conducted an
experiment that tested whether the combined
efforts of anti-spam products were more
effective than an individual product on its own.
VB’s anti-spam test director Martijn Grooten
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said that for businesses where spam filtering is
“business-critical,” more than one spam filter
should be used. Grooten added that he was not
advocating any particular approach to spam
filtering, but that there definitely needs to be
more information sharing between anti-spam
firms. He explained that each spam filter uses
multiple filtering techniques, but that their
effectiveness would be improved if vendors
could share information.
http://www.theregister.co.uk/2009/12/01/anti
_spam_mashup_tests/

Scammers get better tools for tapping
social networks
BY: JAIKUMAR VIJAYAN, COMPUTERWORLD
11/30/2009

This article discusses new tools that allow
hackers to find, gather and correlate
information about individuals from social
networking sites and other public sources.
Security researchers say the tools build detailed
profiles on individuals, including information
used in highly targeted, “spear-phishing” scams.
Two of these tools, the Exomind application and
the maltego product, are particularly useful.
The applications can even determine
relationships between people, groups and
companies. The tools can profile the vocabulary
that individuals commonly use in their
interactions on social networks, making it easier
to imitate a co-worker or business partner. The
article warns that individuals must be especially
careful about what they disclose on social
networking sites.
http://www.computerworld.com/s/article/9141
601/Scammers_get_better_tools_for_tapping_s
ocial_networks

110 Royal Aberdeen 

CyberPro

Tech insight: 3 factors to assess before
doing your own penetration testing
BY: JOHN SAWYER, DARK READING
11/20/2009

This article discusses how organizations
perform in-house penetration testing, and the
issues that must be addressed with in-house
testing. First, companies must look at the cost
of in-house pen testing by evaluating if their
personnel have the skills and experience to
perform a comprehensive test. Companies must
also evaluate the cost of software that would be
needed to conduct in-house pen testing. Once
an organization has determined that in-house
pen testing is cost-effective, they still need to
determine if they can perform a test that is
objective and doesn’t suffer because of the
tester’s familiarity with the system.
http://www.darkreading.com/security/vulnerab
ilities/showArticle.jhtml?articleID=221900481

Dumb code could stop computer viruses in
their tracks
BY: PAUL MARKS, NEW SCIENTIST
11/20/2009

When new computer viruses hit the Internet,
antivirus cannot stop the virus until security
firms write and distribute a patch to detect and
stop the virus. Engineers Simon Wiseman and
Richard Oak at the defense technology
company Qinetiq’s security lab in Malvern,
Worcestershire, U.K., are patenting an idea to
solve the problem. The engineers propose
intercepting every file that could contain a virus
and adding computer code to disable any virus
it contains. Qinetiq will insert a line of machine
code into the header area of incoming files to
stop viruses when the packet is opened. This
solution is not based on virus signature
detection, so malware writers cannot get
around it.
http://www.newscientist.com/article/mg20427
355.600
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3 basic steps can thwart most
cyberattacks, NSA security official says
BY: BEN BAIN, FEDERAL COMPUTER WEEK
11/17/2009

Richard Schaeffer Jr., the National Security
Agency’s information assurance director,
recently spoke to the Senate Judiciary
Committee’s Terrorism and Homeland Security
Subcommittee and said that “computer systems
with proper security and network controls
should be able to withstand about 80 percent of
known cyberattacks.” Schaeffer added that
there are steps you can take to further harden
your network by instituting best practices,
proper configurations and good network
monitoring. NSA is currently working with
vendors to develop configuration guidance for
software and hardware, such as the
configuration guide released in coordination
with the Windows 7 product release.
http://fcw.com/articles/2009/11/17/nsa-3steps--better-cybersecurity.aspx

Tiffany Gates, president of ManTech Cyber
Solutions International, on the importance
of cyber forensics
BY: JACK MANN, EXECUTIVEBIZ
11/04/2009

In a recent interview with ExecutiveBiz, Tiffany
Gates, president of ManTech Cyber Solutions
International Incorporated, answered questions
about the distinction between cyber deterrents
and cyber warfare, as well as how cybersecurity
impacts businesses. Gates said the government
usually focuses on cyber defense, “meaning
identification and response,” and misses the
importance of cyber forensics – “the art and
science of extracting data from digital media,”
used to form a response to incidents. Gates
added that the creation of the U.S. Cyber
Command is an important step in government
and private sector collaboration and discussed
the appointment of a federal cyber coordinator.
110 Royal Aberdeen 
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http://blog.executivebiz.com/tiffany-gatespresident-of-mantech-cyber-solutionsinternational-on-the-importance-of-cyberforensics/5238

New tool seeks to block rootkits by
protecting their targets
BY: JOHN TIMMER, ARS TECHNICA
11/04/2009

Preemptively blocking the installation of a
rootkit is nearly impossible, but a group of
researchers are evaluating a new tool, called
Hook Safe, that uses virtualization to block
rootkits by moving and protecting the kernel
functions they target. Hooking refers to
replacing legitimate function pointers with one
provided by malware. Although the simplest
way to block a rootkit would be to make kernel
memory read-only, the ability to perform a
kernel hook does have many legitimate uses
and function pointers scattered around the
kernel’s memory footprint. The authors of the
report ran a clean version of the operating
system underneath a modified version of the
QEMU emulator, which tracks all kernel hooks
that take place in the course of normal
operations and assigns them a unique
signature. The authors also created a shadow
copy of each kernel hook identified. The
authors addressed a number of other problems
in their report, including blocking writing to
hardware registers and limiting Direct Memory
Access transfers to a kernel space. They tested
Hook Safe against a variety of Linux rootkits,
and found that the Hook Safe tool protected
against each of the rootkits. The Hook Safe
paper will be presented at the ACM Conference
on Computer and Communications Security.
http://arstechnica.com/business/news/2009/11
/new-tool-seeks-to-block-rootkits-byprotecting-their-targets.ars
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A tool for investigating suspicious activity

Security: Where the wild things aren’t

BY: JOHN SAWYER, DARK READING
11/04/2009

BY: CHARLOTTE DUNLAP, FORBES
11/03/2009

This article discusses the INetSim tool, which
“emulates numerous services including HTTP,
SMTP, POP3, DNS, FTP, TFTP, and others” to
point known malicious domains to an IP of the
user’s choosing. Logs from the INetSim tool can
help researchers determine whether a
computer is infected or not because if all
malicious domains are pointed to INetSim, you
can see the actual request and determine if the
request is a redirect or malware “phoning
home.” Author John Sawyer writes that dealing
with malware can be time-consuming and often
digital forensic tools are needed to determine if
data has been accessed by malware. Tools such
as INetSim may make determining if a computer
system is infected easier.
http://www.darkreading.com/blog/archives/20
09/11/learning_more_a.html

This article discusses how CIOs and security
managers determine how well their antivirus
products are working. WildList, a list of in-thewild viruses, is used for testing and certification
by Virus Bulletin, ICSA and West Coast Labs. NSS
Labs President Rick Moy warns that these lists
of viruses are usually dated, and recommends
using “real-world testing.” A report from NSS,
called “Endpoint Security, Socially Engineered
Malware Protection,” measured a group of
antivirus products against the most current
threats. The article provides a link to the
report’s results from NSS, and also gives some
specific questions that CIOs can ask their
security providers, including what methods of
securing effectiveness testing are being used,
and what tests other than WildList samples are
used to determine security effectiveness.
http://www.forbes.com/2009/11/03/securitynss-labs-technology-cio-network-wildlist.html

DDoS-as-a-service open for business
BY: KELLY JACKSON HIGGINS, DARK READING
11/03/2009

A new report from McAfee says that distributed
denial-of-service (DDoS) attacks are becoming a
popular “cybercrime-as-a-service offering.”
Botnet owners sell thousands of infected
machines that can be used to take down a
network or Web site, and some criminals even
offer free demos of their botnet-based DDoS
capabilities. Sam Masiello, director of threat
management for McAfee, says DDoS services
are increasingly being sold to government
organizations through underground markets.
The McAfee report shows an example of a DDoS
service provider advertising their botnet
services in an underground forum, including a
free, three-minute demo for prospective
buyers.
http://www.darkreading.com/security/attacks/
showArticle.jhtml?articleID=221600184&cid=ref
-true
110 Royal Aberdeen 
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CSI speakers offer advice on risk
assessment, reporting
BY: TIM WILSON, DARK READING
10/30/2009

At the Computer Security Institute’s 2009
conference in Washington, D.C., several
speakers gave advice on how to measure
security risk and communicate risks to top-level
managers and executives. Bill Mann, senior vice
president of security product strategy at CA,
says that when conveying risks and benefits to
managers and executives, it is important to
speak in terms they can understand and give
several options for mitigating risks. Rafal Los,
senior security consultant for HP’s Application
Security Center, spoke about the importance of
addressing older threats to legacy systems,
rather than just focusing on newer “cool hacks”
that may never happen. Experts recommend
using the NIST risk management framework to
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analyze the impact of each risk, implementing
controls, monitoring their effectiveness and
reporting on risks. Experts also advised
organizations that use mathematical risk
models to tailor those models to their unique
priorities and business models.
http://www.darkreading.com/vulnerability_ma
nagement/security/management/showArticle.j
html?articleID=221400013

Getting to know your infrastructure
BY: WOLFGANG KANDEK, DARK READING
10/29/2009

successful vulnerability management project.
Network mapping provides an overview of the
equipment and types of systems present, which
can serve as a basis for identifying machine
owners, functions and levels of importance to
the organization. Machines should be grouped
according to locality, type and function. Groups
can be used to develop a scanning strategy,
such as weekly scans on Windows workstations.
Data should also be mapped so that changes
can be quickly detected on a network.
http://www.darkreading.com/blog/archives/20
09/10/know_your_infra.html

This article discusses the importance of
understanding your network to build a
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CYBERSPACE - LEGAL
Spam king gets more than four years
behind bars
BY: CARL WEINSCHENK, NEWSFACTOR.COM
11/25/2009

Alan Ralsky, known as the “spam king,” was
recently sentenced to four years in prison by
U.S. District Judge Marianne Battani in Detroit.
Ralsky had pleaded guilty to conspiracy to
commit wire fraud and
mail fraud, and to violations of the CAN-SPAM
Act. Ralsky’s scheme used spam to promote
stocks for U.S. companies owned and controlled
by individuals in Hong Kong and China. Ralsky
used falsified headers, proxy computers and
falsely registered domain names to avoid
detection by antispam software. Henry Stern,
senior security researcher at Cisco, says Ralsky
was one of the first people to use botnets for
spam, making it possible to send spam in
massive volume. Stern also says that progress is
being made against spammers, and that spam
coming out of the U.S. has gone down about 20
percent in the last year, proving that antispam
and antibotnet efforts can be successful.
http://www.newsfactor.com/story.xhtml?story
_id=70315

‘Godfather of Spam’ sentenced to four
years in prison
BY: JEREMY KIRK, COMPUTERWORLD
11/24/2009

A notorious U.S.-based spammer, Alan Ralsky,
was recently sentenced to four years in prison
for using spam to manipulate stock prices in
order to make a profit. Ralsky pleaded guilty to
conspiring to commit wire fraud, mail fraud and
violating the CAN-SPAM act. Ralsky has had
several run-ins with the law, including a lawsuit
from Verizon for sending unauthorized bulk
mail on its networks.
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http://www.computerworld.com/s/article/9141
406/_Godfather_of_Spam_sentenced_to_four_
years_in_prison?source=rss_security

Obama wants computer privacy ruling
overturned
BY: DAVID KRAVETS, WIRED BLOG NETWORK
11/25/2009

The Obama administration is trying to reverse a
federal appeals court decision that reduces the
government’s search-and-seizure powers.
Solicitor General Elena Kagan says the
guidelines are complicating federal
prosecutions in the 9th U.S. Circuit Court of
Appeals, whose 9-2 decision gives Miranda-style
guidelines to prosecutors and judges on how to
protect Fourth Amendment privacy rights while
conducting computer searches. The decision
provides an outline for how the government
can search computers.
http://www.wired.com/threatlevel/2009/11/ob
ama-wants-computer-privacy-ruling-overturned

Comments on net neutrality irk AT&T
BY: CECILIA KANG, THE WASHINGTON POST
11/25/2009

AT&T recently responded to comments from
the White House deputy chief technology
officer Andrew McLaughlin, “who said that free
speech and network neutrality are intrinsically
linked.” New net neutrality rules from federal
regulators would keep ISPs such as AT&T from
blocking or prioritizing certain information on
the Web. McLaughlin also compared the ISPs
acting as an information gateway to censorship
of Internet information in China. AT&T’s chief
lobbyist, Jim Cicconi, said the comments were
“ill-considered and inflammatory.” Ed Black,
chief executive of CCIA, said the Internet must
remain unrestricted in order to promote
individual freedom. Black added that “if we
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aren’t careful it can become a tool to censor,
surveil and manage captive audiences.”
http://www.washingtonpost.com/wpdyn/content/article/2009/11/24/AR200911240
4175.html

MS unleashes legal attack dogs to lick up
COFEE spill
BY: JOHN LEYDEN, THE REGISTER
11/24/2009

Microsoft’s COFEE (Computer Online Forensic
Evidence Extractor) “is a package of forensics
utilities bundled onto a specially-adapted USB
stick, and is designed to allow police officers to
collect digital evidence from a suspect’s PC.”
The digital forensics tool was leaked online on
Cryptome.org, which was recently issued with a
take-down notice, as many fear that if hackers
get the tool, they will be able to develop
countermeasures. Microsoft says the utility
included commercially-available applications
and that no secret data was leaked. Although
some feel that Microsoft’s legal action was
“slightly overboard,” Cryptome.org complied
with the take-down order.
http://www.theregister.co.uk/2009/11/24/ms_
forensic_tool_take_down/

properly. Comcast reported losing $128,578
due to the attacks.
http://www.networkworld.com/news/2009/11
2009-three-indicted-for-comcast-hack.html

House Committee passes cyber R&D,
standards bill
BY: ANGELA MOSCARITOLO, SC MAGAZINE
11/19/2009

The Cybersecurity Enhancement Act of 2009
was recently passed by the House Committee
on Science and Technology and would “support
cybersecurity research and development and
advance the creation of international
cybersecurity standards.” The legislation
combines two draft bills: the Cybersecurity
Coordination and Awareness Act, which
requires the National Institute of Standards and
Technology to improve U.S. involvement in the
creation of international cybersecurity
standards; and the Cybersecurity Research and
Development Amendments Act of 2009, which
requires federal agencies to create long-term
research and development plans detailing their
cyber objectives and funding needed.
http://www.scmagazineus.com/housecommittee-passes-cyber-rd-standardsbill/article/158110/

Three indicted for Comcast hack last year
Committee Passes cybersecurity bill

BY: NANCY GOHRING, NETWORK WORLD
11/20/2009

Three hackers have recently been indicted for
redirecting visitors from the Comcast.net Web
site to a Web site they had made. Customers
were unable to access their Comcast e-mail
accounts, and instead saw the message
“KRYOGENIKS Defiant and EBB RoXed COMCAST
sHouTz to VIRUS Warlock elul21 coll1er seven.”
Defendants were able to get passwords to the
Comcast site by communicating with Comcasts’
DNS registrar. The criminals even called a
Comcast employee at home during the attack to
see if the company’s domains were working
110 Royal Aberdeen 
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BY: JILL R. AITORO, NEXTGOV.COM
11/18/2009

The House Committee on Science and
Technology recently approved the
Cybersecurity Enhancement Act of 2009, which
focuses on cybersecurity research and training
as well as the development of cybersecurity
standards for federal agencies. The bill was
introduced by Reps. Michael McCaul (R-Texas)
and Daniel Lipinksi (D-Ill.), and would support
research at the National Science Foundation by
expanding NSF scholarships. The bill also names
the National Institute of Standards and
Technology as the primary cybersecurity
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standards and coordination body for federal
agencies. Finally, the bill would require the
White House Science and Technology Policy
Officer to establish a “University-Industry Task
Force” within 180 days of the bill’s passage to
explore research and development
collaboration including participants from
academia and industry.
http://techinsider.nextgov.com/2009/11/house
_commitee_passes_cybersecurity_bill.php

Bill defines new NIST infosec tasks
BY: ERIC CHABROW, GOVERNMENT INFORMATION
SECURITY
11/04/2009

The House Subcommittee on Technology and
Innovation recently approved the Cybersecurity
Coordination and Awareness Act, which would
increase the role of the National Institute of
Standards and Technology in developing
international cybersecurity standards. NIST
would also be responsible for public awareness
campaigns and cybersecurity education, as well
as the creation of a security checklist for
agencies to use in evaluating potential IT
acquisitions. Rep. David Wu says that
coordinating government representation in
international cybersecurity standards is
currently spread among different agencies
without any consistent policy. Wu added that
NIST would be a great resource for technical
standards and best practices, but warned that
NIST often provides guidance too technical for
the average user to follow. The bill would
improve the interoperability of identity
management systems, which would hopefully
encourage more widespread use.
http://www.govinfosecurity.com/articles.php?a
rt_id=1912
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House Technology Subcommittee clears
cybersecurity bill
BY: ELAINE S. POVICH, NEXTGOV.COM
11/05/2009

The House Science Technology Subcommittee
recently approved a bill that would “streamline
and strengthen government oversight of the
nation’s electronic infrastructure, including
computer and telecommunications networks.”
The bill emphasizes the importance of
improving cyberspace security standards to
better protect information from hackers.
Technology Subcommittee ranking member
Adrian Smith (R-Neb.) added that the bill calls
for collaboration between the United States
and other nations in sharing cybersecurity best
practices and identity protection research.
http://www.nextgov.com/nextgov/ng_2009110
5_3103.php?oref=topnews

Congress may require ISPs to block
fraudulent Web sites
BY: DECLAN MCCULLAGH, CBS NEWS
11/04/2009

The House Financial Service Committee recently
approved legislation that would require
Internet service providers to block access to
online financial scams that invoke the Securities
Investor Protection Corporation – the entity
that aids investors when funds come up missing
from their accounts. ISPs that do not block
access to these scams could face fines and
federal court injunctions. Critics of the bill point
out that ISPs “don’t have a good way to block
access to any electronic material containing
fake SIPC data” which could include certain email, IM conversations and VoIP chats. ISPs are
also concerned that the requirement and
consequences could still apply even if it is
technically impossible to block certain content.
The Treasury Department released a version of
the Investor Protection Act of 2009 in July, but
did not include the filtering requirements,
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indicating that the Obama administration may
not think it necessary.
http://www.cbsnews.com/blogs/2009/11/04/ta
king_liberties/entry5524188.shtml

U.K. police reveal arrests over Zeus
banking malware
BY: JEREMY KIRK, COMPUTERWORLD
11/18/2009

British police report they have arrested two
people for using Zeus, an advanced piece of
malicious software which can send spam, steal
financial or personal data, or conduct a
distributed denial-of-service attack. A man and
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woman, both 20 years old, were arrested Nov. 3
by the Metropolitan Police’s Central e-Crime
Unite (PCeU) and will face charges under the
1990 Computer Misuse Act and the 2006 Fraud
Act. The pair were using the Zeus malware to
steal online bank account details and
passwords, and then send the stolen
information to remote servers. Police estimate
that the two used Zeus to harvest millions of
lines of data from affected machines.
http://www.computerworld.com/s/article/9141
092/UK_police_reveal_arrests_over_Zeus_bank
ing_malware
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CYBERSPACE-RELATED CONFERENCES
Note: Dates and events change often. Please visit web site for details. Please provide additions, updates, and/or
suggestions for the CYBER calendar of events here.
6 – 8 Dec 2009
8 – 9 Dec 2009
11 – 18 Dec 2009

22 – 29 Jan 2010
27 Jan 2010
27 – 28 Jan 2010
17 – 18 Feb 2010
1 – 5 Mar 2010
12 – 14 Mar 2010
18 – 19 Mar 2010

23 – 24 Mar 2010
26 – 28 Mar 2010
8 – 9 April 2010
23 April 2010
4 – 8 May 2010
24 – 27 May 2010
6 – 9 Jun 2010
17 July 2010

China Computer Forensics Conference & Exhibition, Beijing, China; http://www.h11-digitalforensics.com/china-computer-forensics-conference.php
Pacific Information Security Forum, San Francisco, CA;
https://www.isc2.org/EventDetails.aspx?id=5068
SANS Cyber Defense Initiative 2009, Washington DC; http://www.sans.org/cyber-defenseinitiative2009/?utm_source=offsite&utm_medium=misc&utm_content=20090725_te_072509_cdi09
_allconf&utm_campaign=CDI_East_2009&ref=46324
2010 DoD Cyber Crime Conference, St. Louis, Missouri;
http://www.dodcybercrime.com/10CC/
State of the Net Conference, Washington DC; http://www.netcaucus.org/conference/2010/
Cyber Warfare 2010, London, UK; http://www.cyberwarfareevent.com/Event.aspx?id=228104
th
7 Annual Worldwide Security Conference, Brussels, Belgium;
http://www.conferencealerts.com/seeconf.mv?q=ca1m3m8x
RSA Conference, San Francisco, CA; http://www.rsaconference.com/index.htm
th
5 Global Conference: Cybercultures – Exploring Critical Issues, Salzburg, Austria;
http://www.conferencealerts.com/seeconf.mv?q=ca1mx666
Cyber Security - Legal and Policy Issues for National Security, Law Enforcement and Private
Industry, San Antonio, TX;
http://www.stmarytx.edu/ctl/index.php?site=centerForTerrorismLawCyberSecurity
GovSec and U.S. Law Conference, Washington DC; http://www.govsecinfo.com/Home.aspx
EuroForensics Conference, Istanbul, Turkey; http://euroforensics.com/
th
5 International Conference on Information Warfare and Security, Wright-Patterson Air
Force Base, Ohio; http://academic-conferences.org/iciw/iciw2010/iciw10-home.htm
Social Networking in Cyberspace, Wolverhampton, UK;
http://www.conferencealerts.com/seeconf.mv?q=ca1mhm38
Mobile Forensics World, Chicago, IL; http://www.mobileforensicsworld.com/
CEIC, Las Vegas, NV; http://www.ceicconference.com/
Techno Security & Digital Investigations Conference, Myrtle Beach, SC;
http://www.techsec.com/
Cyberpsychology and Computing Psychology Conference (CyComP 2010), Bolton,
Lancashire, UK; http://www.conferencealerts.com/seeconf.mv?q=ca1mxia6
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CYBERSPACE-RELATED TRAINING COURSES
Note: Dates and events change often. Please visit web site for details. Please provide additions, updates, and/or
suggestions for the CYBER calendar of events here.
Certified Ethical Hacker

Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=104
63&catid=191&country=United+States
EC-Council, Online, http://www.eccouncil.org/Course-Outline/ECSP.htm

Certified Secure Programmer
(ECSP)
Certified VoIP Professional
CISA Prep Course

CISM Prep Course

CISSP Prep Course

Computer Hacking Forensic
Investigator
Contingency Planning

Cyber Law
Defending Windows Networks

DIACAP – Certification and
Accreditation Process
DIACAP – Certification and
Accreditation Process,
Executive Overview
Disaster Recovery
E-Business Security
E-Commerce Architect
ESCA/LPT
Ethical Hacking and
Countermeasures

EC-Council, Online, http://www.eccouncil.org/Course-Outline/ECVP.htm
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=941
6&catid=191&country=United+States
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=987
7&catid=191&country=United+States
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=802
9&catid=191&country=United+States
EC-Council, Online, http://www.eccouncil.org/CourseOutline/CHFI%20Course.htm
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=119
19&catid=191&country=United+States
EC-Council, Online, http://www.eccouncil.org/CourseOutline/CyberLaw%20Course.htm
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=108
36&catid=191&country=United+States
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=117
76&catid=191&country=United+States
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=117
78&catid=191&country=United+States
EC-Council, Online, http://www.eccouncil.org/CourseOutline/Disaster%20Recovery%20Course.htm
EC-Council, Online, http://www.eccouncil.org/Course-Outline/eSecurity%20Course.htm
EC-Council, Online, http://www.eccouncil.org/Course-Outline/ECommerce%20Architect%20Course.htm
EC-Council, Online, http://www.eccouncil.org/Course-Outline/ECSA-LPTCourse.htm
EC-Council, Online, http://www.eccouncil.org/CourseOutline/Ethical%20Hacking%20and%20Countermeasures%20Course.htm
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Foundstone Ultimate Hacking

Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=978
&catid=191&country=United+States
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=793
8&catid=191&country=United+States
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=979
&catid=191&country=United+States
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=119
05&catid=191&country=United+States
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=119
43&catid=191&country=United+States
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=119
33&catid=191&country=United+States
EC-Council, Online, http://www.eccouncil.org/CourseOutline/Linux%20Security%20Course.htm
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/wwwsearch.asp?country=United+St
ates&keyword=9806
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=119
37&catid=191&country=United+States
EC-Council, Online, http://www.eccouncil.org/Course-Outline/ENSA.htm

Foundstone Ultimate Hacking
Expert
Foundstone Ultimate Web
Hacking
INFOSEC Certification and
Accreditation Basics
INFOSEC Forensics

INFOSEC Strategic Planning

Linux Security
Mandiant Incident Response

Network Management

Network Security
Administrator (ENSA)
Network Vulnerability
Assessment Tools
NIST 800-37 - Security
Certification and Accreditation
of Federal Information
Systems
NIST 800-37 - Security
Certification and Accreditation
of Federal Information
Systems - Executive Overview
Policy and Procedure
Development
Project Management in IT
Security
Red Hat Enterprise Security:
Network Services

Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=117
84&catid=191&country=United+States
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=117
80&catid=191&country=United+States
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=117
82&catid=191&country=United+States
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=119
23&catid=191&country=United+States
EC-Council, Online, http://www.eccouncil.org/CourseOutline/Project%20Management%20in%20IT%20Security%20Course%20Outline
/Project%20Management%20in%20IT%20Security%20Course%20Outline.html
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=797
2&catid=191&country=United+States
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Risk Analysis and Management

Security Certified Network
Architect
Security Certified Network
Professional
Security Certified Network
Specialist
Security for Non-security
Professionals
SSCP Prep Course

Vulnerability Management

Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=119
13&catid=191&country=United+States
Security Certified Program, Self-Study,
http://www.securitycertified.net/getdoc/ac8d836b-cb21-4a87-8a344837e69900c6/SCNA.aspx
Security Certified Program, Self-Study,
http://www.securitycertified.net/getdoc/6e1aea03-2b53-487e-bab686e3321cb5bc/SNCP.aspx
Security Certified Program, Self-Study,
http://www.securitycertified.net/getdoc/f6d07ac4-abc2-4306-a54119f050f32683/SCNS.aspx
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=846
1&catid=191&country=United+States
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=987
6&catid=191&country=United+States
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=119
41&catid=191&country=United+States

CYBER BUSINESS DEVELOPMENT OPPORTUNITIES
Note: Dates and events change often. Please visit web site for details. Please provide additions, updates, and/or
suggestions for the CYBER calendar of events here.
Office
DLA Acquisition
Locations
Procurement
Directorate
Procurement
Directorate

Title
Information Technology (IT) Information
Assurance Support and Management
Services, Defense Distribution Center (DDC)
DoD DMZ Engineering Support
DISA Implementation of Web Audit Log
Collection and Analysis Tools

Procurement
Directorate
Procurement
Directorate
PEO STRICOM

Domain Name System (DNS) Security
Support
Combined Federated Battle Lab Network
(CFBLNet) Support
D--Threat Computer Network Operation
(CNO) Teams for Test and Evaluation events

Department of
the Air Force
Department of
the Air Force

A+, Network+, Security+ Training and
Certification
D -- AIR FORCE SYSTEMS NETWORK

110 Royal Aberdeen 

CyberPro

Link
https://www.fbo.gov/spg/DLA/J3/DDC/SP330009-R-0046/listing.html
https://www.fbo.gov/spg/DISA/D4AD/DITCO/RF
ICBest/listing.html
https://www.fbo.gov/spg/DISA/D4AD/DITCO/DI
SAWEBAUDIT/listing.html
https://www.fbo.gov/spg/DISA/D4AD/DITCO/D
omainNameSystemDNS/listing.html
https://www.fbo.gov/spg/DISA/D4AD/DTN/RFICFBLNet/listing.html
https://www.fbo.gov/index?s=opportunity&mo
de=form&id=d713ee539a271238c8580dd60427
31ea&tab=core&_cview=0
https://www.fbo.gov/spg/USAF/ACC/99CONS/F
3G3FA9167AC02/listing.html
https://www.fbo.gov/spg/USAF/AFMC/ESC/R22
49/listing.html
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Air Force
Materiel
Command
Air Force
Materiel
Command
Air Force
Materiel
Command
Air Force
Materiel
Command
Air Force
Materiel
Command
Air Force
Materiel
Command
Air Force
Materiel
Command
Air Force
Materiel
Command
Air Force
Materiel
Command
Air Force
Materiel
Command
Air Force
Materiel
Command
Air Combat
Command

Integrated Cyber Defense & Support
Technologies
Cyber Command and Control (C2)
Technologies
USAF Electronic Warfare Battle
Management Technology CRFI
CompTIA Security+ Training

https://www.fbo.gov/index?s=opportunity&mo
de=form&id=cd045a392c920683ccb0b03df09bb
134&tab=core&_cview=1
https://www.fbo.gov/spg/USAF/AFMC/AFRLRRS
/BAA0809-RIKA/listing.html
https://www.fbo.gov/spg/USAF/AFMC/ASC/US
AF_Electronic_Warfare_Battle_Management_T
echnology/listing.html
https://www.fbo.gov/spg/USAF/AFMC/88CONS
/FA8601-09-T-0049/listing.html

Military Communications and Surveillance
Technologies and Techniques

https://www.fbo.gov/spg/USAF/AFMC/AFRLRRS
/BAA-09-09-RIKA/listing.html

CyberSoft VFind Security Tool Kit
Maintenance & Support

https://www.fbo.gov/spg/USAF/AFMC/AFRLRRS
/FA8751-09-Q-0379/listing.html

Provide Information Awareness (IA) training

https://www.fbo.gov/spg/USAF/AFMC/75/F2DC
CR9180A001/listing.html

D – NETCENTS-2 Netops and Infrastructure
Solutions

https://www.fbo.gov/spg/USAF/AFMC/ESC/FA8
771-09-R-0018/listing.html

D – NETCENTS-2 NETOPS and Infrastructure
Solutions (Small Business Companion)

https://www.fbo.gov/spg/USAF/AFMC/ESC/FA8
771-09-R-0019/listing.html

Security Certificate & Accreditation Services
for Information Systems

https://www.fbo.gov/spg/USAF/AFMC/75/FA82
01-09-R-0088/listing.html

A -- National Intelligence Community
Enterprise Cyber Assurance Program
(NICECAP)
A+, Network+, Security+ Training and
Certification

https://www.fbo.gov/spg/USAF/AFMC/AFRLRRS
/Reference-Number-BAA-06-11IFKA/listing.html
https://www.fbo.gov/spg/USAF/ACC/99CONS/F
3G3FA9167AC02/listing.html

Air Mobility
Command

IA Certification & Accreditation Process

https://www.fbo.gov/spg/USAF/AMC/HQAMCC
/EVSC1000/listing.html

United States
Marine Corps

R--Internet Monitoring Services

https://www.fbo.gov/spg/DON/USMC/M67004
/M6700409T0108/listing.html

Bureau of
Industry &
Security

International Competitive Bidding (ICB):
Implementation and Support of NATO
Enterprise

https://www.fbo.gov/spg/DOC/BIS/comp99/IFB
-CO-12870-NEDS/listing.html
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Department of
the Army
Business
Transformation
Agency
National
Aeronautics and
Space
Administration
Washington
Headquarters
Services

D--Information Assurance, Engineering
System Solutions Development, Testing,
Deployment and Life Cycle Support
Sources sought or request for information
(RFI), DoD Information Assurance (IA)
Controls (For Information Purposes Only)
U--CISSP CERTIFICATION EDUCATION

https://www.fbo.gov/spg/USA/DABL/DABL01/
W91QUZ-09-0000/listing.html

BAA - Research and Studies for the Office of
Net Assessment (OSD/NA)

https://www.fbo.gov/spg/ODA/WHS/WHSAPO/
HQ0034-ONA-09-BAA-0002(1)/listing.html
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https://www.fbo.gov/spg/ODA/BTA/BTABMD/HQ0566-09InformationAssurance/listing.html
https://www.fbo.gov/spg/NASA/GRC/OPDC202
20/NNC09306220Q/listing.html
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EMPLOYMENT OPPORTUNITIES WITH NSCI
Job Title
Operational Deterrence Analyst
Defensive Cyber Ops Analyst
Cyber SME
Geospatial Analyst
Logistics All-Source Intelligence Analyst
SIGINT Analyst
Cyber Operations SME
Website Maintainer
Cyberspace Specialists
Cyberspace Manning IPT

Location
NE, VA
NE, VA, CO
NE, VA, TX, CO
NE
NE
NE, CO
NE
NE
NE
NE

CYBERPRO CONTENT/DISTRIBUTION
Officers

Chief Operations
Officer
Jim Ed Crouch

The articles and information appearing herein are intended for educational purposes to
promote discussion in the public interest and to keep subscribers who are involved in the
development of Cyber-related concepts and initiatives informed on items of common
interest. The newsletter and the information contained therein are not intended to
provide a competitive advantage for any commercial firm. Any misuse or unauthorized
use of the newsletter and its contents will result in removal from the distribution list
and/or possible administrative, civil, and/or criminal action.
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Lindsay Trimble

The views, opinions, and/or findings and recommendations contained in this summary are
those of the authors and should not be construed as an official position, policy, or
decision of the United States Government, U.S. Department of Defense, or National
Security Cyberspace Institute.
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