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THIS WEEK IN CYBERPRO
BY LINDSAY TRIMBLE, NATIONAL SECURITY CYBERSPACE INSTITUTE, INC.

Author Christopher Andrew recently released his new book, Defend the Realm: The Authorized History
of MI5 (page 17). In his book, he explains that terrorists have always found a way to use new
technologies and inventions as weapons, but that intelligence agencies must use a combination of lowtech and high-tech strategies to gather information. Since terrorist groups use low-tech methods, such
as messengers, intelligence agencies should use double agents and informants. Other experts are
discussing terrorism in the age of technology, including Herbert Lin, chief scientist on the Computer
Science and Telecommunications Board of the National Research Council of the National Academies
(page 17). At a recent Peace Studies Program seminar, Lin discussed the differences between cyber
attack and cyber exploitation and gave tips on how to prevent cyber conflict in the United States.
The U.S. military is taking proactive steps to improve cyber defenses and offenses. Air Force Chief of
Staff Gen. Norton Schwartz announced that all Air Force personnel should consider themselves “Cyber
Wingmen” (page 21). In his message, he released a checklist of 10 tips airmen should know and use to
secure cyberspace. On Nov. 1, Air Force officials converted more than 43,000 enlisted airmen from
communications career fields to cyberspace support roles (page 21). Also, it has been reported that
special U.S. cyber units, called “Cyber Seal Teams,” are currently deployed on foreign soil and working to
compromise networks and gather intelligence (page 19).
China is also working to improve intelligence gathering using cyber capabilities (page 22). An article in
The Washington Post reports that, since China is “outgunned and outspent in terms of traditional
military hardware,” the nation is studying U.S. security vulnerabilities in the event of a war. Analysts say
the Chinese government outsources hacking, making it impossible to track the origins of the attacks.
Wang Baodong, spokesman for the Chinese Embassy in Washington, says the allegations are
“unwarranted, irresponsible and misleading.” In another article, author Gadi Evron posits that U.S.
leaders are jumping to conclusions when blaming the Chinese government for cyber attacks (page 23).
A recently-released survey reports that more than half of all federal agencies experience some
cybersecurity incident every week (page 26). The report urges agencies to establish metrics to measure
training success and establish cybersecurity guidelines and consequences for inappropriate use.
Having an official information security policy is one piece of advice offered by G. Mark Hardy, president
of National Security Corporation, in this week’s “Senior Leader Perspective” (page 6). In his interview,
Hardy discusses the evolution of cyber security methods, overcoming security issues for organizations
and provides insight into cloud computing and risk assessment. He also previews an information security
educational curriculum currently in development.
Enjoy this edition of CyberPro and have a happy Thanksgiving!
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SENIOR LEADER PERSPECTIVE: G. MARK HARDY
NSCI’s Lindsay Trimble recently interviewed G. Mark Hardy, president of National
Security Corporation. Hardy, who holds a CISSP, CISM and CISA, has been providing
information security expertise to government, military and commercial clients for
more than 25 years. A long-standing industry veteran, he is a perennial speaker at
major industry events and the author of The Information Security Handbook for
Enterprise Computing, Client/Server Security Handbook and a contributing author
to Network Security Secrets. Hardy is also a captain in the U.S. Navy and serves as
president of the Association of the United States Navy. In this interview, Hardy
discusses the evolution of cyber security methods, challenging security issues for
organizations and gives recommendations for overcoming these obstacles. He also
provides insight into cloud computing and risk assessment and gives a preview of a
new information security educational curriculum currently being developed.
NSCI: You have been working with government, military and industry clients in information security
for more than 25 years. How have cyber security methods and solutions changed in that time?
HARDY: The methods of the attacks have changed, therefore the methods of the solutions have had to
change along with them. Typically, a threat will emerge or manifest itself, causing a person to develop
some sort of countermeasure or defense. At this point, those who can implement the countermeasure
will do it, it rolls its way out, gets itself into the marketplace, people implement it, the threat gets
mitigated and attackers come up with something else.
We have seen generations of security threats, which have gone from everything such as relatively
benign, simple things. An example of this would be old, original viruses, such as the Michelangelo Virus,
where the requirement was to physically transport a floppy disk from one medium to another. Someone
accidentally would leave the floppy disk in one medium and infect the thing. When that happened, the
infection spread by exactly 1.
As you can tell, back in those old days, things didn’t change very rapidly. Today, we’re in a multi-modal
threat environment, where the blended threat attack vectors of perpetrators are highly complex. They
rival almost a military operation in their sophistication and require a very comprehensive, blended
response to be able to deal with them effectively.
Many organizations lack full-time security staff. Those who do have full-time security staff don’t always
have folks who have been trained at a high enough level to respond to the threat and, most of the time,
those are the last people in an organization to discover that there is a problem. Typically, it’s a user,
somebody who has little to no security expertise – maybe a secretary or a salesman – that will
encounter something that looks relatively irresistible: “Click here for free tickets; Click here and watch
dancing bears.” Nine out of 10 people will click to see what happens when you click on dancing bears.
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That’s when a new infection breaks out, runs through an enterprise and effective responses are
required.
We’re also seeing a change in the threat environment from the 1970s, when we started doing security.
To define terms carefully: “Crackers” are those who do malicious work. “Hackers” are those who can
produce an outcome that the designer of a system didn’t intend.
For example, Einstein hacked Newtonian physics. Newton wasn’t thinking about what happened when
things moved close to the speed of light. But Einstein was thinking about it. He said “What if I do this?”
and, sure enough, he came up with a solution that essentially hacked Newtonian physics and produced
an outcome that the designer didn’t intend. It produced something useful for Einstein – his theory of
relativity.
So, when somebody hacks a computer system, they’re not violating laws of physics; they’re not
changing the wiring on a chip. You can’t do that; you have to work within the rule set, but yet you’re still
producing an outcome that the designer never thought possible, because our systems are so
complicated.
In the 70s, hacking’s focus was based on intellectual curiosity/proof of concept – “Hey, I can break into
this system.” The hacker ethics back then was “Cause no damage and don’t take anything.” It was a
little bit like seeing if you could pick a lock; you’d get the neighbor’s door open, but then close it back up
again. You just wanted to see if you could do it. You didn’t break or take anything.
In the 80s, it became a little bit more like pranks. It became more like “Look what problems we can
cause.” In the 90s, it became malicious. People were hacking Web sites, defacing things, putting up
obscene content. By the 2000s, we saw the emergence of almost full-scale economic warfare on the
Internet, whereby organized crime were attacking using the Internet.
You know when they asked Willie Sutton, a bank robber, why he robbed banks, he said “Because that’s
where the money is.” If you ask the criminals who are going after the Internet why they’re hacking,
they’ll tell you “That’s where the money is.” It’s in the computer systems, so we have a different type of
threat going forward. We have not yet seen this, but the manifestation for the 2010s is likely going to be
cyberwar. We’ve seen the first couple rounds of that with Estonia and Georgia. Interestingly enough, the
world community didn’t respond with military or economic sanctions, or even strongly worded
diplomatic protests. That sends the wrong message to those who would potentially use cyberspace as a
battlefield.
NSCI: In CyberPro, we’ve had a couple interviews with leaders who agreed there will be a need to
develop national and international rules in cyberwarfare.
HARDY: It does breed some interesting legal questions because where is dot.com? Nobody can answer
that because it no longer fits within the construct of our classical legal system, which defines certain
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activities or certain actions as taking place in certain territories and therefore describes where the
domain is that the courts have jurisdiction.
For example, if you look at the situation in Georgia, where the government came under electronic
attack, then is that under the United Nations or NATO? Is that Article 5 – collective self defense against
an armed attack? Article 6 also talks about armed attack, but it focuses on territory. What about
cyberspace? It turns out that when the Russians attacked the Georgian Web servers, a Georgian national
who happened to live in Atlanta, Georgia – how about that? – reposted all of the Georgian Web sites. If
that were under legal terms of armed conflict, did that person just engage in an act of war by aiding one
side of an armed cyber conflict? The answer is: We don’t know.
It’s an emerging field that has to be defined. As you know, the U.S. has recently stood up the Defense
Department’s U.S. Cyber Command. The U.S. Cyber Command will be a sub-unified command, which
means little to anybody except if you’re in the military. Fundamentally, it means that all Services will be
represented, it will be run by a 4-star and it will have central authority to protect military critical
infrastructures. The problem is complicated because probably 90 percent of our country’s critical
infrastructure is privately owned. Who owns the power grids? Who owns the electrical system or the
stock market trading networks? Those aren’t necessarily owned by the government, so how do you
work out agreements to protect that when they’re a potential target for a cyber attack?
NSCI: What are the top two or three actions you think the Obama administration should take to
improve cyber security?
HARDY: The first thing is something they’ve already done. The administration has identified cyber
security as a national issue.
With that identification of the problem comes the second step: the ability to develop solutions. The
direction of the Secretary of Defense to stand up U.S. Cyber Command is a big step in that direction in
the military.
For the civilian world, we’re still looking for an effective cyber security – I’d like to use the word “czar,”
but the problem with that is creating a position with responsibility and accountability, but with little or
no authority. It’s a difficult issue. As we discussed previously, 90 percent of our critical infrastructure is
privately owned. How do you end up with a cyber security director who has authority to make decisions
that are going to affect those private companies? You can’t order them to disconnect this, or to use that,
so bringing together some of the best experts to work out these issues in advance is important: How
would we deal with this type of attack? How would we deal with this type of infrastructure issue? From
that, we develop and take decisive courses of action to build into our national infrastructure the ability
to withstand and sustain a potential attack and to build alternative resources for our country, so that in
the event that we face this situation in the future, we don’t have to go the way of Estonia and Georgia
and just have to wait for it to end.
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NSCI: I think we’re all waiting with bated breath for an official announcement about this position.
HARDY: Everyone’s waiting to see, but the problem is we talk about the CSO as the “chief security
officer,” but I think for many organizations, the CSO is the “chief scapegoat officer.” It’s the person you
blame or the person you fire when something goes wrong, and yet that person didn’t have the authority
to correct the issue in the first place; they were in an advisory role.
That, again, comes back to the scope of authority. A security leader with appropriate authority will work.
Let’s look at Cisco Systems as an example. Their corporate vice president for security has the authority
to shut down the entire Internet access to the company. He had to do it one time, when the SQL
slammer worm infected computers all around the world in minutes. Cisco does a large majority of their
business online. This outbreak took place during their busiest sale season and he had to make the
decision to cut off access and, therefore, cut off all orders coming in, which would cut off revenue,
which would cut off bonuses. It was a very unpopular action, but it turned out it was absolutely the right
thing to do. The chairman of the board supported the call and that’s an example of how to do it right.
You have a head of security that has the authority to pull the plug and acts with the authority of the
chairman of the board or acts with the authority of the president.
NSCI: As you routinely speak to a variety of audiences, what are the most challenging issues they ask
about? What advice do you have on steps to take to overcome these obstacles?
HARDY: Audiences are concerned with the fact that they often lack the resources, financially, to fully
address their problems. That lack of financial resources is traceable to poor communications with
executive management, in that few people can articulately translate a technical aspect of a security
issue in actionable business criteria.
So, if someone were to bump into the president of the company in the elevator and say “We just had a
tweet on Twitter that came over this particular blog that has some posting off of someone else’s site
that suggests there’s some information out there that shouldn’t be out there,” the president would
probably have that "crazy" person escorted out of the building. By effectively rephrasing, you could say
“We have an intentional e-mail liability that could potentially disclose information that would cause a
shareholder lawsuit, disruption to our revenue and decrease our stock price.” Now you have that
executive’s attention and have explained the exact same event. You’ve just rephrased it in a criterion
that is actionable.
Much of what I personally do is serve as that “Rosetta Stone.” I have a business background, an MBA,
have worked with a variety of organizations and am also certified as a security expert (CISSP, CISM,
CISA). I can speak credibly to both audiences and also transmit information from one side to the other;
it’s not as easy as it seems. As a result, one of the big issues for many individuals, and therefore
organizations, is that they cannot bring to bear the necessary resources to protect themselves.
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Second, it comes down to education. We’re seeing a concern with respect to how do we find smart,
educated people to do cyber security work? The federal government recently said we need 1,000 smart
new people. There’s some discussion saying they’re not out there. They are, but they’re already
employed and are probably already making good money. Or, they’re hackers and they’re probably not
going to be able to pass security clearances. Again – not using hackers in a pejorative term – but in
general, these may be folks who developed security expertise in an “extracurricular” fashion, people
whose personal backgrounds may not qualify them for a security clearance, or people whose social skills
are less than desirable in corporate America. They may be brilliant online, but face-to-face may not be
highly successful as a communicator.
So, part of the issue is developing education and creating pathways for people in the workforce and for
new people entering the workforce. We’re seeing an emergence of educational opportunities designed
to create a cybersecurity workforce, but that takes time. There is a vulnerability window, whereby our
ability to respond may be inadequate to the potential unknown threat that’s out there. We can get
there from here, but we’d better get working on it now!
NSCI: What advice would you give to overcome that education and training obstacle?
HARDY: I’m taking action on that. I am working on a project that is building an entire cyber security
educational program at the bachelor’s degree level. We’re creating 13 courses, with 13 subject matter
experts and a publisher. Major colleges and universities nationwide are going to be able to distribute
this. We’re also creating online hands-on laboratories that allow people to learn kinesthetically how to
do it, instead of just reading it in a book. And we expect to have this up online by next fall. It’s a very
ambitious project, but rather than simply wringing my hands and saying “Woe is us,” I’m moving
forward and taking action. We’re still working out the details, but the major pieces are in place. This will
create a significant opportunity for people entering the workforce as well as, ideally from my
perspective, military veterans who wish to transition to the civilian workforce or who wish to return to
the military in the cyber workforce. We’ll provide access to educational programs that, currently, are
very difficult to find in the educational market today.
NSCI: Looking at the future of IT security, how do you think our universities and various certifications
(e.g. CISSP, CEH, CISM, CISA) are doing in preparing future cyber security professionals?
HARDY: Initially, I’ll ask the question “what does it take to create a certification?” The answer is critical
mass.
The CISSP – when it was first developed 20 years ago – had a very slow start. It took about seven or eight
years before it caught on. The SSCP certification – which is also administered by (ISC)² – has had a slow
start, but we expect that to start catching on.
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Certifications provide assurance to a potential employer that an employee had demonstrated a certain
level of knowledge and maintains currency in that knowledge. How do we translate security
certifications into preparing security professionals?
The Department of Defense has issued a directive – DoD 8570.-M. Basically, 8570 specifies industry
security qualifications because the Department of Defense doesn’t have, within itself, the ability to issue
certifications. However, they recognize a certain level of due diligence in the commercial marketplace
that certain certifications represent a level of demonstrated expertise. Many of these certifications are
brought to bear in the Defense Department by meeting certain criteria. We have three levels of
workforce certification for the workforce and for management. We have that particular instruction
broken up into different categories: IAT for technical; IAM for management; with increasing certification
baselines for Level I, Level II and Level III.
All of these are very useful for a senior manager, in that when they look at the alphabet soup of
certifications out there, it translates those into a roughly parallel expertise. For example, CISSP would be
an excellent certification for a high-level manager in information assurance, but is probably not the right
certification for an entry-level technician. And so having something such as DOD-approved baseline
certifications helps management – whether they’re in the government or the civilian world – sort out
the alphabet soup of certifications to match them to the level of expertise they need.
NSCI: Should there be certifications for certain security professionals, such as those working critical
infrastructure?
HARDY: If you look at what makes a certification work, it has to do with critical mass. There is now a
Certified FISMA Compliance Practitioner – CFCP – and one can be grandfathered under the CFCP by
December 31. Right now, it’s an “exam” that tests for competencies of understanding certification and
accreditation concepts related to the Federal Information Security Management Act. The federal
government may say “so what?,” but there is an organization that has set this certification up. And you
can look at it and ask “Is it for a for-profit or for a non-profit organization?” The answer is it doesn’t
matter. (ISC)² is a non-profit, but there’s no reason you can’t set up a vendor certification declaring it’s a
standard and make some money off it.
So you find that certifications do a couple of things. First, they may serve industry by assuring a certain
level of knowledge. Secondly, they also represent a pretty decent revenue stream for an organization
that gets everyone to buy into it. And so, if we assign a certification to certain job skills, there may be
value in that, in that it demonstrates a deeper level of understanding. But it further clouds and
complicates the marketplace and there is no central unification for all of these skill certifications.
For example, think of someone going to the drivers’ license bureau and saying they want a drivers’
license to drive a bus, a dump truck and a motorcycle. For the most part, if you want to drive a bus, a
truck and a motorcycle – in whatever state you live in – you’re going to have to prove the same level of
expertise. You really don’t have a chance to come up with shortcuts.
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So, who’s administering these certifications? How do we know the material is current and up-to-date?
And where does the money go? Certifications help, but I suggest that’s not it. There are many courses
now where one can take a boot camp – four-day, intensive training, on the fifth day, they whisk the
materials out from under your face and slide the test to you, you regurgitate it as fast as you can with
your short-term memory, you pass the test, and congratulations! But is that true learning? I don’t think
so.
The difficulty we face with certifications is that it means that if a person passed a particular test at a
particular time, it doesn’t necessarily demonstrate ongoing competency. That ongoing competency is
normally assured through continuing education – accruing 40 credit hours per year, for example – by
attending conferences, writing things, reading things, learning things, attending classes, etc. There’s a
whole range of doing that, but it basically shows that an individual has demonstrated dedication to
learning.
These qualifications are, for the most part, self-reported and enforced through random audits. It’s
possible that someone could have a certification, be brilliant, work on this 52 weeks a year and has been
doing it for 20 years, and their exact same certification could be held by someone who took a four-day
cram course, regurgitated it on paper and kind of stretched the truth from time to time to show they
stayed current, but nobody really knows. The real difficulty for the employer is a certification should
assert a certain level of expertise, but with the caveat “let the buyer beware.” Have that person
demonstrate, ideally hands-on, how they would handle types of issues and problems that one expects.
Successful passing of that real-world test is probably even more important.
NSCI: What advice would you give to someone interested in pursuing a cyber career?
HARDY: Good question. First, commit yourself to lifelong learning. Moore’s Law states that the density
of transistors doubles every 18 months, and therefore computing speed doubles in the same period. G.
Mark’s corollary says half of what you know about information security will be obsolete in 18 months.
For those who don’t believe me: two years ago, how many Vista computers were being run? And now,
how many Windows 7 computers are being run? And, yet, roll the clock forward 18 to 24 months, and
all the numbers change. iPhones are barely two years old, and yet they’re ubiquitous. Twitter was
unknown two years ago. What comes after Facebook, Myspace and Twitter hasn’t been invented yet,
but two years from now it will have 20 million subscribers. So, that first commitment has to be to
constantly learn. One can’t expect to say “I have an education; I can do the same thing over and over
again.”
Number 2: have an ethical orientation. People want to be hackers, do penetration testing or break into
things because it sounds like it’s fun. And it is. But, outside of the proper context, it’s also illegal. I advise
people not to stray to the dark side early on in their lives. An arrest record or errors in judgment may
prevent them from ever having an opportunity later in life to do work that really means something – for
example, earning a Department of Defense security clearance and working with some of the most
sophisticated security systems ever invented.
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The third piece of advice I would give is get an education. Many people who get into security have a
tremendous knack to learn computers at a young age, but they may not have the personal discipline to
sit through social studies, algebra, etc., and don’t succeed academically. The older I get, the more I
realize that having a well-rounded education offers the most opportunity. For those who do not have a
degree, go get one. Security degrees are going to become much more available in about 10 months
when we roll out comprehensive security education – a capability that will reach several hundred cities
across the United States. Having an education and the discipline one learns when going through that
education is going to help maintain that lifelong learning aspect toward doing things. That, plus an
ethical background, pretty much positions a person – if they’re competent – to have a very successful
career in a variety of agencies.
NSCI: In your risk assessment work, can you tell us about a few of the best practices you've seen that
all organizations could or should be implementing?
HARDY: Number 1: Have a written policy. A written policy defines what’s important, what needs to be
protected and how important it is, therefore how much value is assigned and how much to spend to
protect it. Effective policies should be about one page long. People say “How can a policy be just one
page?” And I ask “What is the attention span of the average executive in pages? The answer is one.”
And so, what that suggests is that having a brief policy statement creates the expectation that all
employees should read it. Policies should be simple; the details can be worked out. Policy statements
answer a number of basic questions. They have to match the mission of the organization. Policies should
be written with a good understanding of the business, rather than simply written by security people.
That’s why we end up with policies that say “15-character passwords, 3 uppercase, 3 lowercase, 3
numbers, 3 special characters, and must be changed every 30 days.” Well why? It’s good security, but
people don’t think that way. We have to get details from reality. Write that policy in a way that defines
what you protect, how much it’s worth and make sure every employee reads it and knows it. That’s
probably the most important thing.
Secondly, focus on security awareness and training. Most people want to do the right thing, but they are
very bad guessers when it comes to knowing what the right thing is with respect to computer security.
So, given the choice between deleting without reading or clicking on dancing bears, I think that some
employees tend to click on dancing bears to see what happens. Unfortunately, usually something else
happens other than just the bears dancing. The education needs to be recurring, and ideally, security
awareness becomes a part of the corporate culture. Certain companies and military organizations have
their own culture.
When I fly with Southwest Airlines, for example, their culture is to take care of their employees and
they’ll take care of the customers, and have fun doing it. And it’s a fun airline! They sing the departure
song, they tell jokes, they’ll toss peanuts down the aisle, and everyone expects that. But if you fly on
another airline, they’re absolutely business-like. That’s their culture. Defining the culture needs to have
security awareness as part of it.
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The military is very good at that. When I was on a ship years ago, you’d answer the phone by saying
“This is the quarter-deck. This is not a secure line. May I help you?” What does “This is not a secure line”
mean? When you answered the phone, you told the person on the other end that somebody else might
be listening in; everyone on the phone call knew that they were potentially subject to monitoring. Now,
we send e-mails with large important attachments and who knows who gets to see it along the way?
Awareness and training will help.
And then the layered security tools come into place. What the security technology will do is keep the
honest users from making serious mistakes and make the dishonest user's level of difficulty higher when
they’re trying to commit a hostile act. There’s no getting around it, but you will keep the honest people
honest. For example, locks keep honest people honest, but they don’t keep all the thieves out. The goal
of layered security is to create a gauntlet of multiple security challenges an attacker may fail to
complete because they lack the time or the skill to complete it, or they set off an alarm and provide for a
response, so they can’t get to their objective.
In summary: have a written policy; training and awareness; and layered security.
NSCI: How does risk assessment scale from a small business network, with a couple of a servers and a
few dozen clients, to something as large as the DoD, operating across multiple networks with
hundreds of thousands of clients around the globe?
HARDY: Risk assessment is fundamentally matching vulnerabilities to threats and to assets. How much is
my asset worth? What are the threats that could cause harm to that asset? And how vulnerable am I to
those threats, that is to say, can they manifest themselves?
For example, if I lived in San Francisco and had a collection of fine crystal, the threat to that may be
earthquakes. Well, there’s also a threat of earthquakes on the east coast, but the vulnerability – how
likely is that to happen to you – is much higher in San Francisco than it would be in Washington, D.C. It’s
still there, but a risk assessment looks at it and helps you decide whether to prepare for it or not. If it
happens, then you take the hit. It’s a management decision whether or not to accept the risk. If one
decides the risk is unacceptable, then risk assessment says you need to mitigate the risk – implement a
countermeasure; assign the risk – take out an insurance policy; or avoid the behavior. And that is the
only way to really do risk avoidance.
If you’re afraid of dying in a plane crash, never fly on an airplane – that’s avoidance. But if you never fly
on an airplane, you might have a hard time living parts of your life. But that’s a choice you can make.
What we do when we look at something from a risk assessment perspective is know what your assets
are in terms of their value; know what the threats are; know what the attack vectors are (i.e., what’s
your vulnerability to them?); and understand the universe of countermeasures available. Then you can
make a series of business decisions on what countermeasures are reasonable to implement and provide
a reduction of the risk; what risk are we going to assign to others; and what risk is of such a nature that I
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can neither reduce it nor reassign it, and therefore must stop that particular practice – that’s risk
avoidance.
NSCI: You've authored books on various aspects of information security. Given cloud computing seems
to be catching on, what are the major security changes an organization should be aware of prior to
adopting a "cloud architecture"?
HARDY: Many people don’t understand what cloud computing really is. That may be the biggest danger.
Basically, what happens is that in the traditional technology infrastructure, one owns a computer, they
own the software applications, they plug it into the wall, they have to do the maintaining and updating;
all this work you do yourself.
Cloud computing says you don’t need to understand that and you don’t have to have the technology.
Someone else will provide it for you. It’s out there in the “cloud.” But what is the cloud? The cloud
would be someone else’s computer system that is providing you the service. It’s transparent to the user
where that service is coming from or even the computer it’s running on. For example, software as a
service would be something like a Google app. I don’t need to own Microsoft Word. I can just log into
Google and start doing word processing. It’s stored on the Google server “out there in the cloud
somewhere.”
In a nutshell, that’s pretty much what Web hosting has been for years. Very few people have their own
Web site hosted on their own computers; it’s done by somebody else. Now we’ve extended that to a
whole range of computing capabilities where the end user or the head of a business doesn’t need to
know where it’s being run, where the system is or who’s running it. They just know that when they plug
it in, it’s turned on. It’s like electricity: when you turn on a switch, you know it’s there.
What about security models for cloud computing? The problem is that we don’t have any yet. We’re
working on it, but what happens is that with a third party hosting your data someplace else and
probably co-locating your data with many other customers, how do you keep somebody – such as a
skilled hacker – from entering your database, climbing outside of that enclave and then climbing into
someone else’s database.
A lot of cloud computing is moving toward virtual systems, using VMware and other types of tools. If
you wanted to have a new Microsoft Windows 2007 server with 2G of memory and 50G of hard drive
space, and an Oracle database solution up and running, it’d take you about a week. You’d have to call
Microsoft and Oracle, have it shipped, installed, configured, and update the software. In the virtual
domain in cloud computing, you’d go online, say “give me this…” and within minutes, you’d have a
virtual machine, out there in the cloud, ready to run.
Security will be tough. To whom do you assign liability? What are the international boundaries? If the
attacker is from overseas, how do you catch him and in whose court do you prosecute? How do you
enforce a service-level agreement? There are a number of potential security issues starting to emerge as
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we look at it. You can encrypt data at rest, but you can’t work on encrypted data, so if you’re using
software as a service, someone has to decrypt the data before they can process it. While it’s decrypted,
it’s potentially vulnerable. What about personally identifiable information? Or other databases that fall
under regulations, such as HIPAA, or financial information subject to the Gramm-Leach Bliley Act
(GLBA)? Some of these companies might be compromising sensitive data or getting it wrong, resulting in
criminal charges. If the lack of data integrity is due to a hack at the cloud, to whom do you assign
liability? The point is it’s a great paradigm, but we’re still figuring it out. I would love to see a conference
focused on cloud computing security.
NSCI: Is there anything else you’d like to add?
HARDY: Security has evolved over many years to go from the fringes of computing to being part of the
core of how we have to do business. The Internet has been urbanized. We’ve gone from small-town
America, where you can leave your front door unlocked and the keys in your car overnight and never
worry. Today, we lock our car, take the keys, set the alarm in the house, put bars on the window, and
you still have to worry about attacks. With that as a paradigm, security becomes much more important.
Not only that, but we put much more of our lives, information, business process know-how and critical
infrastructure of our national defense on the wire. I fully expect the next war to be on the wire. Having
access to qualified cyber security experts will be critical to protecting the critical infrastructure and the
industrial knowledge-base of America.
The average person doesn’t yet see cyber security to be anything more than perhaps a compromised
credit card number, or at worst case, identity theft. It has the potential to drastically impact lives, where
it takes out huge chunks of critical infrastructure. We must – as a nation – prepare for that, defend
against that and enable our workforce to be able to succeed, fully-functioning, in a hostile environment
before that environment materializes. The danger of it is that people wait until some adverse event
happens before they protect against it because denial often exceeds wisdom.
I hope we don’t have to go down the road of a digital Pearl Harbor before it happens. It’s unfortunately
likely that it does have to happen. We’ve seen the first couple of shots fired – Estonia and Georgia – and
the average person is not yet alarmed. I’m working with a team to build a pathway to educate
thousands of cyber security experts, allowing them to get bachelor’s degrees in information security. I’d
love to chat with you in the future and give you more details, as we’ve got something big on the horizon.
Thank you.
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CYBERSPACE – BIG PICTURE
National Cybersecurity Awareness Month:
Wait Until Next Year
NETWORK WORLD
11/16/2009

This article discusses how Cybersecurity
Awareness Month has failed to receive much
attention outside of the federal government.
The article also includes a wish list for next
year’s Cybersecurity Awareness Month. Next
year, public schools should promote the month
and businesses could use the month as a
catalyst for mandatory training. Online and
print media should also publicize National
Cybersecurity Awareness Month and
government should strive do even more next
year. The month should be used as “an
opportunity for us to get collectively smarter
and more secure.”
http://www.networkworld.com/community/no
de/47991

14 Tech Firms Form Cybersecurity Alliance
for Government
BY: WYATT KASH, FEDERAL COMPUTER WEEK
11/12/2009

Lockheed Martin and 13 other leading
technology providers have announced the
formation of a cybersecurity alliance. In this
alliance, the technology companies will work
together on new ways to detect and protect
against cyber threats. The group will also work
on developing methods for automatically
repairing network systems quickly after being
attacked. The companies included in the
alliance are APC by Schneider Electric, CA, Cisco,
Dell, EMC Corp., HP, Intel, Juniper Networks,
McAfee, Microsoft, NetApp, Symantec and
VMWare. The alliance will operate from
Lockheed’s NexGen testing facility, co-located
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with Lockheed’s new global cyber innovation
range and the company’s network defense
center.
http://fcw.com/articles/2009/11/12/tech-firmsform-cybersecurity-alliance.aspx

Dirty Secret of War on Terror? Low-tech
can Defeat High-Tech, Author Warns
BY: RICK SMITH, LOCAL TECHWIRE
11/16/2009

In his new book, Defend the Realm: The
Authorized History of MI5, author Christopher
Andrew explains that terrorists have always
found a way to use new technologies and
inventions as weapons. Andrew points out that
while technology is important, intelligence
agencies rely too much on “high-tech” while
other ways of gathering information, such as
informants, double agents and human
intelligence, remain important. Andrew explains
that we cannot forget low-tech strategies even
though we need to prepare ourselves for
terrorists using high-tech strategies. He points
out that Al Qaeda uses low-tech methods such
as messengers and low-tech weapons, making it
much easier to avoid detection by the world’s
intelligence agencies.
http://localtechwire.com/business/local_tech_
wire/opinion/blogpost/6420771/

Terrorism in the Age of Technology: Profs
Discuss Biothreats and Cyber Warfare
BY: ERIN SZULMAN, CORNELL SUN
11/11/2009

Herbert Lin, chief scientist on the Computer
Science and Telecommunications Board of the
National Research Council of the National
Academies, recently presented his work at the
Peace Studies Program seminar series and
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discussed the distinction between cyber attack
and cyber exploitation. Lin focused his
presentation on domestic attacks and how to
promote cyber deterrence and prevent cyber
conflict within the United States. He also talked
about international cyber attacks and said that
international attacks do not get the attention
they deserve. Professor Kathleen Vogel, science
and technology studies and faculty member of
the Peace Studies Program, also presented and
spoke about biothreats and policy logistics.
http://www.cornellsun.com/node/39647

NERC CSO Warns of Cybersecurity Threats,
Risk to Electric Grid
BY: ALEXANDER B. HOWARD, SEARCH COMPLIANCE
11/03/2009

Michael Assante, chief security officer for the
North American Electric Reliability Corporation
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(NERC), spoke recently at a panel discussion in
Washington, D.C., held to draw attention to the
growing dangers online. Assante said “2006 was
a turning point in the cybersecurity world. We
saw a stratification and specialization in the
hacker world. It means a new problem set. It
used to be one or two individuals. Now you
have certain organizations which would
specialize in vulnerabilities, others in weapons.
The challenge to protecting infrastructure today
is to understand what is in the realm of the
possible.” He reported this is especially so when
it comes to securing the electric grid. “We’re
facing a new 21st-century grid – the smart grid,”
he said. “For the first time, we’re going to
deploy it across the entire system, including the
distribution system.”
http://searchcompliance.techtarget.com/news/
article/0,289142,sid195_gci1373420,00.html
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CYBERSPACE – U.S. GOVERNMENT
Iraq Cyber Attack and the DigiSEALs
BY: KEVIN COLEMAN, DEFENSETECH
11/16/2009

Reports are circulating that in 2007, the Bush
administration authorized the National Security
Agency to plant false information on cellular
phones and computers of insurgents in Iraq. At
the same time, two senior officials with
extensive experience in cyber warfare, Mike
McConnell and David Petraeus, were placed in
top military and intelligence positions. There
have also been rumors about special cyber
units, called “Cyber Seal Teams,” that are
currently deployed on foreign soil and working
on compromising networks and systems to
gather intelligence.
http://defensetech.org/2009/11/16/iraq-cyberattack-and-the-digiseals/

Earn a Free Master’s Degree in the Federal
Cyber Corps
FEDERAL NEWS RADIO
11/12/2009

The Federal Cyber Corps is now offering a free
master’s degree for students that agree to two
years of employment at a government agency
upon graduation. The Monarch Scholarship
Program has been set up as part of the
Scholarship for Service program. The article also

discusses how the FBI has pushed back the
completion date for its Sentinel electronic
information and case management system,
being developed to provide the FBI with Webenabled electronic case management. The
program will help manage records, workflow
and evidence as well as provide reporting and
information sharing capabilities.
http://www.federalnewsradio.com/?nid=15&si
d=1810451

Department of Interior’s Cybersecurity
Governance ‘Inefficient’ and ‘Wasteful:’
Report
BY: J. NICHOLAS HOOVER, DARK READING
11/10/2009

The Department of the Interior inspector
general recently released a report that says the
agency’s cybersecurity performance falls short
of federal government requirements. The
report claims that the agency’s cybersecurity
personnel are under-qualified and that its IT
leadership isn’t as involved as it should be. The
report also called IT and cybersecurity
governance “inefficient, wasteful and lacking
accountability.”
http://www.darkreading.com/security/govern
ment/showArticle.jhtml?articleID=221601100

Raytheon
Aspiring to be the most admired defense and aerospace systems
supplier through world-class people and technology Raytheon is
a technology leader specializing in defense, homeland security,
and other government markets throughout the world. With a
history of innovation spanning more than 80 years, Raytheon
provides state-of-the-art electronics, mission systems
integration, and other capabilities in the areas of sensing;
effects; command, control, communications and intelligence
systems, as well as a broad range of mission support services.
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U.S. CYBER LEADERSHIP DEBATE
Obama Likely to Name ‘Cyber Czar’ Soon
BY: GREGG CARLSTROM, FEDERAL TIMES
11/13/2009

The Obama administration is expected to name
a White House cybersecurity coordinator within
the next few weeks. Two men are reportedly in
the running for the position. The first is Frank
Kramer, a former assistant secretary of defense
during the Clinton administration. The second is
Howard Schmidt, president of the International
Security Forum. Nick Sharpiro, a White House
spokesman, said that President Barack Obama
is committed to finding a cybersecurity czar,
and that a “rigorous selection process is well
underway.” Some claim that several candidates
have rejected the job because of concerns over
the authority and resources the czar would be
given. The coordinator would report to both the
National Security Council and the National
Economic Council. Shapiro explains that the
coordinator would go between agencies on
cross-cutting issues and would not need
significant independent authority.
http://www.federaltimes.com/article/2009111
3/AGENCY02/911130301/1055/AGENCY

White House Must Lead: Melissa
Hathaway, White House Cybersecurity
Policy Review Leader – Part 2
GOVINFO SECURITY
11/13/2009

cybersecurity leadership from the White House.
Hathaway explains that while it is important to
have leadership within the Homeland Security
Department, no one but a coordinator inside
the White House would have the authority to
drive the federal government. In the same
interview, Hathaway discusses the difficulty of
finding a coordinator, international
cybersecurity collaboration and the issues with
e-commerce and online banking.
http://www.govinfosecurity.com/podcasts.php
?podcastID=372

Cybersecurity Coordinator Political Hot
Potato
NETWORK WORLD
11/06/2009

During his press event in May, President Barack
Obama promised to appoint a cybersecurity
coordinator as a member of the National
Security Council and National Economic Council,
but the position remains vacant. While many
opinions exist about what the role should entail
and whether the position should report to the
White House or the Department of Homeland
Security, all seem to agree that cybersecurity is
a critical issue and that the appointment of the
cybersecurity coordinator should happen
without further delay.
http://www.networkworld.com/community/no
de/47376

In an interview with GovInfoSecurity.com,
Melissa Hathaway says there must be
Intelligent Software Solutions
ISS is a leading edge software solution provider for enterprise and system
data, services, and application challenges. ISS has built hundreds of
operationally deployed systems, in all domains – “From Space to Mud”™.
With solutions based upon modern, proven technology designed to
capitalize on dynamic service-oriented constructs, ISS delivers innovative
C2, ISR, Intelligence, and cyber solutions that work today and in the
future. http://www.issinc.com.
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CYBERSPACE – DEPARTMENT OF DEFENSE (DOD)
10 Security Tips for Cyber Wingmen
BY: BOB BREWIN, NEXTGOV.COM
11/12/2009

Air Force Chief of Staff Gen. Norton Schwartz
recently released a service-wide message that
encouraged all Air Force personnel to consider
themselves “Cyber Wingmen” that need to
know how to use and secure cyberspace.
Schwartz released a checklist of things airmen
need to keep in mind, including how the United
States is vulnerable; actions of our adversaries;
how to defend networks and information; not
to open attachments or click links in e-mails not
digitally signed; and not connecting hardware
or downloading software without approval.
http://whatsbrewin.nextgov.com/2009/11/gen
_schwartzs_top_10_security_tips.php

Pentagon Chiefs Buy Net-Security Early
Warning System
BY: LEWIS PAGE, THE REGISTER
11/10/2009

Raytheon recently announced that it and allied
firms have received $28 million from the
Pentagon to develop an early-warning system
for defense against cyber attacks on military
networks. The program, called “Network
Operations Situational Awareness,” is one of
several netwar systems to be developed in
coming years. The system will use two classified

client Web applications – the Global
Information Grid Customizable Operational
Picture (GIGCOP) and the User-Defined
Operational Picture (CND UDOP). Raytheon
explains that NetOps SA will help the Defense
Department quickly detect network intrusions
and monitor network health.
http://www.theregister.co.uk/2009/11/10/rayt
heon_netops_sa_deal/

New Cyberspace Support Career Field
Stood up Nov. 1
U.S. AIR FORCE
11/05/2009

Air Force officials in Washington recently
converted more than 43,000 enlisted airmen
from communications career fields to
cyberspace support. The new Air Force specialty
is made up of three former career fields:
communications-electronics; knowledge
operations management; and communicationscomputer systems. The Air Force also converted
more than 8,800 civilian-equivalent positions.
All cyberspace support airmen will undergo
information technology training and AFSCspecific technical training.
http://www.af.mil/news/story.asp?id=1231762
02

High Tech Problem Solvers
www.gtri.gatech.edu

From accredited DoD enterprise systems to exploits for
heterogeneous networks, GTRI is on the cutting edge of
cyberspace technology. Transferring knowledge from
research activities with the Georgia Tech Information Security
Center, GTRI is able to bring together the best technologies,
finding real-world solutions for complex problems facing
government and industry.
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CYBERSPACE – INTERNATIONAL
Internet Battlefield Program Marshals
NATO Forces
BY: ELLEN MESSMER, NETWORK WORLD
11/09/2009

This article discusses how multinational troops
from NATO often receive training through an
online Battle Labs computer simulation via the
Internet before being sent to Afghanistan. The
online computer-simulation training is
supported on a secure network accessed
through a classified link in Poland. The
computer simulation brings together hundreds
of NATO staff and allows them to train in their
own country, using realistic simulation. Rear
Admiral Christian Canova, deputy assistant chief
of staff for future capabilities, research and
technology at the NATO headquarters Allied
Command Transformation, says it is harder for
NATO to operate now than it was during the
Cold War, because of shrinking budgets and
more diverse threats. Canova also says there is
a need for greater interoperability, especially in
collecting and sharing intelligence assets. NATO
is looking for input from academia on how to
improve their modeling and simulation games,
which are becoming increasingly important in
tactical training.
http://www.networkworld.com/news/2009/11
0909-nato-internet-battlefield.html

Pak Guns Seen to Boom in Cyber War with
India

Pakistan mount a cyber attack against the
country’s Web sites, Indian hackers seem to be
falling short in their capacity to respond. Fadia
said “In the ongoing cyber warfare between the
two countries, roughly 40 to 50 Indian sites are
being hacked on a daily basis by Pakistani
hackers, while about 10 Pakistani sites are being
hit by their Indian counterparts.”
http://economictimes.indiatimes.com/infotech/
internet/Pak-guns-seen-to-boom-in-cyber-warwith-India/articleshow/5236182.cms

Spymaster Warns of Georgian Attack
THE MOSCOW TIMES
11/06/2009

Alexander Shlyakhturov, commander of the
Russian military’s Main Intelligence Directorate,
says Georgia may once again attack South
Ossetia, and accused NATO countries of
supplying arms to Georgia. Shlyakhturov says
the Georgian government refuses to recognize
the sovereignty of Abkhazia and South Ossetia,
but rather is trying to return the countries to
Georgian jurisdiction. Shlyakhturov says that
NATO members in Eastern Europe and Israel
were providing Georgia with heavy artillery and
anti-aircraft systems, making it more likely that
they could start another conflict.
http://www.themoscowtimes.com/news/article
/spymaster-warns-of-georgianattack/388971.html

THE ECONOMIC TIMES
11/16/2009

China Proves to be an Aggressive Foe in
Cyberspace

While making it clear that breaking into a
foreign country’s Web sites does not fall within
the realm of ethical hacking, Ankit Fadia,
Mumbai-based ethical hacker and an expert on
cyber crime reports how Pakistanis outdo
Indians in hacking to expose India’s reactive
approach to hacking issues. As hackers from

BY: ELLEN NAKASHIMA & JOHN POMFRET, THE
WASHINGTON POST
11/11/2009

110 Royal Aberdeen 

CyberPro

This article discusses how China is increasing its
cyber capabilities to gather intelligence and
attack the U.S. government in the event of a
war. The article claims China is hoping to
concentrate on vulnerabilities in the U.S.
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security architecture to find information that
could benefit China, since they are “outgunned
and outspent in terms of traditional military
hardware.” Wang Baodong, spokesman for the
Chinese Embassy in Washington, says these
allegations are “unwarranted, irresponsible and
misleading and are intentionally fabricated.”
Still, James Mulvenon, a China expert with the
Defense Group Inc., says China may have
already compromised multi-billion dollar
weapons systems, and Rep. Frank R. Wolf (RVa.) says the office of 17 House members have
also been targeted. The article also discusses
how the threat is made even more dangerous
because the Chinese government often
outsources hacking to experts or freelance
hackers, making it impossible for anyone to
prove that the accounts actually came from the
Chinese government.
http://www.washingtonpost.com/wpdyn/content/article/2009/11/10/AR200911101
7588_pf.html

BY: GADI EVRON, CIRCLEID
11/12/2009

This article discusses how we often jump to the
conclusion that China is behind cyber attacks,
especially if an IP source can be traced back to
China. The actual attacks, however, often
originate in the United States, Eastern Europe,
Russia, Brazil and many other countries. The
article points out that if the attackers were from
China and sponsored by the Chinese
government, they would probably not be so
indiscreet. Author Gadi Evron says we are used
to using China as a scapegoat, but that blaming
every cyber attack on China is “baseless” and
“beyond ridiculous.”
http://www.circleid.com/posts/20091112_chin
a_is_it_our_cyber_defense_red_herring/

Summit: UK ‘In Danger of Being Left
Behind’ on Security
BY: PHIL MUNCASTER, V3.CO.UK
11/10/2009

Caught in the Cookie Jar
STRATEGY PAGE
11/12/2009

U.S. computer security firm Malwarebytes put
fake data in their malware database and then
caught a Chinese computer security firm – Iobit
– that had stolen the information and was
selling it with their security software. The article
discusses previous instances in which Chinese
companies have stolen information, including
the theft of information from American
software publisher, Solid Oak Software. In
addition to information theft, most Chinese
companies use pirated copies of American
software.
http://www.strategypage.com/
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China: Is It Our Cyber Defense Red
Herring?

Stuart Okin, UK MD of consultancy Comsec, says
UK organizations need to focus more security
efforts on monitoring employee behavior for
the United Kingdom to keep up on the global
stage. Okin says we must shift focus to how
data is accessed and who it is accessed by. Dave
Rand, chief technology officer at security
vendor Trend Micro, agrees that organizations
need to be more proactive in monitoring. Mike
Maddison, head of security at Deloitte, says
most businesses are focused only on
awareness-raising, encryption, data storage and
dealing with incidents as they occur, rather than
focusing on behavior and preventative
measures.
http://www.v3.co.uk/v3/news/2252856/ukdanger-left-behind-security
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UK’s Cyber Warriors Go Into Battle in
March

UK Government to Simulate ‘Total
Collapse’ of Phone Network

BY: CHRIS WILLIAMS, THE REGISTER
11/12/2009

BY: NICOLA BRITTAIN, SC MAGAZINE
11/06/2009

The UK government reports that its new
cyberwarfare unit, the Cyber Security
Operations Center (CSOC) located at GCHQ in
Cheltenham, will formally be ready for action in
March 2010. CSOC will be responsible for
monitoring Internet threats to UK infrastructure
and will also develop counterattack capabilities.
CSOC will be the “operational centerpiece of
the UK’s first cybersecurity strategy.” The Office
of Cyber Security, which will be a new unit
within the Cabinet Office for coordinating
cybersecurity policies, is also being set up.
http://www.theregister.co.uk/2009/11/12/csoc
_date/

The UK government recently announced it will
simulate the total collapse of the national
phone network as part of the National Strategy
for Cyber Security. The exercise, called White
Noise, is scheduled for Nov. 11 and 12. The
exercise will include government and industry
players and will not have an effect on anyone
that is not participating. Geoff Smith, head of
communications security in the Department for
Business, explained that the response to the
shutdown will be monitored by officials, and
reports will be made to Parliament and the
public in order to measure the government’s
preparedness for a similar attack.
http://www.securecomputing.net.au/News/159
880,uk-government-to-simulate-total-collapseof-phone-network.aspx
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Brazilian Blackout Traced to Sooty
Insulators, Not Hackers

Brazil’s Next Battlefield: Cyberspace
BY: MICHAEL MYLREA, FOREIGN POLICY JOURNAL
11/15/2009

BY: MARCELO SOARES, WIRED.COM
11/09/2009

According to reports from government
regulators, the 2007 massive blackouts in Brazil
were not caused by cyber attacks, but were
caused by a utility company’s negligent
maintenance of high voltage insulators on two
transmission lines. Raphael Mandarino Jr.,
director of the Homeland Security Information
and Communications Directorate, says he has
investigated the claims and found no evidence
of hacker attacks. Mandarino says the electric
control systems are not even directly connected
to the Internet. Brazil’s independent systems
operator group confirms the failure was
because of pollution in the chain of insulators
due to soot deposits.
http://www.wired.com/threatlevel/2009/11/br
azil_blackout/
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A few days after reports that blackouts in Brazil
were caused by cyber attacks, Brazil
experienced the worst power outage in more
than a decade. The Brazilian government says
the outages were caused by weather and not
because of cyber attacks. This article discusses
how, regardless of the cause of the blackouts,
the economic damage and security risk of
future blackouts must be considered, especially
since Brazil is preparing to host the 2014 World
Cup and 2016 Olympics. Brazil is currently the
home to more cyber criminals than any other
nation and, of the top 50 Web site defacement
groups, about 30 percent are Brazilian. Brazil
must quickly improve its cyber defenses and
pass legislation to go after criminals.
http://www.foreignpolicyjournal.com/2009/11/
15/brazils-next-battlefield-cyberspace/
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CYBERSPACE RESEARCH
Cybersecurity Remains a Constant Battle
for Many IT Officials

http://wiredworkplace.nextgov.com/2009/11/b
eefing_up_cybersecurity_training.php

BY: JILL R. AITORO, NEXTGOV.COM
11/10/2009

Security Pros Seek Hacking, Forensics Skills

A recent survey from marketing firm O’Keefe
and Co. found that 31 percent of defense and
civilian technology officials experience cyber
incidents daily, and that 23 percent of the
respondents face cybersecurity incidents
weekly. Eighty percent said they saw more
threats than last year, and one-third of the IT
professionals reported that the top threat was
malware. Respondents also identified
inappropriate employee activity or network use
as their biggest challenge, while others
expressed concerns over managing network
access for remote users.
http://www.nextgov.com/nextgov/ng_2009111
0_7510.php

Beefing Up Cybersecurity Training
BY: BRITTANY BALLENSTEDT, NEXTGOV.COM
11/10/2009

A recent report from CDW-G based on a survey
of 150 federal civilian and 150 Defense
Department IT professionals found that more
than half of all federal agencies experience
some cybersecurity incident every week, and
recommends more training for federal
employees. Eighty-two percent of IT
professionals say their agencies hold training
classes on security policies and procedures and
79 percent say that new employees are trained
in cybersecurity. More than 70 percent of the
professionals that responded said they see
inappropriate Web surfing and downloads
within their agency, and 40 percent admit to
seeing unauthorized transfer of sensitive
information. The report urges federal agencies
to establish metrics to measure training success
and also establish cybersecurity guidelines and
consequences for inappropriate use.
110 Royal Aberdeen 
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BY: DENISE DUBIE, NETWORK WORLD
11/09/2009

A new survey from CompTIA, an IT industry
trade association, says that IT professionals who
want to boost their careers are looking for
security certifications and skills that will help
them stand out. CompTIA polled high-tech
workers and found that 37 percent of the
respondents intended to pursue a security
certification while another 20 percent said they
will go for the ethical hacking certification.
Another 13 percent said they would go after
forensics for their next certification. High-tech
workers report economic advancement and
personal growth as two of the most significant
motives for seeking further certification.
http://www.networkworld.com/news/2009/11
0909-security-skills.html

DNS Hole Leads to More DDoS Attacks
BY: ROBERT MCMILLAN, TECHWORLD
11/16/2009

Security experts report that badly configured
cable modems are making it easier for hackers
to launch distributed denial-of-service (DDoS)
attacks against their victims. According to
research set to be released shortly, part of the
problem is blamed on the growing number of
consumer devices on the Internet configured to
accept DNS queries from anywhere – what
networking experts call an "open recursive" or
"open resolver" system. As more consumers
demand broadband Internet, service providers
are rolling out modems configured this way to
their customers, said Cricket Liu, vice president
of architecture with Infoblox, the DNS appliance
company that sponsored the research. Because
modems configured as open recursive servers
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will answer DNS queries from anyone on the
Internet, they can be used in what's known as a
DNS amplification attack.
http://news.techworld.com/security/3206398/
dns-hole-leads-to-more-ddos-attacks

DNS Problem Linked to DDoS Attacks Gets
Worse
BY: ROBERT MCMILLAN, COMPUTERWORLD
11/13/2009

Internet security experts report that
misconfigured DSL and cable modems are
making problems with the Internet’s domain
name system worse. Experts explain that many
devices on the Internet are configured to accept
DNS queries from anywhere which allows
hackers to use the open servers in a DNS
amplification attack. Cricket Liu, vice president
of architecture with Infoblox, says the
percentage of DNS systems on the Internet that
are configured incorrectly have increased from
50 percent in 2007 to almost 80 percent this
year. Measurement Factory President Duane
Wessels says that the move toward the IPv6
standard may be contributing to the problem
because modems are configured to use the DNS
server software Trick or Tread Daemon to
convert IPv4 addresses. The software is usually
configured as an open resolver by default.
http://www.computerworld.com/s/article/9140
839/DNS_problem_linked_to_DDoS_attacks_ge
ts_worse

Spam Net Snared A Quarter Million Bots,
says Conqueror
BY: DAN GOODIN, THE REGISTER
11/16/2009

Researchers believe that the hackers behind the
Mega-D botnet may have had almost a quarter
of a million infected machines before the
botnet was taken down by security firm FireEye.
The researchers set up a sinkhole to track IP
addresses that reported to the bot, and logged
487,340 unique IP addresses in just five days.
110 Royal Aberdeen 
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The researchers were able to estimate the total
number of infected machines and estimated
that Brazil had the most infected PCs,
accounting for 11.5 percent of the victims.
http://www.theregister.co.uk/2009/11/16/meg
a_d_size_estimate/

Researcher Finds “Frighteningly Bad”
Adobe Flash Flaw
BY: GREG MASTERS, SC MAGAZINE
11/13/2009

Mike Bailey, senior researcher at Foreground
Security, recently found a flaw in Adobe Flash
which could allow hackers to infect any Web
site that allows users to upload content, such as
Google’s Gmail. Servers that allow invalidated
uploads could allow attackers to upload HTML
pages with cross-site scripting or other attacks.
Hackers could gain control of the targeted site
and deposit malicious Flash objects in the Web
server, infecting visitors who come across the
site. Bailey says that the vulnerability is “a core
design flaw in Flash’s same-origin policy” and
says that Adobe must release a client-side fix
for Flash users, rather than depend on Web site
administrators to update their coding. Brad
Arkin, director of product security and privacy
at Adobe, says there is no current fix for the
flaw but that risks associated with usergenerated content have been “well understood
for years.”
http://www.scmagazineus.com/researcherfinds-frighteningly-bad-adobe-flashflaw/article/157734/

Flash Flaw Puts Most Sites, Users at Risk,
Say Researchers
BY: GREGG KEIZER, COMPUTERWORLD
11/12/2009

Mike Murray, chief information security officer
at Foreground Security, discusses a new flaw in
Adobe’s Flash that allows hackers to
compromise any Web site that allows users to
upload content, including Google’s Gmail. Mike
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Bailey, a senior security researcher at
Foreground, explains that the problem lies in
the Flash ActionScript same-origin policy. Brad
Arkin, Adobe’s director for product security and
privacy, says the problem cannot be fixed with a
patch and that the only defense users can take
is to stop using Flash or to restrict its use to
sites known to be safe. Foreground says they
have not detected any attacks using this
technique “in-the-wild.” Foreground warns that
this vulnerability could affect any social media
site, career site, dating site, retail sites and
many cloud applications.
http://www.computerworld.com/s/article/9140
768/Flash_flaw_puts_most_sites_users_at_risk
_say_researchers

Config Errors Create Big Security
Headaches
BY: LARRY BARRETT, ESECURITY PLANET
11/12/2009

Vulnerabilities: What You Don’t Know Can Hurt
You” – discusses obstacles facing large
companies, including the problem of managing
configurations and security settings on
thousands of devices that span global IT
infrastructures. Senior analyst Phil Hochmuth
explains that businesses are becoming more
vulnerable because they are opening their
networks to external partners, contractors and
customers. Hochmuth recommends that
companies use a software monitoring
application that specifically looks for
configuration errors in IP network devices. The
Yankee Group reports that misconfigured
infrastructure and vulnerabilities to core
networking equipment are costing businesses
millions in lost data.
http://www.esecurityplanet.com/features/artic
le.php/3848171/Config-Errors-Create-BigSecurity-Headaches.htm

A new study from IT research firm Yankee
Group – “IP Network Configuration and
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Conficker’s Next Move

U.S. Retailers Face $100bn in ID Fraud
Losses a Year – Study

BY: WOLFGANG KANDEK, DARK READING
11/11/2009

German researchers Felix Leder and Tillman
Werner recently held a presentation about the
current state of Conficker and said the worm is
still spreading. The researchers from the
University of Bonn used a feature of Conficker.A
to neutralize the variant and significantly slow
the spread of this Conficker variant. The
researchers demonstrated how the A variant, if
left undeterred, could contribute significantly to
the growth of Conficker. The A variant uses a
flaw that was patched in MS08-067, but patch
progress for MS08-067 is slowing down, and the
researchers say the remaining vulnerable
machines will not be fixed without a major
awareness campaign.
http://www.darkreading.com/blog/archives/20
09/11/trends_in_ms080.html

FINEXTRA.COM
11/10/2009

A recent survey of retailers and consumers by
LexisNexis found that merchants lose
approximately $191 billion to fraud every year,
and that more than half of those losses are
from ID fraud and fraudulent transactions.
Twenty percent of the merchants surveyed said
they have seen an increase in unauthorized
transactions because of identity fraud. Criminals
are increasingly targeting newer payment
methods like those used online and on mobile
devices. Twenty-nine percent of large retailers
report they have seen fraud increase in
transactions that use these payment methods.
http://www.finextra.com/fullstory.asp?id=2071
7

CISCO
Cisco (NASDAQ: CSCO) enables people to make powerful
connections-whether in business, education, philanthropy,
or creativity. Cisco hardware, software, and service
offerings are used to create the Internet solutions that
make networks possible-providing easy access to
information anywhere, at any time. Cisco was founded in
1984 by a small group of computer scientists from Stanford
University. Since the company's inception, Cisco engineers
have been leaders in the development of Internet Protocol
(IP)-based networking technologies.
Today, with more than 65,225 employees worldwide, this
tradition of innovation continues with industry-leading
products and solutions in the company's core development
areas of routing and switching, as well as in advanced
technologies such as: Application Networking, Data Center,
Digital Media, Radio over IP, Mobility, Security, Storage
Networking, TelePresence, Unified Communications, Video
and Virtualization. For additional information:
www.cisco.com
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CYBERSPACE HACKS AND ATTACKS
Symantec Caught Out by Conficker

Hackers Outwit Windows 7 Activation

BY: PHIL MUNCASTER, V3.CO.UK
11/17/2009

BY: GREGG KEIZER, COMPUTERWORLD
11/16/2009

Symantec Security Response Senior Manager
Orla Cox recently said Symantec was caught offguard by Conficker, and that the firm had
“overestimated the preparedness of end users
to deal with such a threat.” Cox said she was
surprised how slow people were to patch
known vulnerabilities, and warns that there
could be a “turning point in the evolution of
rogue anti-virus software” in the next year.
http://www.v3.co.uk/v3/news/2253312/syman
tec-caught-conficker

Hackers have come up with a pair of methods
that allow them to sidestep the Windows 7
activation process, a “key component of
Microsoft’s antipiracy technologies.” The two
utilities – “RemoveWAT” and “Chew-WGA” –
remove activation technologies or prevent
them from running, which tricks Windows 7
into thinking it has been properly activated.
Microsoft has patched similar anti-activation
hacks in the past and it should be easily
detected and mitigated by Microsoft, likely in
the next update or service pack.
http://www.computerworld.com/s/article/9140
947/Hackers_outwit_Windows_7_activation?so
urce=rss_security

Bot Herders Turn to the Cloud for
Command-and-Control
BY: JOHN TIMMER, ARSTECHNICA
11/10/2009

The Arbor Networks security blog recently
announced finding malware that checks in with
a remote account to download some URLs. This
particular code is significant because it was
running on Google’s AppEngine platform.
Google provides free, limited use of its
AppEngine service and users are able to serve
more than 5 million hits a month before they
are required to pay, which is enough to keep a
substantial botnet army updated with new
information. The authors of the botnet can also
remain completely anonymous using this
service, since it is easy to quickly update
anything on AppEngine from a public terminal.
New attacks, such as this malware, show how
cybercriminals are adopting popular online
services that offer social engineering
opportunities, since people trust links they
receive from certain online services, and low- or
even no-cost for delivery of payloads.
http://arstechnica.com/security/news/2009/11
/bot-herders-turn-to-the-cloud-for-commandand-control.ars
110 Royal Aberdeen 
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New Rick Astley Virus Infecting iPhone
FOX NEWS
11/10/2009

Ashley Towns, a 21-year old Australian Web
designer, has become the first person to create
a worm that affects Apple’s iPhone. The worm,
called Ikee, reportedly changes the users
wallpaper to a picture of 1980’s singer Rick
Astley with the words “Ikee is never gonna give
you up.” The attack has not spread past
Australia. The virus is not destructive and does
not compromise information inside the iPhone.
Towns says he created the worm to raise
awareness about protecting personal
information.
http://www.foxnews.com/story/0,2933,573620
,00.html
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Spam Campaign Targets Payment Transfer
System
BY: JEREMY KIRK, COMPUTERWORLD
11/13/2009

A new spam campaign has been discovered in
which victims receive e-mails that appear to
come from the National Automated Clearing
House Association (NACHA), a nonprofit
organization that oversees the Automated
Clearing House System (ACH). ACH is in financial
transactions to exchange details of direct
deposits, checks and cash transfers. While
NACHA has no direct involvement in
transactions, the spam messages appear to be
from NACHA, saying that a payment the victim
made to ACH has been rejected. The e-mails
direct the victims to a Web site set up to look
like the NACHA site and then asks them to
download a PDF file which installs the Zbot or
Zeus malware. This malware then steals
information required to initiate an ACH
transaction.
http://www.computerworld.com/s/article/9140
815/Spam_campaign_targets_payment_transfe
r_system

BY: CARL WEINSCHENK, ENTERPRISE SECURITY
TODAY
11/10/2009

A group of hackers, called Control Your Info,
recently took over administrator rights to more
than 300 Facebook groups. Dave Amsler, the
cofounder and CIO of Foreground Security, said
the hackers have access to profile information,
e-mail addresses and other information
provided by the members. Facebook has
released a statement, saying there was no
hacking or confidential information at risk.
Facebook explains that any group member can
make themselves the administrator of a group
that has been abandoned by its previous owner.
Ivan Macalintal, a researcher for Trend Micro,

CyberPro

Pirates Get a Taste of Microsoft COFEE
BY: EMIL PROTALINSKI, ARSTECHNICA
11/09/2009

Pirates were recently able to steal Microsoft’s
Computer Online Forensic Evidence Extractor
(COFEE) and are distributing the tool. The
COFEE application includes common digital
forensics tools meant to help law enforcement
gather evidence of computer activity from
password protected or encrypted sources. Law
enforcement agencies rely on COFEE to collect
volatile live evidence even without on-thescene computer forensics capabilities. Microsoft
recently announced it would provide the COFEE
tool to International Criminal Police
Organization’s (Interpol) Global Security
Initiative (GSI), a project that includes 187
countries.
http://arstechnica.com/microsoft/news/2009/1
1/pirates-get-to-taste-microsoft-cofee.ars

Gumblar Malware Attack Surges Again

Facebook Hijacking Points to SocialNetworking Holes

110 Royal Aberdeen 

also discusses the threat to social networking
sites from the Koobface worm.
http://www.enterprise-securitytoday.com/story.xhtml?story_id=69994

BY: JEREMY KIRK, TECHWORLD
11/06/2009

Researchers with ScanSafe are reporting
renewed activity from Gumblar, a malware that
spreads when visitors go to hacked Web pages.
Gumblar can take the victims’ credentials and is
even able to infect Google searches, replacing
search results with links to malicious sites.
Although domain name registrars usually
suspend domain names that have been used for
malicious purposes, the gumblar.cn domain was
released and is in use again. Researchers
believe that PCs still infected with the malware
may be able to call back to the newly-activated
domain and receive malware updates.
http://news.techworld.com/security/3205817/
gumblar-malware-attack-surges-again
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New Spamming Botnet on the Rise
BY: KELLY JACKSON HIGGINS, DARK READING
11/06/2009

Symantec’s MessageLabs Intelligence Team
reports that a new botnet, called Festi, has
gained attention of researchers after upping its
output of spam by nearly 5 percent in recent
weeks. Festi is now sending an average of 2.5
billion spam messages a day. The botnet has
been increasing output by recruiting more bots,
primarily in Asia. MessageLabs also names the
top five botnets in terms of spam outputs. The
current top five are Grum, Bobax, Cutwail,
Rustock and Bagel. Researchers believe that
Festi infects machines through drive-by
downloads, and that it has somewhere near
25,000 bots.
http://www.darkreading.com/security/vulnerab
ilities/showArticle.jhtml?articleID=221600694

Botnet Authors Crash WordPress Sites with
Buggy Code
BY: ROBERT MCMILLAN, NETWORK WORLD
11/04/2009

Gumblar made headlines in May when it
appeared on thousands of legitimate Web sites,
posting what’s known as “drive-by download”
code that attacks infected visitors with a variety
of online attacks. The botnet had been quiet
during July and August, but recently has begun
infecting computers again. Recently a slip-up by
the authors of the Gumblar botnet resulted in
tens of thousands of broken Web sites and the
return of fatal error messages on the affected
sites. In effect, the messages warn Gumblar’s
victims they’ve been compromised.
http://www.networkworld.com/news/2009/11
0409-botnet-authors-crash-wordpresssites.html

CYBERSPACE TACTICS AND DEFENSE
Researcher Takes Step toward Integrating
Penetration Test Tools
BY: KELLY JACKSON HIGGINS, DARK READING
11/11/2009

Researcher Josh Abraham from Rapid7 is
expected to release some proof-of-concept
tools at the OWASP AppSec Conference that
will help penetration testers integrate and
correlate data from different kinds of
penetration-testing products. Abraham explains
that new tools will let penetration testers focus
more of their time on aspects of the process
that aren’t automated, such as analyzing
whether data is sensitive. Fred Pinkett, vice
president of product management for Core
Security, says that integration among testing
tools will be difficult because there are so many
commercial tools and open-source tools that all
use their own formats. Pinkett also says that
developing a correlation engine model would
110 Royal Aberdeen 
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ultimately have to be left to the open-source
community or the penetration testing vendors.
http://www.darkreading.com/security/vulnerab
ilities/showArticle.jhtml?articleID=221601354

VeriSign Vows to Tighten Web Security
BY: DAVID NEAL, V3.CO.UK
11/16/2009

Networking infrastructure firm VeriSign reports
that it is working with the Internet community
and the Internet Corporation for Assigned
Names and Numbers to develop DNS Security
Extensions that will eventually be deployed
across .com and .net top-level domain names.
The system will strengthen Internet
infrastructure by protecting against DNS
poisoning and man-in-the-middle attacks. The
system will give DNS data digital and encrypted
signatures to make it possible to authenticate
and verify its integrity. VeriSign is currently
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implementing its new system on the .edu
domain as an early test, and the company
expects to complete DNSSec implementation on
.net and .com by early 2011.
http://www.v3.co.uk/v3/news/2253237/verisig
n-tightens-domains

Security Firm Chokes Sprawling Spam
Botnet
BY: DAN GOODIN, THE REGISTER
11/10/2009

Researchers from security firm FireEye recently
launched a coordinated blitz on dozens of
command-and-control channels of the botnet
Mega-D or Ozdok, knocking the botnet out of
commission. According to the M86 security
blog, spam from the botnet has been stopped.
The takedown is significant because it proves
that a small company can defeat a botnet that
took extraordinary measures to protect itself.
More than 264,000 IP addresses were found to
be reporting to the botnet.

http://www.theregister.co.uk/2009/11/10/firee
ye_takes_out_ozdok/

USB-Based Incident Response Tools
BY: JOHN SAWYER, DARK READING
11/09/2009

This article discusses tools that allow first
responders to use a USB flash drive to grab
volatile data and get out with minimal impact to
the system. The article explains that these tools
are useful, but will make changes to the system,
so law enforcement should be careful to test
the tools and document any changes that will
be made. The article goes through several of
the most popular tools, including Microsoft’s
COFEE, Helix, the USB-based Live Response,
Drive Prophet and CAINE. If you want to create
your own forensics tools, you can choose from
the Windows Forensic Toolchest, MIR-ROR, and
RAPIER.
http://www.darkreading.com/blog/archives/20
09/11/usbbased_incide.html

CYBERSPACE - LEGAL
Is a Legislative Fix in FISMA’s Future?
BY: BEN BAIN, FEDERAL COMPUTER WEEK
11/13/2009

Some members of Congress and government
officials have recently argued that agencies’
compliance with FISMA “amount to little more
than filling out paperwork” and are asking for a
legislative fix. Sen. Thomas Carper (D-Del.)
recently introduced legislation that would
reform FISMA regulations and Sen. Joe
Lieberman (I-Conn.) also plans to include FISMA
reformations in cybersecurity legislation.
Others, such as John Streufert, the State
Department’s chief information security officer,
and John Gilligan, former chief information
officer for the Air Force and the Energy
Department, say there is nothing wrong with
110 Royal Aberdeen 
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the language of the regulations, but that the
problem stems from how agencies comply with
the law. Gilligan says FISMA is “a good piece of
legislation” and that the only problem is “how
we have implemented it.” Streufert says that
instead of changing the FISMA law, we should
focus on monitoring and try to exceed FISMA
requirements.
http://fcw.com/articles/2009/11/13/webfisma-improvements.aspx
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Eight Indicted for $9 Million Hack
BY: GRANT GROSS, COMPUTERWORLD
11/10/2009

A grand jury in Atlanta recently indicted eight
people for involvement in attacks on a
computer network operated by credit-card
processing vendor, RBS WorldPlay. The
criminals were able to steal $9 million. The
group used hacking techniques to compromise
the data encryption that was used by RBS to
protect data on payroll data cards. The
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criminals raised the account limits on the
compromised cards and then used “cashers” to
withdraw the money. The $9 million was
withdrawn in less than 12 hours. Lanny Breur,
assistant attorney general in the DOJ’s Criminal
Division, said that the arrests were only possible
because of unprecedented international
cooperation.
http://www.computerworld.com/s/article/9140
624/Eight_indicted_for_9_million_hack
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CYBERSPACE-RELATED CONFERENCES
Note: Dates and events change often. Please visit web site for details. Please provide additions, updates, and/or
suggestions for the CYBER calendar of events here.
28 Nov – 6 Dec
2009
2 – 3 Dec 2009

3 Dec 2009
6 – 8 Dec 2009
8 – 9 Dec 2009
11 – 18 Dec 2009

22 – 29 Jan 2010
27 Jan 2010
27 – 28 Jan 2010
17 – 18 Feb 2010
1 – 5 Mar 2010
12 – 14 Mar 2010
18 – 19 Mar 2010

23 – 24 Mar 2010
26 – 28 Mar 2010
8 – 9 April 2010
23 April 2010
4 – 8 May 2010
24 – 27 May 2010
6 – 9 Jun 2010
17 July 2010

SANS London 2009, London, UK; https://www.isc2.org/EventDetails.aspx?id=5078
AFCEA Solutions Cyberspace at the Crossroads: The Intersection of Cyber, National and
Economic Security, Leesburg, VA;
http://www.afcea.org/events/solutions/09/cyber/intro.asp
SecureCharlotte, Charlotte, NC; https://www.isc2.org/EventDetails.aspx?id=4600
China Computer Forensics Conference & Exhibition, Beijing, China; http://www.h11-digitalforensics.com/china-computer-forensics-conference.php
Pacific Information Security Forum, San Francisco, CA;
https://www.isc2.org/EventDetails.aspx?id=5068
SANS Cyber Defense Initiative 2009, Washington DC; http://www.sans.org/cyber-defenseinitiative2009/?utm_source=offsite&utm_medium=misc&utm_content=20090725_te_072509_cdi09
_allconf&utm_campaign=CDI_East_2009&ref=46324
2010 DoD Cyber Crime Conference, St. Louis, Missouri;
http://www.dodcybercrime.com/10CC/
State of the Net Conference, Washington DC; http://www.netcaucus.org/conference/2010/
Cyber Warfare 2010, London, UK; http://www.cyberwarfareevent.com/Event.aspx?id=228104
th
7 Annual Worldwide Security Conference, Brussels, Belgium;
http://www.conferencealerts.com/seeconf.mv?q=ca1m3m8x
RSA Conference, San Francisco, CA; http://www.rsaconference.com/index.htm
th
5 Global Conference: Cybercultures – Exploring Critical Issues, Salzburg, Austria;
http://www.conferencealerts.com/seeconf.mv?q=ca1mx666
Cyber Security - Legal and Policy Issues for National Security, Law Enforcement and Private
Industry, San Antonio, TX;
http://www.stmarytx.edu/ctl/index.php?site=centerForTerrorismLawCyberSecurity
GovSec and U.S. Law Conference, Washington DC; http://www.govsecinfo.com/Home.aspx
EuroForensics Conference, Istanbul, Turkey; http://euroforensics.com/
th
5 International Conference on Information Warfare and Security, Wright-Patterson Air
Force Base, Ohio; http://academic-conferences.org/iciw/iciw2010/iciw10-home.htm
Social Networking in Cyberspace, Wolverhampton, UK;
http://www.conferencealerts.com/seeconf.mv?q=ca1mhm38
Mobile Forensics World, Chicago, IL; http://www.mobileforensicsworld.com/
CEIC, Las Vegas, NV; http://www.ceicconference.com/
Techno Security & Digital Investigations Conference, Myrtle Beach, SC;
http://www.techsec.com/
Cyberpsychology and Computing Psychology Conference (CyComP 2010), Bolton,
Lancashire, UK; http://www.conferencealerts.com/seeconf.mv?q=ca1mxia6
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CYBERSPACE-RELATED TRAINING COURSES
Note: Dates and events change often. Please visit web site for details. Please provide additions, updates, and/or
suggestions for the CYBER calendar of events here.
Certified Ethical Hacker

Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=104
63&catid=191&country=United+States
EC-Council, Online, http://www.eccouncil.org/Course-Outline/ECSP.htm

Certified Secure Programmer
(ECSP)
Certified VoIP Professional
CISA Prep Course

CISM Prep Course

CISSP Prep Course

Computer Hacking Forensic
Investigator
Contingency Planning

Cyber Law
Defending Windows Networks

DIACAP – Certification and
Accreditation Process
DIACAP – Certification and
Accreditation Process,
Executive Overview
Disaster Recovery
E-Business Security
E-Commerce Architect
ESCA/LPT
Ethical Hacking and
Countermeasures

EC-Council, Online, http://www.eccouncil.org/Course-Outline/ECVP.htm
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=941
6&catid=191&country=United+States
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=987
7&catid=191&country=United+States
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=802
9&catid=191&country=United+States
EC-Council, Online, http://www.eccouncil.org/CourseOutline/CHFI%20Course.htm
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=119
19&catid=191&country=United+States
EC-Council, Online, http://www.eccouncil.org/CourseOutline/CyberLaw%20Course.htm
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=108
36&catid=191&country=United+States
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=117
76&catid=191&country=United+States
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=117
78&catid=191&country=United+States
EC-Council, Online, http://www.eccouncil.org/CourseOutline/Disaster%20Recovery%20Course.htm
EC-Council, Online, http://www.eccouncil.org/Course-Outline/eSecurity%20Course.htm
EC-Council, Online, http://www.eccouncil.org/Course-Outline/ECommerce%20Architect%20Course.htm
EC-Council, Online, http://www.eccouncil.org/Course-Outline/ECSA-LPTCourse.htm
EC-Council, Online, http://www.eccouncil.org/CourseOutline/Ethical%20Hacking%20and%20Countermeasures%20Course.htm
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Foundstone Ultimate Hacking

Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=978
&catid=191&country=United+States
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=793
8&catid=191&country=United+States
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=979
&catid=191&country=United+States
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=119
05&catid=191&country=United+States
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=119
43&catid=191&country=United+States
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=119
33&catid=191&country=United+States
EC-Council, Online, http://www.eccouncil.org/CourseOutline/Linux%20Security%20Course.htm
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/wwwsearch.asp?country=United+St
ates&keyword=9806
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=119
37&catid=191&country=United+States
EC-Council, Online, http://www.eccouncil.org/Course-Outline/ENSA.htm

Foundstone Ultimate Hacking
Expert
Foundstone Ultimate Web
Hacking
INFOSEC Certification and
Accreditation Basics
INFOSEC Forensics

INFOSEC Strategic Planning

Linux Security
Mandiant Incident Response

Network Management

Network Security
Administrator (ENSA)
Network Vulnerability
Assessment Tools
NIST 800-37 - Security
Certification and Accreditation
of Federal Information
Systems
NIST 800-37 - Security
Certification and Accreditation
of Federal Information
Systems - Executive Overview
Policy and Procedure
Development
Project Management in IT
Security
Red Hat Enterprise Security:
Network Services

Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=117
84&catid=191&country=United+States
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=117
80&catid=191&country=United+States
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=117
82&catid=191&country=United+States
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=119
23&catid=191&country=United+States
EC-Council, Online, http://www.eccouncil.org/CourseOutline/Project%20Management%20in%20IT%20Security%20Course%20Outline
/Project%20Management%20in%20IT%20Security%20Course%20Outline.html
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=797
2&catid=191&country=United+States
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Risk Analysis and Management

Security Certified Network
Architect
Security Certified Network
Professional
Security Certified Network
Specialist
Security for Non-security
Professionals
SSCP Prep Course

Vulnerability Management

Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=119
13&catid=191&country=United+States
Security Certified Program, Self-Study,
http://www.securitycertified.net/getdoc/ac8d836b-cb21-4a87-8a344837e69900c6/SCNA.aspx
Security Certified Program, Self-Study,
http://www.securitycertified.net/getdoc/6e1aea03-2b53-487e-bab686e3321cb5bc/SNCP.aspx
Security Certified Program, Self-Study,
http://www.securitycertified.net/getdoc/f6d07ac4-abc2-4306-a54119f050f32683/SCNS.aspx
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=846
1&catid=191&country=United+States
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=987
6&catid=191&country=United+States
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=119
41&catid=191&country=United+States

CYBER BUSINESS DEVELOPMENT OPPORTUNITIES
Note: Dates and events change often. Please visit web site for details. Please provide additions, updates, and/or
suggestions for the CYBER calendar of events here.
Office
DLA Acquisition
Locations
Procurement
Directorate
Procurement
Directorate

Title
Information Technology (IT) Information
Assurance Support and Management
Services, Defense Distribution Center (DDC)
DoD DMZ Engineering Support
DISA Implementation of Web Audit Log
Collection and Analysis Tools

Procurement
Directorate
Procurement
Directorate
PEO STRICOM

Domain Name System (DNS) Security
Support
Combined Federated Battle Lab Network
(CFBLNet) Support
D--Threat Computer Network Operation
(CNO) Teams for Test and Evaluation events

Department of
the Air Force
Department of
the Air Force

A+, Network+, Security+ Training and
Certification
D -- AIR FORCE SYSTEMS NETWORK
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Link
https://www.fbo.gov/spg/DLA/J3/DDC/SP330009-R-0046/listing.html
https://www.fbo.gov/spg/DISA/D4AD/DITCO/RF
ICBest/listing.html
https://www.fbo.gov/spg/DISA/D4AD/DITCO/DI
SAWEBAUDIT/listing.html
https://www.fbo.gov/spg/DISA/D4AD/DITCO/D
omainNameSystemDNS/listing.html
https://www.fbo.gov/spg/DISA/D4AD/DTN/RFICFBLNet/listing.html
https://www.fbo.gov/index?s=opportunity&mo
de=form&id=d713ee539a271238c8580dd60427
31ea&tab=core&_cview=0
https://www.fbo.gov/spg/USAF/ACC/99CONS/F
3G3FA9167AC02/listing.html
https://www.fbo.gov/spg/USAF/AFMC/ESC/R22
49/listing.html
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Air Force
Materiel
Command
Air Force
Materiel
Command
Air Force
Materiel
Command
Air Force
Materiel
Command
Air Force
Materiel
Command
Air Force
Materiel
Command
Air Force
Materiel
Command
Air Force
Materiel
Command
Air Force
Materiel
Command
Air Force
Materiel
Command
Air Force
Materiel
Command
Air Combat
Command

Integrated Cyber Defense & Support
Technologies
Cyber Command and Control (C2)
Technologies
USAF Electronic Warfare Battle
Management Technology CRFI
CompTIA Security+ Training

https://www.fbo.gov/index?s=opportunity&mo
de=form&id=cd045a392c920683ccb0b03df09bb
134&tab=core&_cview=1
https://www.fbo.gov/spg/USAF/AFMC/AFRLRRS
/BAA0809-RIKA/listing.html
https://www.fbo.gov/spg/USAF/AFMC/ASC/US
AF_Electronic_Warfare_Battle_Management_T
echnology/listing.html
https://www.fbo.gov/spg/USAF/AFMC/88CONS
/FA8601-09-T-0049/listing.html

Military Communications and Surveillance
Technologies and Techniques

https://www.fbo.gov/spg/USAF/AFMC/AFRLRRS
/BAA-09-09-RIKA/listing.html

CyberSoft VFind Security Tool Kit
Maintenance & Support

https://www.fbo.gov/spg/USAF/AFMC/AFRLRRS
/FA8751-09-Q-0379/listing.html

Provide Information Awareness (IA) training

https://www.fbo.gov/spg/USAF/AFMC/75/F2DC
CR9180A001/listing.html

D – NETCENTS-2 Netops and Infrastructure
Solutions

https://www.fbo.gov/spg/USAF/AFMC/ESC/FA8
771-09-R-0018/listing.html

D – NETCENTS-2 NETOPS and Infrastructure
Solutions (Small Business Companion)

https://www.fbo.gov/spg/USAF/AFMC/ESC/FA8
771-09-R-0019/listing.html

Security Certificate & Accreditation Services
for Information Systems

https://www.fbo.gov/spg/USAF/AFMC/75/FA82
01-09-R-0088/listing.html

A -- National Intelligence Community
Enterprise Cyber Assurance Program
(NICECAP)
A+, Network+, Security+ Training and
Certification

https://www.fbo.gov/spg/USAF/AFMC/AFRLRRS
/Reference-Number-BAA-06-11IFKA/listing.html
https://www.fbo.gov/spg/USAF/ACC/99CONS/F
3G3FA9167AC02/listing.html

Air Mobility
Command

IA Certification & Accreditation Process

https://www.fbo.gov/spg/USAF/AMC/HQAMCC
/EVSC1000/listing.html

United States
Marine Corps

R--Internet Monitoring Services

https://www.fbo.gov/spg/DON/USMC/M67004
/M6700409T0108/listing.html

Bureau of
Industry &
Security

International Competitive Bidding (ICB):
Implementation and Support of NATO
Enterprise

https://www.fbo.gov/spg/DOC/BIS/comp99/IFB
-CO-12870-NEDS/listing.html
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Department of
the Army
Business
Transformation
Agency
National
Aeronautics and
Space
Administration
Washington
Headquarters
Services

D--Information Assurance, Engineering
System Solutions Development, Testing,
Deployment and Life Cycle Support
Sources sought or request for information
(RFI), DoD Information Assurance (IA)
Controls (For Information Purposes Only)
U--CISSP CERTIFICATION EDUCATION

https://www.fbo.gov/spg/USA/DABL/DABL01/
W91QUZ-09-0000/listing.html

BAA - Research and Studies for the Office of
Net Assessment (OSD/NA)

https://www.fbo.gov/spg/ODA/WHS/WHSAPO/
HQ0034-ONA-09-BAA-0002(1)/listing.html
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https://www.fbo.gov/spg/ODA/BTA/BTABMD/HQ0566-09InformationAssurance/listing.html
https://www.fbo.gov/spg/NASA/GRC/OPDC202
20/NNC09306220Q/listing.html
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EMPLOYMENT OPPORTUNITIES WITH NSCI
Job Title
Operational Deterrence Analyst
Defensive Cyber Ops Analyst
Cyber SME
Geospatial Analyst
Logistics All-Source Intelligence Analyst
SIGINT Analyst
Cyber Operations SME
Website Maintainer
Cyberspace Specialists
Cyberspace Manning IPT

Location
NE, VA
NE, VA, CO
NE, VA, TX, CO
NE
NE
NE, CO
NE
NE
NE
NE

CYBERPRO CONTENT/DISTRIBUTION
Officers

Chief Operations
Officer
Jim Ed Crouch

The articles and information appearing herein are intended for educational purposes to
promote discussion in the public interest and to keep subscribers who are involved in the
development of Cyber-related concepts and initiatives informed on items of common
interest. The newsletter and the information contained therein are not intended to
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