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THIS WEEK IN CYBERPRO
BY LINDSAY TRIMBLE, NATIONAL SECURITY CYBERSPACE INSTITUTE, INC.

At the Congressional Cyber Caucus last month in Washington, D.C., security experts recommended the
government reevaluate federal cyber policy. Analysts explained the difficulties present in identifying the
origin of attacks, planning counterattacks and developing deterrence strategies (page 14). Following a
data breach in the House of Representatives, Speaker Nancy Pelosi (D-Calif.) and Minority Leader John
Boehner (R-Ohio) released a statement explaining internal cybersecurity policies. They also said they are
working diligently to provide high-level data security for the House (page 14). Rep. Edolphus Towns (DN.Y.), chairman of the House Oversight and Government Reform Committee, is currently drafting
legislation that would protect sensitive government documents from disclosure through peer-to-peer
technology.
According to Dave Hansen, corporate senior vice president and general manager of CA Security
Management, the last few years have changed the focus on network security from the IT level to the
business level. In these turbulent economic times, organizations must think about overall business risk
and balance that risk with employee productivity (page 13). At this year’s RSA Conference in London, Ira
Winkler, president of the Internet Security Advisors Group, elaborated on the role of businesses, saying
that businesses will play a large role in preventing cyber warfare (page 31). He explained that when
businesses manage small threats, the action will have an impact on larger threats. He added that,
instead of looking at who is carrying out attacks, security professionals should take a closer look at how
cyber attacks are carried out, in order to prepare defenses (page 13).
In her first published work since leaving government service, Melissa Hathaway, former senior director
for cyberspace at the National Security Council, calls on the federal government to creatively collaborate
with the private sector to tailor cybersecurity defenses (page 14). She says that cybersecurity is not just
a national security issue, but one of national economic survival.
This week’s “Senior Leader Perspective” is a prime example of collaboration between industry and
government (page 6). I had the opportunity to interview Dr. Rajive Bagrodia, president and chief
executive officer of Scalable Network Technologies, and Maj. Gen. (ret.) George “Nordie” Norwood,
president and chief executive officer of Norwood & Associates. In this interview, Bagrodia and Norwood
explain how software virtual networks (SVNs) will be influential in cyber defense training – in industry,
the government and the military. These SVNs are exact digital replicas with full functionality that behave
exactly like live networks. By using SVNs, organizations can train security professionals in very realistic
environments, better preparing defenses against potential cyber threats.
Enjoy this week’s edition of CyberPro!
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SENIOR LEADER PERSPECTIVE: SOFTWARE VIRTUAL NETWORKS

Dr. Rajive Bagrodia

NSCI’s Lindsay Trimble recently
interviewed Dr. Rajive Bagrodia,
president and chief executive officer of
Scalable Network Technologies, and
Maj. Gen. (ret.) George “Nordie”
Norwood, president and chief
executive officer of Norwood &
Associates. In 1999, Bagrodia founded
Scalable Network Technologies (SNT) –
a software and services company.
Norwood is retired from the U.S. Air
Force after more than 30 years of
service and has served on SNT’s Board
of Directors since 2002.

Maj. Gen. (ret.) George
“Nordie” Norwood

SNT develops and supports evaluation software that can represent physical wireless networks as
software virtual networks – exact digital replicas with full functionality that behave exactly like live
networks. In this interview, Bagrodia and Norwood explain how software virtual networks will be
influential in cyber defense training and preparation – in industry, the government and the military.
NSCI: Dr. Bagrodia, in your recent article on “wireless cyber warfare,” you say that wireless networks –
specifically mobile networks – are “the most critical component of tactical communication
infrastructure,” but also “the most neglected network security domain, in terms of spending.” In
general, spending is often associated with the likelihood and severity of the threat. Can you talk a
little bit about the likelihood and severity of the threat to military and/or commercial mobile
networks?
BAGRODIA: Absolutely. Wireless networks are – plain and simple – harder to protect than wired
networks. For one thing, it’s easier to provide physical security for wired networks. But because wireless
networks transmit over an open and shared medium, they are much more vulnerable to threats and acts
of destruction.
The second part of the problem is that the next generation of military and commercial wireless networks
involve what we call multi-hop wireless communications. This multi-hop aspect opens up security holes
in the communication protocol stack. These holes were not present in the previous generation of
communication networks, where intermediate radios were basically used to relay traffic from one point
to another. This new capability of routing traffic opens up new vulnerabilities.
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Because we’re talking about concepts of the Global Information Grid, or GIG – which potentially ties in
communication at the tactical edge to the larger communication network – disruption at the tactical
edge of a mobile ad hoc network would lead not only to a loss of communication, and consequently
disrupt decision-making at the tactical end, but could potentially disrupt communications at the highercommand levels as well.
These sets of vulnerabilities make the problems of securing multi-hop communication networks much
more critical.
NSCI: What do you recommend as defense against cyber attacks on mobile networks?
BAGRODIA: Let me paraphrase the old real estate adage: The best way to defend against attacks to
mobile networks is preparation, preparation, preparation.
There are various ways we can prepare against that eventuality. First, we prepare the communication
infrastructure itself to handle the “type” of cyber threats that we know. Second, we prepare the
processes, protocols and countermeasures to survive cyber threats once they are launched against us.
Last, we prepare and train our personnel to identify and respond to cyber threats in the best timeefficient manner possible.
If we can prepare along these three dimensions, I think we are in a much better position to respond to
attacks on our communication infrastructure. From our perspective, the adoption of software virtual
networks is a crucial goal in the other types of preparation – in training environments, analysis, role
playing work stations for cyber professionals, and so on.
NSCI: General Norwood, as the need increases for real-time news and information, and wireless
devices are increasingly common in government and industry, how is the military adapting to the need
for a different – and more complex – type of network security?
NORWOOD: The military need is not just for news and information; it’s really about getting actionable
intelligence in the hands of a warfighter – at all levels. This all happens over networks that are made up
of this complex mix of both mobile wireless and wired devices and equipment. All commanders,
especially those of expeditionary and mobile force, rely heavily on the wireless networks for secure
voice, data and video. These large, mobile ad hoc networks bring together new communication devices
and equipment, but they’re coupled with legacy systems, and so they make for a complex and
vulnerable system.
NSCI: When combat operations begin, is there data comparing mobile/wireless communication
criticality to fixed/wired communication criticality?
NORWOOD: I’m not aware of a study that actually compares criticality of mobile/wireless versus
fixed/wired systems – maybe vulnerability, but not necessarily criticality. Because these modern
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networks that we’re talking about rely on a complex combination of mobile/wireless and fixed/wired
communication, all elements of that network are both critical and vulnerable. That’s why we must
account for the inherent vulnerabilities of the mobile portion of the network. Really, it’s the entire
network that must be protected and defended. Enemy forces – the red force attackers – will exploit any
and all vulnerabilities they find, anywhere in the system.
NSCI: Dr. Bagrodia, how are software virtual networks (SVNs) changing the security environment?
BAGRODIA: Software virtual networks are exact digital replicas of the live network. They can be used to
replace a live network such that any application, system components – even humans – can interact with
the SVN just as if they were interacting with the actual network. So you can embed this SVN to represent
a communication network and hook up applications, humans and other systems to interact with it. This
allows us to place our cyber defense professionals in front of the actual environment, have the
“network” they’re monitoring subjected to attacks by someone playing the role of the red side, and see
how the cyber ops personnel respond to the attack and prepare their countermeasures. We could
additionally have the red side detect the countermeasures and modify the type of attacks; thus you can
have a very realistic cyber war game being played where the red side is not artificially disadvantaged.
We need our training to be as realistic as possible, which means giving the red side a lot more freedom
to be able to inject increasingly refined attacks. This will provide a training environment that prepares
our cyber professionals to effectively respond as the war game unfolds in a highly realistic setting.
NSCI: Just to clarify, people play the roles on both sides – red and blue?
BAGRODIA: Exactly. SVNs can be used to represent different types of communication networks. We
could, for instance, pretend that the red side is using a standard commercial cellular telephone network
to launch an attack. We represent the blue side communication using whatever mix of military
technologies that would be used in the field and see how the red side would inject their attacks.
The second important component of this is that we can deploy actual applications – the battle command
or situational awareness, or any other applications that we would use on the corresponding physical
network – on an SVN. When an attack is launched on the red side, we can expose trainees to how the
applications really behave and respond in the presence of those attacks. There may be major differences
between how the underlying communication network manifests the problems during an attack – as
opposed to how the application manifests those network problems.
What the SVNs allow us to do is to directly reflect the impact of computer network attacks in the
context of our battle command applications. This provides a significantly higher degree of realism,
allowing us to prepare responses and fall-back plans in a very realistic setting.
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NSCI: What are some of the benefits of SVNs?
BAGRODIA: There are three primary benefits: cost, flexibility and providing a controlled environment.
Let’s look at cost: With digital representations, if we want a communication network with hundreds or
even thousands of radios, all that is required is the software and an appropriate hardware platform,
which may be a parallel computer with some tens of processors. That’s it! Then we can do the training
or the analysis using the digital environment, rather than a significantly more expensive physical testbed.
With respect to flexibility, suppose we want to create a scenario of attack and then replay it in an urban
context. What this means is I must recreate how radio transmissions behave in the presence of
buildings, huts or whatever type of physical environment. Trying to recreate that environment digitally is
much easier and more economical than trying to do that in the corresponding physical context. Doing it
in a physical test-bed would certainly increase realism, but because a multitude of different physical
environments can be recreated effectively in a digital context, SVNs allow us to expose the trainee to
the effect of cyber attacks and countermeasures in many different settings. This flexibility, combined
with cost savings, is very important.
The third thing is providing a repeatable, controlled environment. Let’s say we launch a particular type
of attack and the blue side didn’t respond as effectively as desired. We can recreate that attack again to
figure out where the problems are rooted. This is ideal for training purposes, as opposed to live – where
such repeatability may be much harder to achieve.
NSCI: Can you tell us how SVNs improve network security day-to-day operations, training and
experimentation?
BAGRODIA: Because an SVN is an exact digital replica, we can create a shadow representation of the
network, and use that to conduct a “dress rehearsal” of day-to-day operations. We can do a number of
“what if” analyses, and even extrapolate some trends noticed in physical networks to see if they might
indicate a potential problem in its operation.
For instance, if we see the network traffic increasing at a certain rate over a time period, we can
extrapolate that rate of increase over a slightly longer time period to see how it might affect the
operation of the network. With any critical system, it’s important to have a shadow of that system that
can be replayed in a “back room” to detect potential flaws and vulnerabilities or to find ways to improve
its performance.
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NSCI: Have SVNs been used to emulate hybrid environments such as a combination of .mil, .com and
.edu networks (e.g. military, commercial and academia)?
BAGRODIA: Absolutely. SVNs are not limited to a specific type of communication technology or network.
For example, you can have an SVN represent communication over a cellular telephone network, a multihop military communication network using JTRS, or one based on current communication radios, such as
SINCGARS or EPLRS. It is relatively straightforward to construct an SVN that has multiple types of
communication networks that are interacting together – for instance, one network of SINCGARS radios
representing current force communications and another network of JTRS or SRW radios for future
communication capabilities. This would allow us to see how the radios would interoperate to support
actual battle command applications, and possibly identify performance incompatibilities that may arise
when trying to interoperate across large number of these radios.
You also have the ability of putting into play applications with very different quality of service on top of
such a network. That is a nice use for SVNs as well.
NSCI: What about a combination of fixed and mobile networks?
BAGRODIA: Absolutely. We can definitely mix different types of fixed and mobile networks, satellite
communication networks, ground communication networks, etc.
NSCI: General Norwood, in your opinion, are SVNs improving security training in the Department of
Defense?
NORWOOD: I think the SVNs definitely improve security training. It’s not just a model or simulation of
the actual network. It is, in fact, an emulation of the entire network across all modes, routes,
performance and protocol characteristics. This permits the SVN to accurately emulate the entire
network. This lets you put humans in the loop and allow them to interface in the virtual network with
realistic results – again, as if it were the actual network. This provides realistic training and mission
rehearsals for the cyber warriors that will be managing and defending those networks.
Another aspect of the realistic SVNs is that you can also put hardware in the loop because that hardware
in the loop is also presenting a virtual network that will respond to that hardware as if it were
interfacing with an actual network. This SVN capability lends itself to industry and military research,
development and actual program evaluation of emerging and even proposed networks. This provides
what they call a cost assessment and program evaluation (CAPE) capability that lets you drive the system
before you buy it.
NSCI: Dr. Bagrodia, are you aware of SVNs being used in any large-scale exercises to date?
BAGRODIA: Scalable Network Technologies’ SVN technology is being used by the U.S. Army. They offer
substantial applicability in some highly visible programs, including JTRS and BCT Modernization, to
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conduct scalability testing of emerging military wireless communication technologies and their resilience
to diverse forms of cyber attacks.
SNT recently developed a commercial offering called EXata that packages SVNs in a format that is easily
accessible to end users involved with a wide range of test and evaluation needs.
NSCI: Have SVNs been used to emulate a large-scale urban environment where a combination of fixed
and mobile networks, military and commercial, are operating?
BAGRODIA: Yes. CTC in Florida is using the EXata implementation of SVNs to model a first-responder
network, which is a mixed bag of commercial and military technologies that would be operating in
exactly the type of environment you described.
CTC received a proposal from a vendor for a communication network with an early price tag of
approximately $8 million. They then reproduced the network in EXata and looked at the coverage that
was needed, the type of network traffic and did the analysis. They realized they could reconfigure the
resulting network, which cut the cost to less than half – to just over $3 million. This is an example of the
use of SVNs that had both commercial and military communications in a mixed urban setting.
NSCI: General Norwood, do you see other areas in which the military can work with industry to
improve network security?
NORWOOD: I believe that military and industry can certainly work together and have to, because
industry is working hard to make our networks more secure. Of course we have smart people in military
and industry that are developing software, hardware and the tactics, techniques and procedures that
will help secure those networks. SVNs are a way that industry and military can work together to develop
more secure networks, while at the same time, realistically training those that will manage and defend
those networks.
NSCI: In your advisement to Scalable Network Technologies, can you tell us how your military
background has helped?
NORWOOD: Since 2002, I’ve had the chance to observe first-hand as Scalable Network Technologies
moved from a very powerful modeling and simulation capability – which they call QualNet – to an even
more powerful emulation tool – which they call EXata. Therefore, I advise Dr. Bagrodia as to how their
products and associated services can satisfy military needs and requirements. As a former wing and
installation commander, and a former deputy chief of staff at the United Nations Command and U.S.
Forces in Korea, I can really appreciate the importance of secure networks as it relates to mission
accomplishment. I provide advice to Dr. Bagrodia accordingly. With my military background, I am able to
provide advice as to how these things really relate to mission accomplishment.
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NSCI: Is there anything else you’d like to add?
NORWOOD: Thank you for the opportunity to share my views with you. As a former commander, I know
how important it is to be able to detect and prevent cyber attacks. It’s not just the job of industry or
commanders or cyber warriors – everyone must do their part to help secure our networks. Mission
success and, ultimately, the lives of our Soldiers, Sailors, Airmen and Marines are going to depend on
how well we do this very critical job.
NSCI: And, Dr. Bagrodia, would you like to add anything else?
BAGRODIA: I’d like to thank you for the opportunity to talk about what is clearly a very critical problem
facing the nation’s infrastructure. The nation’s communication infrastructure is a critical national asset
and protecting it is just as important – if not even more important – than the protection of our
transportation and other physical infrastructure. I appreciate the opportunity to talk about how this
problem can be addressed by some of the work we’ve been doing over the past 10 years or so. Thank
you.
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CYBERSPACE – BIG PICTURE
Q&A: Security Challenges in Today’s
Economy
BY: MIRKO ZORZ, HELP NET SECURITY
10/23/2009

This article includes an interview with Dave
Hansen, corporate senior vice president and
general manager of CA Security Management.
Hansen discusses how the economy is
impacting large organizations and the good and
bad aspects of compliance. Hansen says that
the last few years have changed the focus on
security from the IT level to the business level,
and that organizations must think about overall
business risk and how to balance that risk with
employee productivity. He added that
regulatory compliance is helpful because it
requires good practices for ensuring the privacy
and protection of personal information, but
that compliance can be bad because they are
time consuming and complex. Hansen writes
that compliance “has become table stakes for
doing business today.”
http://www.netsecurity.org/article.php?id=1333

RSA Europe: Information Warfare is an
Overused Term
INFOSECURITY.COM
10/23/2009

In a presentation at the RSA Europe conference
in London Oct. 22, Ira Winkler, CISSP at ISAG,
said that the term “information warfare” is
much overused. Winkler explains that warfare
implies that the hackers have a political goal
and military or diplomatic involvement. The
cyberattacks against Georgia, for example,

110 Royal Aberdeen 

CyberPro

could be called “information warfare” because
the attacks were a “tactical strike” that were
“part of the wider Russian military operation
against Georgia.” The attacks on Estonia,
however, were caused by a disgruntled hacker,
and although the attacks had severe effects,
they are an example of cybercrime rather than
cyber warfare. Winkler also said that security
professionals mostly need to stop looking at
who is carrying out cyber attacks, and look
more deeply at how the attacks are carried out.
http://www.infosecuritymagazine.com/view/4741/rsa-europeinformation-warfare-is-an-overused-term/

Google Chief Favors Net Neutrality but is
Wary of Government Regulation of Web
BY: MIKE MUSGROVE, THE WASHINGTON POST
10/23/2009

Google Chief Executive Eric Schmidt says he
favors net neutrality and wants to make sure no
one steers traffic in a way that favors some
devices or services, but he added that he
believes the government should not be a
regulator on the Internet. Last week, the
Federal Communications Commission voted to
move forward on how the government will
police access to the Internet. Schmidt says the
tech industry is not as involved in lobbying as
other industries, but that Google and other tech
companies should continue to focus on ideas
and innovation, rather than politics.
http://www.washingtonpost.com/wpdyn/content/article/2009/10/22/AR200910220
4357.html
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CYBERSPACE – U.S. GOVERNMENT
U.S. Cyber War Policy Needs New Focus
BY: GRANT GROSS, PC WORLD
10/29/2009

At the Congressional Cyber Caucus last week in
Washington, D.C., security experts said that the
government must consider a different approach
when forming policies for defending against
cyber attacks than more traditional forms of
attacks. Martin Libicki with Rand Corp., says
that because it is difficult to identify the origin
of cyber attacks, “it will be difficult for the U.S.
government to voice and follow through with a
policy of cyber deterrence, like it has with
nuclear attacks.” It would also be difficult to
threaten attackers with counter attacks, since
enemies may be willing to “gamble on the U.S.
capability.” The lack of a definition of what
constitutes an act of cyber war also makes it
difficult to develop a deterrence strategy and
experts say that it would not be smart to label
some countries as cyber adversaries.
http://www.pcworld.com/article/174711/us_cy
ber_war_policy_needs_new_focus_experts_say
.html

Hathaway: Feds Can’t Safeguard Cyber
Assets Alone
BY: ERIC CHABROW, GOVERNMENT INFORMATION
SECURITY
11/02/2009

Melissa Hathway, as the acting senior director
for cyberspace at the National Security Council
earlier this year, led President Obama’s 60-day
cyberspace policy review that led to the
administration’s IT security blueprint unveiled
in May. In her first published work as an
academic researcher since leaving government
service, she calls on the federal government to
creatively collaborate with the private sector to
tailor and scale cybersecurity defenses. New
technology, she writes, leads to new vested
authority within the federal government that
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leads to concerns from civil liberties and privacy
perspectives. She also emphasizes that
cybersecurity is not just a national security
issue, but one of national economic survival.
http://www.govinfosecurity.com/articles.php?a
rt_id=1905

In Congress, A Call to Review Internal
Cybersecurity Policies
BY: ELLEN NAKASHIMA & CAROL D. LEONNIG, THE
WASHINGTON POST
10/31/2009

Speaker Nancy Pelosi (D-Calif.) and Minority
Leader John A. Boehner (R-Ohio) recently
released a statement following a data breach
that led to the disclosure of documents that
contained details of confidential ethics
investigations. Pelosi and Boehner say that the
chief administrative officer of the House is
reporting to them on the procedures for
handling data breaches, and that they are
working diligently to provide high-level data
security for the House. The disclosed document
was still available on public file-sharing
computer networks when this article was
released, and has been downloaded by users in
Washington, New York, London and elsewhere.
The document was reportedly disclosed by a
junior committee staff member that loaded the
document on a home computer with peer-topeer software. Bernard Trest, president of
ZapShares, says that computer users in Iran,
North Korea, China and Russia scour networks
for U.S. government documents. Rep. Edolphus
Towns (D-N.Y.), chairman of the House
Oversight and Government Reform Committee,
is currently drafting legislation that would
protect sensitive government documents from
disclosure through peer-to-peer technology.
http://www.washingtonpost.com/wpdyn/content/article/2009/10/30/AR200910300
3749_2.html
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Leahy Plans Hearing to Look at
Cybersecurity Cooperation
BY: ANDREW NOYES, NEXTGOV.COM
10/29/2009

According to Senate Judiciary Chairman Patrick
Leahy’s chief privacy counsel, Lydia Griggsby,
Leahy will soon hold a hearing to examine how
federal agencies are collaborating to prepare
for and combat online attacks. Griggsby
explained that a panel will question witnesses
about how cybersecurity programs could be
improved at the Justice and Homeland Security
Departments. Witnesses at another hearing

that focuses on how agencies can better use
funding to protect mission critical networks will
testify that the current method of overseeing
cybersecurity is not only wasting resources, but
is also ineffective. Leahy also plans to ask the
Justice Department to update a statute that
allows federal prosecution of criminals who
steal personal data from a computer, even if
the victim computer is in the same state as the
thief’s computer.
http://www.nextgov.com/nextgov/ng_2009102
9_1917.php?oref=rss

CISCO
Cisco (NASDAQ: CSCO) enables people to make powerful
connections-whether in business, education, philanthropy,
or creativity. Cisco hardware, software, and service
offerings are used to create the Internet solutions that
make networks possible-providing easy access to
information anywhere, at any time. Cisco was founded in
1984 by a small group of computer scientists from Stanford
University. Since the company's inception, Cisco engineers
have been leaders in the development of Internet Protocol
(IP)-based networking technologies.
Today, with more than 65,225 employees worldwide, this
tradition of innovation continues with industry-leading
products and solutions in the company's core development
areas of routing and switching, as well as in advanced
technologies such as: Application Networking, Data Center,
Digital Media, Radio over IP, Mobility, Security, Storage
Networking, TelePresence, Unified Communications, Video
and Virtualization. For additional information:
www.cisco.com

Debate Heats up over Cybersecurity
Regulations for Electric Utilities
BY: JILL R. AITORO, NEXTGOV.COM
10/27/2009

A proposal in the House would extend federal
regulation from the 1935 Federal Power Act –
the Federal Energy Regulatory Commission – to
include local power plants in major cities to
better protect them and the national power
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grid from cyberattacks. The systems, which the
Commission does not have regulatory
jurisdiction over, are connected to the bulk
power system through computer networks.
Rep. Edward Markey (D-Mass.) says that
authority should not be limited to the bulk
power system only when the computer
networks are interconnected. The article
discusses the two bills introduced in the House
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this year that amend the Federal Power Act to
include cybersecurity. Representatives from the
electric utility industry oppose the increase of
federal authority over their security standards,
saying that diversity of the systems does not
allow a “one-size-fits-all” security plan.
http://www.nextgov.com/nextgov/ng_2009102
7_3165.php?oref=topnews

FTC Delays Identity Protection Rules Until
June 2010
BY: MICHAEL COONEY, NETWORK WORLD
11/02/2009

The Federal Trade Commission – at the request
of Congressional members – has delayed the
enforcement of its Red Flags identity protection
rules until June 1, 2010. The rules were
originally set to become practice Nov. 1,
2008. Under the Red Flags rules, all companies
or services that regularly permit deferred
payments for goods or services, such as health
care providers, attorneys and other
professionals, as well as retailers and a wide
range of businesses that invoice their customers
must develop a written program that identifies
and detects the relevant warning signs – or "red
flags" – of identity theft.
http://www.cio.com/article/506434/FTC_Delay
s_Identity_Protection_Rules_Till_June_2010

NIST Suspends IT Lab Reorganization
BY: ERIC CHABROW, GOVERNMENT INFORMATION
SECURITY
10/22/2009

The National Institute of Standards and
Technology recently decided to hold the
proposed reorganization of its Information
Technology Laboratory (ITL). Critics of the
reorganization say that the lab’s Computer
Security Division (CSD) should be a lab itself. IT
Lab Director Cita Furlani says that NIST is
considering the input and is re-evaluating how
to make their structure more flexible and
efficient. Sun Microsystems Distinguished
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Engineer Susan Landau and Cornell University
Computer Science Professor Fred Schneider say
that CSD should become NIST’s eleventh
laboratory, placing it higher in the NIST
organizational chart and putting CSD in a better
position to provide policy guidance related to
computer security and privacy.
http://www.govinfosecurity.com/articles.php?a
rt_id=1877

Automated FISMA Reporting Tool Unveiled
BY: ERIC CHABROW, GOVERNMENT INFORMATION
SECURITY
10/30/2009

The Office of Management and Budget recently
released an interactive collection tool, called
CyberScope, that allows agencies to manage
their internal reporting and information
collection processes in an effort to help those
agencies fulfill their IT security reporting
requirements under the Federal Information
Security Management Act. Federal Chief
Information Officer Vivek Kundra spoke before
the Senate Homeland Security and
Governmental Affairs Subcommittee on Federal
Financial Management, Government
Information, Federal Services and International
Security, and said that the new tool uses
automation to reduce the costs and time spent
on compliance documents and reports. OMB
also plans to release a cybersecurity dashboard
next spring, and Kundra hopes that automation
will motivate agencies to improve their security,
since scores will be visible to other system
managers across the agency.
http://www.govinfosecurity.com/articles.php?a
rt_id=1894

NSA to Build $1.5B Cybersecurity Center
Near Salt Lake City
BY: JAIKUMAR VIJAYAN, COMPUTERWORLD
10/26/2009

The National Security Agency (NSA) is setting up
their new $1.5 billion cybersecurity data center
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at the Utah National Guard’s Camp Williams.
The center will “form the hub” of the
Comprehensive National Cybersecurity Initiative
launched under the Bush administration. NSA’s
Deputy Director of National Intelligence for
Collection Glenn Gaffney announced plans for
the center during an address to lawmakers at
the Utah state capitol. NSA says the center will
support national cybersecurity priorities, but
details have not yet been released.
http://www.computerworld.com/s/article/9139
915/NSA_to_build_1.5B_cybersecurity_center_
near_Salt_Lake_City

Telecom Firms Face Net-Neutrality Defeat
BY: CECILIA KANG, THE WASHINGTON POST
10/22/2009

The Federal Communications Commission
recently voted on a proposal that would
formulate rules on how Internet service
providers manage traffic on their networks and
would keep them from blocking or unfairly

slowing some content. AT&T and other wireless
or cable providers say that the proposal would
give the government control over the Internet
and that companies will no longer be able to
reduce congestion on their networks.
Companies such as Google and Skype claim that
they need unfettered access to all Internet
users because some carriers could block
services that compete with their own.
Telecommunications and cable firms have been
flooding Congress protesting the new net
neutrality rules, and Marvin Ammori, general
counsel at public interest group Free Press, says
that if the FCC compromises because of the
pressure from these companies, it would show
that AT&T and others’ tactics and lobbying are
effective.
http://www.washingtonpost.com/wpdyn/content/article/2009/10/21/AR200910210
3944.html

U.S. CYBER LEADERSHIP DEBATE
Collins Details Plan for Cybersecurity
Director

http://www.nextgov.com/nextgov/ng_2009110
2_1184.php

BY: CHRIS STROHM, CONGRESSDAILY
11/02/2009

Restlessness Grows Absent Cyber Czar Pick

In disagreement with Senate Homeland Security
and Governmental Affairs Chairman Joseph
Lieberman, Susan Collins, Senate Homeland
Security and Governmental Affairs ranking
member, has called for creating a Senateconfirmed director of federal cybersecurity who
would be based at the Homeland Security
Department rather than the White House.
Collins' proposal would allow the director to
lead a cybersecurity center within the
Homeland Security Department, reporting both
to the department's secretary on daily
operations and to the president as the nation's
principal cybersecurity adviser.
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BY: ANDREW NOYES, CONGRESSDAILY
11/02/2009

While President Barack Obama tends to other
priorities, the high-tech sector is getting anxious
as it awaits the appointment of a White House
cybersecurity coordinator. A letter written by
trade group TechAmerica, following a series of
meetings in Washington regarding securing
cyberspace, urged Obama to name "a qualified,
credible, senior level official... at the earliest
possible opportunity."
http://www.nextgov.com/nextgov/ng_2009110
2_4291.php
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CYBERSPACE – DEPARTMENT OF DEFENSE (DOD)
Banned USB Drives May Get Thumbs Up
BY: WILLIAM MATTHEWS, DEFENSE NEWS
10/26/2009

According to Pentagon officials, thumb drives
may soon be allowed back into the U.S. Defense
Department – but not all thumb drives and not
for all users. Thumb drives were banned from
DoD in November 2008, following the infection
of thousands of military computers and
networks. Tom Conway, director of federal
business development at computer security
company McAfee, explains that medical
records, tech manuals and mission plans were
all held on thumb drives, causing many
problems for DoD workers that use thumb
drives. Although DoD is expected to lift the ban
in the next 30 to 60 days, only authorized
individuals will be able to use thumb drives and
only for mission-essential functions. The
Defense Department may assign a unique serial
number to each thumb drive to set restrictions
on each drive.
http://www.defensenews.com/story.php?i=434
2869

NSA Director to be New Cyber Commander
BY: JUDI HASSON, FIERCE GOVERNMENT
10/21/2009

President Barack Obama recently nominated
National Security Agency Director Lt. Gen. Keith

Alexander to be promoted to the rank of
general and be assigned as the commander of
the new U.S. Cyber Command. Obama has still
not appointed a White House cyberczar. The
new Cyber Command will be based in Ft.
Meade, where the NSA is also headquartered,
and will be a part of the U.S. Strategic
Command.
http://www.fiercegovernmentit.com/story/nsadirector-be-new-cyber-commander/2009-10-21

Army’s Cyber CSI as Part of the Cyber
Safety Net
BY: SUZANNE KUBOTA, FEDERAL NEWS RADIO
10/28/2009

During the Federal News Radio Cyber Safety Net
series, Michael Milner, director of the Army
Criminal Investigation Command’s Computer
Crime Investigative Unit, said his unit is the
“sole entity in the Army to conduct these
criminal investigations.” He added that since
the creation of the unit, attacks have become
more sophisticated and difficult to trace. A
successful investigation, according to Milner, is
one that “ends with a prosecution.” Milner also
discussed the debate within the Defense
Department over the use of social media.
http://www.federalnewsradio.com/?nid=15&si
d=1796708

High Tech Problem Solvers
www.gtri.gatech.edu

From accredited DoD enterprise systems to exploits for
heterogeneous networks, GTRI is on the cutting edge of
cyberspace technology. Transferring knowledge from
research activities with the Georgia Tech Information Security
Center, GTRI is able to bring together the best technologies,
finding real-world solutions for complex problems facing
government and industry.
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CYBERSPACE – DEPARTMENT OF HOMELAND SECURITY (DHS)
DHS to Announce Cyber Merger
BY: COLIN CLARK, DOD BUZZ
10/29/2009

The Department of Homeland Security recently
announced that the U.S. Computer Emergency
Readiness Team will merge with the National
Coordinating Center for Telecommunications.
The two groups will be co-located and will
operate jointly in hopes of improving the
nation’s ability to defend itself from cyber
threats. Samuel Liles, an associate professor at
Perdue University, says that the merger will
improve funding, but may “slow response and
dilute capability.”
http://www.dodbuzz.com/2009/10/29/dhs-toannounce-cyber-merger/

DHS to Open New Cybersecurity Center
BY: BEN BAIN, FEDERAL COMPUTER WEEK
10/29/2009

The Homeland Security Department recently
announced the opening of the National
Cybersecurity and Communications Integration
Center (NCCIC) to house the department’s
computer defense programs. DHS hopes that
the new center will improve national efforts in
addressing threats to critical information
technology and cyber infrastructure. DHS is
currently responsible for protecting the federal
government’s civilian .gov domain and is
working with industry on cybersecurity efforts.
http://www.fcw.com/articles/2009/10/29/webnew-dhs-cybersecurity.aspx

DHS’ Critical Infrastructure Plan not CyberSecure, GAO Says
BY: BEN BAIN, FEDERAL COMPUTER WEEK
10/29/2009

The Government Accountability Office is
reporting that the Homeland Security
Department should reconsider its approach to
securing critical infrastructure after a recent
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review found that only three of 17 plans for
securing infrastructure include key
cybersecurity criteria. GAO says that only the
water, chemical and commercial facilities
industrial sector plans include updates for
cybersecurity requirements, while others such
as information technology,
telecommunications, nuclear plants and the
defense industrial base have not. DHS says
there are “errors, misinterpretations and
incorrect conclusions included in the report”
and that updates to their plans for 2010 will
include all of the updates cybersecurity
requirements. The report from GAO claims that
DHS has not made sector planning a priority,
although DHS says that it is engaged with lead
agencies and the industrial sector.
http://fcw.com/articles/2009/10/29/web-dhscyber-infrastructure-protection.aspx

Is Protecting Vital Private IT a DHS Priority?
BY: ERIC CHABROW, GOVERNMENT INFORMATION
SECURITY
10/28/2009

The Government Accountability Office released
a report recently which claims that the
Department of Homeland Security may not
consider defending the nation’s critical IT
infrastructure a priority. DHS issued guidance in
2006 that asked lead federal agencies to
develop plans for protecting the sector’s critical
cyber and physical infrastructure, but GAO says
that none of the returned plans fully addressed
all 30 cybersecurity criteria identified in DHS’s
guidance. David Powner, GAO information
technology management issues director, says
that the lack of updates and progress reports
prove that the sector planning process has not
been effective. Jerald Levine, director of DHS’s
GAO/Office of Inspector General Liaison Office,
says the lack of updates does not automatically
mean a lack of cybersecurity planning and
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activities. DHS and GAO agree that the
department must assess whether the current
sector-specific planning processes should
continue or whether other options could
provide more effective results.
http://www.govinfosecurity.com/articles.php?a
rt_id=1890

U.S. military admitted to attending hacker
shows in order to find recruits.
http://www.eweekeurope.co.uk/news/uscybersecurity-chief-defends-use-of-hackingtalent-2178

DHS Has a Vision for Stronger Information
Security

BY: JAIKUMAR VIJAYAN, COMPUTERWORLD
10/22/2009

DHS to Get Big Boost in Cybersecurity
Spending in 2010

Phillip Reitinger, the Homeland Security
Department’s Deputy Under Secretary for the
National Protection and Programs Directorate,
says that DHS is “making an effort to build a
better defensive system” and is hiring 1,000
people over the next three years, many of
whom will be able to “put on the ‘black hat’
while keeping the interest of the public in
mind.” The article discusses the difficulty to
prioritize between the government, the
enterprise and end users in cyber defense, and
that each is a crucial element in a “codependent ecosystem” that must all improve
security to make progress.
http://www.netsecurity.org/article.php?id=1334

The U.S. Senate recently passed legislation
approving a budget of almost $43 billion for the
Homeland Security Department for fiscal 2010.
About $397 million will go towards
cybersecurity – a 27 percent increase from the
funds allocated for information security in fiscal
2009. The Senate says that the increase should
go towards reducing the points of Internet
access across the department and increasing
security training and management capabilities.
The bill also provides funding for the “massive
data center migration and consolidation effort
underway at the DHS.” Finally, the Senate bill
will extend DHS’s online employment eligibility
verification program, called E-Verify.
http://www.computerworld.com/s/article/9139
785/DHS_to_get_big_boost_in_cybersecurity_s
pending_in_2010

U.S. Cybersecurity Chief Defends Use of
Hacking Talent

Homeland Security Director on Securing
America Against the Threat of Cyber Attack

BY: ANDREW DONOGHUE, EWEEK EUROPE
10/22/2009

THE GOV MONITOR
10/22/2009

Speaking to eWeek Europe UK at the RSA
Conference Europe security event in London,
Phillip Reitinger, the deputy undersecretary of
DHS’ National Protection and Programs
Directorate (NPPD), said that DHS is struggling
to find talented security professionals and also
admitted that the U.S. government needs
workers who can wear a “black hat” when
necessary. Reitinger explained that you need to
understand what the weaknesses are in order
to secure the system better. This summer, the

This article includes Homeland Security
Secretary Janet Napolitano’s Web address on
cybersecurity. Napolitano says that President
Barack Obama considers cybersecurity a top
priority, and that the Department of Homeland
Security is “playing a key role” in helping secure
our networks. Napolitano also discusses the
U.S. dependence on technology, making
America a prime target for online attackers.
Napolitano says that individuals play a key part
in cybersecurity, and provides a list of things

BY: MIRKO ZORZ, HELP NET SECURITY
10/23/2009
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individuals can do to improve cybersecurity,
including installing anti-virus and anti-spyware
software; installing and activating firewalls;
practicing good online habits; educating other
users about staying safe online; and using
strong and secure passwords. Finally,
Napolitano discusses what DHS is doing to
improve cybersecurity, saying that DHS has
been chosen to lead federal cybersecurity
efforts as well as partner with the private sector
to protect private networks, and then answers
questions from users.
http://thegovmonitor.com/world_news/united
_states/homeland-security-director-onsecuring-america-against-the-threat-of-cyberattack-11694.html
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Search on For 1,000 DHS Infosec Pros
BY: ERIC CHABROW, GOVERNMENT INFORMATION
SECURITY
10/22/2009

DHS Secretary Janet Napolitano announced Oct.
1 that DHS would be hiring 1,000 cybersecurity
professionals over the next three years. The
search is on for the first 150 of those
employees, including job postings on
USAJobs.gov for directors of DHS’s National
Cyber Security Division and U.S.-CERT. Turnover
of leadership at U.S.-CERT and DHS’s National
Cybersecurity Division has been frequent. DHS
reports that some of the 1,000 hiring will not be
new positions.
http://blogs.govinfosecurity.com/posts.php?po
stID=333
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CYBERSPACE – INTERNATIONAL
ICANN Approves Internationalized Domain
Names
BY: JEREMY KIRK, NETWORK WORLD
10/30/2009

The Internet Corporation for Assigned Names
and Numbers (ICANN) recently approved a FastTrack Process for applying an Internationalized
Domain Name which will allow countries and
territories to show domain names in their
native language. ICANN will begin accepting
applications Nov. 16. Current domain names
can only use Latin alphabet letters A through Z,
the digits 0 to 9 and the hyphen. ICANN explains
that new domain names will be stored in the
DNS as sequences of letters and numbers
beginning “xn” in order to maintain
compatibility with the existing infrastructure.
ICANN has set some language restrictions for
IDNS, and warns that there will likely be
“hiccups.” ICANN will also charge registries
$26,000 for an evaluation processing fee.
http://www.networkworld.com/news/2009/10
3009-icann-approves-internationalizeddomain.html

Europe Moving Slow on IPv6 Adoption
BY: JEREMY KIRK, TECHWORLD
10/30/2009

A recent survey commissioned by the European
Commission found that, of 610 government,
educational and other industry organizations
throughout Europe, the Middle East and Central
Asia, only 17 percent have upgraded to IPv6.
The survey also said that 92 percent of ISPs do
not use IPv6 or have little IPv6 traffic on their
networks. Respondents said they did not have
immediate plans to deploy IPv6 and that cost
was a barrier, although the upgrade to IPv6 is
urgent as the number of IPv4 addresses is
expected to run out within the next couple of
years. Axel Pawlik, RIPE’s managing director,
says that most new hardware such as routers
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supports IPv6, and that most organizations say
that the upgrade cost less than they expected.
http://news.techworld.com/networking/32051
99/europe-moving-slow-on-ipv6-adoption

Several Arrests Over Cyber Attacks on
Government
TELEGRAPH.CO.UK
11/02/2009

In this article, Crime and Security Minister David
Hanson reports a number of arrests by the
police central e-crime unit, the part of the U.K.
Metropolitan Police that deals with criminal
cyber attacks. Hanson reports the government
places a high priority on defending
departmental networks from attack and is
working closely with the IT industry.
http://www.telegraph.co.uk/technology/news/
6491396/Several-arrests-over-cyber-attacks-onGovernment.html

The China Cybersyndrome
BY: KEVIN COLEMAN, DEFENSETECH
10/26/2009

In this article, Kevin Coleman discusses a recent
report that warns of the growing threat from
China, due to their increasing cyber capabilities,
cyber military training program and expansion
of personnel training in Information Warfare
Specialties. Coleman says that while this report
is important, it fails to discuss the serious risks
of cyber attacks from Russia or the capabilities
of terrorist groups and criminal organizations.
He adds that we must also remember that the
“largest percentage of computing capabilities
used in several attacks against the United States
and our interests were compromised computers
within our own borders.”
http://www.defensetech.org/archives/005077.
html
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China is Probably Hacking and Spying on
U.S., Report Finds
BY: ROBERT MCMILLAN, TECHWORLD
10/23/2009

A recent Northrop Grumman report
commissioned by the U.S.-China Economic and
Security Review Commission says that Chinese
hackers are likely using hacking techniques to
steal U.S. government and industry secrets. The
report also discusses China’s hacking and cyber
warfare capabilities. The report looks at the
connections between Chinese government
agencies and the country’s hacker community.
The analysts found instances of collaboration
between elite individual hackers and the
People’s Republic of China’s civilian security
services, although U.S. government agencies
also sometimes employ hackers to improve
their own cyber capabilities.
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http://news.techworld.com/security/3204712/c
hina-is-probably-hacking-and-spying-on-usreport-finds

China Rejects U.S. ‘Cyber Warfare’
Allegations as ‘Fabrications’
CHINAVIEW
10/23/2009

The U.S.-China Economic and Security Review
Commission recently released a report accusing
China of developing cyber espionage operations
against the United States. Foreign Ministry
Spokesman Ma Zhaoxu said the commission is
playing up the China threat, and China claims
that the allegations are “fabrications.” Ma also
says that the commission should stop releasing
false reports, and instead work on improving
the China-U.S. relations.
http://news.xinhuanet.com/english/200910/23/content_12309698.htm
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S. Korea Seeks Chinese Help to Track Cyber
Attacks
GOOGLE NEWS
11/02/2009

South Korean police have committed resources
that will help track the origins of cyber attacks
that briefly crippled U.S. and South Korean
government and commercial Web sites in July.
South Korean official are seeking help from
Chinese authorities in the form of a joint
investigation following last week's remarks by
South Korea's intelligence service chief, Won
Sei-Hoon. Won blames North Korea's
telecommunications ministry for the attacks
and links them to the IP that the North Korean
Ministry of Post and Telecommunications is
using on rent from China.
http://www.google.com/hostednews/afp/articl
e/ALeqM5ggpd5Cf5_4omoh2EqNQlpUkPcI6g

North Korea Surfaces

BY: TIMOTHY MCDONALD, ABC NEWS
10/26/2009

A new paper from the Centre for Strategic and
International Studies is warning governments
and industries that they have only a few years
to prepare for a cyber attack that could cripple
Australian infrastructure. Professor Matthew
Warren, School of Information Systems at
Deakin University, says Australia needs to reach
out for international help with securing critical
infrastructure while there is still time. Warren
also says that as time goes on, the world will be
more and more online, making governments
even more vulnerable.
http://www.abc.net.au/news/stories/2009/10/
26/2724540.htm

Hackers Gave Notice Before Striking PM’s
Web site
BY: KAREN DEARNE, AUSTRALIAN IT
10/21/2009

STRATEGY PAGE
10/23/2009

South Korean officials recently announced that
there has been a 20 percent increase in attacks
on their data networks this year, and that more
North Korean locations are showing up as the
source of these attacks. South Korea has been
discussing the cyber capabilities of North Korea
for nearly two decades, and South Korea claims
that North Korea has “a unit of a least a
hundred very good hackers who have been
ordered to scout out the South Korean
government and military networks.” The article
discusses how South Korea does need to be
careful because it is more dependent on the
Internet than most other countries, with the
exception of the United States. The article also
claims that whether or not South Korea has
overestimated the capabilities of North Korea,
they will target and attack South Korea first.
http://www.strategypage.com/htmw/htiw/artic
les/20091023.aspx
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Australia Must Prepare for Cyber Attack

Mike Rothery, head of the new National
Security Resilience Policy Division, says that
hackers in an online protest group called
Anonymous attacked and took down the
Australian prime minister’s Web site in early
September, after warning the prime minister’s
office more than a week before the attacks.
Rothery said the attacks lasted for more than 20
hours and came in two surges. Rothery even
admitted that the few security measures in
place contributed to the site being unavailable.
The Attorney-General’s Department submitted
a report to ministers and federal police made
inquiries following the attacks. The attackers
were reportedly protesting the government’s
mandatory Internet filtering plans, and even
appeared on SkyNews to gain publicity.
http://www.australianit.news.com.au/story/0%
2C25197%2C26240866-15306%2C00.html
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Soca: Russian Cyber Gang Bribed Police
BY: TOM ESPINER ZDNET UK
10/22/2009

According to the Serious Organised Crime
Agency, the Russian Business Network – an ISP
that hid online criminal activity – may have
bought off local police and judiciary. The
Russian Business Network (RBN) offered cyber
criminals Web-hosting for illegal sites, and
bribed local constables, hindering the
international police efforts to shut down the
ISP. Soca intelligence officer Andy Auld says that
RIPE NCC, one of the five European regional

Internet registries, accepted bribe money from
the gang for accreditation as a local internet
registry. Paul Rendek, Ripe NCC head of
external relations, says that RBN used a front
organization registered outside of Russia, and
that the organization passed all of the necessary
checks. After the investigation, Ripe closed the
RBN registry and reclaimed its IP resources in
May 2008.
http://news.zdnet.co.uk/security/0,100000018
9,39825939,00.htm

Intelligent Software Solutions
ISS is a leading edge software solution provider for enterprise and system
data, services, and application challenges. ISS has built hundreds of
operationally deployed systems, in all domains – “From Space to Mud”™.
With solutions based upon modern, proven technology designed to
capitalize on dynamic service-oriented constructs, ISS delivers innovative
C2, ISR, Intelligence, and cyber solutions that work today and in the
future. http://www.issinc.com.

CYBERSPACE RESEARCH
Targeted Attacks Possible in the Cloud,
Researchers Warn
BY: JAIKUMAR VIJAYAN, COMPUTERWORLD
10/28/2009

A report from four researchers at MIT and the
University of California at San Diego discusses
how vulnerabilities in cloud infrastructure could
give attackers the ability to eavesdrop on virtual
machines (VMs) anywhere in the cloud. Eran
Tromer, MIT, says that the attacks were tested
on Amazon’s Elastic Computer Cloud (EC2)
services, but that the vulnerabilities are generic
and would likely affect other cloud providers as
well. The researchers demonstrate how hackers
can identify the physical server on a targeted
VM hosted in the cloud, and then establish a
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rogue VM on the same machine to target the
victim. Attackers can use DoS attacks against
targeted servers, forcing them to expand
capacity by adding new VMs, increasing the
hackers’ chances of getting a rogue CM on the
same physical machine as the target. The report
concludes that until cloud providers can
guarantee “impermeable partitions” between
VMs, customers should avoid sharing physical
servers with others in the cloud.
http://www.computerworld.com/s/article/9140
045/Targeted_attacks_possible_in_the_cloud_r
esearchers_warn
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Report: Cyberterror Not a Credible Threat
BY: DENNIS FISHER, THREATPOST
10/23/2009

A recent report by James Lewis of the Center
for Strategic and International Studies says that
the recent attacks against U.S. and South
Korean Web sites did not constitute an act of
war, and could not have been the work of a
terrorist group. Lewis says that while online
threats are becoming more dangerous, we have
not yet experienced a “serious cyber attack,”
although “there’s no reason to believe that
organized, well-financed terrorist groups won’t
soon acquire the ability to launch sophisticated
attack.” The report, called “The ‘Korean’ Cyber
Attacks and Their Implications for Cyber
Conflicts,” also says that deterrents including
political constraints and the threat of retaliatory
attacks may not work much longer, and that the
United States’ dependence on technology
makes it more vulnerable to cyber attacks than
other nations.
http://threatpost.com/en_us/blogs/cyberterror
-not-credible-threat-102309

Research Downplays Prospect of Cyber
Wars
PCMAG.COM BLOGS
10/23/2009

The “Korean Cyber Attacks and Their
Implications for Cyber Conflict” report by James
Lewis of the Center for Strategic and
International Studies says we have not yet seen
a “serious cyber attack.” The report says that
cyber war is still undefined, and deterrence is
still mostly ineffective at this point. The report
added that only a small number of countries
including Russia, China, Israel, France, the
United States and the United Kingdom have the
infrastructure and capability to conduct a
serious cyber attack. The report also warns that
terrorist groups will most likely have cyber
attack capabilities shortly.
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http://blogs.pcmag.com/securitywatch/2009/1
0/research_downplays_prospect_of.php

Virus Writers Are Perfecting Hit-and-Run
Tactics
BY: WILLIAM JACKSON, GOVERNMENT COMPUTER
NEWS
10/23/2009

The third-quarter “Internet Threat Trends”
report form security firm Commtouch found an
increase in repeated spikes of viruses during the
last quarter because of hit-and-run tactics from
virus writers, which allowed the hackers to
compromise large numbers of computers and
then disappear. Viruses often have thousands
of variants that are altered just enough to trick
antivirus detection engines. Malware writers
distribute short but massive outbreaks of
different variants of a single malware, and
antivirus engines do not have a generic
signature yet that works to detect the variants.
http://gcn.com/articles/2009/10/26/cybereyebox-malware-hit-and-run.aspx

Scan of Internet Uncovers Thousands of
Vulnerable Embedded Devices
BY: KIM ZETTER, WIRED BLOG NETWORK
10/23/2009

Researchers recently scanned the Internet for
vulnerable embedded devices and found nearly
21,000 routers, Webcams and VoIP products
that are open to remote attack. Linsys routers
had the highest percent of vulnerable device in
the United States, with Polycom VoIP units
coming in second. Hackers use vulnerable
routers to conduct click fraud or DNS cache
poisoning attacks. Since last December,
Intrusion Detection researchers have scanned
130 million IP addresses, and have found almost
300,000 devices whose administrative
interfaces were remotely accessible anywhere
on the Internet, but the researchers did not
attempt to explore the administrative interfaces
they found. The group plans on alerting the ISPs
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to what they have found, and then leaving the
scanner on for a few more months to monitor
any changes that are made.
http://www.wired.com/threatlevel/2009/10/vu
lnerable-devices

service advisories to warn people of online
risks.
http://news.techworld.com/security/3204661/
hacker-activity-will-worsen-warns-soca

Hacker Activity Will Worsen, Warns SOCA

Botnets Contributing More Than Ever to
Click Fraud

BY: JEREMY KIRK, TECHWORLD
10/22/2009

BY: JEREMY KIRK, COMPUTERWORLD
10/22/2009

Keith Mularski, supervisory special agent with
the U.S. Federal Bureau of Investigation’s Cyber
Division, discusses how cybercriminals are using
increasingly sophisticated tools and methods
that make it more difficult to trace cyber
crimes. Computers without up-to-date software
patches are the most vulnerable. Microsoft
released its free Security Essentials antivirus
software last month. The software has been
downloaded 3.5 million times, and Microsoft
reports that more than 30 percent of the
computers that downloaded Security Essentials
were infected with viruses, Trojans and rootkits
that had to be cleaned out. Mularski says that
the FBI is becoming more proactive in dealing
with cybercrime issues by releasing public

According to a recent Click Forensics report,
42.6 percent of fraudulent clicks in the third
quarter this year came from botnet-infected
computers – an increase from 27.5 percent
from the same quarter last year. Paul Pellman,
CEO of Click Forensics, says that click fraud is
now a part of most botnets. If a computer is
infected with botnet click-fraud code, the
program will open a browser window that has a
length and width of zero, making it invisible to
the user. Click Forensics monitors click fraud by
using machine-learning to spot anomalous
patterns indicative of click fraud.
http://www.computerworld.com/s/article/9139
787/Botnets_contributing_more_than_ever_to
_click_fraud
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CYBERSPACE HACKS AND ATTACKS
http://www.forbes.com/forbes/2009/1116/inv
esting-internet-security-hacker-is-your-onlinebank-account-safe.html

Hacking is a Way of Life
BY: JOHN SAWYER, DARK READING
11/02/2009

The article "Lifestyle Hackers" looks at how
insider cybersecurity breaches are being caused
by "20-somethings" who have grown up with
the Internet at their fingertips and who
circumvent security controls so they can listen
to streaming media and stay connected with
their friends via social networks while at work.
However, social networking sites provide
opportunities for not just personal contact, but
also professional and marketing contacts that
might not be as easily accessible otherwise.
Perhaps with some education, executives would
understand the benefits, learn how they might
leverage social networking to their companies
benefit and work with IT to develop policies for
a safe and productive environment.
http://www.darkreading.com/blog/archives/20
09/11/hacking_is_a_wa.html;jsessionid=I41HW
HHSAILTFQE1GHOSKHWATMY32JVN

Is Your Online Bank Account Safe
BY: ASHER HAWKINS, FORBES
10/29/2009

This article discusses online security practices of
banks and how to make your personal and
business accounts more secure. Hackers
routinely infect high-volume Web sites with
Trojan viruses which steal login information
from users, often using keystroke-capture
mechanisms. The article discusses multiple
cases where hackers were able to transfer large
amounts of money from victims’ bank accounts.
Some security experts recommend that bank
users use cell phone calls or text messages to
confirm banking transactions, keeping the
transaction off of a computer. The article also
says that banks should allow customers to
decide what electronic transactions can be
done only in person.
110 Royal Aberdeen 
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Five Vulnerabilities That Lead to Identity
Theft
DARK READING
10/27/2009

Research company Intersections has studied
identity theft and has released the five
vulnerabilities which often lead to identity
theft. Intersections says that pre-established
patterns of behavior and complacency; the
proliferation of social networks; and computer
security and Internet scams can all lead to
identity theft. The report added that online and
offline transactions, as well as the impact of
global supply chains, can lead to security
breaches. Medical providers and insurance
providers are also prime targets of identity
thieves, since there are “a myriad of ways for
your identity to be exposed in the course of
treatment.”
http://www.darkreading.com/vulnerability_ma
nagement/security/privacy/showArticle.jhtml?a
rticleID=220900623

After One Year, Conficker Infects 7 Million
Computers
BY: ROBERT MCMILLAN, NETWORK WORLD
10/30/2009

Researchers at the Shadowserver Foundation
logged computers from more than 7 million
unique IP addresses last week that were all
infected by known variants of Conficker. Andre
DiMino, co-founder of the Shadowserver
Foundation, says that although Conficker is the
most known computer worm, it has been
“remarkably resilient and adept at re-infected
systems even after removed.” Despite its size,
the criminals behind Conficker have not used
the botnet yet, and some experts such as Eric
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Sites, chief technology officer with Sunbelt
Software, says the criminals may be scared
because of the worm’s quick success and fame.
http://www.networkworld.com/news/2009/10
3009-after-one-year-conficker-infects.html

automatically answered are “very low.”
Gunasekera says he developed the app in order
to raise awareness about smartphone snooping.
http://www.darkreading.com/security/vulnerab
ilities/showArticle.jhtml?articleID=221200012

July Cyberattacks in U.S., South Korea
Reportedly Traced to North Korea

Facebook Users Under Cyberattack

ASSOCIATED PRESS
10/29/2009

BY: BYRON ACOHIDO, USA TODAY
10/28/2009

U.S.-CERT Warns of BlackBerry-Spying
Application

This article discusses two top botnet groups
bombarding members of Facebook with
phishing e-mails, hoping to get control of their
Facebook or other accounts. Facebook
spokesman Simon Axten says the attacks are
spreading through e-mail and not Facebook, so
all they can do is warn their users. E-mails
prompt Facebook users to activate a new log-in
system, where the criminals get the victims’
Facebook log-in information. Another prompt
asks users to download an update tool, which
actually installs the Zeus banking Trojan, waiting
on your hard drive to steal online banking log-in
information. Another Facebook scheme comes
as an e-mail which appears to come from
support@facebook.com, and which appears to
include a new password for the user.
http://blogs.usatoday.com/technologylive/2009
/10/facebook-users-under-cyberattack.html

BY: KELLY JACKSON HIGGINS, DARK READING
10/29/2009

Online Attacks on Swiss Foreign Ministry

The South Korean JoongAng IIbo newspaper
recently reported that the IP address that
triggered cyber attacks on U.S. and South
Korean government sites last summer is used by
the North Korean’s Ministry of Post and
Telecommunications. The attacks infected sites
including the White House site and the South
Korean’s presidential Blue House site. South
Korean media also reported that North Korea
runs an Internet warfare unit, trying to hack
into U.S. and South Korean military networks to
steal confidential information and disrupt
service.
http://www.foxnews.com/story/0,2933,570453
,00.html

The U.S.-CERT is warning that a new BlackBerry
application – PhoneSnoop – allows attackers to
call the targeted BlackBerry, answer the call,
turn on the speakerphone and listen in on the
victim’s conversations without being detected.
Sheran Gunasekera, who developed
PhoneSnoop, says that he was surprised to see
his app in the U.S.-CERT advisory, but says that
he appreciates U.S.-CERT “getting the word
out.” Eric Chien, senior manager for security
response at Symantec, says that the attacker
would have to have access to the victims
BlackBerry to install the free app, but that the
chances of the victim seeing the call before it is
110 Royal Aberdeen 
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THE H SECURITY
10/27/2009

According to a press release, Swiss Federal
Department of Foreign Affairs (FDFA) IT
specialists working with Microsoft discovered
espionage attempts against FDFA, in which
hackers used well-concealed malware that
caused almost no detectable disruption to the
IT infrastructure. The FDFA is investigating the
damage and whether data was lost, and has
temporarily isolated its IT network from the
Internet. FDFA staff is also working with
specialists from the Federal Office of
Information Technology, Systems and

Smithfield, VA 23430 

National Security Cyberspace Institute

ph. (757) 871-3578

P a g e | 29

CyberPro

Volume 2, Edition 22
November 5, 2009

Keeping Cyberspace Professionals Informed
Telecommunications (FOITT) as well as the
Reporting and Analysis Centre for Information
Assurance (MELANI) to resolve the problem.
http://www.honline.com/security/news/item/Online-attackson-Swiss-foreign-ministry-842834.html

http://www.forbes.com/2009/10/26/barackobama-blogger-technology-security-hack.html

A Presidential Hacking Hoax

According to a new report from the AntiPhishing Work Group (APWG), one cybercrime
group called “Avalanche” was responsible for 25
percent of all identity theft-related phishing
attacks during the first half of the year. Phishing
sites on Avalanche domains target commercial
banking platforms of more than 30 financial
institutions, online services and job search
providers. The APWG says the Avalanche
domains account for just 8 percent of all
domains used for phishing. The article also
discusses how Avalanche works and provides a
link to the full .pdf of the APWG report.
http://threatpost.com/en_us/blogs/avalanchecrimeware-kit-fuels-phishing-attacks-102309

BY: TAYLOR BULEY, FORBES
10/26/2009

An anonymous blogger is saying he gained full
access to databases behind President Barack
Obama’s campaign site, BarackObama.com –
through a simple SQL injection attack –
although the Democratic National Committee
denies the blogger’s claim. Forbes says the
blogger used BarackObama.com to gain access
to databases behind Roosevelt.edu. The blogger
claims that passwords for BarackObama.com
are all stored unencrypted and posted a screen
grab of a database table that contained
administrator user names and passwords.

‘Avalanche’ Crimeware Kit Fuels Phishing
Attacks
BY: RYAN NARAINE, THREATPOST
10/23/2009

Raytheon
Aspiring to be the most admired defense and aerospace systems
supplier through world-class people and technology Raytheon is
a technology leader specializing in defense, homeland security,
and other government markets throughout the world. With a
history of innovation spanning more than 80 years, Raytheon
provides state-of-the-art electronics, mission systems
integration, and other capabilities in the areas of sensing;
effects; command, control, communications and intelligence
systems, as well as a broad range of mission support services.

CYBERSPACE TACTICS AND DEFENSE
Unauthorised Access Via Mobile Phones
Set to Rise
SECURITY PARK
10/22/2009

According to the 2009 Mobile Security Survey
from Goode Intelligence, 89 percent of security
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professionals feel that security on mobile
phones is not adequate and 46 percent of the
organizations surveyed said they do not have a
security policy for mobile phones. Allan Goode,
managing director of Goode Intelligence, says
that “mobility and convergence will be two of
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the biggest challenges for information security
professionals over the coming years,” and that
mobile security is an “exciting and growing
market for the security industry.” Gemma
Paterson, marketing manager for Acumin
Consulting, said organizations must be aware of
the challenges of mobile security and consider
developing policies to prepare for risks that
come with mobile devices. The article also
discusses the introduction of mobile Two-Factor
Authentication (2FA).
http://www.securitypark.co.uk/security_article
263830.html

Getting to Know Your Infrastructure
BY: WOLFGANG KANDEK, DARK READING
10/29/2009

One of the first things to do when starting a
vulnerability management project is to map the
networks you will be working with. Mapping all
devices on the network gives an overview of all
equipment and systems and the data can be
used to detect changes in your network. By
comparing two maps and detecting the
differences, new systems that have entered the
network can be identified and you can ensure
they are not rogue devices placed on the
network without proper validation.

110 Royal Aberdeen 

CyberPro

http://www.darkreading.com/blog/archives/20
09/10/know_your_infra.html

Businesses Can Help Prevent Cyber
Warfare
BY: WARWICK ASHFORD, COMPUTER WEEKLY
10/22/2009

In a presentation at the recent RSA Conference
2009 in London, Internet security expert Ira
Winkler said organizations are adding
computing power to criminal botnets by not
applying what is known about preventing cyber
attacks. Winkler explains that organizations can
stop botnets by securing their networks.
Winkler, president of the Internet Security
Advisors Group (ISAG), says that when
businesses take care of small, manageable
threats, they have an impact on larger threats
such as attack capability enabled by botnets.
Winkler explains, “We can’t effectively mitigate
cyber threats, but we must and can mitigate the
underlying vulnerabilities.” Companies must
also acknowledge they still might be attacked,
and must have a plan in place in case of an
attack.
http://www.computerweekly.com/Articles/200
9/10/22/238268/businesses-can-help-preventcyber-warfare.htm
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CYBERSPACE - LEGAL
Call for More Cyber Expertise
BY: BRITTANY BALLENSTEDT, NEXTGOV.COM
11/02/2009

Sen. Joseph Lieberman (D-Conn.) and Sen.
Susan Collins (R-Maine) will introduce
legislation later this year to address challenges
in hiring, retaining and training cybersecurity
personnel in the federal
government. Lieberman stresses the
importance of a Senate-confirmed cybersecurity
coordinator and sufficient authority for the
Homeland Security Department to monitor
federal civilian networks.
http://wiredworkplace.nextgov.com/2009/11/c
all_for_more_cyber_expertise.php

Lieberman Outlines Plan for Cybersecurity
Legislation
BY: BEN BAIN, FEDERAL COMPUTER WEEK
10/30/2009

In a speech at the U.S. Chamber of Commerce
in Washington, Senate Homeland Security and
Governmental Affairs Committee Chairman Joe
Lieberman of Connecticut discussed his
priorities for new comprehensive cybersecurity
legislation he plans to introduce with Sen. Susan
Collins of Maine. Lieberman said the legislation
will include provisions to establish a federal
cybersecurity coordinator position accountable
to Congress; increase authority of the
Homeland Security Department to monitor and
defend civilian networks; improve government
acquisition policies; and have DHS more
involved in helping industry protect itself from
cyberattacks. Lieberman also discussed the
need to reform the Federal Information Security
Management Act (FISMA).
http://www.fcw.com/articles/2009/10/30/weblieberman-cybersecurity-legislation.aspx
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Lawmaker to Seek Statutory Authority for
Cyber Adviser
BY: CHRIS STROHM, NEXTGOV.COM
10/30/2009

Rep. Jim Langevin (D-R.I.) says the “momentum
is fading to tackle the nation’s major
cybersecurity vulnerabilities” and that he will
introduce a bill that would codify the powers of
a White House advisor for cybersecurity. He
says that even when an adviser is appointed, he
is worried that he or she will not have the
necessary authority over federal agencies.
Langevin added that he does not believe that
one agency, such as Homeland Security, can
handle cybersecurity on its own, and that a
national coordinator is needed. Langevin
recently hosted a House Cybersecurity Caucus
forum on how to combat cyberattacks. At the
forum, experts discussed the lack of a coherent
military strategy for responding to cyber and
the problems with a cyber deterrence strategy.
http://www.nextgov.com/nextgov/ng_2009103
0_8274.php?oref=topnews

McCain Moves to Block FCC’s NetNeutrality Rule
BY: PATRICIA RESENDE, NEWSFACTOR.COM
10/22/2009

The Federal Communications Commission
recently approved a Net-neutrality proposal for
an “open Internet” that would give consumers
more say in the success of Internet products,
and would give telephone and cable companies
less control over Internet content. Only hours
after the FCC approved the proposal, U.S.
Senator John McCain (R-Ariz.) introduced
legislation that would stop the FCC from
implementing rules to stop broadband
providers from blocking or slowing Internet
content and applications. The Internet Freedom
Act of 2009 also covers how the Net-neutrality
rules would impact wireless companies.
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Companies such as CTIA – The Wireless
Association claim the wireless industry has
exploded significantly in the past two decades
because of limited government regulation.
http://www.newsfactor.com/story.xhtml?story
_id=69660&full_skip=1

national data-breach notification law is a top
legislative priority since companies must
currently comply with 45 different state laws.
http://www.computerworld.com/s/article/9140
064/FBI_National_data_breach_law_would_hel
p_fight_cybercrime

FBI: National Data-Breach Law Would Help
Fight Cybercrime

Anti-Filesharing Laws Revive Crypto Fears
for Spooks

BY: GRANT GROSS, COMPUTERWORLD
10/28/2009

BY: CHRIS WILLIAMS, THE REGISTER
10/23/2009

Jeffrey Troy, chief of the FBI’s Cyber Criminal
Section, says a federal law that would have
businesses report data breaches to potential
victims could help law enforcement agencies
link attacks and stop similar attacks at
additional organizations. Data breach
notification bills have been discussed for several
years, but Congress has not passed a federal
law. Data-breach notification will be included in
the comprehensive cybersecurity bill the Senate
Judiciary Committee will move to the floor this
year. The Personal Data Privacy and Security Act
would also limit how data brokers can use
personal information and create guidelines for
interstate businesses that use personal
information. David Thompson, CIO of
cybersecurity products vendor Symantec, says a

The U.K.’s intelligence and law enforcement
agencies are worried about their ability to
monitor the Internet because of the
government’s anti-illegal filesharing plans that
could lead to a rise in encryption. The new plans
will involve gathering evidence from peer-topeer networks, and intelligence and law
enforcement agencies say the public would
protest this gathering of evidence by encrypting
their Internet connection. If more users were to
encrypt their Internet connection, it could have
devastating effects on the Interception
Modernisation Programme (IMP), a millionpound, cross-government program to increase
surveillance on the Internet.
http://www.theregister.co.uk/2009/10/23/files
haring_crypto/
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CYBERSPACE-RELATED CONFERENCES
Note: Dates and events change often. Please visit web site for details. Please provide additions, updates, and/or
suggestions for the CYBER calendar of events here.
8 Nov 2009
11 Nov 2009
12 Nov 2009
12 Nov 2009
16 – 18 Nov 2009
17 – 19 Nov 2009
18 – 20 Nov 2009
28 Nov – 6 Dec
2009
3 Dec 2009
6 – 8 Dec 2009
8 – 9 Dec 2009
11 – 18 Dec 2009

22 – 29 Jan 2010
27 Jan 2010
27 – 28 Jan 2010
17 – 18 Feb 2010
1 – 5 Mar 2010
12 – 14 Mar 2010
18 – 19 Mar 2010

23 – 24 Mar 2010
26 – 28 Mar 2010
8 – 9 April 2010
23 April 2010
4 – 8 May 2010

SecureMuscat, Muscat, Oman;
https://www.isc2.org/EventDetails.aspx?id=4150&display=eventdetails&origin=
The Security 500 Conference, New York, NY;
http://www.securingnewground.com/Security500/default2.htm
SecureSydney, Sydney, Australia; https://www.isc2.org/EventDetails.aspx?id=4982
SecureHouston, Houston, TX; https://www.isc2.org/EventDetails.aspx?id=4086
Cyber Security for National Defense, Washington DC;
http://www.cybersecurityevent.com/Event.aspx?id=211620
PDCO9, Los Angeles, CA; https://www.isc2.org/EventDetails.aspx?id=5050
MINES 2009 International Conference on Multimedia Information Networking and
Security, Wuhan, China; http://liss.whu.edu.cn/mines2009/
SANS London 2009, London, UK; https://www.isc2.org/EventDetails.aspx?id=5078
SecureCharlotte, Charlotte, NC; https://www.isc2.org/EventDetails.aspx?id=4600
China Computer Forensics Conference & Exhibition, Beijing, China; http://www.h11-digitalforensics.com/china-computer-forensics-conference.php
Pacific Information Security Forum, San Francisco, CA;
https://www.isc2.org/EventDetails.aspx?id=5068
SANS Cyber Defense Initiative 2009, Washington DC; http://www.sans.org/cyber-defenseinitiative2009/?utm_source=offsite&utm_medium=misc&utm_content=20090725_te_072509_cdi09
_allconf&utm_campaign=CDI_East_2009&ref=46324
2010 DoD Cyber Crime Conference, St. Louis, Missouri;
http://www.dodcybercrime.com/10CC/
State of the Net Conference, Washington DC; http://www.netcaucus.org/conference/2010/
Cyber Warfare 2010, London, UK; http://www.cyberwarfareevent.com/Event.aspx?id=228104
th
7 Annual Worldwide Security Conference, Brussels, Belgium;
http://www.conferencealerts.com/seeconf.mv?q=ca1m3m8x
RSA Conference, San Francisco, CA; http://www.rsaconference.com/index.htm
th
5 Global Conference: Cybercultures – Exploring Critical Issues, Salzburg, Austria;
http://www.conferencealerts.com/seeconf.mv?q=ca1mx666
Cyber Security - Legal and Policy Issues for National Security, Law Enforcement and Private
Industry, San Antonio, TX;
http://www.stmarytx.edu/ctl/index.php?site=centerForTerrorismLawCyberSecurity
GovSec and U.S. Law Conference, Washington DC; http://www.govsecinfo.com/Home.aspx
EuroForensics Conference, Istanbul, Turkey; http://euroforensics.com/
th
5 International Conference on Information Warfare and Security, Wright-Patterson Air
Force Base, Ohio; http://academic-conferences.org/iciw/iciw2010/iciw10-home.htm
Social Networking in Cyberspace, Wolverhampton, UK;
http://www.conferencealerts.com/seeconf.mv?q=ca1mhm38
Mobile Forensics World, Chicago, IL; http://www.mobileforensicsworld.com/
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24 – 27 May 2010
6 – 9 Jun 2010
17 July 2010

CEIC, Las Vegas, NV; http://www.ceicconference.com/
Techno Security & Digital Investigations Conference, Myrtle Beach, SC;
http://www.techsec.com/
Cyberpsychology and Computing Psychology Conference (CyComP 2010), Bolton,
Lancashire, UK; http://www.conferencealerts.com/seeconf.mv?q=ca1mxia6

CYBERSPACE-RELATED TRAINING COURSES
Note: Dates and events change often. Please visit web site for details. Please provide additions, updates, and/or
suggestions for the CYBER calendar of events here.
Certified Ethical Hacker

Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=104
63&catid=191&country=United+States
EC-Council, Online, http://www.eccouncil.org/Course-Outline/ECSP.htm

Certified Secure Programmer
(ECSP)
Certified VoIP Professional
CISA Prep Course

CISM Prep Course

CISSP Prep Course

Computer Hacking Forensic
Investigator
Contingency Planning

Cyber Law
Defending Windows Networks

DIACAP – Certification and
Accreditation Process
DIACAP – Certification and
Accreditation Process,
Executive Overview
Disaster Recovery

EC-Council, Online, http://www.eccouncil.org/Course-Outline/ECVP.htm
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=941
6&catid=191&country=United+States
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=987
7&catid=191&country=United+States
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=802
9&catid=191&country=United+States
EC-Council, Online, http://www.eccouncil.org/CourseOutline/CHFI%20Course.htm
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=119
19&catid=191&country=United+States
EC-Council, Online, http://www.eccouncil.org/CourseOutline/CyberLaw%20Course.htm
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=108
36&catid=191&country=United+States
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=117
76&catid=191&country=United+States
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=117
78&catid=191&country=United+States
EC-Council, Online, http://www.eccouncil.org/CourseOutline/Disaster%20Recovery%20Course.htm
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E-Business Security

EC-Council, Online, http://www.eccouncil.org/Course-Outline/eSecurity%20Course.htm
EC-Council, Online, http://www.eccouncil.org/Course-Outline/ECommerce%20Architect%20Course.htm
EC-Council, Online, http://www.eccouncil.org/Course-Outline/ECSA-LPTCourse.htm
EC-Council, Online, http://www.eccouncil.org/CourseOutline/Ethical%20Hacking%20and%20Countermeasures%20Course.htm
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=978
&catid=191&country=United+States
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=793
8&catid=191&country=United+States
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=979
&catid=191&country=United+States
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=119
05&catid=191&country=United+States
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=119
43&catid=191&country=United+States
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=119
33&catid=191&country=United+States
EC-Council, Online, http://www.eccouncil.org/CourseOutline/Linux%20Security%20Course.htm
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/wwwsearch.asp?country=United+St
ates&keyword=9806
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=119
37&catid=191&country=United+States
EC-Council, Online, http://www.eccouncil.org/Course-Outline/ENSA.htm

E-Commerce Architect
ESCA/LPT
Ethical Hacking and
Countermeasures
Foundstone Ultimate Hacking

Foundstone Ultimate Hacking
Expert
Foundstone Ultimate Web
Hacking
INFOSEC Certification and
Accreditation Basics
INFOSEC Forensics

INFOSEC Strategic Planning

Linux Security
Mandiant Incident Response

Network Management

Network Security
Administrator (ENSA)
Network Vulnerability
Assessment Tools
NIST 800-37 - Security
Certification and Accreditation
of Federal Information
Systems
NIST 800-37 - Security
Certification and Accreditation
of Federal Information
Systems - Executive Overview

Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=117
84&catid=191&country=United+States
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=117
80&catid=191&country=United+States
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=117
82&catid=191&country=United+States
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Policy and Procedure
Development
Project Management in IT
Security
Red Hat Enterprise Security:
Network Services
Risk Analysis and Management

Security Certified Network
Architect
Security Certified Network
Professional
Security Certified Network
Specialist
Security for Non-security
Professionals
SSCP Prep Course

Vulnerability Management

Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=119
23&catid=191&country=United+States
EC-Council, Online, http://www.eccouncil.org/CourseOutline/Project%20Management%20in%20IT%20Security%20Course%20Outline
/Project%20Management%20in%20IT%20Security%20Course%20Outline.html
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=797
2&catid=191&country=United+States
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=119
13&catid=191&country=United+States
Security Certified Program, Self-Study,
http://www.securitycertified.net/getdoc/ac8d836b-cb21-4a87-8a344837e69900c6/SCNA.aspx
Security Certified Program, Self-Study,
http://www.securitycertified.net/getdoc/6e1aea03-2b53-487e-bab686e3321cb5bc/SNCP.aspx
Security Certified Program, Self-Study,
http://www.securitycertified.net/getdoc/f6d07ac4-abc2-4306-a54119f050f32683/SCNS.aspx
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=846
1&catid=191&country=United+States
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=987
6&catid=191&country=United+States
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=119
41&catid=191&country=United+States

CYBER BUSINESS DEVELOPMENT OPPORTUNITIES
Note: Dates and events change often. Please visit web site for details. Please provide additions, updates, and/or
suggestions for the CYBER calendar of events here.
Office
DLA Acquisition
Locations
Procurement
Directorate
Procurement
Directorate
Procurement
Directorate

Title
Information Technology (IT) Information
Assurance Support and Management
Services, Defense Distribution Center (DDC)
DoD DMZ Engineering Support
DISA Implementation of Web Audit Log
Collection and Analysis Tools

https://www.fbo.gov/spg/DISA/D4AD/DITCO/RF
ICBest/listing.html
https://www.fbo.gov/spg/DISA/D4AD/DITCO/DI
SAWEBAUDIT/listing.html

Domain Name System (DNS) Security
Support

https://www.fbo.gov/spg/DISA/D4AD/DITCO/D
omainNameSystemDNS/listing.html
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Procurement
Directorate
PEO STRICOM

Combined Federated Battle Lab Network
(CFBLNet) Support
D--Threat Computer Network Operation
(CNO) Teams for Test and Evaluation events

Department of
the Air Force
Department of
the Air Force
Air Force
Materiel
Command
Air Force
Materiel
Command
Air Force
Materiel
Command
Air Force
Materiel
Command
Air Force
Materiel
Command
Air Force
Materiel
Command
Air Force
Materiel
Command
Air Force
Materiel
Command
Air Force
Materiel
Command
Air Force
Materiel
Command
Air Force
Materiel
Command
Air Combat
Command

A+, Network+, Security+ Training and
Certification
D -- AIR FORCE SYSTEMS NETWORK
Integrated Cyber Defense & Support
Technologies
Cyber Command and Control (C2)
Technologies
USAF Electronic Warfare Battle
Management Technology CRFI
CompTIA Security+ Training

https://www.fbo.gov/spg/USAF/AFMC/ASC/US
AF_Electronic_Warfare_Battle_Management_T
echnology/listing.html
https://www.fbo.gov/spg/USAF/AFMC/88CONS
/FA8601-09-T-0049/listing.html

Military Communications and Surveillance
Technologies and Techniques

https://www.fbo.gov/spg/USAF/AFMC/AFRLRRS
/BAA-09-09-RIKA/listing.html

CyberSoft VFind Security Tool Kit
Maintenance & Support

https://www.fbo.gov/spg/USAF/AFMC/AFRLRRS
/FA8751-09-Q-0379/listing.html

Provide Information Awareness (IA) training

https://www.fbo.gov/spg/USAF/AFMC/75/F2DC
CR9180A001/listing.html

D – NETCENTS-2 Netops and Infrastructure
Solutions

https://www.fbo.gov/spg/USAF/AFMC/ESC/FA8
771-09-R-0018/listing.html

D – NETCENTS-2 NETOPS and Infrastructure
Solutions (Small Business Companion)

https://www.fbo.gov/spg/USAF/AFMC/ESC/FA8
771-09-R-0019/listing.html

Security Certificate & Accreditation Services
for Information Systems

https://www.fbo.gov/spg/USAF/AFMC/75/FA82
01-09-R-0088/listing.html

A -- National Intelligence Community
Enterprise Cyber Assurance Program
(NICECAP)
A+, Network+, Security+ Training and
Certification

https://www.fbo.gov/spg/USAF/AFMC/AFRLRRS
/Reference-Number-BAA-06-11IFKA/listing.html
https://www.fbo.gov/spg/USAF/ACC/99CONS/F
3G3FA9167AC02/listing.html
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https://www.fbo.gov/spg/DISA/D4AD/DTN/RFICFBLNet/listing.html
https://www.fbo.gov/index?s=opportunity&mo
de=form&id=d713ee539a271238c8580dd60427
31ea&tab=core&_cview=0
https://www.fbo.gov/spg/USAF/ACC/99CONS/F
3G3FA9167AC02/listing.html
https://www.fbo.gov/spg/USAF/AFMC/ESC/R22
49/listing.html
https://www.fbo.gov/index?s=opportunity&mo
de=form&id=cd045a392c920683ccb0b03df09bb
134&tab=core&_cview=1
https://www.fbo.gov/spg/USAF/AFMC/AFRLRRS
/BAA0809-RIKA/listing.html
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Air Mobility
Command

IA Certification & Accreditation Process

https://www.fbo.gov/spg/USAF/AMC/HQAMCC
/EVSC1000/listing.html

United States
Marine Corps

R--Internet Monitoring Services

https://www.fbo.gov/spg/DON/USMC/M67004
/M6700409T0108/listing.html

Bureau of
Industry &
Security
Department of
the Army

International Competitive Bidding (ICB):
Implementation and Support of NATO
Enterprise
D--Information Assurance, Engineering
System Solutions Development, Testing,
Deployment and Life Cycle Support
Sources sought or request for information
(RFI), DoD Information Assurance (IA)
Controls (For Information Purposes Only)
U--CISSP CERTIFICATION EDUCATION

https://www.fbo.gov/spg/DOC/BIS/comp99/IFB
-CO-12870-NEDS/listing.html

BAA - Research and Studies for the Office of
Net Assessment (OSD/NA)

https://www.fbo.gov/spg/ODA/WHS/WHSAPO/
HQ0034-ONA-09-BAA-0002(1)/listing.html

Business
Transformation
Agency
National
Aeronautics and
Space
Administration
Washington
Headquarters
Services
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W91QUZ-09-0000/listing.html
https://www.fbo.gov/spg/ODA/BTA/BTABMD/HQ0566-09InformationAssurance/listing.html
https://www.fbo.gov/spg/NASA/GRC/OPDC202
20/NNC09306220Q/listing.html
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EMPLOYMENT OPPORTUNITIES WITH NSCI
Job Title
Operational Deterrence Analyst
Defensive Cyber Ops Analyst
Cyber SME
Geospatial Analyst
Logistics All-Source Intelligence Analyst
SIGINT Analyst
Cyber Operations SME
Website Maintainer
Cyberspace Specialists
Cyberspace Manning IPT

Location
NE, VA
NE, VA, CO
NE, VA, TX, CO
NE
NE
NE, CO
NE
NE
NE
NE

CYBERPRO CONTENT/DISTRIBUTION
Officers

Chief Operations
Officer
Jim Ed Crouch

The articles and information appearing herein are intended for educational purposes to
promote discussion in the public interest and to keep subscribers who are involved in the
development of Cyber-related concepts and initiatives informed on items of common
interest. The newsletter and the information contained therein are not intended to
provide a competitive advantage for any commercial firm. Any misuse or unauthorized
use of the newsletter and its contents will result in removal from the distribution list
and/or possible administrative, civil, and/or criminal action.
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