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THIS WEEK IN CYBERPRO
BY JIM ED CROUCH, NATIONAL SECURITY CYBERSPACE INSTITUTE, INC.

With the Obama administration and a new Congress now in place, this week’s edition of
CyberPro includes a number of cyber-related decisions facing the president. We believe the
previous administration has laid much of the necessary groundwork – studies and
recommendations by various policy institutes, funding for cyber, international collaboration,
etc. – that should allow President Obama and his team to “hit the ground running” in the area
of cybersecurity. Thus far, all indications are that they will do just that. As illustrated in the
“President Obama” section of this newsletter, the president has declared cyber infrastructure
"a strategic asset" and is planning to appoint a cyber adviser who will report directly to the
White House. Moreover, the President has made it clear to officials in DoD, DHS, and
throughout the Intelligence Community that he intends to place a very high priority on
protecting federal networks, securing critical infrastructure, and improving information sharing.
The number, sophistication, and persistence of cyber attacks present significant challenges. As
shown in this edition of CyberPro, the number of internet users continues to grow
exponentially, having now reached one billion people worldwide. This has created a target-rich
environment and has resulted in attacks against networks as diverse as hospitals, banking,
mobile phone systems, and the military.
During testimony before the Senate Armed Services Committee on January 27 th, Secretary of
Defense Robert Gates discussed the many problems associated with defense acquisition,
saying, “Since the end of World War II, there have been nearly 130 studies on these problems to little avail.” It is our hope that we don’t fall into the same trap in implementing policy
regarding cybersecurity. We believe the criticality of cyberspace coupled with the everincreasing threat to global cyber infrastructure necessitate leadership and action by the United
States and others. We wish President Obama and his administration well in this endeavor.
In our Senior Leader Perspective this week, NSCI’s Lindsay Trimble has the opportunity to
interview Vice Admiral H. Denby Starling II. Admiral Starling is commander of the Naval
Network Warfare Command in Norfolk, Virginia. In this very interesting Q&A, the admiral
discusses NETWARCOM’s mission, organization, challenges, and opportunities in cyberspace.
We hope you enjoy this issue of CyberPro – our second of 2009.
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SENIOR LEADER PERSPECTIVE – VADM H. DENBY STARLING II
NSCI's Lindsay Trimble recently interviewed Vice Admiral H. Denby Starling II.
Admiral Starling is commander of the Naval Network Warfare Command in
Norfolk, Va. Naval Network Warfare Command (NETWARCOM) is a global
command with more than 13,000 military and civilian professionals working to
provide sustained information superiority to Navy, Joint and Coalition
warfighters. In support of this mission, NETWARCOM delivers and operates a
reliable, secure and battle-ready global Navy network, leads the development
and integration of information operations capabilities, intelligence and space
within the Fleet and for Joint Commanders.

NSCI: What is NETWARCOM’s role in supporting Department of Defense cyberspace operations?
VICE ADMIRAL H. DENBY STARLING II: We have a broad spectrum of responsibilities. NETWARCOM’s role
is two-fold: we are an operational organization that supports all of the DoD organizations that execute
any sort of cyberspace activity including the Joint Task Force and USSTRATCOM. We also provide those
same services throughout our Naval fleet.
We are “the one-stop shop for cyberspace within the Navy.” Our portfolio goes across a number of
disciplines. On the operational side, we are responsible for all aspects of information operations, as well
as computer network operations and electronic warfare. We act as the Navy’s type commander for Fleet
Intelligence, Information Operations, Network Operations, Signals Intelligence and Space. We’re also the
Navy’s central operational authority for Cryptology, Information Operations, Information Technology,
networks, Signals Intelligence and space in support of Naval forces afloat and ashore. NETWARCOM
operates and maintains secure and interoperable Naval networks.
We have training and equipment operations as well, so when it comes to training people, equipping and
budgeting, NETWARCOM takes responsibility for those too. Our team isn’t responsible for purely
networks; we are much broader in scale.
NSCI: There has recently been significant discussion regarding the DoD’s organization for cyberspace.
What is NETWARCOM’s relationship to other DoD organizations supporting cyberspace operations?
STARLING: The DoD organization is at a stage of growth and maturation right now. USSTRATCOM is
designated as the organization responsible for the defense of the global network for the military. I have
a direct reporting relationship to USSTRATCOM for planning and support in computer operations and
network operations. I also work directly for the Joint Task Force for Global Network Operations; we
provide the same function for the Navy’s side of the DoD network.
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We have similar relationships with the National Security Agency, the Joint Functional Component
Command for Network Warfare and the Defense Information Systems Agency. There are Navy
personnel in those organizations and we work with them on training.
My boss is Admiral Jon Greenert at U.S. Fleet Forces Command. I’m an arm of the fleet, so it provides a
great tie-in between fleet operations and cyberspace operations that take place on ships and the
contributions the Navy makes to our nation. It really ties things together quite well. On the other side of
the house, I have a reporting responsibility to the commander of U.S. Strategic Command and we work
very closely with the Director of Naval Intelligence.
NSCI: From a NETWARCOM perspective, can you discuss a few of the key challenges regarding
cyberspace operations?
STARLING: The biggest challenge is the scope of it. NETWARCOM has only been around for six years. It
was set up in 2002 when our computer operations and what we now commonly refer to as ISR were
converging. Back in 2002, the Navy combined all of its communication organizations as well as its
computer network organizations into one organization – NETWARCOM. Three years later, we combined
it with the Navy’s security group, the Navy’s cryptologic element. We’re responsible for operating the
network and defending the network. We think this organization is very powerful conceptually. It aligns
with the recent change that has Joint Task Force for Global Network Operations working for the Joint
Force Component Commander for Network Operations.
The scope of the challenge is huge. It covers every warfare area and impacts everything we do. If you’re
in DoD with a computer on your desk, you’re a cyber warrior – even if you’re not on the battlefield, but
here in the U.S. You don’t have the luxury of defining your battlespace geographically or the time and
place you want to engage. You’re in it everyday and your workforce is in it everyday.
We have a very large challenge out there to train our folks in cyberspace activities and how cyber
activities support the typical things we think about the military doing, but also the rest of the network
that does our day-to-day business. We have to secure the entire network. It’s a huge challenge – both
the training aspect and just getting your arms around the whole piece.
NSCI: What activities does NETWARCOM have underway to improve cyberspace capabilities?
STARLING: There is obviously a huge technology component to what we do. We are working closely with
our resource sponsors in Washington, D.C., as well as with our Systems Commander to make sure that
the technology we employ makes us ready to fight in this domain. We need the newest and the
greatest. We also have to ensure that the network is technologically sealed everywhere. We have to
have the best technology out there to defend against our enemies.
But technology means nothing without a quality workforce. We define the requirements for our future
workforce to help the Navy recruit and retain what we need to operate in this domain. We also work to
110 Royal Aberdeen 

CyberPro

Smithfield, VA 23430 

National Security Cyberspace Institute

ph. (757) 871-3578

Page |9

CyberPro

Volume 2, Edition 2
January 29, 2009

Keeping Cyberspace Professionals Informed
educate our current workforce so they don’t do something that weakens our posture on the networks.
We need to integrate these capabilities with how we operate.
DoD is on a voyage of discovery in the realm of cyberspace. We have to integrate Navy with the DoD;
and other branches of the government outside of DoD to make sure the wholeness of the network is
there. Figuring out where this is taking us is important to stay ahead of those who want to do us harm.
NSCI: What do you see as opportunities where industry and academia may be able to contribute to
improving cyberspace?
STARLING: There is a laundry list of technologies that industry is developing that would contribute to the
things we can do. Much of it centers around making our networks more secure and easier to operate.
The network world is complex and when you look at what industry has done to simplify the operation of
networks and computers, we need that inside the military. We had a habit for a number of years of
having networks designed by engineers for engineers. Anything we can do that reduces our training
burden gives us a great advantage. Those things that bring us simplicity in multiple domains in what is a
complex environment would be very welcome.
In the Navy, we operate on the sea, under the sea, on the shore, in the air and space. We need
solutions. It is helpful when the solutions can move back and forth from a ship, through a satellite or
other medium. We don’t have the luxury of running a huge landline; what’s on the ship is what we’ve
got. It has to be scalable so we can use it on a patrol craft or hand it to a special forces unit as well as
running it on an aircraft carrier. You also have to remember that cyberwarfare is an inherently joint
business, so I’m not interested in a Navy-only solution, but a solution that would work across the
different branches of the military.
In cyberspace, industry and academia face many of the same challenges the military does. Everybody is
interested in network defense – from banks to colleges to the military. Those things the industry
develops for its own protection can be useful to us too. We need to find a way to partner with industry
on things that meet all of our needs. I would suspect that there are many things being done in corporate
America that would really benefit the military as well; we just have to discover it.
NSCI: What are some of your priorities in the area of cyber-warfare and/or computer network
defense?
STARLING: There are really three. First, you’ve got to understand what the adversary is doing and be
able to defend yourself against them. It will take a tremendous amount of effort because you have to
have other ways of understanding what the threat is.
Second, we have to leverage the knowledge of putting ourselves in the position to take the advantage.
Cyber warfare could be a stand-alone portion of the next war – a cyberwar that exists on its own,
damaging economically, politically and even physically.
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Third, we need to really have a trained and educated workforce that understands this stuff. It’s
challenging for the military because there are a limited number of these folks out there. Industry wants
them, the government wants them and the military wants them. We need to retain the best and the
brightest to do cyberspace work and enter cyberspace career fields. It’s a high priority for all of us.
That’s an excellent point about looking for the best and the brightest. I know that much of industry
and government organizations are experiencing this same competitive atmosphere.
That’s exactly right. If you’ve got an IT guy at NASA or in a corporate atmosphere, you care if they are
capable of showing up to work on time and doing the job. You don’t have to worry about them getting
through a physical fitness test or being overseas deployable. There are extra challenges for military
recruitment. We look closely at people’s backgrounds and finding people that are qualified to be in the
military makes it tougher than the average civilian company. We don’t have the luxury of a huge budget
in the military either. We do offer things you can’t find anyplace else, though – we give people a chance
to serve our nation, make a huge difference and do things you wouldn’t have the opportunity to do
anywhere else.
NSCI: Is there anything else you’d like to add?
STARLING: Thank you again for the opportunity to tell our story a little bit; what we’re doing is not
necessarily understood outside of the Navy. This is the side of business that we don’t spend too much
time publicly talking about, due to security aspects of the business.
The Navy has done some leading-edge things in cyberspace – and not just on the technical side of the
house. The Navy Cyber Defense Operations Command (NCDOC) used to be the former Navy Computer
Incident Response Team. The organization was upgraded to a command in January 2006 after its mission
was expanded. We’re the only service cyber defense organization that has attained the National Security
Agency’s highest certification for network defense. Our NCDOC was the first Computer Network Defense
Service Provider in DoD to achieve this level of certification.
The Navy was also the first of the services to establish an enlisted rating that’s designed specifically for
computer network operations – the Cryptologic Technician Network rating established in 2004. We’ve
been heading down a road now for the past three to five years to develop people to work specifically in
network ops. The Navy has a strong educational capacity to train people to do this in all branches of the
service. We train people in all the branches of the military in high-end computer network defense at the
Center for Information Dominance at Corry Station in Pensacola, Fla.

CYBERSPACE – BIG PICTURE
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Cyber Attack on U.S. Banking System More
Dangerous Than 9/11
THE ECONOMIC TIMES (INDIA)
01/19/2009

National Counterintelligence Executive Joel
Brenner recently said that a cyber attack on the
U.S. banking system could cause more damage
to U.S. economy than the September 11
terrorist attacks on the Twin-Towers, and
claimed that the impact would be so massive,
“it would reverberate through the world
financial system.” Brenner explains that
everything that is done in the U.S. and all of the
information that we create is on the electronic
network, and emphasizes the importance of
securing the nation from cyber attacks.
http://economictimes.indiatimes.com/Infotech/
Cyber_attack_on_US_banking_system_more_d
angerous_than_911/articleshow/3999678.cms

A CIO’s View of Cybersecurity
BY: DAN MINTZ, GOVERNMENT COMPUTER NEWS
01/19/2009

Author, Dan Mintz identifies five areas of
cybersecurity focus: protection; detection;
remediation; integrity; and availability or
resiliency. Alan Paller of the SANS Institute
explains that detection may be the hardest area
to implement because hackers continually
change software and exploit tactics.
Remediation refers to cleansing infected
systems of malicious software, while integrity
refers to ensuring that nothing was changed or
compromised as a result of an attack. The
article also discusses the importance of
resiliency, where applications are able to run
even if compromised, if it is essential to a
mission. Mintz writes that the most important
issue is ensuring status transparency. Mintz also
recommends centralizing as much of the IT
infrastructure as possible to improve focus and
reduce duplication. Mintz emphasizes the
importance of developing a standardized
110 Royal Aberdeen 

CyberPro

approach to cybersecurity and investing in
security efforts.
http://gcn.com/Articles/2009/01/19/CIOs-viewof-cybersecurity.aspx

Traditional Security is not Stopping
Network Attacks
BY: MARGARET DAWSON, SECURITY PARK
01/22/2009

Traditional security measures may no longer be
enough to protect small and medium sized
businesses from cyber crime, although these
businesses are investing an average of 12 to 15
percent of their IT budget in information
security. Security tools like firewalls and antivirus solutions are hardly sufficient given the
rapid increase in mobile computing, constantly
changing threat landscapes and continual
update cycles which most users do not adhere
to, despite company policies. IT managers
report that the two biggest challenges that they
face with securing mobile devices are making
sure anti-malware is enabled and updated, and
making sure the OS stays updated. The article
discusses network access control solutions
which attempt to resolve mobile security issues
by enforcing security at the time of network
access. The article recommends implementing
NAC solutions in addition to traditional security
tools.
http://www.securitypark.co.uk/security_article
262511.html

Cybercrime’s Global Reach Affects Us All
BY: TOM KEENAN, BUSINESS EDGE
01/23/2009

Assistant Director of the FBI’s cyber division,
Shawn Henry, says that the US government
considers cybercrime the most significant threat
“after a weapon of mass destruction”, which
has led to the collaboration between 22 federal
departments and agencies to work on a
comprehensive national cybersecurity initiative.
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The US FBI and New York’s Fordham University
co-hosted the International Conference on
Cybersecurity earlier this month. During the
conference, Agent Darren Mott of the FBI
computer intrusion unit said that a large
portion of cybercrime is coming from Russia

and spreading to neighboring countries. Several
other speakers explained how terrorists could
target U.S. computer networks or SCADA
systems to cause an economic meltdown.
http://www.businessedge.ca/article.cfm/newsI
D/19288.cfm

CISCO
Cisco (NASDAQ: CSCO) enables people to make powerful
connections-whether in business, education, philanthropy,
or creativity. Cisco hardware, software, and service
offerings are used to create the Internet solutions that
make networks possible-providing easy access to
information anywhere, at any time. Cisco was founded in
1984 by a small group of computer scientists from Stanford
University. Since the company's inception, Cisco engineers
have been leaders in the development of Internet Protocol
(IP)-based networking technologies.
Today, with more than 65,225 employees worldwide, this
tradition of innovation continues with industry-leading
products and solutions in the company's core development
areas of routing and switching, as well as in advanced
technologies such as: Application Networking, Data Center,
Digital Media, Radio over IP, Mobility, Security, Storage
Networking, TelePresence, Unified Communications, Video
and Virtualization. For additional information:
www.cisco.com

Meet the New Bots: Will We Get Fooled
Again?
BY: BRIAN KREBS, WASHINGTON POST
01/13/2009

Joe Stewart, director of malware research for
SecureWorks, believes that the demise of many
large spam networks in 2008 has led to new
forms of botnets that are more sophisticated
and harder to shut down. The “Cutwail” botnet
is now the world’s largest with over 175,000
infected PCs, and Stewart says that the
sophisticated “Rustock” botnet still infects over
130,000 Microsoft Windows systems using
rootkit techniques to hide on host systems.
Stewart explains that a new botnet called
“Cimbot” has only infected 10,000 machines so
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far, but because it runs only in system memory,
it is expected to fool traditional anti-virus
technologies. Security experts believe that
another new botnet, “Waledec”, is from the
same hackers that were behind the Storm bot,
and warn that the hackers are now using a
1024-bit RSA encryption key which may not
ever be broken.
http://voices.washingtonpost.com/securityfix/2
009/01/meet_the_new_bots_will_we_get.html

Waiting for Cybergeddon
STRATEGY PAGE
01/22/2009

The FBI warns that the United States is
becoming increasingly vulnerable to a large
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scale attack that could “cripple the economy,
government and military” and says that they
need more money for cybersecurity efforts. The
FBI also wants the Department of Defense to
become more involved in network defense.
There are three kinds of possible Cyber Wars:
“limited stealth operations” which support
espionage efforts; “cyber war only” which is the
“open use of a full range of Cyber War
weapons”; and cyber attacks that support
conventional war. The article also explains that
the severity and size of a Cyber War depends on
the means of the attacker and the vulnerability
of the target.
http://www.strategypage.com/htmw/htiw/artic
les/20090122.aspx

Number of Internet Users Tops One Billion:
comScore
SPACE MART
01/23/2009

Research firm comScore Inc. recently reported
that the number of Internet users worldwide
has surpassed one billion, with China having the
largest percentage of Internet users. The actual
number of Internet users may be higher than
comScore estimates, because they count only
users that are aged 15 and above, and do not
take into account traffic from public computers.
According to comScore, China had the largest
percentage of users with 180 million, and the
United States took second position with 163
million. Japan, Germany and Britain also
accounted for large percentages of Internet
users. comScore also announced that Google
was the most frequently visited web property,
and that Facebook had grown by 127 percent in
the past year to become the largest social
networking site worldwide.
http://www.spacemart.com/reports/Number_o
f_Internet_users_tops_one_billion_comScore_9
99.html
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Cyberwarfare: How Secure Are Your
Communications?
BY: MIKE SIMMS, SC MAGAZINE
01/23/2009

The increasing size and complexity of company
computer networks and the increase of mobile
workers and devices have led to increased risk
for business information systems. In order to
improve data protection, an organization must
first take an accurate assessment of the risk.
Risk begins at the lowest level, with millions of
system users who may accidentally threaten
information. At the next level are the service
providers, who must be rigorous in security
processes. Above the providers are the amateur
hackers, who are often stopped by firewalls or
anti-virus programs. The most serious threats
come from sophisticated hackers that may have
criminal motives or be linked to foreign
intelligence. Assessing the risk level and
appropriate response for each threat is vital in
developing an efficient information security
plan.
http://www.scmagazineus.com/CyberwarfareHow-secure-are-yourcommunications/article/126358/

Regents Panel Endorses New Programs’
Progress
BY: MIKE HASTEN, SHREVEPORT TIMES (LA)
01/22/2009

A Board of Regents committee has recognized
the progress of cybersecurity programs at
several universities and Bossier Parish
Community College, which currently has five
A.A.S. Programs in Cyber Technology. Gerard
Killebrew, associate commissioner of higher
education for academic affairs, says that the
committee was impressed with the program
reports from Bossier Parish, and expects that
the full board will support the continuation of
the program. The BPCC programs focus on
training employees of a cyber warfare center at
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Barksdale Air Force Base, which is a candidate
to house the new Global Strike Command and
the 24th Air Force. The committee also endorsed
the Health Informatics Center of Acadiana at
the University of Louisiana, which is working to
condense medical records online, and Louisiana
Tech’s Center for Information Assurance, which
provides data security training.
http://www.shreveporttimes.com/article/2009
0122/NEWS01/901220330/1060

DNI Nominee Lists Cybersecurity as Priority
BY: BEN BAIN, FEDERAL COMPUTER WEEK
01/22/2009

In his confirmation hearing before the Senate
Select Intelligence Committee, President
Obama’s nominee for the country’s new top
intelligence officer, Dennis Blair said that
cybersecurity would be a top priority and that
the intelligence community, specifically the
NSA, would play a large part in network
security. Blair also emphasized the importance
of government and private sector collaboration
and information sharing. The Director of
National Intelligence “plays a central role in
coordinating the government’s Comprehensive
National Cyber Security Initiative”.
http://fcw.com/Articles/2009/01/22/BlairCybersecurity.aspx

Q&A: Current Security Threast
BY: MIRKO ZORZ, HELP NET SECURITY
01/21/2009

In an interview with Help Net Security, Simon
Heron, an Internet Security Analyst at managed
security company Network Box, discusses
current cyber security threats, full disclosure of
vulnerabilities and Network Box. Heron believes
that the biggest threats online today are
downloaded malware and user-based threats,
and identifies combating spam and mobile
device threats as two significant challenges that
must be addressed. Heron explains that full
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vulnerability disclosure is “painful but
necessary” because it forces immediate action
to address the vulnerabilities and alert users
whose information may have been
compromised. Heron also says that there are
significant threats both externally and
internally, but predicts that there will be an
increase in insider financial scams as the
economy continues to weaken. Finally, Heron
announces the development of a new antispam product, eMail Relationship which uses
filters and behavior analysis to rate e-mails and
stop potential spam.
http://www.netsecurity.org/article.php?id=1199

Legitimate Sites Carry Increasing Portion of
Malware
BY: TIM WILSON, DARK READING
01/21/2009

The recently released “State of Internet
Security” report from Websense Security Labs
found that 77 percent of Websites that contain
malicious codes are actually legitimate sites
that have been infected. The report also found
that the total number of sites that carry
malicious code increased by 46 percent since
the first half of 2008. The report states that
hackers are increasingly using Web 2.0 features
like search engines and social networking sites
to exploit security flaws. Surprisingly, the report
also concluded that 70 percent of the top 100
sites on the Web host malicious code or contain
redirects to malicious sites, which was a 16
percent increase since the first six months of
2008.
http://www.darkreading.com/security/vulnerab
ilities/showArticle.jhtml?articleID=212901777
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Information Security ‘How Not To’s’
BY: SCOTT BRADNER, NETWORK WORLD
01/20/2009

Author, Scott Bradner, discusses the
International Organization for Standardization
(ISO) security standards which are being
criticized for being “too complex and theoretical
for humans to effectively implement”, as well as
the new Massachusetts regulations which the
author writes can be reasonably implemented.
Bradner writes that these lists of rules often
lack detailed information on the threat that is
being addressed and how to customize the
rules for a local environment. Bradner
recommends reading Marcus Ranum’s “The Six
Dumbest Ideas in Computer Security” or similar
“lists of bad ideas” which can offer security
professionals a good idea of practices or policies
to avoid. The SANS Institute recently released
“How to suck at Information Security” which
discusses bad security practices and how to
learn from those mistakes, which are separated
into five categories including security policy and
compliance, security tools, risk management,
security practices, and password management.
http://www.networkworld.com/columnists/200
9/012009-bradner.html?fsrc=netflash-rss

111th Gets New Telecom Sheriff
BY: SAMI LAIS, WASHINGTON TECHNOLOGY
01/20/2009

Rep. Rick Boucher (D-Va.) recently became the
new chair of the House subcommittee on
Communications, Technology and the Internet
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which oversees telecommunications,
broadcasting, cable and the Internet. Boucher,
who co-sponsored a bill that increased the
availability of broadband access, is also known
for his support of municipal wireless efforts and
stronger protection for fair use in the Digital
Millennium Copyright Act. Boucher is also cochair of the Congressional Internet Caucus and
sits on the Internet and Intellectual Property
Subcommittee.
http://washingtontechnology.com/articles/200
9/01/20/networx-news-roundup.aspx

U.S. to Sharpen Cyber-Weaponry
BY: GEORGE HULME, INFORMATION WEEK
01/20/2009

A recent report from the Center for Strategic &
International Studies (CSIS) Commission on
Cybersecurity for the 44th Presidency said that
“the United States is losing the battle to protect
cyberspace” and that cybersecurity can no
longer be left to IT professionals and chief
information officers. Deputy Commander
Robert Harward of U.S. Joint Forces Command
says that electronic weaponry must be
maintained and developed like more traditional
weapons. The article explains that most
cybersecurity leaders focus on offensive
capabilities, but that the U.S. should work
towards building better cyberdefenses to
protect our grid and critical infrastructures.
http://www.informationweek.com/blog/main/a
rchives/2009/01/us_to_sharpen_c.html
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High Tech Problem Solvers
www.gtri.gatech.edu
From accredited DoD enterprise systems to exploits for
heterogeneous networks, GTRI is on the cutting edge of
cyberspace technology. Transferring knowledge from
research activities with the Georgia Tech Information
Security Center, GTRI is able to bring together the best
technologies, finding real-world solutions for complex
problems facing government and industry.

Frankly Speaking: What Would Really
Make Software More Secure
BY: FRANK HAYES, COMPUTER WORLD
01/19/2009

Experts say that the recently released list of
programming errors from SANS and Mitre does
not help to solve security problems because it
provides bugs that programmers are already
familiar with and that are already included on
other lists of this kind. One of the goals for the
new list is that programmers will use the known
bugs to improve software quality, and SANS
even says that some state governments are
considering requiring their software suppliers to
certify that their code is free of the errors on
the list. The article also discusses the possibility
of the development of a standard test suite that
would check for the published bugs and the
opportunity for companies that make software
testing tools to develop new tools that would
include the top-25 list.
http://www.computerworld.com/action/article.
do?command=viewArticleBasic&articleId=3324
61

Hacking the Hill
BY: SHANE HARRIS, NATIONAL JOURNAL MAGAZINE
12/20/2009

with the FBI found that the virus infected
machines with a file that installed malware
designed to spy on the computer user and steal
files. Rep. Mark Kirk (R-IL), co-chair of the House
U.S. China Working Group, said that the
infected computers were attempting to
“contact Internet addresses that eventually
resolved themselves in China”, adding to cyberespionage accusations against China, who have
previously penetrated information systems of
U.S. corporations and government agencies.
Kirk confirmed that the hackers were looking
for files that contain China policy information.
Rep. Frank Wolf (R-VA) was also the victim of
cyber attacks that he reports came from within
the People’s Republic of China. Wolf says that
members of Congress generally do not
understand cyber threats and are often kept
from publicly disclosing details of attacks. The
article also discusses a report from the Center
for Strategic and International Studies that
recommends that Obama should make the
White House the control center for
cybersecurity and look into streamlining cyber
jurisdiction.
http://www.nationaljournal.com/njmagazine/p
rint_friendly.php?ID=cs_20081220_6787

The article discusses the October 2006 virus
attacks on computers of the Congressional
Budget Office and in the House network.
Analysis by a team of cyber-forensics specialists
110 Royal Aberdeen 
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FBI Cyberexperts: the Internet is
Increasingly Being Exploited
BY: FBI, DARK READING
01/14/2009

Shawn Henry, head of the FBI Cyber Division,
spoke at the first International Conference on
Cyber Security, and said that online criminals
are becoming increasingly sophisticated and
organized. The conference included participants
from 37 countries as well as US and
international cyber experts from law
enforcement, industry, government, and
academia. The event focused on developing
international cooperation and finding global
solutions to cyber threats. Christopher Painter,
Deputy Assistant Director of the FBI Cyber
Division, says that timely international
cooperation is essential for improving cyber
security, but emphasizes the importance of
developing consistent laws for cyber crimes.
http://www.darkreading.com/security/vulnerab
ilities/showArticle.jhtml?articleID=212900567

What the Web Knows About You
BY: ROBERT MITCHELL, COMPUTER WORLD
01/27/2009

Computerworld’s Robert Mitchell conducted a
variety of free and paid searches through public
and private resources to find out how much of
his personal information was available online.
Mitchell discusses in detail what he was able to
find through government records, free people
searches, searches using his social security
number, search engines, image searches, social
network search engines, and paid searches.
Through all of these searches, Mitchell was able
to find a large amount of his personal
information online including: address history to
1985; SSN; spouse, neighbor and coworker
information; mortgage documents; a scanned
signature; employment information and
history; identifying photographs; previous blog
posts and Computerworld stories; real estate
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purchase dates with assessed values and
mortgagors; and even a 2004 property tax bill.
http://www.computerworld.com/action/article.
do?command=viewArticleBasic&articleId=9125
058

Your Digital Fingerprints are Left All Over
the Internet
BY: GREG DAY, SECURITY PARK
01/21/2009

The article discusses how information that we
enter online creates a digital fingerprint on the
Internet that grows as our use of online services
grows. Experts warn that there is the potential
for criminals to track a user’s online activity to
build a profile or fake the user’s identity. The
article recommends that users restrict the
number of web forms they complete with
personal information, and exercise caution
when providing date of birth, place of birth,
maiden names or full addresses. You should
also fill in only the required information on any
web form, and use good judgment when writing
about yourself online. The article provides some
general rules for protecting personal
information including only offering information
that you would be comfortable offering to a
stranger and never answering requests for
account numbers or passwords.
http://www.securitypark.co.uk/security_article
262507.html

12 Tips for Managing Your Information
Footprint
BY: ROBERT MITCHELL, COMPUTER WORLD
01/27/2009

The article provides 12 tips for managing and
better protecting your personal information
online. The article recommends thinking twice
before disclosing any personal information and
never giving out your Social Security number.
You should also never use actual information
for authentication, and be aware of what
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personal information is online by keeping up
with new information about you as it is
published. If your SSN is online, consider
requesting fraud alerts from the three major
credit reporting agencies or a security freeze.
You should also request a copy of your credit
report to review for errors. You should also

avoid using your cell phone number online,
participating in surveys or online registrations,
and think twice before signing up for retail store
cards which may have weak privacy policies.
http://www.computerworld.com/action/article.
do?command=viewArticleBasic&articleId=9125
098

CYBERSPACE – PRESIDENT OBAMA
Obama Plan Says Cyber Infrastructure is
‘Strategic’
BY: ROBERT MCMILLAN, COMPUTER WORLD
01/22/2009

The Obama administration recently published a
six-point plan to protect U.S. computer
networks as part of a paper on the
administration’s position on homeland security.
The administration wants to develop
information security standards and require
companies to disclose information about data
breaches. The administration also plans to
“fight cyber-espionage and cybercrime”. The
plan takes into consideration recommendations
that were made by the Center for Strategic and
International Studies’ Commission on
Cybersecurity for the 44th Presidency. Obama
also clearly defines computer security as a
critical national asset which needs to be
strengthened and developed.
http://www.computerworld.com/action/article.
do?command=viewArticleBasic&articleId=9126
641

110 Royal Aberdeen 

CyberPro

Administration to Establish Major Office
for Cyber Matters
BY: ALICE LIPOWICZ, FEDERAL COMPUTER WEEK
01/23/2009

As part of President Barack Obama’s recently
released homeland security agenda, Obama
plans to name an official who would oversee
cybersecurity efforts, increase funding for first
responder communications and invest $5 billion
in global counterterrorism cooperation.
Obama’s cyber advisor will coordinate federal
agency efforts and oversee the development of
a national cyber policy. Obama also plans on
collaboration with the private sector to develop
strict cybersecurity standards for protecting
personal data on IT networks. The
administration has also committed to creating a
“national critical infrastructure protection and
resiliency plan” for cyberspace.
http://fcw.com/articles/2009/01/23/obamaunveils-homeland-agenda.aspx
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Barack Obama’s Technology Presidency
BY: DANNY BRADBURY, COMPUTER WEEKLY
01/20/2009

President Obama will face several reports and
recommendations from “lobby groups and think
tanks” concerning policies in the technology
sector. The Center for Strategic and
International Studies is calling on Obama to
centralize cyber security efforts, specifically
with a cyber-czar that will take control of
cybersecurity from DHS. The Future of Privacy
Forum is asking that Obama improve the
consumer privacy effort, and the National
Electrical Manufacturers Association has
thoughts on everything from the creation of a
smart electrical grid to intellectual property
reform. Obama has also committed to
modernizing the government’s technological
infrastructure. The article also discusses how
the inefficiencies in the existing system could
prove to be an advantage for Obama, who
“could achieve significant results by driving
private sector efficiencies into the system,
doubling security and functionality by two
orders of magnitude in two years.”
http://www.computerweekly.com/Articles/200
9/01/20/234298/barack-obamas-technologypresidency.htm
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Obama Advisers Urges Faster Action on
Cyber Defense
AEROSPACE DAILY & DEFENSE REPORT
01/20/2009

Paul Kaminski, an adviser to President Obama,
says that long development times are causing
the Pentagon to lose “success and domination
of key technology areas such as the
cyberworld”. Kaminski believes that Bush’s
Cyber Initiative fails to address the
“development of offensive and defensive
capabilities and their rapid transition to
operational military capabilities.” Kaminski says
that cyberwarfare requires that development
cycles that currently take months and years be
shortened to “less than weeks”. The article also
reports that the House Armed Services
Committee will monitor cyberwarfare
developments of the 111th Congress.

Spy Chief to Obama: Let DARPA Fix
Economy
BY: LEWIS PAGE, THE REGISTER
01/21/2009

Pedro L. Rustan, a senior figure in the U.S.
National Reconnaissance Office, sent an open
letter to President Obama through Aviation
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Week magazine, which recommends that
DARPA be expanded beyond defense-related
industries. Rustan wrote that DARPA could
revitalize U.S. industries like nanotech, biotech
and IT which would be beneficial for the
economy. Rustan also said that international
students that complete science and engineering
PhD programs in the United States should be
encouraged to stay and work in the U.S. The
article discusses how the U.S. government
tends to create new agencies rather than
widening the duties of existing agencies.
http://www.theregister.co.uk/2009/01/21/darp
a_economy_fix_plan/

Obama Cybersecurity Plan a Golden
Opportunity for Tech Industry, Forrester
Says
BY: BRAD REED, NETWORK WORLD
01/20/2009

A new report from Forrester Research discusses
the plans of the Obama administration and how
there are opportunities for tech companies to
receive government contracts for work on
improving the nation’s cybersecurity
infrastructure. Forrester says that the Obama
administration plans to “declare cyber
infrastructure a strategic asset” and appoint a
federal cybersecurity advisor. Obama also plans
to work with universities and the private sector
to “research and develop next-generation
security” and create standards for information
security on government computers. Forrester
predicts that there will be the most
opportunities in areas like technology planning,
information sharing, and developing earlywarning systems. The Obama administration
also plans to create a national electronic health
records system, which will require the
development of new security measures.
http://www.networkworld.com/news/2009/01
2009-obama-tech-industry.html
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Cybersecurity Industry Has High Hopes for
Obama Administration
BY: CHRIS STROHM, CONGRESSDAILY
01/21/2009

Experts expect the Obama administration to
fuel cybersecurity efforts with increased
spending. Industry officials predict the
Comprehensive National Cybersecurity Initiative
will exceed its $30 billion estimated budget over
the next decade. Janet Napolitano, the new
Homeland Security Secretary, reports that
Obama has said that he will develop a national
strategy and coordinated plan for combating
cyber threats. Liesyl Franz with the Information
Technology Association of America says that the
technology sector expects more transparency
for the initiative and increased collaboration
between government and industry. Companies
including Lockheed Martin, Harris Corp. and
Raytheon have established cybersecurity units
in anticipation of new government contracts,
and the new administration is also expected to
draft new cybersecurity legislation. The article
also discusses recommendations from the
technology industry, including a report from
ITAA that contained many suggestions
including: the appointment of a cybersecurity
advisor within the White House; expansion of
the National Cybersecurity Initiative;
development of international collaboration on
cybersecurity efforts; and improvements to
public-private partnerships.
http://www.nextgov.com/nextgov/ng_2009012
1_8130.php

More Cyber-crime Advice for Obama
BY: MATT HINES, EWEEK SECURITY WATCH
01/20/2009

Ashar Aziz, CEO of FireEye, recently released the
company’s “Top 10 Recommendations for U.S.
Cyber Security” for President Obama. The
company recommends that Obama create a
cabinet-level appointment to coordinate
national cyber security efforts, and conduct a
federal threat assessment which would review
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the technical requirements of end point and
network based security. FireEye also
recommends that Obama issue a federal
mandate that would require federal agencies to
comply with NIST anti-malware standards. The
report suggests that Obama strengthen the U.S.
cyber military by reviewing military networks
for vulnerabilities, and protect critical
infrastructure by requiring compliance with
technical standards. Other recommendations
include developing a NIST verification process
to rate different vendors’ products; improving
cyber law enforcement possibly by creating a
new organization to focus solely on cyber crime;
building cyber space situational awareness by
providing ongoing surveillance in the cyber
domain; and securing private infrastructure by
addressing risks to corporations and
government contractors. Finally, FireEye
recommends requiring Internet Service
Providers to provide malware protection for
consumers.
http://securitywatch.eweek.com/exploits_and_
attacks/more_cybercrime_advice_for_obama.html

Outgoing Intel Chief Discusses
Cybersecurity Challenge
BY: BEN BAIN, FEDERAL COMPUTER WEEK
01/19/2009

Outgoing director of national intelligence, Mike
McConnell, says that even though cybersecurity
has the funding and attention of Congress and
the Obama administration, efforts received a lot
of criticism when first introduced which has
made cybersecurity progress very slow.
McConnell explains that the launch of the
Comprehensive National Cybersecurity Initiative
was a step in the right direction, but that
confusion over which agencies have authority
over the different parts of the initiative has
been a challenge. McConnell says that the
Obama administration will be faced with the
challenge of establishing authority and
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governing processes for federal agencies and
the private sector.
http://fcw.com/articles/2009/01/19/cybersecur
ity-dni.aspx

The Threat of Cyberterrorism
BY: JAMES LOY, WORLD POLITICS REVIEW
01/15/2009

The recently released “Security Cyberspace in
the 44th Presidency” report from the U.S.
Commission on Cybersecurity (USCC) urges
President Obama to create a center for
Cybersecurity Operations and appoint a White
House advisor to oversee it in order to meet the
“dire” threat of cyberterrorism. The report
discusses attacks on the Departments of
Defense, State, Homeland Security, and
Commerce; NASA; and the National Defense
University and warns that cyberterrorism is
already occurring every day. The commission
concludes that DHS has struggled with
cybersecurity because it “does not have
authority to direct other departments” and that
addressing security challenges will be difficult
without coordinating the 16 U.S. agencies under
a central leader. The article also discusses
research that was recently released by the
Project on National Security Reform (PNSR)
which recommends streamlining cyber security
strategies and policies among the federal
agencies and improving coordination with a
new framework for information sharing.
http://www.worldpoliticsreview.com/article.as
px?id=3165

Obama Team Finds Secure Networks
Aren’t Fun
BY: LARRY SELTZER, EWEEK.COM
01/22/2009

Author, Larry Seltzer, explains how White House
computers do not allow some Internet
applications like Facebook, instant messaging,
or outside e-mail log-ins. Obama’s new-media
team, who are used to working on Mac
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computers, reportedly found that White House
computers use six-year-old versions of
Microsoft software. Seltzer writes that the new
staff must be patient and that security
precautions must be more important than
efficiency, at least until the staff is completely
set up.
http://www.eweek.com/c/a/Security/ObamaTeam-Finds-Secure-Networks-Arent-Fun

Staff Finds White House in the
Technological Dark Ages
BY: ANNE E. KOMBLUT, WASHINGTON POST
01/22/2009

President Obama’s “technologically savvy” team
compared setting up at the White House with
“going from an Xbox to an Atari”. White House
computers reportedly were running on
outdated software, and do not have many Web
2.0 features like Facebook that Obama is used
to. Strict security regulations also forbid the use
of outside email accounts. The Obama staff was
used to working from Mac laptops, and report
that White House computers are still running
six-year-old versions of Microsoft. The White
House Web site was also slow to be updated
after President Obama issued his first executive
orders, despite Obama’s promise of
transparency.
http://www.washingtonpost.com/wpdyn/content/article/2009/01/21/AR200901210
4249.html

Cisco CTO Could be Tapped by Obama
BY: TIM GREENE, NETWORK WORLD
01/16/2009

Padmasree Warrior, CTO of Cisco, is reportedly
one of the top two candidates to become the
first U.S. CTO, which is expected to be named
any day now. Warrior has been with Cisco for
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the past 13 months, and was formerly CTO at
Motorola, where she was for 23 years. Warrior
said to Business Week that “smart networking
technologies and IT play a critical role in
transforming government, energy, education
and healthcare” although she did not confirm
the stories of her prospects as federal CTO.
Warrior also emphasizes the importance of
international collaboration and the
development of a “global policy for protecting
intellectual property.”
http://www.networkworld.com/news/2009/01
1609-warrior.html

Kaminski: Arms Development Must be
Expedited
BY: WILLIAM MATTHEWS, DEFENSE NEWS
01/13/2009

Paul Kaminski, who advised Obama during the
presidential campaign, recently told reporters
that a major challenge for the new
administration would be speeding up processes
for developing new technology and buying
needed hardware for weapons development.
Kaminski says that long development cycles
lead to producing weapons based on “stale
technology” and depriving troops of the latest
capabilities, and that faster development and
delivery cycles are a top priority for federal
cyber security efforts. Kaminski also explains
that President Bush’s cyber initiative must be
expanded under the Obama administration, and
must address cyber defense with a “multiagency approach” that includes the military, the
Justice Department, Department of Homeland
Security, and other federal agencies.
http://www.defensenews.com/story.php?i=390
0352&c=AIR&s=TOP

Smithfield, VA 23430 

National Security Cyberspace Institute

ph. (757) 871-3578

P a g e | 23

CyberPro

Volume 2, Edition 2
January 29, 2009

Keeping Cyberspace Professionals Informed

How Obama Might Get His Way on
BlackBerry
BY: ELLEN MESSMER AND JOHN COX, NETWORK
WORLD
01/15/2009

Security experts warn that security would be a
significant issue if President Obama is able to
continue to use a BlackBerry or some kind of
PDA. The Defense Department has approved a
version of the BlackBerry that uses AES-256
encryption for sensitive communications, and
General Dynamics has developed the Sectera
Edge Smartphone and PDA which is compliant
with the Secure Communications
Interoperability Protocol and the High
Assurance Internet Protocol Encryptor
Interoperability Specification. Security experts
warn that hackers could record the president’s
conversations, determine his location through
the GPS feature, or send phony e-mails. Gartner
analyst John Pescatore also warns that the lack
of authentication could cause problems for
Obama, and that the president’s emails could
always be forwarded. Another challenge could
be the Presidential Records Act, which requires
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that a president make all documents publicly
available.
http://www.networkworld.com/news/2009/01
1509-bama.html

Blogger: Obama to Get ‘Super-encrypted’
BlackBerry
BY: JOHN COX, NETWORK WORLD
01/21/2009

According to political blogger Marc Ambinder,
President Obama will be given a BlackBerry that
has been upgraded with a “super-encryption
package” for personal emails. Cisco Security
blogger James Heary argues that the BlackBerry
network is too public, which could pose a
security threat for Obama. The article explains
that the openness of the network make the
user more vulnerable because once malicious
code is installed hackers could record
conversations, steal contacts and phones lists,
and identify the GPS coordinates of the phone.
http://www.networkworld.com/news/2009/01
2109-obama-super-encrypted-blackberry.html
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Obama’s New BlackBerry: The NSA’s
Secure PDA?
BY: DECLAN MCCULLAGH, CNET NEWS
01/13/2009

The article provides a picture of the Sectera
Edge, a phone-PDA combination that the NSA
has certified as being “acceptable for Top Secret
voice communications and Secret e-mail and
Web sites.” The device works with Wi-Fi, GSM
or CDMA networks and includes a mobile
version of Microsoft Windows, Internet
Explorer, WordPad, and Windows Messenger
that the NSA claims are secure enough for
Secret data. The device reportedly costs $3,350.
Both the Sectera Edge and L-3 Communications’
Guardian device result from the Defense
Department project, SME-PED or Secure Mobile
Environment Portable Electronic Device, which
was designed to develop a more secure
BlackBerry for President Obama. Experts agree
that despite RIM’s efforts, a BlackBerry is still
vulnerable to a variety of attacks including
viruses that install spyware or record
conversations, intercept text messages or
download malware. President of Granite Island
Group, James Atkinson, also points out that a

hacker could determine the coordinates of a
BlackBerry by hacking into its GPS feature.
http://news.cnet.com/obamas-new-blackberrythe-nsas-securepda/?part=rss&subj=news&tag=2547-1_3-0-20

Obama Wins Fight to Keep His BlackBerry –
But With Enhanced Security
BY: KELLY JACKSON HIGGINS, DARK READING
01/22/2009

White House press secretary Robert Gibbs
announced that President Obama has been
given an extra-secure BlackBerry which Gibbs
says will be used for communicating only with
senior staff and a “small group of personal
friends”. Gibbs also explained that those who
are able to email the president will be briefed
on their access to that email, and that the
emails will be subject to the Presidential
Records Act.
http://www.darkreading.com/personal_tech/bl
ackberry/showArticle.jhtml?articleID=21290200
8

CYBERSPACE – DEPARTMENT OF DEFENSE (DOD)
Cyber-Attack Operations Near
BY: DAVID A. FULGHAM, AVIATION WEEK
01/18/2009

The article discusses future changes to the U.S.
military as cyber capabilities are developed and
implemented. Lt. Gen. Dave Deptula, the Air
Force’s deputy chief of staff for intelligence,
surveillance and reconnaissance (ISR), says that
we are still trying to understand what cyber is,
and how cyber operations will be used. Deptula
recommends that the military “normalize
operations in cyber just as we’ve normalized
operations in other domains” and says that
every service needs to have a cyber component
that “organizes, trains and equips” forces for
cyber combat. Deptula also emphasizes the
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importance of developing a common definition
of cyber operations that each of the services
can use. One challenge for the military is the
lack of training for using digital weapons and
the lack of simulation training to plan and
practice attacks. To address this concern, the
Defense Advanced Research Projects Agency
has awarded seven contracts that total $25
million for a National Cyber Range (NCR) which
will serve as a cyber-test facility and would
replicate a complex network for demonstrating
“packet capture” and simulating automated
attacks.
http://www.aviationweek.com/aw/generic/stor
y_generic.jsp?channel=awst&id=news/aw01129
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Defense Cybersecurity Budget Request
Likely a Third More Than Reported
BY: JILL R. AITORO, NEXTGOV
01/26/2009

A recent report by Government Insights, a
company that focuses on the federal IT market,
says that a third of the Defense Department’s
$4 billion request for IT security spending will
go to general spending on various programs
that are not specifically focused on information
systems security. Of the 2,000 items in the
department’s fiscal 2009 IT security budget

request, “52 are coded specifically for
information systems security, totaling $2.9
billion.” Mark Kagan, author of the report, says
that the cybersecurity programs identified in
the budget are vague catch-all initiatives like
information protection and assurance or
computer network defense. Alan Paller, director
of research at the SANS Institute, said that the
federal government must keep specifics about
spending and security projects confidential to
prevent enemies from exploiting the
information.
http://www.nextgov.com/nextgov/ng_2009012
6_2865.php

Raytheon
Aspiring to be the most admired defense and aerospace systems
supplier through world-class people and technology Raytheon is
a technology leader specializing in defense, homeland security,
and other government markets throughout the world. With a
history of innovation spanning more than 80 years, Raytheon
provides state-of-the-art electronics, mission systems
integration, and other capabilities in the areas of sensing;
effects; command, control, communications and intelligence
systems, as well as a broad range of mission support services.

Air Force Planning to Train Hundreds
Yearly in Cyber Warfare Skills
BY: TRISH CHOATE, STANDARD-TIMES WASHINGTON
BUREAU
01/15/2009

Air Education and Training Command officials
recently announced a new cyber education and
training program which will offer the
“Undergraduate Cyber Warfare Training”, a 100
day cyber training course, as well as “Cyber
100”, a 10-day professional continuing
education course. Goodfellow Air Force Base in
San Angelo, TX, Sheppard AFB in Wichita Falls,
TX, and Keesler AFB in Biloxi, MS are all
competing to host the courses. About 600
students will go into the Undergraduate Cyber
Warfare Training program, and an additional
200 will participate in the Cyber 100 program.
110 Royal Aberdeen 
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Col. Lee Pittman, chief of the technical training
division for AETC, said that a large portion of
the $11.6 million budget will go towards
building a “virtual network within a sensitive
compartmented information facility” where
students can learn how to build, defend and
attack a virtual network without damaging an
actual network. San Angelo officials emphasize
the fact that Goodfellow already has a sensitive
compartmented information facility.
http://aimpoints.hq.af.mil/display.cfm?id=3132
3
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Blogging General Reaches Out to Troops,
Blows Off Security Fears

FireEye Speaks at U.S. Department of
Defense Cyber Crime Conference on How
to Stop Web Malware Attacks

BY: NOAH SHACHTMAN, BLOG WIRED NETWORK
01/16/2009

BY: BUSINESS WIRE, SOA WORLD MAGAZINE
01/26/2009

Major General Michael Oates, the commander
of the Army’s Task Force Mountain, has begun
blogging and participating in online chats with
his troops. Oates says that he had to wait until
he got to Iraq to start using social media
applications because of military rules and
regulations that restrict the use of certain
applications. Oates says that the security risks
of blogging and chats are overblown, and that
soldiers do not often have critical, sensitive
information to expose. Soldiers are able to post
questions for Oates that cover topics including
tour lengths, pay adjustments and the Army’s
“stop-loss” policy.
http://blog.wired.com/defense/2009/01/tfmountains-so.html#more

Ashar Aziz, founder and CEO of FireEye, Inc., will
speak on combating web malware at the U.S.
Department of Defense Cyber Crime
Conference and Exposition 2009 that is being
held from January 26-30 in St. Louis, Missouri.
Aziz explains that Web-based malware attacks
are becoming increasingly sophisticated and
harder to detect, and that government defense
and intelligence agencies are the primary
targets for cyber criminals. At the DoD Cyber
Crime Conference, Aziz will discuss the malware
infection cycle, demonstrate how to detect and
mitigate Web malware, and offer his
recommendations for preventative measures
that government agencies can use to improve
their security.
http://in.sys-con.com/node/819332

United States Army Global Information
Operations Conference, 4-8 May 2009
01/20/2009

The Sixth Army Global Information Operations
(IO) Conference will be held from May 4-8,
2009, and will focus on discussions of how the
Army can better support USSTRATCOM’s
command plan information operations and
cyberspace operations missions. Objectives for
the conference include: integration and
coordination of Army information operations in
support of USSTRATCOM; identification of
information operations gaps and seams; and
identification of potential solutions.
Registration for the conference is not available
until April 10 and ends on May 1. To attend the
conference, you must have a Top Secret
clearance and be currently SCI indoctrinated
with SI and TK access. Organizations are urged
to submit visit-clearance requests via JPAS.
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Officials Announce Proposed Bases for
New Cyber Headquarters
AIR FORCE LINK
01/21/2009

Air Force officials announced that Barksdale Air
Force Base, La., Lackland AFB, Tx., Langley AFB,
Va., Offutt AFB, Neb., Peterson AFB, Colo., and
Scott AFB, Ill. Are the possible locations for the
headquarters of the 24th Air Force. Air Force
officials say that they will consider factors like
proximity to other cyber operational missions,
access to scientific and technical expertise, and
communication capabilities when selecting the
final base. Bases will also be evaluated based on
facilities, infrastructure, and support capability
and transportation access. Air Force officials say
that the cyber numbered Air Force mission
synergy and communication/bandwidth
capabilities are the most important evaluation
criteria, and expect to make a final decision no
later than June 2009.
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87

Cities Vie for New Cyber Mission
BY: TRISH CHOATE, TIMES RECORD NEWS
01/14/2009

Three Air Force bases are competing to win a
new cyber mission that would bring “hundreds
of service members and a hefty startup budget”
of $11.6 million to the winning base as part of a
new cyber education and training program. The
participating bases include Sheppard Air Force
Base in Wichita Falls, TX, Goodfellow AFB in San
Angelo, TX, and Keesler AFB in Biloxi, MS. The

Sheppard Military Affairs Committee is offering
an incentive package for the mission, and has
been supported by U.S. Sen. Kay Bailey
Hutchinson (R-Tx.), U.S. Sen. John Cornyn (RTx.), and U.S. Rep. Mac Thornberry. Sen. Cornyn
and Sen. Hutchinson have also voiced support
for Goodfellow AFB and Sen. Hutchinson has
secured more than $65 million in military
construction funds for Goodfellow since 2003. It
is still uncertain when the Air Force will make a
final decision.
http://aimpoints.hq.af.mil/display.cfm?id=3132
6

CYBERSPACE – DEPARTMENT OF HOMELAND SECURITY (DHS)
Napolitano to Review Cyber, Northern
Border Efforts
BY: JONAH CZERWINSKI, HOMELAND SECURITY
WATCH
01/23/2009

Secretary Napolitano recently requested a
review of DHS cyber security efforts in addition
to reviews of other DHS operations and plans.
Napolitano requested the following information
related to cyber: the authorities and
responsibilities of DHS in protecting
government and private domains; relationships
with other federal agencies especially
departments of Defense, Treasury and Energy,
and the National Security Agency; and the
existing programs and timeframes for achieving
cyber objectives. Napolitano is expected to
spend significant time on risk analysis and how
DHS can improve risk management processes,
and will eventually release budget priorities
based on her comprehensive reviews.
http://www.hlswatch.com/category/cybersecur
ity/
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DHS Nominee Stresses Cybersecurity,
Border Technology
BY: BEN BAIN, FEDERAL COMPUTER WEEK
01/15/2009

In her confirmation hearing before the Senate
Homeland Security and Governmental Affairs
Committee, newly appointed Homeland
Security Secretary Janet Napolitano said that
cybersecurity will require collaboration
between DHS, the Defense Department,
intelligence agencies and others. Napolitano
emphasized the importance of DHS’ role in
cybersecurity and the Comprehensive National
Cybersecurity Initiative of the Bush
administration. Napolitano said that Obama has
expressed the need for a national strategy and
coordinating plan for cybersecurity, and said
that it is an area which they will “plow very
deeply, very quickly.” Napolitano previously
created a cyber crime unit as attorney general
of Arizona.
http://fcw.com/articles/2009/01/15/dhssecretary-nominee-cybersecurity-bordertechnology.aspx
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U.S. Plots Major Upgrade to Internet
Router Security
BY: CAROLYN DUFFY MARSAN, NETWORK WORLD
01/15/2009

DHS will reportedly “quadruple its investment
in research aimed at adding digital signatures to
router communications” as part of an effort
called BGPSEC, which will secure the Border
Gateway Protocol (BGP). BGP problems are very
serious because they target the infrastructure
of the Internet rather than specific and isolated
hosts. DHS will use the increase from $600,000

per year to $2.5 million per year starting in 2009
to develop ways to “authenticate IP address
allocations”. DHS will look into adding digital
signatures and a public-key infrastructure to
routing information, and is funding two key
initiatives: Resource Public Key Infrastructure
(RPKI) which will add authentication to the
assignment of IP addresses; and BCPSEC, which
will add digital signatures to BGP
announcements.
http://www.networkworld.com/news/2009/01
1509-bgp.html

CYBERSPACE – INTERNATIONAL
China: Taking Small Steps Leading to
Global Control
BY: ANTHONY DAVIS, INTERNATIONAL ANALYST
NETWORK
01/25/2009

The article discusses how China is uniquely
suited for success in long term cyber warfare.
The “size and logistical task” of maintaining the
Chinese military has often been a hindrance to
the Chinese, particularly in the Viet Nam war
where logistical difficulties cost China their
control of the region. Because of this, China has
recognized the opportunity for cyberspace
dominance and is currently making small steps
“with the intent of quietly gaining control of
resources, regions and global information
systems.” China also has a long term focus
when it comes to military success, which is
proving to be an advantage as they are able to
slowly stretch their muscles in cyberspace
without drawing much attention but
occasionally hitting a milestone like a new
weapons test or significant intrusion into U.S.
data systems. China has been very quietly
mapping world data systems, slowly gaining
control. Without some offensive
countermeasure, China’s path to dominance in
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cyberspace is a significant threat to U.S.
homeland security.
http://www.analystnetwork.com/article.php?art_id=2746

When Cyber Criminals Eat Their Own
BY: BRIAN KREBS, WASHINGTON POST
01/27/2009

Microsoft engineers recently discovered that
the original version of the Conficker worm
would quit the malware installation if the host
system was using a Ukrainian keyboard layout.
Past hackers, such as those behind Antivirus
2009, programmed worms and viruses to shut
down if the targeted system was running the
Russian or Ukrainian version of Windows, and
cyber crime Web sites warn users not to infect
Russian or CIS computers. Researchers believe
that this means that many active malware
writers are located in Eastern Europe, but are
not infecting machines in their own country to
keep from drawing attention from local law
enforcement. Eugene Kaspersky, co-founder of
Russian security software provider Kaspersky
Lab, says that some criminals do not attack
victims in their native country because they are
patriots, and others do not attack machines in
their own country simply to stay under the
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radar. Kaspersky says that there are also a large
number of Russian and CIS-based hackers that
do not pay attention to where their victims are
located, as long as they are making a good
profit from the attacks.

http://voices.washingtonpost.com/securityfix/2
009/01/does_profit_trump_nationalism.html?w
prss=securityfix

Intelligent Software Solutions
ISS is a leading edge software solution provider for enterprise and system data,
services, and application challenges. ISS has built hundreds of operationally
deployed systems, in all domains – “From Space to Mud”™. With solutions based
upon modern, proven technology designed to capitalize on dynamic serviceoriented constructs, ISS delivers innovative C2, ISR, Intelligence, and cyber
solutions that work today and in the future. http://www.issinc.com.

Conficker Seizes City’s Hospital Network
BY: CHRIS WILLIAMS, THE REGISTER
01/20/2009

More than 800 UK hospital computers were
recently infected with the self-replicating
Conficker code, apparently as a result of
managers turning off Windows security updates
for the entire vital network of more than 8,000
PCs. The IT Change Advisory Board decided to
disable the automatic updates during Christmas
week after computers rebooted in the middle of
an operation. Executives report that they are
working with external anti-virus specialists to
remove the worm, and that the worm had not
cost public money or compromised patient
information, although experts warn that the full
effect of the worm may not be revealed yet.
The Conflicker worm has also infected Ministry
of Defense computers.
http://www.theregister.co.uk/2009/01/20/shef
field_conficker/

Russians Start Selling Wi-Fi Encryption
Cracker
BY: JOHN E. DUNN, TECHWORLD
01/16/2009

Russian security company Elcomsoft says that
their Wireless Security Auditor 1.0 can recover
Wi-Fi encryption keys using a separate packet
sniffer and processing the data through high110 Royal Aberdeen 
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end graphic cards, and is now selling the
software. Security experts are concerned that
the tool will be used by criminals to hack Wi-Fi
networks instead of just to ‘test’ them and
Elcomsoft provides a disclaimer with the
software that says that users of the software
must own and have the legal right to access the
data and files that have been hidden. Security
experts suggest that administrators choose
random, complex passwords with more than 8
characters, and check that weak WEP
encryption is not being used on their Wi-Fi
access points.
http://www.techworld.com/news/index.cfm?R
SS&NewsID=109593

Cybercrimes on the Rise
BY: STEVEN PATRICK, THE STAR TECHCENTRAL
01/16/2009

Lt. Col. (retired) Husin Jazri, Malaysia’s
Cybersecurity chief executive officer says that
the number of cybercrimes in Malaysia had
doubled from 2007 to 2008, and supports the
recommendation of Energy, Water and
Communications Minister Daruk Shaziman Abu
Mansor that the country create a “cybercourt”
to fight increasing cyber crimes. CyberSecurity
currently offers Malaysian Internet users a
cyber complaints centre that the public can call
or e-mail to report security incidents or issues
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such as harassment and spam. The company
validates complaints and turns them over to law
enforcement. Husin also recently attended the
Organisation of Islamic Conferences-Computer
Emergency Response Team (OIC-CERT) Seminar
2009, which aimed to encourage collaboration
among Islamic countries on cyber challenges.
http://startechcentral.com/tech/story.asp?file=/2009/1/1
6/technology/20090116165432&sec=technolog
y

Police in India Sweep for Unsecured Wi-Fi
Networks
BY: JOHN COX, NETWORK WORLD
01/15/2009

An 80-member team of police officers in
Mumbai, India are using Wi-Fi scanners,
software, laptops and Internet-enabled mobile
phones to identify and eliminate unsecured WiFi networks. Terrorists were able to use Wi-Fi
networks and Internet services to launch
several attacks in India last year including the
Ahmedabad serial blasts and recent Mumbai
attacks. Terrorists had used hacked computers
to communicate during the attacks and send emails to media as well as threaten police
officers during the investigation.
http://www.networkworld.com/news/2009/01
1509-mumbai-police-unsecured-wifinetworks.html

Pro-Israeli Site Recruiting Voluntary Bot
Militia to Attack Hamas Websites
BY: KELLY JACKSON HIGGINS, DARK READING
01/13/2009

A recent report says that a pro-Israeli Website,
called “Help Israel Win”, is distributing a denialof-service tool to volunteers that will attempt to
hack pro-Hamas Websites as part of a
“cyberwarfare-style botnet”. Hundreds of Israeli
Websites have been defaced during the past
couple of weeks, as part of the cyberwar that
began shortly after Israel bombed Gaza. A post
110 Royal Aberdeen 
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on the site explains that the bot will attempt to
“disrupt our enemy’s efforts to destroy the
state of Israel”. The report also said that the
botware can be uninstalled after the conflict is
over, and that the site claims that its organizers
are Israeli students.
http://www.darkreading.com/security/attacks/
showArticle.jhtml?articleID=212900205

Britain’s Rosyth Military Base Still Shut
down by Virus
BY: C SHANTI, IT EXAMINER
01/19/2009

Sources close to the Ministry of Defence in
Scotland report that the Rosyth military base is
still not operational as a result of the virus that
infiltrated the UK defence system. Sources also
believe that the attack is much larger than was
originally believed.
http://www.itexaminer.com/britains-rosythmilitary-base-still-shut-down-by-virus.aspx

MoD Hit by Computer Virus
BY: JEREMY KIRK, TECHWORLD
01/16/2009

A Ministry of Defence spokeswoman recently
announced that a computer virus infected UK
military computers including those used by the
Royal Air Force and Royal Navy since January 6.
The spokeswoman explains that the virus did
not jeopardize war-fighting systems or
compromise any classified information,
although the virus did affect email systems and
Internet access. The spokeswoman did not give
details about the virus or the number of
machines that were affected, but did explain
that the “widespread shutdown of systems”
was an effort to contain and clean up the virus.
The article suggests that the virus may have
been the Conficker worm that has been
plaguing the security community recently.
http://www.techworld.com/news/index.cfm?R
SS&NewsID=109597
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Trojan Sinks British Navy
BY: NICK FARRELL, IT EXAMINER
01/16/2009

A Trojan virus which disrupted emails and
internet connections for the British Royal Navy's
communications network is estimated to have
affected 75 percent of the fleet, although

weapons and navigational systems were not
affected. The HMS Ark Royal, which operates
around the UK, was still unable to send e-mails
when the Navy began to isolate and cleanse the
infected systems although it was otherwise fully
operational.
http://www.itexaminer.com/trojan-sinksbritish-navy.aspx

CYBERSPACE RESEARCH
U.S. Retains Spam King Title
BY: AHARON ETENGOFF, IT EXAMINER
01/23/2009

IU Center Working to Quell ‘Cybergeddon’

A recent report by Sophos found that the
United States continues to be the largest spam
contributor worldwide, while China and Russia
received the second and third place positions.
Sophos senior technology consultant, Graham
Cluley, explains that the U.S. spam contribution
has continually decreased since 2004, but that
there is no quick fix to the problem. Cluley also
says that spammers are beginning to show
interest in social networking sites like Facebook
and Twitter, and that spam puts users’
computers at risk of infection.
http://www.itexaminer.com/us-retains-spamking-title.aspx

INDIANA UNIVERSITY NEWS ROOM
01/22/2009

Fred H. Cate, a law professor at the IU Maurer
School of Law and director of the Center for
Applied Cybersecurity Research (CACR),
announced that Indiana University is assisting in
research and education to prevent cyber
attacks on American infrastructure. IU was
recognized as a National Center of Academic
Excellence in Information Assurance Research
by NSA and DHS last year, and Minnesota
Privacy Consultants recently named Cate one of
the world’s top computer privacy experts. The
CACR will conduct research on vulnerabilities
and attacks that steal passwords and personal
information.
http://newsinfo.iu.edu/news/page/normal/966
7.html

CYBERSPACE HACKS AND ATTACKS
Banking Details Can Be Stolen Through a
New JavaScript Exploit
HEISE SECURITY
01/14/2009

Security services provider, Trusteer, recently
reported that hackers are able to exploit a
JavaScript flaw in browsers including Internet
Explorer, Firefox, Safari, and Chrome to identify
the bank page that a user is logged into.
110 Royal Aberdeen 
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Hackers use the bank information to generate
pop-up windows that appear to be from the
same bank, and request login information.
Trusteer recommends that online banking users
have only their banking site open in their
browser, and that they log off before leaving
the site.
http://www.heiseonline.co.uk/security/Banking-details-can-be-
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New Phishing Attack Targets Online
Banking Sessions With Phony Popups
BY: KELLY JACKSON HIGGINS, DARK READING
01/13/2009

Researchers have discovered new “in-session
phishing” attacks that prompt users to provide
their login information for banking sites while
they are signed in to the sites. Amit Klein, CTO
of Trusteer, explains that hackers are able to
see the banking site URL where the target user
is logged in, and they use the URL to generate a
popup that appears to be from that bank. Klein
says that pop up either says that the session has
timed out, and requires the user to log back in,
or may be a customer satisfaction survey. The
malware never gets downloaded to the victim’s
machine, which makes it even more difficult to
detect the scam. Jeremiah Grossman, CTO of
WhiteHat Security, adds that the attack is fairly
simple and would be difficult to detect by
antimalware tools. The article recommends that
users log out of sensitive websites before
leaving them, and being suspicious of any pop
ups that appear during a Web session.
http://www.darkreading.com/security/attacks/
showArticle.jhtml?articleID=212900161

any personal information had been stolen from
Government servers, but urges users who
receive suspicious emails to delete them.
http://www.smh.com.au/news/technology/sec
urity/id-theft-alert-as-job-sitehacked/2009/01/26/1232818299147.html

Firms Face Giant Phone Bills After Voice
Mail Hacked
BY: DAVID FRIEND, REPORTON BUSINESS
01/26/2009

Canadian law firm, Martin & Hillyer, recently
announced that hackers had broken into their
voice mail system and made calls that resulted
in more than $207,000 in charges for long
distance calls to Sierra Leone in western Africa.
The phone company, Bell Canada, believes that
hackers target specific phone numbers and
enter standard voice mail passwords until they
break into the voice mail system. The hacker
can then make outgoing calls that appear to
come from the attacked number. Bell Canada
has reduced the charges for Martin & Hillyer,
but urges customers to choose complex
passwords to help prevent attacks.
http://business.theglobeandmail.com/servlet/st
ory/RTGAM.20090126.wbellhack0126/BNStory/
Business/home

Hackers Steal Data from Job Databases
Spammers Hack Into Government Jobs
Website
BY: ASHER MOSES, THE SYDNEY MORNING HERALD
(AU)
01/26/2009

Hackers reportedly broke into the NSW
Government website that advertises public
service job positions, and sent spam messages
to the sites database of job seekers with fake
job openings. Hackers tried to trick the
applicants into providing personal information
and may have been spreading malware. A
Department of Commerce spokeswoman would
not release details of the attacks or whether
110 Royal Aberdeen 
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BY: AHARON ETENGOFF, IT EXAMINER
01/26/2009

According to Sophos Labs, hackers were able to
break into the Monster and USAjobs Web sites,
and stole sensitive information including login
names, passwords, e-mail addresses, phone
numbers and demographic information.
Criminals could use the information to break
into other online services such as Ebay, PayPal
or Amazon. Both sites immediately alerted
users and recommended that they change their
passwords. Experts warn that phishing e-mails
which could be generated from the stolen
information are often successful in stealing
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additional information, and increase the risk of
identity theft.
http://www.itexaminer.com/hackers-stealdata-from-job-databases.aspx

used in phones by Nokia, Motorola, Samsung,
Sony Ericsson, and others.
http://www.techworld.com/news/index.cfm?R
SS&NewsID=109868

Monster.com Reports Another Breach of
Its User Database

Hacking Programmable Road Signs

BY: TIM WILSON, DARK READING
01/26/2009

Monster.com announced last week that its
database was accessed and account
information was stolen including IDs and
passwords, email addresses, names, phone
numbers, and demographic information. The
company will require users to change their
passwords and warns users not to respond to
emails that ask for personal information or offer
software downloads. Monster.com suffered its
first security breach in August of 2007 when it
was infected with a Trojan that collected more
than 1.6 million pieces of information from the
site. Two months after the Trojan attack,
hackers again infected site users with malware.
http://www.darkreading.com/security/appsecurity/showArticle.jhtml?articleID=21290265
4

Phone Users Hit by New Type of Attack
BY: ROBERT MCMILLAN, TECHWORLD
01/23/2009

Security vendor Kaspersky Lab recently
discovered a Trojan horse that steals money
from mobile phone users by taking advantage
of a feature that allows users to transfer money
in their mobile accounts between phones. Roel
Schouwenberg explains that the virus is a
variant of the Trojan-SMS.Python.Flocker
malware, and signs victims up for expensive
services that they receive a kickback from. This
particular attack targeted an Indonesian mobile
service provider, but experts warn that the
attack could be duplicated globally. The
Symbian operating system that was exploited is
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BY: DANIEL TERDIMAN, CNET NEWS
01/23/2009

According to the i-hacked.com blog,
programmable road signs are easy to hack into
because of unlocked instrument panels, easily
accessed text-entry systems, and simple
passwords. The blog explains that you can
program the signs simply by scrolling through
the menu selection to ‘Instant Text’ and
entering whatever text you wish to display.
http://news.cnet.com/8301-13772_310149229-52.html

After McColo Takedown, Spam Surges
Again
BY: JEREMY KIRK, NETWORK WORLD
01/26/2009

Adam Swidler, senior product marketing
manager for Google Message Security, predicts
that spam levels will be back to pre-McColo
takedown levels within the next couple of
weeks because of new botnets and new
techniques for sending spam. ISP McColo
hosted the command-and-control servers for
botnets including Rustock, Srizbi,
Pushdo/Cutwail, Mega-D and Gheg. Spam levels
were reportedly cut almost in half when McColo
was taken offline last November. Spam levels
have increased from 58 percent of all emails
after McColo was taken down, to 74.6 percent
of all emails this month. Richard Cox, CIO of
Spamhaus, says that spammers are also working
to ensure that their messages are not blocked
and that they are not added to a block list of
end-user IP address ranges that send spam.
http://www.networkworld.com/news/2009/01
2609-after-mccolo-takedown-spam-surges.html
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Trojan Attack Masquerades As Airline ETicket Notice
BY: TIM WILSON, DARK READING
01/22/2009

Researchers at security vendor Sophos recently
discovered a new attack that tricks users into
thinking that their credit cards have been used
to purchase airline tickets. Graham Cluley of
Sophos explained that when the victim clicks on
the attachment to see who purchased the fake
ticket, the file starts the download of
Troj/Agent-IPS, a “data-stealing Trojan horse.”
The attack has been seen as an email from
Northwest Airlines as well as a message from
United Airlines.
http://www.darkreading.com/security/attacks/
showArticle.jhtml?articleID=212902049

How Hackers Will Crack Your Password
BY: ROBERT GRAHAM, DARK READING
01/21/2009

Hackers attempt to obtain passwords through
offline attacks, where they breach the victim’s
system and steal the encrypted password file,
which they can decrypt and use online. The
article recommends that users choose
passwords that are long (at least 10 characters)
and includes uppercase, lowercase, numbers
and symbols. Hackers will commonly mutate
words to guess passwords by capitalizing the
first letter, inserting a random number,
replacing letters with numbers, combining two
words or putting punctuation or spaces in the
words. Although hackers do check for words in
Spanish, French and German, using an
international character could make passwords
more secure.
http://www.darkreading.com/blog/archives/20
09/01/how_hackers_wil.html
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Heartland Data Breach Could be Bigger
Than TJX’s
BY: JAIKUMAR VIJAYAN, COMPUTERWORLD
01/20/2009

Heartland Payment Systems, a N.J. provider of
credit and debit card services, recently
disclosed a data breach that may have
compromised over 100 million cards. Hackers
broke into the company’s system last year,
installing malicious code to steal card data, but
the company did not discover the breach until
earlier this month. Heartland has said that no
“cardholder’s Social Security numbers, or
unencrypted personal identification numbers
(PIN), addresses or telephone numbers were
compromised.” Avivah Litan, an analyst with
Gartner Inc., says that the breach may be the
biggest ever, topping the TJX breach which
compromised more than 45 million cards. Litan
also said that cyber criminals are increasingly
targeting payment processors, and that current
security requirements including the Payment
Card Industry Data Security Standard (PCI DSS)
is not enough.
http://www.computerworld.com/action/article.
do?command=viewArticleBasic&articleId=9126
379

Six Worst Internet Routing Attacks
BY: CAROLYN DUFFY MARSAN, NETWORK WORLD
01/15/2009

The article discusses the six biggest security
incidents that involved the Border Gateway
Protocol including attacks and accidental
misconfigurations that interrupted access to
Web sites or entire networks. The first is when
Pakistan Telecom accidentally shut down the
entire YouTube site worldwide while trying to
restrict local access to the site. Secondly, The
Internet Corporation for Assigned Names and
Numbers (ICANN) failed to catch numerous
unauthorized L root servers for months in 2007
after renumbering the DNS root server “L” that
it operates. Another security incident occurred
when a Malaysian ISP hijacked a Santa Clara
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data center prefix in an attempt to block traffic
from Yahoo. Hackers also hijacked IP address
space owned by Northrop Grumman and used
the space to send massive amounts of spam.
The final two incidents involved separate leaks
of full tables of Internet routes which resulted
in the hijacking of carrier’s routes in Brazil, and
a shift of traffic from sites like Amazon,
Microsoft and Yahoo to a Turkish ISP.
http://www.computerworld.com/action/article.
do?command=viewArticleBasic&articleId=9126
206

GoDaddy.com Hosting Hit by a Major
Denial-of-Service Attack
CYBERINSECURE.COM
01/15/2009

Nick Fuller, GoDaddy.com communications
manager, reported that a distributed denial-ofservice (DDoS) attack took thousands of Web
sites that are hosted by GoDaddy.com offline
for a period of several hours earlier this month.
E-mail and DNS services remained available
during the attacks, and Fuller says that only a
small percentage of sites were disconnected.
GoDaddy.com experienced a similar attack in
2005 that affected about 600,000 of its sites.
http://cyberinsecure.com/godaddycomhosting-hit-by-a-major-denial-of-service-attack/

GoDaddy.com Outage Takes Sites Offline
BY: BOB WALSH, CNET NEWS
01/14/2009

A distributed denial-of-service attack was
responsible for disconnecting thousands of Web
sites that are hosted by GoDaddy.com earlier
this month. Nick Fuller, GoDaddy.com
communications manager reports that the sites
were taken offline for several hours, but that email and DNS services were not interrupted.
GoDaddy.com pointed users to its support page
for more information about the outage and
remediation efforts; however, no information
was posted on the support site. The exact
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number of affected sites has not been released
“because of security reasons.”
http://news.cnet.com/8301-17939_10910143010-2.html

Storm Botnet Makes a Comeback
BY: KELLY JACKSON HIGGINS, DARK READING
01/14/2009

Researchers have confirmed that the new
“Waledac” or “Waled” botnet is the
reincarnated version of the Storm botnet, one
of the largest botnets ever, which was shut
down for months last year. The new bot is using
new binary bot code and has moved from using
peer-to-peer communications to HTTP
communications, which makes the botnet more
difficult to infiltrate and shut down. Steven
Adair, a researcher with Shadowserver, explains
that the HTTP method makes it difficult to
identify the machines that are bots or
command and control servers. The botnet is
also now using AES and RSA 1024 encryption,
which is much stronger than the original bot’s
64-bit RSA encryption.
http://www.darkreading.com/security/vulnerab
ilities/showArticle.jhtml?articleID=212900543

Botnets’ Landscape Changes as Spammers
Get Back in the Swing of Things
BY: BRIAN PRINCE, EWEEK
01/14/2009

Since the shutdown of the McColo ISP, many
bots are working to regain their momentum,
and others such as Cutwail are increasing
rapidly. SecureWorks identifies Cutwail as the
top botnet to watch in 2009, and says that it
currently has 175,000 infected machines.
SecureWorks also identified the Rustock bot
which claims 130,000 infected machines, and
the Donbot which currently has 125,000 bots.
Researchers with McAfee and Symantec report
that spam levels have still not fully recovered
since the shutdown of McColo, although they
are slowly on the rise. Dave Marcus, director of
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research and communications at McAfee Avert
Labs, explains that spammers are having
difficulty relocating their services to new ISPs.
Experts agree that future botnet operators will
likely maintain multiple command and control
servers to keep from being shutdown.
http://www.eweek.com/c/a/Security/BotnetsLandscape-Changes-as-Spammers-Get-Back-inthe-Swing-of-Things/

US Army and NATO Websites Defaced by
Hacktivists as Hostilities Escalate in Gaza
SECURITY PARK
01/14/2009

an image of “a Palestinian in front of an Israeli
tank, as well as crossed-out pictures of the
Israeli, American and British flags.” Identical
images were also found on the NATO
parliamentary assembly website. Experts report
that the hackers only defaced the websites, and
did not attempt to install malware onto the
sites, although they warn that the hackers were
able to gain access to the sites and could have
easily planted malicious code. The attacks
coincide with increasing hostilities in Gaza and
increasing reports of attacks on Israeli websites.
http://www.securitypark.co.uk/security_article
262491.html

Hackers recently attacked the US Army’s
Military District of Washington website, posting

Researcher: Worm Infects 1.1M Windows
PCs in 24 Hours
BY: GREGG KEIZER, COMPUTER WORLD
01/14/2009

Security firm F-Secure Corp. recently reported
that the “Downadup” Windows worm infected
more than a million PCs in 24 hours, and has
infected more than 3.5 PCs total. The worm
exploits a vulnerability in the Windows Server
services that is used by all versions of
110 Royal Aberdeen 
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Microsoft’s operation system including
Windows 2000, XP, Vista, Server 2003 and
Server 2008. Microsoft had released an
emergency patch for the worm in October last
year and recently added the worm to its
Malicious Software Removal Tool which is able
to detect and remove the malware. Security
firms, including F-Secure and FireEye Inc., are
trying to register domains that the hackers may
user in an effort to preempt hackers and
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monitor the worm’s size and connections.
Mikko Hypponen, chief research officer with FSecure, warns that the infected machines may
be turned into a large bot although so far,
victims have only had to deal with pop-ups for
fake security software.
http://www.computerworld.com/action/article.
do?command=viewArticleBasic&articleId=9125
941

Report: 2.5 Million PCs Infected with
Conficker Worm
HEISE SECURITY
01/14/2009

F-Secure reports that almost 2.5 million PCs are
already infected with the Conficker, or
Downadup, worm which is able to download
new versions of itself and spread the infection
quickly. F-Secure is also working to predict
domains that the worm will attempt to register
with, and is using those domains to analyze the
worm’s connections and size. The article
explains that there are three variants of the
worm currently in circulation including a version
that exploits a Windows vulnerability, and two
that attempt to find weak passwords from a
built in list. Experts recommend that
administrators install Microsoft’s security
updates, which include a Malicious Software
Removal tool that can identify the worm, and
choose complex passwords.
http://www.heise-online.co.uk/security/Report2-5-million-PCs-infected-with-Conficker-worm-/news/112416

‘Amazing’ Worm Attack Infects 9 Million
PCs
BY: GREGG KEIZER, COMPUTER WORLD
01/16/2009

Researchers with F-Secure Corp. recently
announced that more than 6.5 million Windows
PCs were infected in only four days by the
“Downadup” worm, and that almost 9 million
total machines have been compromised over
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the past few weeks. The worm exploits a bug in
the Windows Server service that affects
Windows 2000, XP, Vista, Server 2003, and
Server 2008 and continues to dramatically
increase in size despite an emergency patch
that was released last October. Security
company Qualys, Inc. estimates that about a
third of all PCs have not installed the patch and
are still vulnerable to the worm. F-Secure has
registered with domains that were expected to
be used by the hackers, and have spied on the
worm’s communications and monitored its’
traffic in order to estimate its’ size.
http://www.computerworld.com/action/article.
do?command=viewArticleBasic&articleId=9126
205

Countdown to Conficker Activation Begins
BY: JOHN LEYDEN, THE REGISTER
01/23/2009

Security experts warn that the Conficker
superworm has created a massive network of
infected machines that could include as many
as 9 million PCs, and are preparing for the
activation of the huge botnet. Eric Schultze, CTO
of Shavlik Technologies, believes that the worm
is ‘sleeping’ and may eventually wake up to
execute some sort of malicious instructions.
Infections from the Conficker worm have been
detected in more than 80 countries including
the U.S., Taiwan, Brazil and Spain. The worm is
also blamed for the disconnection of UK
Ministry of Defence systems.
http://www.theregister.co.uk/2009/01/23/conf
icker_worm/

Conficker Botnet Growth Slows at 10m
Infections
BY: JOHN LEYDEN, THE REGISTER
01/26/2009

The Conficker, or Downadup, worm has reached
the ten million mark of infected machines,
which are turned into drones in a botnet.
Cleaning up the infected systems will be a
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significant challenge, since the botnet could be
called up at any time to send spam or engage in
other malicious operations. Experts believe that
the growth of the Conficker worm is slowing
down, and say that re-infections could be
increasing estimated numbers. According to FSecure, China, Russia and Brazil account for
almost half of the infected IP addresses, while
only one in 100 infections are from a machine in
the United States.
http://www.theregister.co.uk/2009/01/26/conf
icker_botnet/

like money laundering. Early variants of the
rapidly spreading Conficker virus would avoid
Ukraine targets by detecting the keyboard
layout of potential victims.
http://www.scmagazineus.com/Malwarepurposely-not-infecting-machines-in-certaincountries/article/126034

Malware Purposely Not Infecting Machines
in Certain Countries

Microsoft is still trying to control the spread of
the Conficker worm, and is now challenging
findings that were released by the U.S.
Computer Emergency Readiness Team (CERT)
that said that the Windows AutoRun feature
should be disabled, and called Microsoft’s
guidelines for disabling the AutoRun feature as
“ineffective”. Roger Halbheer, chief security
advisor for Microsoft’s Europe, Middle East and
Africa Group, argues that a Knowledgebase
article shows users how to disable the AutoRun
registry key as well as prevent infections from
removable media devices.
http://gcn.com/articles/2009/01/26/microsofton-conficker-worm.aspx

BY: ANGELA MOSCARITOLO, SC MAGAZINE
01/16/2009

ESET researcher Pierre-Marc Bureau says that
malware authors like those behind Swizzor and
Conficker recently stopped infecting machines
in the countries that they operate from in an
effort to keep from drawing attention from
local law enforcement. The Swizzor malware
recently stopped infecting Russian machines by
identifying the language of the victim’s
operating system, which Bureau believes could
mean that operators have servers located in
Russia, and could be committing other crimes

Microsoft Battles Worm, Rebuts CERT
Claim
BY: JABULANI LEFFALL, GOVERNMENT COMPUTER
NEWS
01/26/2009

CYBERSPACE TACTICS AND DEFENSE
Cleaning Conficker: Keeping Your Network Safe From Windows Worm
BY: BRIAN PRINCE, EWEEK
01/23/2009

The article uses the numerous recent articles
about the Conficker worm to develop a list of
some recommendations for protecting your
system as well as remediation suggestions if
you become a victim of Conficker. Users should
apply the Microsoft patch and check that antivirus protection is updated. All major security
vendors are able to detect Conficker and
remove the infection. The article also suggests
disabling Windows’ AutoRun functionality, and
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using stong complex passwords for user
accounts and file sharing. Tools like Panda
Security’s Active Scan site can be downloaded
to remove the malware if the machine is
already infected, or users can manually remove
the worm.
http://www.eweek.com/c/a/Security/CleaningConficker-Keeping-Your-Network-Safe-FromWindows-Worm/
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FAQ: How to Protect Your PC Against the
Downadup Worm
BY: GREGG KEIZER, COMPUTERWORLD
01/20/2009

Security experts say that the Downadup worm,
also called Conficker, has infected almost 9
million PCs in two weeks. The worm can be
spread three different ways: through a
vulnerability in Windows that was previously
patched by Microsoft; by brute-force password
attacks; and by copying itself to removable USBhttp://www.computerworld.com/action/article.
do?command=viewArticleBasic&articleId=9126
349

Anti-worm Defence could be Automated,
says Researcher
BY: TIM GREENE, NETWORK WORLD
01/14/2009

Sentihil Cheetancheri of SonicWall was the lead
researcher of a project that was carried out
from 2004 to 2007 at the University of
California, and reports that peer-to-peer
software could detect and shut down zero-day
computer attacks by using firewalls and
intrusion detection systems to gather
information about anomalous behavior. The
software would share the gathered data to
analyze suspicious activity and detect new
forms of self-propagating worms. Cheetancheri
says that the researchers set up an
experimental detection engine that would
require modification to run on live networks,
but that no one that he knows of is currently
working to commercialize the idea.
http://www.techworld.com/news/index.cfm?R
SS&NewsID=109468
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based devices. Experts recommend that users
install the January edition of Microsoft’s
Malicious Software Removal Tool and checking
that the Microsoft patch from October has been
installed. Users should also choose complex
passwords and disable Autorun and Autoplay in
Windows. The article also lists some symptoms
of infection including account lockouts, disabled
automatic updates and blocked access to
security-related Web sites.

Security Boffins Attempt to Freeze out Cold
Boot Crypto Attack
BY: JOHN LEYDEN, THE REGISTER
01/19/2009

“Cold boot” is a method which obtains
cryptographic keys from memory by loading the
victim machine with software and rebooting the
machine using an external hard drive. The
attack can potentially be thwarted by saving
cryptographic keys in CPU cache, instead of
vulnerable DRAM. Researchers from the Frozen
Cache blog have developed a “proof-of-concept
implementation of the defence”, but still have
many bugs to work out, particularly in
recovering the machine from hibernation.
http://www.theregister.co.uk/2009/01/19/cold
_boot_countermeasures/

ICANN Proposes Scam Website Blocking
BY: JEREMY KIRK, TECHWORLD
01/27/2009

The Internet Corporation for Assigned Names
and Numbers (ICANN) recently issued a report
on fast flux, a technique which allows
administrators to point domain names to a new
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IP address in case the original address fails or is
blocked because of an attack. Hackers and
criminals are also exploiting the technique,
which makes it more difficult for law
enforcement officials to close down phishing or
illegal sites. A site’s IP address can be changed
up to every couple of minutes, redirecting to
countless servers in different ISPs which would
all need to be shut down in the case of an
attack. ICANN has requested ideas for how to
fix the flaw that is enabling spammers and
cyber criminals to escape law enforcement
officials.
http://www.techworld.com/news/index.cfm?R
SS&NewsID=110085

New York Drafts Language Demanding
Secure Code
BY: ROBERT WESTERVELT, SEARCHSECURITY.COM
01/14/2009

New York officials are using the CWE/SANS Top
25 Dangerous Programming Errors list to
develop specifications which would require
software developers to offer software with less
coding errors. Alan Paller, director of research
at the SANS Institute, explains that “the Top 25
Errors is the first step in defining that minimum
standard” and says that the standards draft is
available on the SANS Institute website. William
Pelgrin, CISO of New York State and principal
editor of the consensus procurement standards
for secure code, explains that the standards are
necessary not because developers are doing a
bad job, but because they need to be better
equipped to build cybersecurity in at the design
level. The list also provides information on
vulnerability prevalence and consequences, the
attack frequency for each flaw, remediation
costs, and ease of detection.
http://searchsecurity.techtarget.com/news/arti
cle/0,289142,sid14_gci1344962,00.html#
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How to Tell Which Employees Are More of
a Security Risk
BY: RICK CACCIA, NETWORK WORLD
01/12/2009

Companies are at risk from both employees
who intentionally cause damage or steal
sensitive information, and employees who
accidentally make the company vulnerable to
attacks. The “malicious insider” usually has
administrator rights and access to confidential
data which they may give to a competitor or
trade for cash if they leave the company. A
recent report found that 88 percent of system
administrators said that they would steal
confidential information if they knew they knew
a layoff was coming. There is also the threat
from “trusted outsiders” that have access to
internal systems because of outsourcing or
extranets, and may choose to compromise
sensitive information for profit. The article
explains that the biggest threat may be wellmeaning employees who compromise sensitive
information by e-mailing confidential
documents to their personal e-mail accounts,
printing out customer information, or copying
work to USB devices. The article says that the
key to understanding and combating insider
threats is good detection processes and a
system of rating threats according to potential
damage.
http://www.networkworld.com/columnists/200
9/011209insider.html

RIM Closes Critical Holes in BlackBerry
HEISE SECURITY
01/13/2009

According to recent reports from RIM, hackers
can exploit a vulnerability in the PDF distiller
element of the Attachment Service, which
allows BlackBerry users to view documents
more easily on their device. The vulnerability
could allow attackers to take control of the
targeted server. RIM recently released a
security update to address the flaw, but
recommends that users disable PDF processing
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in the Attachment Service. RIM assigned the
flaw 9.3 out of 10 on the Common Vulnerability
Scoring System (CVSS).
http://www.heise-online.co.uk/security/RIMcloses-critical-holes-in-Blackberry-/news/112405

http://www.darkreading.com/security/manage
ment/showArticle.jhtml?articleID=212901036

Tech Insight: Getting the Big Picture on
Your Security Situation

Author, Gary McGraw, warns readers that
although “top lists” like the recently released
“2009 CWE/SANS Top 25 Most Dangerous
Programming Errors” list are valuable for
learning about software vulnerabilities, much
more must be done than simply knowing what
the threats are. McGraw lists eleven specific
reasons why these lists may not automatically
improve security. McGraw warns that
executives often do not pay much attention to
technical bugs, while some experts can focus
too much on bugs rather than design-level
problems. Vulnerability lists are also more
valuable to auditors than developers, which
may risk efficiency in security, and lists of bugs
change rapidly with emerging technology.
McGraw also writes that automated tools can
find bugs, saving valuable company time and
money, and that security requirements are
more important than vulnerability tests. The
article explains that the CWE contains
information on more than 700 programming,
design, and architecture errors, and that lists
that only include 25 of these vulnerabilities are
not sufficient for security testing.
http://www.informit.com/articles/article.aspx?
p=1322398

BY: JOHN SAWYER, DARK READING
01/16/2009

Hard economic times and budget cuts could
lead to an increase in insider threats for
companies. Obtaining “situational awareness”
in an organization will help monitor network
activity and detect possible suspicious behavior.
The article provides three steps that can help
security teams gain an overall awareness of
their environment. The first is to track all
resources including software and hardware.
Organizations should have a clear
understanding of their assets and value. The
second step includes conducting a
comprehensive risk analysis which should
determine what risks threaten the
confidentiality or integrity of IT resources.
Finally, IT teams should aim for full visibility
throughout the enterprise network especially in
networks that include mobile workers and
virtual server farms. Continually repeating these
steps should help security teams prioritize
potential attacks and alerts and detect threats
early.

Software [In]security: Top 11 Reasons Why
Top 10 (or Top 25) Lists Don’t Work
BY: GARY MCGRAW, INFORMIT
01/13/2009

CYBERSPACE - LEGAL
Can Our Laws Curb the Challenges of Cyber
Crimes?
BY: DOLAPO EKANADE, TRIBUNE
01/19/2009

Emerging technologies and the expansion of the
Internet have lead to the development of more
complex and sophisticated cyber crimes
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including ID theft, electronic fraud, hacking,
copyright infringement, spam, extortion and
trafficking. The article discusses how courts
have little power to prosecute offenders of
cyber crimes for many reasons which include:
weak or outdated methods of investigating
cyber crimes; the challenge of determining
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attribution and arresting offenders; and the
vague definitions of what actually constitutes a
cyber crime. The article specifically discusses
Nigerian laws and the need for upgrades and
improvements to Nigerian laws to meet
emerging cyber crime challenges.
http://www.tribune.com.ng/19012009/mon/la
w.html

Hackers Tried to Steal Hundreds of Millions
From Bank, Court Told
BY: DAVID BROWN, THE TIMES ONLINE (UK)
01/22/2009

Kevin O’Donoghue, a bank security supervisor,
and hackers Jan Van Osselaer and Gilles
Poelvoorde, have all admitted to conspiring to
steal £229 million from customers of Sumitomo
Mitsui Banking Corporation. The criminals
installed keylogger spyware on the company’s
computer systems that recorded employee
names and passwords and then attempted to
transfer money to accounts in Spain, Dubai,
Hong Kong, and Singapore. O’Donoghue, a
security supervisor at the bank, let the other
hackers into the bank and then tried to tamper
with the bank’s closed-circuit television system,
but did not eradicate all evidence. British
businessmen Bernard Davies and Hugh Rodley
are accused of setting up the accounts to
receive the stolen money, while David Nash and
Inger Malmros were used to “front” the
companies and bank accounts that were set up.
Mr. Rodley, Mr. Nash, and Mr. Malmros all deny
involvement with the scheme, and Mr. Davies
died before the trial began.
http://www.timesonline.co.uk/tol/news/uk/cri
me/article5563001.ece

Clerical Error Foiled Sumitomo Bank Hack
BY: JOHN E. DUNN, TECHWORLD
01/22/2009

Gilles Poelcoorde have admitted to attempting
to steal £229 million from Japan’s Sumitomo
Mitsui bank. The men were unfamiliar with the
Swift system that is used to transfer money to
external accounts, and incorrectly entered
information in a field on the transfer form. The
men attempted to transfer the funds 21
different times over two days. Bank employees
also noticed that their computers had been
tampered with and went to management with
their concerns.
http://www.techworld.com/security/news/inde
x.cfm?newsid=109843

Three Years Undercover with the Identity
Thieves
BY: ROBERT MCMILLAN, COMPUTER WORLD
01/20/2009

Supervisory Special Agent J. Keith Mularski, who
works for the FBI’s Cyber Initiative and
Resource Fusion Unit, was able go undercover
as a hacker for three years on the DarkMarket
“carder” site, where thieves could buy and sell
credit card numbers, online identifies and tools
to make credit cards. Mularski, who went by
Master Splynter online, was able to gain the
trust of the other hackers, and eventually was
made administrator of the site. A German
reporter, Kai Laufen, eventually discovered
Mularski’s name in court documents and
reported that the hacker was actually an FBI
agent. As a result of his three years undercover,
Mularski was able to work with police agencies
in Germany, the U.K., Turkey, and other
countries to make 59 arrests and prevent an
estimated $70 million in bank fraud before the
FBI shut down Operation DarkMarket in
October 2008.
http://www.computerworld.com/action/article.
do?command=viewArticleBasic&articleId=9126
467

Kevin O’Donoghue, a bank security supervisor
and two software experts, Jan Van Osselaer and
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CYBERSPACE-RELATED CONFERENCES
Note: Dates and events change often. Please visit web site for details. Please provide additions, updates, and/or
suggestions for the CYBER calendar of events here.
2 – 6 Feb 2009

11 – 12 Feb 2009
16 – 19 Feb 2009
5 – 6 Mar 2009
9 – 11 Mar 2009
13 – 15 Mar 2009
17 – 18 Mar 2009
23 - 27 Mar 2009
25 – 26 Mar 2009
26 – 27 Mar 2009
30 Mar – 2 Apr
2009
6 – 8 Apr 2009
7 – 8 Apr 2009
13 – 15 Apr 2009
14 – 17 Apr 2009
20 – 24 Apr 2009
30 Apr – 1 May
2009
4 – 8 May 2009
6 – 7 May 2009
11 – 15 May 2009
13 – 14 May 2009
21 May 2009
24 – 28 May 2009

United States Army Global Information Operations Conference, Peterson AFB, Colorado
Springs, CO,
http://portal.smdc.army.smil.mil/C19/CVTI/default.aspx?Mode=Edit&PageView=Shared
Houston SecureWorld Expo; Houston, TX,
http://secureworldexpo.com/events/index.php?id=260
Black Hat DC 2009, Washington DC, http://www.blackhat.com/
Warfighter’s Vision Conference 2009, Washington, DC, http://www.afei.org/
INFOSEC World Conference & Expo, Orlando FL,
http://www.misti.com/default.asp?page=65&Return=70&ProductID=5539
Cybercultures: Exploring Critical Issues, Salzburg Austria, http://www.interdisciplinary.net/ci/Cyber/cybercultures/c4/fd.html
Atlanta SecureWorld Expo; Atlanta, GA;
http://secureworldexpo.com/events/index.php?id=252
FAA IT/ISS 2009, Dallas, Texas, https://itissconference.faa.gov/
Boston SecureWorld Expo; Boston, MA;
http://secureworldexpo.com/events/index.php?id=251
th
4 International Conference on Information Warfare and Security, Cape Town, South
Africa, http://www.ktn.qinetiq-tim.net/events.php?page=ev_eventfull&item=1
Computational Intelligence in Cyber Security, Nashville TN, http://www.ieeessci.org/index.php?q=node/21
Cyber Security and Information Intelligence Workshop, Oak Ridge National Laboratory,
http://www.ioc.ornl.gov/csiirw07/
2009 USSTRATCOM Cyberspace Symposium, Omaha, NE,
http://www.afcea.org/events/stratcom/introduction.asp
Cyber Security and Information Infrastructure Research Workshop, Oak Ridge National
Lab, TN, http://www.ioc.ornl.gov/csiirw07/
Black Hat Europe, Amsterdam The Netherlands, http://www.blackhat.com/
RSA Conference, San Francisco CA, http://www.rsaconference.com/2009/US/Home.aspx
Terrorism, Crime & Business Symposium, Houston, TX,
http://www.stmarytx.edu/ctl/content/events/Business_Symposium.html
Army Global Information Operations (IO) Conference, Colorado Springs, CO
Philadelphia SecureWorld Expo; Philadelphia, PA;
http://secureworldexpo.com/events/index.php?id=253
2009 Department of Energy Cyber Security Conference, Henderson, NV,
http://cio.energy.gov/csc_conference.htm
Cyber Defence, Stockholm, Sweden, http://www.smionline.co.uk/events/overview.asp?is=1&ref=3080
Systemic Approaches to Digital Forensic Engineering (SADFE), Oakland, CA,
http://conf.ncku.edu.tw/sadfe/
Internet Monitoring and Protection, Venice Italy,
http://www.iaria.org/conferences2009/SECURWARE09.html
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26 – 29 May 2009
2 – 5 Jun 2009
7 – 10 Jun 2009
14 – 18 Jun 2009
14 – 19 Jun 2009
16 - 18 Jun 2009
25 – 26 Jun 2009
28 Jun – 3 July
2009
1 – 3 Jul 2009
6 – 7 Jul 2009
6 – 8 Jul 2009
7 – 10 Jul 2009
25 – 30 July
July 2009
17 – 19 Aug 2009
18 – 20 Aug 2009
31 Aug – 4 Sep
2009
29 – 30 Sep 2009
28 – 29 Oct 2009
4 – 5 Nov 2009
18 – 20 Nov 2009

Network Centric Warfare Europe, Cologne, Germany,
http://www.asdevents.com/event.asp?ID=358
Applied Cryptography and Network Security (ACNS), Paris-Rocquencourt, France,
http://acns09.di.ens.fr/
Information Hiding Workshop, Darmstadt, Germany, http://www.ih09.tu-darmstadt.de/
IEEE International Conference on Communications (ICC) 2009, Dresden, Germany,
http://www.comsoc.org/confs/icc/2009/index.html
International Conference on Emerging Security Information, Systems and Technologies;
Athens Greece, http://www.iaria.org/conferences2009/SECURWARE09.html
Air Force Cyberspace Symposium 2009, Bossier City, Shreveport, LA,
http://www.cyberspacesymposium.com/
Workshop on Digital Forensics & Incident Analysis, Athens, Greece, http://www.wdfia.org/
Annual Computer Security Incident Handling Conference (FIRST), Kyota, Japan,
http://www.first.org/conference/
Australasian Conference on Information Security and Privacy (ACISP), Brisbane, Australia,
http://conf.isi.qut.edu.au/acisp2009/
European Conference on Information Warfare and Security (ECIW), Lisbon, Portugal,
http://www.academic-conferences.org/eciw/eciw2009/eciw09-home.htm
th
4 Global Conference: Visions of Humanity in Cyberculture, Cyberspace and Science
Fiction, Oxford, United Kingdom, http://www.inter-disciplinary.net/ati/Visions/v4/cfp.html
Conference on Ubiquitous Intelligence and Computing, Brisbane, Australia,
http://www.itee.uq.edu.au/~uic09/
Black Hat USA 2009, Las Vegas NV, http://www.blackhat.com/
International Conference on Detection of Intrusions and Malware, and Vulnerability
Assessment (DIMVA), Milan, Italy, http://www.dimva.org/
Digital Forensics Research Workshop, Montreal, Canada, http://www.dfrws.org/
International Conference on Information Assurance and Security, Xi’an, China,
http://www.ias09.org/
th
6 International Conference on Trust, Privacy & Security in Digital Business, Linz, Austria,
http://www.icsd.aegean.gr/trustbus2009/
Detroit SecureWorld Expo; Detroit, MI;
http://secureworldexpo.com/events/index.php?id=257
Seattle SecureWorld Expo; Seattle, WA;
http://secureworldexpo.com/events/index.php?id=249
Dallas SecureWorld Expo; Dallas, TX;
http://secureworldexpo.com/events/index.php?id=250
MINES 2009 International Conference on Multimedia Information Networking and
Security, Wuhan, China; http://liss.whu.edu.cn/mines2009/
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EMPLOYMENT OPPORTUNITIES WITH NSCI
Job Title
Operational Deterrence Analyst
Defensive Cyber Ops Analyst
Cyber SME
Geospatial Analyst
Logistics All-Source Intelligence Analyst
SIGINT Analyst
Cyber Operations SME
Website Maintainer
Cyberspace Specialists
Cyberspace Manning IPT

Location
NE, VA
NE, VA, CO
NE, VA, TX, CO
NE
NE
NE, CO
NE
NE
NE
NE
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promote discussion in the public interest and to keep subscribers who are involved in the
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