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THIS WEEKIN CYBER PRO

BYLINDSAY TRIMBINATIONAL SECURCVBERSPACE INSTITINTE

¢CKS 5SLINIYSYyd 27F | 2niBReitingaR, ddp@yQuddeiBedrétadyof thie Dlatignal  t
Protection and Programs Directorate, said recently that hackers are becoming more organized in

attacking critical government IT systems tlgovernment and businesses are at defendingm (page

18). Reitinger stressed to the Senate Committee on Homeland Security and Governmental Affairs that

the government and industry must collaborate to develop better cyber defense solutions. Defense

TSOKQaA YS@AY [/ 2tSYlLyYy ¢2dAR | ANBS® Ly Iy I NIGAOE S GK
FRYAYAAUNI GA2Y KFra &FAR GKIG OBoSNERSOdANRiGe Aa W Y
that statement page 13.

The DHS is ready to take that action; an announcement was made recently that the organization will
more than double the number of employees in their National Cybersecurity Division by nexpaegar (

17). Dennis Blair, the director of national intelligence, is also prepared to increase cybersecurity efforts.
U.S. intelligence agencies will enhance their cybersecurity mission over the next fourpgesrd .

One area for increased concern among cybersecurity professionals is the lack of national cyber

leadership. Representatives James LangewR.() and Michael McCaul-[Rxas) sent a letter to

t NBAaARSYUO . IFNIOQl hol Yl (KA OSNJISKRE o0& eliAkySa RISK S-ee jjo SA
federal cybersecurity coordinatopége 16. Defense Secretary Robert Gates recently suggested that the

DHS and National Security Agency share the duties of cybersecuritydaegdl(.

Along with leadership, another common theme is preparing the public to be on the cyber offensive.

Internet users are increasingly being asked to prevent cyber attalbksndustry members and even the
FederaBureau of Investigatiorpéige 27. Naval Postgraduate School Professor John Arquilla has said

GKFG GKS | ®{d YATAGINE akKz2dzZ R O2tfl 02Nl 0SS oAGKYYS
preemptive onlined i NR& 1 S & ¢ -warl@ coaflict8 flahe NF I f

Ly GKS a{SyA2NJ[SIFRSNItSNRLISOIADPSE (KA&a 6SS{1=: K
Hight, vice director of the Defense Information Systems Agéraxye §. In our interview, Hight

discusses key cyberspadated programs that DISA has enacted to continue delivering cyber

capabilities to the military. She also highlights the aspects of DISA that willechéthghe standup of

the new U.S. Cyber Command, providing her insight as to how industry and academia will be able to
contribute to the new organization.
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SENIOR LEADER PERSPECTIVE : RADM ELIZABETH HIGHT

b{/ LQ&a [ A yeRentlyidtervieNddRéar Adfiral Elizabeth
Hight, vice director of the Defense Information Systems Agency (DI X
In this role, Hight helps lead a worldwide organization of more than
6,600 military and civilian personnel responsible for planning,
developing and providing inteperable, global netentric solutions
that serve the needs of the President, Secretary of Defense, Joint
Chiefs of Staff, the combatant commanders and other Department
Defense componentBrior to this assignment, Hig I a 5L { ! {
principle directordr operations and deputy commander, Joint Task
ForceGlobal Network Operations (JGRNO) from 2006 to 2007.

NSCIIn 1991, DISA evolved from the Defense Communications
Agencyc an organization that consolidated the communications }‘
systems of the Army, iAForce and Navy. As cyber communications
have come to the forefront, how has DISA continued to consolidate
the work being done in each of the military services?

REAR ADMIRAL ELIZABETH HEGHT ! R 2 S copsalidatetheBvork. Think of the worlds a

NEdzy R 3t206S IyR ¢6KIFi 5L{! R2Sa&a Aa LINROARS (KS a
agencies and Combatant Commands (COQ@Msin up to. Think of what we provide as the
GAYUGSNEGOIGS aeadsSYé yR GK@S{ ARBMAOEF: aAI Hi&S{ NR YR
NRIFR&¢ 2FF 2F GKIG INBIG 0A3 aAYyGSNRERGI GS¢ 02 S
consolidate; we provide the linking between either expeditionary ugefsS I y Ay 3 (G KSe& R2y Qi

in one place &the time, such as a Navy slgjpr a fixed base, in order to reduce costs.

b{/ LY 126 KFra GKS AYyONBIrasS Ay OeoSNAERLI OS 2LISNI f§Ar2

HIGHTWe are finding ourselves reaching out into the combat zones to an even greateedbgn we
ddinthepasg2 dzi (2 ¢KIFIG ¢S OFrff GKS adl OGAOFtf SR3ISDHE
primary base of a Service or some other location and today, we reach our SATCOM systems and
terrestrial links into the hills of Afghamés, the outlying cities of Iraq, the major and rural areas of Korea
and, you name it, we go way out to the edge to a much greater extent than we ever did in the past.

Force or Marine Corps on the Korean Peninsula had to bleaseall of their own circuits on and off

the peninsula, just imagine the cost of that. What we have done is taken their requirements for all

peninsula communicationseither terrestrial or satelliteg and bundled them together in order to 1)

LINE GARS | &aSNWAOS:E a2 (KS@& R2yQli KI@S G2 R2 UGKIfd
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2S (KSY LINRPGARS | tAYy|l AyG2 GKIFIG aINBIG o0A3 aAy @SN

PSNXYIFYySyid 2N GSYLRNINEB aO2dzyié NRIFIR&aé¢ GKIFIG GKSe@ S
requirements are standing requirements, especially the ones here in CONUS where you have a fixed

based that has been there a long time and is likely to be there famgitime. So those requirements

are well understood, but the expeditionary requirementa/here we can take a big pipe into theater or

other countries and then the Services pull not only their transport, but some capabilities off of that big

pipet allowthey G2 NBalLl2yR @OSNE [dzAOlfe FyR @SNE Reyl Y} OF

NSCI: With network centric operations, the ability to deliver information to our warfighters is more
fluid and timely. But with the increasing use of computer networks, we become megetident and
reliant on systems that could potentially ¢ be victim to cyber attacks. Regarding cyberspace, how
does DISA balance the potential risks with the immediate access warfighters have come to expect?

HIGHTWe have embarked on redesigning theclassified systems that the DoD ugeshat we call the

unclassified intranet for the department, referred to as the NIPRNET. Just like any very large

organization, we have our own intranet and it has access to the Internet, but we protect that intranet

veNE OF NBFdzZ ted 2SS |NB NBRSaAIyAy3ad Al gAGK &aSOdzyn i
looking at things that you would see out in the commercial world.

For example, if you were to go to Amazon.com to order a book, you would be able to2eB alll YI | 2 yiR &
outward-facing information that they want you to see, such as their inventory list, their shipping

options, the cost of their books, etc. You would not be able to see anything that they want to keep to
themselves, like their financial data. Vdee redesigning the NIPRNET to include that kind of technology,

so that only the information that we want to be seen by people in the Internet can be seen by them. We

have several initiatives to protect information on the NIPRNET from people tryingdesaite
AYF2NXYEGA2Y GKFGQa y20 F@FAfFofS (2 GKSYO®

NSCI: From a DISA and Joint Task FQ@G®bal Network Operations perspective, can you discuss a
few of the key challenges regarding cyberspace operations?

HIGHTFrom both the DISA and the JTF perspedtS = G KS 0A33S&d
I &

OK Iffsyas y
AKINB AYyTF2NXIF(GA2Y 6KAETS {1SSLAyYy3 N

bj)
[@=N
A
™~

You have a balance between what information is made available, through what means and to whom? In
order to make those decisions, we think about risk. Qfrse, in the military, operational risk is a

significant issue in anything that we do. In order to make a balancing decision between what we can
share and what we keep a secret, we need to think hard about what the dynamics of a specific mission
will requrre.

{2 £S00a GKAYl F2NJ I Y2YSyid lLozdzi GKS O2y(Aydzz)| 2

NBIFRé (2 KIYyRfS® 28 R2 SOSNRBOGKAY3I FTNRBY KdzYl yAd I§NA

GKS T¢I I YR LINE Y 2 (i Aflict3ll thedvfydo gavgrinemBabilizitionakdNE dz3 K §O 2
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keeping the peace. And so depending on which phase of that continuum we are in at any one time, our
information sharing needs are different.

C2NJ AyaildlyOST AT 6SQNB A Y eisuadni rvliaf BRffort B an2arthgiade JLi2 NIJA v
NEftAST STFF2NII 6S 2F0Sy FTAYR 2dzNBASt dSa 2Ny Ay3I QoA
LIS2LX S GKFEG 6S R2yQl 1y26® hdzNJ AYF2NXYIFGA2Y &KL

techniquestha S dzaS (G2 1SSL) 6GKS ASONBGa® hy (GKFG SyR ¥
information: Where do the next deliveries of water and food need to be? What is the potential landing
zone for a helicopter delivering those goods? The dimension for infeomaharing on that part of the
continuum is very high. The requirement to keep a secret is relatively low.

But, if you march through that continuum and you approach conflict, the requirements to share
information with unanticipated users is typicalyRelizOS R 06 SOl dzaS @2dz 1y26 6K
GKIFIG O2yFEAOG YR @2dz2NJ NBlidZANBYSyda G2 1SSLI |
FROSNREFNE G2 1y26 6KIFIG @2dz2QNBE R2Ay3IoP

(Vo))

So throughout that entire continuum of operations, you make dskisions based on the mission at the
moment. So the network has to be flexible enough to work throughout that continuum. Our ability to
share information while keeping a secretvhich is different for each situationhas to be enabled by
the network.

NSCI: Can you tell us about a few of the key cyberspat&ted programs (e.g. HBS%ostBased
Security System) that DISA and/or JENO are using to deliver capabilities to Combatant Commands
and/or Services?

HIGHTYes, we have a plethora of them. Wevhaverything from tools that allow us to understand the
NBIIRAYS&aa 2F 2dz2NJ ySig2Ny1aT G22fta GKFG ff2¢ dza a2
network; tools that allow us to configure our networks automatically or to know when a network goes

out of configuration. We also have tools that allow us to understand what is coming into the NIPRNET
FNRY GKS LYGSNYySOGT G22fa GKIFIG Fft2¢ dza G2 dzyRS
S 1y26 o6KIFGQa 3I2Ay3A 2 dzie tdolyf tha williako® usliddzégieda®@ thR 2 Y I A W

O _,

outward-facing databasesg S OF'y aS3aINB I GS (GK2aS FTNRY AYyTF2NNIA2

the Internet. We have a lot of tools.

One of the things that is important to know is that the §Héon to bepart of the U.S. Cyber Command

¢ is an operational command that determines what requirements need to be met and DISA is a
technology and engineering organization that develops and provides those tools. That symbiotic
relationship of what the users need ahdw DISA can get them into the field has been one of the
KFEfftYFENla 2F oKIG 6SQ@BS | O02YLX AaKSR Ay (GKS I
moves to Fort Meade and becomes part of the Cyber Command because it will always be the
responsibiliy of the operational command to define the requirements and it will always be the
responsibility of the engineering and technical organizations to try to meet those requirements.

[N
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NSCI: How do you see the increased demands of standinheipew U.S. CylseCommandaffecting
DISAandJTBbhQa | o6AfAle G2 O2yGAydzS FdzZ FAtfAy3d NBaLPYy:

HIGHT Certainly, the requirements are not going to be reduced in any way. | think the task befgre us

as U.S. Cyber Command stands up Bsnsure that we retain our strong relationship with that

2LISNI GA2Yy I O2YYFIYyR® 2SS R2y Qi f S3EGNO WSk thé haicpd 2 v I A
handin-hand and our No. 1 priority is to ensure that the net ops mission continues to exedrayst
commandand-control logic on the networks and that there is a single organization in charge of directing

the operation and defense of the networks.

Interms ofdayo-RI @ | OGAPAGASaY GKSNB ¢2yQli 0SS | omK2f S 2 (
structure, of course there will. Today, the JFRO and DISA are-tmrated in the same operations

center. They sit side by side and as things happen on the network, there are technical experts from the

DISA team that will help the JTF team and JEFadqrs will identify ongoing operational requirements

that DISA needs to respond to. As we look-tm&nd at any one moment in time, between the point

GKSNB 2yS LISNBR2Y A& GFfl1Ay3 (2 y20KSNE G§KSNB A3
sitting on a Navy ship and | want to communicate with my Air Force brethren in an operation, | will send

out information from my ship on a Navy network that goes to a network operations center. The Navy
bSGg2N] hLISNI GA2ya /SyidiSNI RS ORIKAICNES Rg Si 20 [HIfKIS (S
Grid. That information now has flowed over the Navy network, over the big enterprise network that

DISA manages, onto an Air Force network that will eventually make its way to the Air Force

expeditionary unit als in the operation.

2 KSy ¢S GFf1 lo2dzi GKS ySGg2N]l =X 6SQONB y20 221 My3
network of networks. So the DISA team that sits in the same ops center as #BdNI Ean immediately
NBaLRyR (G2 (GKS WIIGE dAKISBK ok BQdy (BN®YIF X5y KAIKGI @
GKS {SNBAOSa FyR 3SG 2dzi GKS aO2dzyie O2L1aé¢ | yRJtS
NRI Radé ¢KS | o-tork liéw ofirfornfatio¥Bwirg ffomSgliRe to destirat is still a

work in progress. We have a very strong command-control relationship between the JTF and the

owners of the networkg one of which is DISAto make sure we can understand that etadend

capability.

As in most things related to techragly, we are still learning and we still have a ways to go to get
extremely accurate entb-end situational awareness. | think the more that we use the networks and
the more netcentric we become, the more we will begin to require machinmachine capabily that
can be reported automatically and not manually.

NSCI: With the standip of USCYBERCOM, there will obviously be some changes in the command and
control of cyberspace. Are there any areas where industry and/or academia could contribute?
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HIGHTAblutely! If you think about America 100 years ago, we had an awful lot of cow paths and
K2NARS GNIXAfa YR y2i OSNE Ylyeé NRIFIRad® ¢KAYy]l |0
to the network.

As the networks grow and proliferate, we needteong industry commitment to both develop systems

that can be adopted in a netcentric view; we need data that can be published and subscribed to within
the netcentric framework; we need to advance the capabilities of understanding how to prioritize
information based on mission requirements in something similar to a quafliservice prioritization

1Sed 2S ySSR (2 O2ydAydzS 2 FR2LJWi | dzyATASR 02
particular part of the network for voice, this particular paftthe network for video and this particular

part of the network for data, but we need to let all three mediums travel on the network and let the
operational commanders decide what they want to allocate to which technology. There are a huge
number of isses associated with the netcentric world of tomorrow.

¢tKSNBEQa Fy20KSNJ FNBF Ay 6KAOK AYRdzaiGNE FyR I Ol
networks terrestrlally dlfferently from how we manage IT networks over satellite communication. We

cai R2 GKI Ay GKS TFdzidNBod 2SS ySSR G2 6S |o6ftS
idKS yédézNJ[ G2 +ttt2¢ F2NI I FtSEAG6tS YR Reyl YA

time.

The military today is incredibly dependent ariarmation ¢ reattime information delivered at the right
time in the right format. We simply cannot have a military that has to take all of that information with
them all of the time. What we need, instead, is a way for that soldier, sailor, airmen arexarcoast
guardsman to be able to reach into a data store that is authoritative ariwate ¢ immediately,
wherever they are on the face of the planet and get the information that they need.

So industry and academia can help us by furthering tmeepts of what many people refer to as cloud
computing, and what | would refer to as netcentric involvememthere the data resides is irrelevant to
whether or not you can get it to the user who needs it. We continue to look at concepts where data is
avalable on demand; bandwidth is available on demand; it can be managed dynamically and in real
time; and it is not hampered by distance or geography. It will take a partnership to make it happen.

NSCI: There has been a lot of press recently regarding Ddibypan the use of social networking and
Web 2.0 tools. Can you clarify what the current policy is, and tell us about some of the risks and
benefits¢ from DISA and JFTENO perspective being considered?

HIGHTAS you know, the current policy is underiew by the community, that being all of us who are
stakeholders in both the use of the network and the use of the information that travels over the

network. The current policy does not restrict the use of social networking sites. There are cannetns

only about malicious activity that might be occurring on a social networking site, but on anything that
might be brought back into the NIPRNET as malicious software. There are concerns about the incredible
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increase in the bandwidth required to access thsgtes from government computers that are meant for
mission purposes and there are concerns over operational security.

Just as | described the risk equation for operational missions, we are looking hard at what the risk
equation is for the use of comperts from our NIPRNET into the Internet and whether or not our policies
meet the need to share information while keeping a secret. | would say that there are some members of
the Department of Defense that absolutely rely on social networking sites and wetdwant to reduce

their ability to use them, but what we might end up doing is having a combination of policies,
procedures and technology that would allow us to share information while keeping a secret. That, of
course, is the goal.

NSCl:IsthereanftA y 3 Sf aS @2dzQR fA1S (42 | RRK

7

HIGHT¢e KAa A& GKS Yzaid SEOAGAY3I GAYS Ay OeoSNI 6SOflyz2
F2NJ I FS6 &SI NBAD® ¢KSNB FINB | f26 2F G(GKAy3da (GKI @ o
ajourney?2 dzy RSNEGFYRAYy3a K2g ¢S OFy dziAf AT S OFLI oAtQie

protect our people.

The entire DISA team would welcome good ideas, we would welcome leveraging, we would welcome
collaborationg all within the bounds of what federédw allows us to do. | think we have a long journey
to go together and | think this stuff is way cool and a lot of fun.
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CYBERSPACE T BIG PICTUR E

The Five Most Dangerous Internet Security ThelS Q& /[ 2y OSNY ¥ . dzi 2 K

Myths BY: KEVIN COLEMARFENSE TECH

BY: MIRIAM BOBROEEINE ARTICLES 09/21/2009

09/22/2009 The problem of cybersecurity has been called

This artict discusses five Interneesurity GFa arx3IyAFAOrLYyd Fa GKIFG
GYaiKaé yR gKé GKSe& Yik yddf SENKSSILMWFAE YR

Internet users stay safe online. The article says ~ Command tells Congress that the téi States
that hackers are no longer teenagers lookingfor A& G @dzt ySNI ot S G2 OeoSNJ
fame, but are now organized crime groups that spectrunt BresidentBarackObama has said

are financially motivatedThe artite also says GKFG aO0KS yFaA2yQa RAIAL
that users need to have antispyware, antirootkit ~ near constant attack uleyman Anil of NATO

and a bidirectional firewall installed on their says that cybersecurity is considered to be at
machines in addition to an antivirus program. the same level amissile defense and energy
Hackers are increasingly using personal pages security. In this article, Kevin Coleman asks why
and bigname company sites to spread there is not more being done to improve

malware, so simplbeing careful of where you cybersecurity, when so many recognize the

surf is no longer adequate protection. severity of cyber threats.
http://ezinearticles.com/?TheriveMost- http:// www.defensetech.org/archives/005025.
Dangerousdnternet-Security html

Myths&id=2884355

ManTech’s Cyber Solution Center Helps Combat Threats to
our National Infrastructure

International Corporation.

ManTech International Corporation is a leading provider
of innovative technologies and solutions for mission-critical
national security programs for the Intelligence Community; the
departments of Defense, State, Homeland Security and Justice; the
Space Community and other U.S. federal government customers.
It has recently established a Cyber Solution Center that marshals
expertise from across the company to help the U.S. government
and private industry fight the increasing threats to our IT and
communications infrastructure. ManTech has been providing
cyber operations services to the U.S. government and private
industry for 11 years and its cyber security professionals have
authored books and articles on honeypots (catching hackers),
service oriented architecture security and network security
monitoring. They have also taught for leading cyber security

; education providers such as SANS, Foundstone, USENIX, HTCIA
Naﬁfi,"n‘f,T?e'ff,;,c,°$§'?§c”ﬁ,fjigy- and Black Hat. For additional information on ManTech'’s Cyber
Solutions contact Mark Root at: mark.root@ManTech.com
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CYBERSPACE T U.S. GOVERNMENT
C/l/ | KEFEANI t NPLIJ2&SA Wh Ed8s/Can MoiitrRiHrinaivBdrt S A

BY: PETER SVENSSOASHINGTON TIMES
09/21/2009

Federal Communications Commission chairman

Julius Genachowski says that wireless carriers
aK2dzZ R 0SS adznaSoi G2
should not be able to block certain types of
Internet traffic from flowing over their
networks. Genachowski says that the same
rules the FCC already applies to wired Internet
traffic should be extended to wetess. The FCC
wants a formal rulesayingthat Internet carriers
cannot discriminate against any type of traffic

by degrading service. Consumer advocates and

a2yYySsS 28So
KFra 0SSy
assumption of e Internet: that all traffic is
treated equally by the netwoik €
http://www.washingtontimes.com/news/2009/
sep/21/fcecchairmanproposesopeninternet-
rules/

O2YLI yASa g4l

FCC Chairman Expected to Outline Net

Neutrality Rules
BY: MIKE KENT, NEWSFOR.COM
09/18/2009

Julius Genachowski, the Federal
Communications Commission Chairman, is
expected to outline networneutrality
proposals that would keep Internet service
providers from blocking or slowing Internet
traffic based on content. ISPs such as Verizon
and AT&T say that growing traffic needs to be
better managed and that neutrality would stifle
Internet innovation. Ben Scott, policy director
of Free Press, says ttithey are pleased that
GKS C// Aa
market for speech and commerde
http://www.newsfactor.com/story.xhtml?story
id=69052

'y dzy RSNI @Ay 3

GLINRG§SOGAY3

2

t NAGEGSEe G2 D2@Qi
BY: MARTHA NEIL, ARBURNAL

09/21/2009

A recently published legal opinion from the U.S.
a 2 bépaftmdntyofUbsticl says thikliidthSetipients Y R
and senders of ails that go to government
employees logged into a wodomputer

network are subject to monitoring by the

federal government. David Barron, acting

assistant attorney general, says that federal
employees automatically give their permission

for the governmento monitor their
communicationswhen they log on to ]
golePhmehiconipuates dneyNdteivé K hotice

fidn the Hon&ahal SedufiADepa@nent that

says that their machines are being monitored

for malicious intrusions. Someone sending e

mail to a federal employee must also assume

that the email could be read.
http://www.abajournal.com/news/feds_can_m
onitor_private_e

mail_sent _to_govt workers _doj says/

2

y @

Intell Agencies Plan to Beef Up

Cybersecurity
BY: BEN BAJIREDERAL COMPUTEFEW

09/15/2009

The 2009 National Intelligence Strategy from

the Office of the Director of National

Intelligence says that enhancing cybersecurity is

a mission objective for intelligence agencies

during the next four years. Dennis Bldire

director of national intelligence, says that the
United States must be more aggressiveyber
operations and identifiecChina and Russia as A
theknfost 2glgdés¥ive hatichSilNtheSybé& world. NS
The NIS report says that the architecture of the

y I O A 2italGnErastRidtuEe is not secure or
resilient, and that intelligence agencies need to
integrate cyber expertise throughout agencies
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and pay more attention to neutralizing cyber Government Should Help Widen Cyber
threats. Knowledge
http://fcw.com/articles/2009/09/15/web-nis- BY: MAX STIER, FERERIMES
cybersecurity.aspx 09/14/2009

The Partnership for Public Service recently

Committee Examines Growing Cyber released a study that found that federal officials
Threat to Businesses and other experts agree that the government
TMCNET muald | RRNBXaa AGa aakKz2NILl
09/15/2009 sophisticated professionals capable of
Homeland Security and Governmental Affairs combating the growing cyber threat from
Chairman Joe Lieberman(bnn) and Raking hackers, criminals, foreign governments and
Member Susan Collins-{Raine) have explored terrorist organization® €he report said that
the threat of cybercrime to smaland midsized there has been a lack bfghlevel federal
businesses and discuss how the federal leadership, and also discussed the lack of
government can help businesses defend training for workers and a clear career path or
themselves. Lieberman and Collins are drafting certification system for cybersecurity
legislation that will address cyber security specialists. Max Stier writes that the
issues. Liebermarags that a publigrivate government must assess its workforce needs,
partnership to defend cyberspace is essential develop a plan for recruiting workers and the
and that businesses, government and law focus on hiring and retaining cybersecurity
enforcement agencies worldwide must work talent. Stier also says that the government
together to combat cyber threats. Collins says should look into encouraging universities to
that the new legislation will address attacks offer cybersecurity programs.
against imlividuals, businesses and government http://www.federaltimes.com/irdex.php?S=42
and also says that the government needs to 73437

make cybersecurity a higher priority, and work
to form a publieprivate partnership.
http://www.tmcnet.com/usubmit/2009/09/15/
4372163.htm

You need to focus on dozens of tasks each second in order to keep information operations at full speed. Being concerned about the

security of your information shouldn't be one of them. Whether your mission is to secure information from a crime scene or prevent
network intrusions, ITT makes it our mission to relieve that concern. We provide the most comprehensive suite of tools available to ensure
that your information arrives at its destination, without compromising data integrity and timeliness. Learn more at aes.itt.com. \

In the world of information security, second place 3

iIs not an option.

A
4 .
I TT Communications « Sensing & Surveillance « Space « Advanced Engineering & Integrated Services Wi /
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Engineered for life ITT, the Engineered Blocks logo, and ENGINEERED FOR LIFE are registered trademarks of ITT Manufacturing Enterprises, Inc., /5 J' !
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Cyber Criminals Targeting Small Businesses
BY: LOLITA C. BALD®RHOO TECH

09/14/2009

Federal authorities warn that cyber criminals
are increasingly targeting smadind midsize
businesses that do not keep their computer
securty tools updated. Michael Merritt,
FaaArAadlyd RANBOG2NI 27
office of investigation, explains that larger
companies have taken on more sophisticated
computer network protections, leaving small
and midsize businesses more vulneralde
attacks. Phil Reitinger, the deputy
undersecretary of the Department of Homeland
Security says that businesses can use better
antivirus and antispyware programs to protect
themselves. Reitinger also says that
government agencies mushprove

coordinaion with each other and the private
sector to better protect businesses.
http://tech.yahoo.com/news/ap/20090914/ap
on_hi_te/us_cyber crime_small business
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Repubican Lawmakers Want Answers

from ICANN

BY: ANDREW NOYESNGRESSDAILY

09/16/2009

In a letter to Rod Beckstrom, CEO of the
Internet Corporation for Assigned Names and
bdzYo SNBEX | 2dzaS WdzRA OA |

N
U enbdr 1P Sniits &pdNGoiirts &and NIIA O0S Q

Competition Subcommittee ranking member
Howard Coble said they are concerned over the
introduction of new toplevel domains such as
.info and .us. The U.S. Chamber of Commerce
and National Association of Manufacturers say
that the expansion of domains could cause an
incrS &S A-gquaitidpe fiGuitd overall
confusion in the Internet marketplade$mith

and Coble have asked for details from ICANN
about the termination of the joint project
between ICANN and the U.S. government which
is scheduled for later this nmbh.
http://www.nextgov.com/nextgov/ng_2009091

6_9990.ph

ASsesspbetectys
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Cybersecurity

Delivering cybersecurity and forensic solutions to
government agencies for more than 10 years.

Learn More >>> visit www.guidancesoftware.com or call 1-866-973-6577

- Proactively identify and recover from covert
network threats and classified spillage

- Detect polymorphic malware over the network
- Ensure endpoints remain in a trusted state
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U.S. CYBER LEADERSHIP DEBATE

Pressure Builds on Obama to Appoint
Cybersecurity Coordinator

BY: BEN BAIN, FEDER®MPUTER WEEK
09/14/2009

Reps. James LangevinRRD) and Michael
McCaul (Rrexa3 recently sent a letter to
PresidentBarack Obama sayitigey were
pleased with the progress on creating a
comprehensive national security strategy for
OeoSNELI OS:z odzi GKI
O2y OSNYySR oe@
cybersecurity coordinator. Obama announced

in May that he would set up a new White House
cybersecurity office led by a coordinator that he
would appoint, and the Congressmen now urge
KAY G2 aa 2 cbBréeduditg effdétd a
08 GagATFafte FLIWLRAYGAY3
coordinatoid ¢
http://fcw.com/articles/2009/09/14/web-
cybercoordinatorurged.aspx

Gates: No New Cybdfavesropping

Agency

BY: BEN IANNOTTA|SR JOURNAL

09/17/2009

Defense Secretary Robert Gates says that the
United States does not have enough money or
people to create a separate National Security
Agency to be responsible for cyberspace. Gates
suggests thatite Obama administration assign

0KISg #BNDE O KRG S ILINRR 2S5dza {aS O ¢
i KS RSt I &¢ hehdt bbthIhdDepariment & Hdmeldhé R S NI

Security and the National Security Agency.
Gates says that he has also directed the military
services to make cybersecurity trainingogt
priority.

S http://www.c4isrjournal.com/story.php?F=428

205208 6 SNBE S OdzNA (i &

CYBER SPACE i DEPARTMENT OF DEFENSE (D oD)

Balancing Social Networking and

Cybersecurity
BY: MICHAEL HOFFMAMNR FORCE TIMES

09/21/2009

This article includes an interview with Gen.
w20SNII YSKfSNE KSIFIR 27F
Command. Kehler says that the Air Force has
not yet decided whait will do regardingsocial
networkssuch ag-acebook and Twitter, but

that completely blockingtte sites would be

& S E (i NEEMeS also says that there has been
more focus on cyber security capabilities since
the standup of the 24th Air Force, which will
work to understand the Air Force network and
improvethe capabilities to better support U.S.
Cyber Command. Kehlerddedthat airmen that
work under the cyberspace mission will operate

and defend the network, and will also conduct
offensive operations if directedrinally, Kehler
says that the Air Force has been putting IT
acquisition programs in ate for years, and is
working with Material Command to ensure the
seéufity of softWar€ ZBddlorsA &orcg LI OS
networks.
http://www.airforcetimes.com/news/2009/09/
airforce_afa_spee 092109w/

Cyber Threat Calls for Flexibility in
Command Model, General Says

BY: AMBER CORRINDEEAL COMPUTER WEEK
09/18/2009

Lt. Gen. Wilam Lord, chief of Warfighting
Integration and chief information officer of the
Office of the Secretary of theirAForce, says
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that cyberspace has changed the way military GF2NY | 3f 2dhets 288 R G &l
commands should be structured, and that the LINBSYLIiA @S 2yf Ay-Borldi i NA |
Air Force is already heavily engaged in cyber conflicts. For examp| Pakistan and India are
operations. Loreéxplainedthat U.S. Cyber currently gathering forces on their shared
Command and other military forces need to border. Arquilla recommends that this global
create a flexible comand structure that G3SS| aljdzr R¢ dzasS |y 2yt
incorporates norraditional elementsHe the commandand-control networks on both

addedthat superiority in cyberspace is sides so that the nucleaarmed countries do
G NBIlj dzA NER F2NJ 2 LISNI (i A 2 y hof go BWEB Arguitiarals@ récomes dsidig/ €

FYR GKIFG GKSNB Aa | 4y SthiRstrategyNdgaingt SacBaraaddthet Ay S |

vigor of the traditional command model¢ terrorist groups that are increasingly dependent

http://fcw.com/articles/2009/09/18/lord- on the Internet for communication. Arquilla

emphasizegoint-force-approachto-battle.aspx aleéea GKIFIG GKAa | LILINRIF OK
gle& (2 RSOSNIftSIKT XYy REW

John Arquilla: Go on the Cyberoffensive ISy iGf SNI RSGSNNBy OS¢ (KL

BY: NOAH SHACHTMAWRED BLOG NETWORK an adversary.

09/21/2009 http://www.wired.com/techbiz/people/magazi

Naval Postgraduate SchoabRessor John ne/17-10/ff smartlist arquilla

Arquilla says that the U.S. military should team
up with network specialists around the world to

CYBER SPACE T DEPARTMEN T OF HOMELAND SECURITY (DHS)

Authentication Said Key to Cybersecurity http://fcw.com/articles/2009/09/22/web-

BY: BEN BAIN, FEDER®MPUTER WEEK mcconnekcybersecurity.aspx

09/22/2009

Bruce McConnell, cybersecurity counsetmr Homeland Security to Mre Than Double

Philip Reitinger, the Homeland Security Staff for Cvber Threats
5SLI NI YSYdQa LINAYOALL{ DeaSNESOMhiGe 2FFAOALC =
saysth 0 | dziKSYGAOFGA2Y A&doduaobez2Nl LI NG 2F 51 {Q

vision for improved cybersecurity. McConnell The Department of Homeland Security recently
says that DHS wants an open, standavesed announced they will more than double the
cyber system that is securely designed and that number of employees in one of their

would be supported by metrics that can help cybersecurity units by next yedhilip

with budgeting cybersecurity futs. McConnell Reitinger, deput undesecretary of the

says that better authentication would reduce National Protection and Programs Directorate
the complexity of intrusion detection and that a at DHS, says that more employees are needed
digital authentication system needs to be as cyber threats become increasingly dangerous
voluntary, easy to use, able to support multiple and because attacks continue to become more
roles in cyberspace and would adhere to the sophisticated and complex. DHS will increase
worldwide lig of fair information practices that the Natonal Cybersecurity Division workforce,
relate to privacy and also provide anonymity. which analyzes and responds to computer
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attacks on the government and companies that becoming better at information sharing and

provide servicesuch alectricity and phone more organized in attacking critical government
transmission. and business IT systems than the gowveent
http://www.bloomberg.com/apps/news?pid=2 and business are at defending their cyber
0601087&sid=ayDCHg5HOCHS assets. DHS Assistant Director Michael Merritt

2T GKS {SONBUG {SNDAOSQa
Testimony: Hackers Better Organized than says that carding portals allow criminals to link

Government up anonymously and share hacking tools and
BY: ERIC CHABROWYERNMENT INFORMATION information. Reitnger says government and
SECURITY business must partner up tevelopbetter
09/14/2009 cyber defense solutionincluding new ways of
Philip Reitinger, DHS deputy undersecretary of authenticating users without requiring

the National Protedbn and Programs usernames and passwords.

Directorate recently told the Senate http:// www.govinfosecurity.com/articles.php?a
Committee on Homeland Security and rt id=1775

Governmental Affairs that hackers are

E i hnologies.
merging tec I:O gg.les

Unpredictable threats.®

>
> 3 &
Elusive enemies.

\

—— Ready for what's next. Now more than ever, mission success
depends on the ability to continually adapt thinking and operations.
With the perspective, experience, and know-how from battlefields and
boardrooms, the strategy and technology consultants of Booz Allen
Hamilton can help you achieve your cyber goals. Whether you're managing
today’s issues or looking beyond the horizon, count on us to help you be
ready for what's next.

Booz | Allen | Hamilton

Ready for what’s next. www.boozallen.com

delivering results that endure
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How is Government Coping with Cyber
Crime?

BY: ROBIN HICKS, BREGOV

09/22/2009

Author Robin Hickspoke with senior civil
servants in Taiwan, Hong Kong, Charad the
Phlippines to see how each country is
preparing their defenses against hackers and
cybercriminals. Hsianghen Li, dector ofthe
Computer Centre for the National Police Agency
in Taiwan, says that Taiwan has a Computer
Crime Squad within their police degment,
andhasal established NCERT and-NOQ;
initiativesto protect information infrastructure.
Pang Yandong, director of the Information
Industry Office for the Government of Maoming
City in Chingsays that China is working to
strengthenits information security system and
to increase user awareness of information
security through training and keeping the most
up-to-date security settings on all computers.
Stephen Mak, deputy government chief
information dficer for Hong Kongsays that
Hong Kondpas established the Computer
Emergency Response Team Coordination Center
(HKCERT) to monitor cyber threats, and
government departments have also
implemented technical security measures and
established incident response and business
continuity plans. Fingll Ry RoxasChua,
chairman for the ommission on Information
and Communications Technologytire
Philippines, says that themmission is working
to push thepassage of an antiybercrime bill
similar to the Convention on Cybercrirbg the
Council of Ewape. The ommission is alsm the
process of setting up aational public key
infrastructure to ensure safer online
transactions.
http://www.futuregov.net/articles/2009/sep/2
2/how-governmentcopingcybercrime/

MI5 Ropes in Teenage Hackers to Combat
Cyber Terrorism

INFOWAR

09/22/2009

The British Intelligence Agency MI5 has hired
approximately50 new computeisavvy hackers,
including many teenagerty work in the new
Cyber Operations Command. The new
employees have signed the Official Secrets Act
which prevents them from telling their families
and friends about the work they are doing. A
report in the British Sunday Express also said
that the new workers, includg the teenagers,
are subject to the same level of background
security checks as other intelligence staff. The
new Cyber Operations Command hazb
directed by MI5 kad Jonathan Evans to combat
cyber warfare, especially threats from China,
Russia and Patan.
http://www.infowar.com/2009/09/22/mi5-
ropesin-teenagehackersto-combatcyber
terrorism/

{2dziK Y2NBL G2
Report

SRACEWAR

09/13/2009

According to the Yonhap news agency, South
Korea is planning to train 3,000 cyber sheriffs
who will work to protect corporate information
and prevent industrial data leaks. South Korea
already has a military cyber unit and, in the case
of a cyber attack, the South Korean National
Intelligence Service would create a taskforce of
civilian and government experts to counter
online threats. South Korea and the United
States were recently the victims of online
attacks which targeted . and Sah Korean
government Vb sites.
http://www.spacewar.com/reports/SKorea to
train_3000_cyber_sheriffs report_999.html
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The South Asian Cyber War Threat O2YYdzyAOFGA2Y YR Ffaz
STRATEGAGE dependence on Intaet access. The ongoing
09/17/2009 a ¢ | bétiveen Indian ad Pakistani hackers has
This article discusses how India and Pakistan are also made each dhe governments look for
improving their cyber war capabilities. Indiahas 6 SGGSNJ G SOKy2f 23&8d LYRAL
reportedly been turning to Israel for help in of the largest Internet software and service
protectingitself against cyber war threats, while industries on the planed andwould be a prime
Pakistan is looking to China for cyber veaef target for Pakistani hackers.
technology. Two years ago, Pakistan established http://www.strategypage.com/htmw/htiw/artic
its Center for Cyber Crime because of Islamic les/20090917.aspx

terrorists that had been using the Internet for

In todays world of cybersecurity, you'll need more than a firewall

ko keep from getting burned.

To really beat the bad'guys, you need people

not just computer programs.

And Northrop Grumman has the expertise

and the tools to keep your Worst fears from
coming true. This is the world of cybersecurity.
A world we call home and know better than any
other company in the industrys So when you're
ready to talk to the experts about cybersecurity,
come talk to us at Northrop Grumman.

THE FACE OF CYBERSECURITY.

©2009 Northrop Grumman Corporation

CYBER SPACE RESEARCH

Researchers Overwhelming Vendors with application vulnerabilities to compromise
Security Flaws systemswhile serverside and OS flaws are

BY: JOHN E. DUNNCFSVORLD declining. The report also says thhere is a
09/16/2009 shortage of highhskilled vulnerability

The Top Cyber Satity Risks report from SANS researchers working for government and

has found that security researchers are a2FlUol NB OSYR2NE 6KAOK
uncovering so many flaws that it is difficult for disadvantage in protecting their systems agains
vendors to patch them all in a reasonable zero-day attacke® $oftware vendors need to
timeframe. Attackers are increasingly using employ more researchers to stay on top of
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discovering and patching vulnerable
applications.

http://n ews.techworld.com/security/3201966/r
esearchersoverwhelmingvendorswith-

securityflaws/

Microsoft Internet Explorer SSL Security
Hole Lingers

BY: TIM GREENE, NEERK WORLD

09/18/2009

aAONRP&a27FG area dKIFdG Ad
whether a weakness in itaternet Explorer
browser exists. The weakness was first pointed
out seven weeks ago, and allows hackers to
hijack secure Web sessions. A Microsoft
spokesperson says that they are looking into
0KS
reported that the winerability exists in its Safari
for Windows browser, which was based on
Microsoft code. When exploited, the weakness
allows manin-the-middle attackers to trick the
browser into making SSL sessions with malicious
servers rather than the actual serversathusers
intend to connect to.
http://news.techworld.com/security/3202232/
microsoftinternet-explorersstsecurityhole-

lingers/

Snow Leopard.ess Secure than Windows,

Says Hacker
BY: GREGG KEIZERIPQOTERWORLD

09/15/2009

Charlie Miller]ndependent Security Evaluators
says that Snow Leopard lacks security feadur
that come builtin to Windows XP, Windows

Vista and Windows 7. Address Spacgua
Randomization (ASLR) randomly assigns data to
memory which makes it more difficult for
hackers to find the location of critical operating
system function. Miller says that Apple has not
improved ASLR from Leopard to Snow Leopard,
and explained that ApJt S Q a
randomize important components of the
operating system. Miller also says that Apple
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did improve security of QuickTime and added
data execution prevention, a security feature
used in Windows Vista. Miller believes that
Macs are easieitcompromise than Windows
Vista systems because Snow Leopard lacks fully
functional ASLR, although Macs may still be
safer because of hacker disinterest due to

I LILX SQa avYlffSNI YFN)S
http://news.techworld.com/security/3201863/s
now-leopardlesssecurethan-windowssays
Bagkerh a G At € SGF fdzr Ay A€

Botnet PCs Stay Infected for Years

BY: JOHN E. DUNNCHWORLD

09/16/2009

Analysis from security vendor Trend Micro

GLRRaarof S @dzZ ySNI o A ftewalsdhat Pesggntrolledipytb@netg may stay

infected for years. Trend Micro looked at 100
million compromised IP addresses and found
that 80 percent stayed compromised for more
than a month, while the global median time for
infection wasmore than300 dag. Trend Micro
also found that the three largest botnets were
Koobface, the Zeus or Zbot botnet, and
llomo/ClampiAccording toTrend researchers
more than 90 percent of all-mail worldwide is
spam.
http://news.techworld.com/security/3201932/
botnet-pcsstayinfectedfor-years/

The Internet is the new Wild West, reports

IBM Consultant

BY: SUBATRA SUPPIPFECHWORLD

09/11/2009

The 2009 MidYear Trend and Risk Repfyom
X-Force found a 508 percent increase in new
malicious Web links discovered in the first half
of this year. There was a large increase in
malicious content on trusted sites including
online magazines, mainstream news sites and
search engines. In rpense to the report,

I { [ w R2 $ &ukhgevSingh, senior security consultant and
alea
SEA&GE

regional XC2 NOS SELISNI =
ONRgaAya R2Sa yz2i
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point where every Web site should be viewed Phishing Attacks Fell by 45% in August
4 &adzZa LA OA2dza | YR S@SNEBvdzaSMINSEINNNR Ach@s ¢ KS  NB LN
also faund that PDF vulnerabilities have 09/10/2009
increased, phishing attacks have decreased {eYrydsSoQa {G1IGS 2F t KAFKA
dramatically and that imagbased spam is September found that phishing attacks
making a comeback. Sukhdev blames the decreasedy 45 percent in August, and that
applicant developers rather than the operating financial and online shopping sites were still
system or Web server vendors for the increase most targeted by phishing scams. The report
in malvare, saying that Web application warns that phishing scams urging recipients to
developers need to have prelease code change their amail client application using a
checks that would help to prevent some link in the email have surged. Symet says
attacks. that the drop in phishing scams is most likely
http://news.techword.com/security/3201556/t short-term.
he-internet-is-the-new-wild-westreports-ibm- http://www.pcadvisor.co.uk/news/index.cfim?R
consultant/ SS&NewsID=3201469

High Tech Problem Solvers
www.gtri.gatech.edu

From accredited DoD enterprise systems to exploits for
Georgia [Researclh heterogeneous networks, GTRIis on the cutting edge of
Tech ' [astitute cyberspace technologyTransferring knowledge from
research activities with the Georgia Tech InformatieciBity
Problem. Solved. Center, GTRI is able to bring together the best technologi
finding realworld solutions for complex problems facing
government and industry.

CYBER SPACE HACKS AND ATTACK S

New York Times Scareware Attack Shows scareware adsvhich told users that their PCs
Weakness of Ad Networks were infected and tricked them into buying fake
BY: DENISIFISHER, THREATPOST antivirus applications. Sewadrother media sites
09/15/2009 including Fox News and the San Francisco
Online attackers were recently able to purchase  Chroniclewere targeted in similar scans.

ads that appear on the main page of the New http://www.threatpost.com/blogs/newyork-
York Times Web site, and are using the ads in timesscarewareattackshowsweaknessad

scareware schemes that trick users into visiting networks115

malicious siteshat install malwareon the

dZASNEQ t/ ad Ly GKAA LI NGAOdzZ I NJ aOKSYSs (GKS
attackers displayed legitimate ads fofeav

daysand then replaced them with the
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Steganography Meets VoIP in Hacker
World

BY: TIM GREENE, NEORK WORLD

09/11/2009

Chet Hosmer, ctounder and Chief Scientist at
WetStone Technologies, says that hackers are
beginning to develop ways efealing

proprietary information from networks by

hiding the information in VolIP traffic. This
technique, called VolP steganography, allows
hackers to hide information within VolP streams
without even degrading the quality of calls. This
article discussethe different techniques that
hackers could use to hide information in VolP
traffic, such as using unused bits within UDP or
RTP protocols for carrying the information or
hiding data inside each voice payload packet.
Hosmer reports that interest in stegagraphy

is increasing among criminals, and says that he
is hoping to receive a Small Business Innovation
and research (SBIR) grant from the government
to begin work on developing his steganography
jamming technology into a commercial product.
http://www.networkworld.com/news/2009/09
1109steganographymeetsvoip.html

Zeus Internet Banking Trojan is Able to

Infect PCs With U o-Date AntiVirus
SECURITY PARK
09/21/2009

The Zeus online banking Trojan is considered
0KS avyz2ald LINBGIf Syl
Internet toR | & €
targeted bank and financial institution Web
sites,stealingtheir banking credentials or
passwords. The Trojan affeetechines that are
running upto-date antivirus programs almost
77 percent of the time. According to a report
from Trusteer, 31 percent of machines infected
with the Zeus Trojan haah antivirus product
installed, 14 percenbad outdated antivirus
softwareand 55 percent had uf-date

antivirus protection installed.
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http://www.securitypark.co.uk/security article
263686.html

Site Offers Facebook Account Bresis for

$100

BY: JAIKUMARJAYAN, COMPUTERWDR
09/18/2009

Security vendor PandalLabs reports that they
have found an online service that will hack into
any Facebook account for $100. Users of the
service are required to register with the
Facebook hacking site, and then provideln

of the Facebook they want hacked. When the
hacking service has the password for the
targeted Facebook account, the user must send
$100 via Western Union before they are given
the password. Luis Corrons, technical director of
PandalLabs, believes the sisgemeant to trick
users into sending money, and may not actually
provide any login information for the Facebook
accounts. Corrons also says that victims of the
scam are unlikely to report to law enforcement.
http://www.computerworld.com/s/article/9138
258/Site_offers Facebook account_break ins_
for_100

Sophisticated Botnet Causing a Surge in

Click Fraud
BY: JUAN CARLOS RPERDMPUTERWORLD
09/17/2009

According to Click Forensics, a company which

T AV ingfiitdrs hdicampaighssfdr didk fraig, botnétsS
YR &I A GantoF 2 NJ adzhdvMibile taingaskfth2nikelvas legitimate

traficsowellil K+ G GKS& I NB
sophisticated filters of search engire€lick
fraud affects markedrs who spend money on
pay-per-click (PPC) advertising,whicha
person or machine clicks on a PPC ad with
malicious intent. For example, a competitor
YAIKG Ot A0 2y |
spending, or a Web publisher might click on PPC
ads ontheir site to trigger more commissions.
Click Forensics reports that click fraud
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scammers are increasingly using botnets in click  http://www .h-online.com/security/Botnet

fraud schemes. discoveredon-Linuxservers-/news/114225
http://www.computerworld.com/s/article/9138

213/Sophisticated_botnet_causing a surge in_. W2 S 2 Af 42y Q& tleySyda fit N

click_fraud DDoS Attack

BY: PETE CASHMORASMABLE
Botnet Discovered on Linux Servers 09/12/2009
THE H SECURITY The online payment site Piryx claims it was
09/14/2009 targeted in recent distributed deniaf-service
Analysis by Wb developer DeniSinegubko attacks because it hosts the fundraising
found that a networkof hijacked Linux servers campaign for Joe Wilson, who recently made
isbeing used to spread malicious software to KSFRftAySa o0& aONBIYAy3a ] 2
Windows PCs. Sinegubko says that the health care reform speech from President
compromised systems appear to operate BarackObama. Piryx explains that they began
normally, although te Web server nginx is to see an increasi® bandwidth on their srver

running and serving content through port 8080 Septmmd ¢ KS O2YLI yeQa ol yWshA
on all of the compromised systems. The botnet rate threshold monitors were set off, and the

operators are registering systems under new AA0S dal¢g 020K GNI RAGA 2 W
names, since DNS providers have deleted more  attacks as well as very high packet rate, low
than 100 host names from their databases to bandwidth ICMP floods ¢
combat the attacks. http://mashable.com/2009/09/12/joewilsont
ddos/
CISCO

Cisco (NASDAQ: CSCO) enables people to make powerful
connections -whether in business, education, philanthropy,
or creativity. Cisco hardware, software, and service
offerings are  used to create the Internet solutions that
make networks possible  -providing easy access to
information anywhere, at any time. Cisco was founded in
1984 by a small group of computer scientists from Stanford

. ' ' . ' ' . University. Since the company's inception, Cisco engineers
have been leaders in the development of Internet Protocol
(IP) -based networking technologies.
Today, with more than 65,225 employees worldwide, this
tradition of innovation continues with industry -leading
products and solutions in the company's core development
areas of routing and switching, as well as in advanced
technologies such as: Application Networking, Data Center,
Digital Media, Radio over IP, Mobility, Security, Storage
Networking, TelePresence, Unified Communications, Video

and Virtua lization. For additional information:
WWW.CiSCo.com
-
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CYBER SPACE TACTICSAND DEFENSE

Raytheon Hires Air Force Network Microsoft to Offer Free Antivirus Software
Operations Expert for Cybersecurity Post BY: GREGG KEIZERMRQTERWORLD
PRNEWSWIRE 09/21/2009

09/22/2009 Microsoft recently announced that their new
Raytheon has announced that they havieed Microsoft Security Essentials antivirus software
retired Air Force Col. Ward Heinke as directorof #2dzZf R GaKALI Ay (GKS O2YAyl3
cyber defense solutions for its Information the beta of Security Esseals to almost 75,000
Security Solutions (ISS) business. Steve Hawkins, users. Microsoft says that the new antivirus and
vice president of ISS at Raytheon, says that anti-spyware product uses less memory and

| SAYy1S85Qa SELISNASYOS Ay ¢skspace thgn cornmisSail sécarigy yuites fromiR
crisis communiation will be an asset to Symantec or McAfee. Microsoft has also said
Raytheon. As the commander of the 608th Air that users that do not have genuine copies of
Force Network Operations Center, Heinke was Windows will not be able to download Security
responsible for coordinating and implementing Essentials.

GO2Yol GFyd O2YYIl yRSNI NEBljtgzBens.t /

network operations forces and effecbst microsoftt -ffer-free—antivirussoftae
http://news.prnewswire.com/DisplayReleaseCo
ntent.aspx?ACCT=104&STORY =/www/story/09 New Service Cdfies Security of Printers,

22-2009/0005098403&EDATE Copiers, Other Networked Devices
BY: TIM WILSON, DAREADING
Cisco Forms Smart Grid Ecosystem 09/21/2009
BY:JIM DUFFY, NETWORRRYD ISCA &bs, an independent division of Verizon
09/18/2009 Business, recently launched security
Cisco recently announced the creation of the certification and assessment services that allow
Cisco Smart Grid Ecosystem that will help vendors and enterpriseto test the security of
accelerate the adoption of IP for utility Gy 2YyYlIAYAGNSBEFY ySGs2N] S R
communications networks. Members of the printers, copiers, security cameraad pointof-
ecosystem include system integrators, sale systems. ISCA Labs also offers a vendor
technology vedors, power and utility certification program and assessment service
integrators, service providers and other vendors F2 NJ RS@AO0S&a GKFG NS y2#| L
from various sections of the smart grid infrastructure, includingATM machines, digital
infrastructure. Cisco has also formed a Smart signsand proximity readers. George Japak,
Grid Technical Advisory Board which is made up  managing director at ICSA Labs, explains that
of utility and energy companies from around the number of networkedlevices is increasing;

thew2 NI RX FyR KSf LJA / A& Oz2anyliofthoseldévites galiaNoiv ackeiN Bt&alzO
RANBOUAZ2Y G2 Odzé2 Y SNHE QneNbBrijodzausdornplighie issuesvith PCI or

http://news.techworld.com/data HIPAA standards.

centre/3202239/ciscdforms-smartgrid- http://www.darkreading.com/securityservices/

ecosystem/ security/perimeter/showArticle.jhtml?articlelD=
220100424
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