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THIS WEEK IN CYBERPRO
BY LINDSAY TRIMBLE, NATIONAL SECURITY CYBERSPACE INSTITUTE, INC.

A cybersecurity bill first introduced in April by Sen. Jay Rockefeller (D-W.Va.) and Sen. Olympia Snowe
(R-Maine) is causing a stir in Washington. A second version of the bill has recently been drafted,
adjusting language that would have given President Barack Obama the authority to shut down Internet
traffic from private networks in the case of an emergency (page 31). The new version would allow the
White House to order companies to disclose information and possibly control their networks and
computers if an Internet emergency occurs, but would require the Obama administration to work with
“relevant industry sectors.” The revised draft also focuses on ensuring a strong federal cyber workforce
(page 31). Internet companies and civil liberties groups are criticizing the bill, arguing that presidential
control over private networks could make those networks subject to “government mandated security
standards and technical configurations” (page 31). Rockefeller disagrees, saying that presidential
authority over private networks is vital for U.S. national security (page 30).
Greg Schaffer, cyber chief for the Department of Homeland Security (DHS), has commented on
prioritizing information security requirements and says that mission-critical operations should be
protected first. At a recent conference in Atlanta, Schaffer discussed a 2008 McAfee study that reported
a 500 percent increase in malware attacks using hostile code for infiltration. Schaffer argues that
agencies need to focus their resources toward critical threats (page 19).
Business travel may change in the near future. The DHS has published a paper with guidelines that focus
on Immigration and Customs Enforcement agents’ rights to “seize, detain, and/or retain individuals’ PCs
and media without having reason to suspect those people…are connected with a crime” (page 18).
Information about the seizure will be available online for the affected travelers, but only to a limited
degree.
For our “Senior Leader Perspective” interview this week (page 6), I spoke with Gen. Gene Renuart,
commander of the North American Aerospace Defense Command (NORAD) and U.S. Northern
Command (NORTHCOM). In his interview, Renuart discusses how NORTHCOM and NORAD have
incorporated cyber defense in their missions and how the organizations constantly make adjustments to
improve network defense. He discusses cyber successes as well as future avenues for collaborative
projects with industry and defense organizations.
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SENIOR LEADER PERSPECTIVE: GENERAL GENE RENUART
NSCI’s Lindsay Trimble recently interviewed General Gene Renuart,
commander of the North American Aerospace Defense Command
(NORAD) and U.S. Northern Command (USNORTHCOM),
headquartered at Peterson Air Force Base, Colo. He entered the U.S. Air
Force in 1971 and was commissioned through the Officer Training
School in 1972. Renuart assumed command of NORAD and
USNORTHCOM in 2007.
NSCI: USNORTHCOM’s mission is to “anticipate and conduct
Homeland Defense and Civil Support operations within the assigned
area of responsibility to defend, protect and secure the United
States.” How has the increase in cyberspace operations affected this
mission? How has your organization adjusted its defense systems to
include monitoring for potential cyber attacks?
GENERAL GENE RENUART: We are constantly taking actions to protect our networks by applying antivirus and software updates to reduce network vulnerabilities, increasing network monitoring and
expanding information sharing with US-CERT [U.S. Computer Emergency Readiness Team] and coalition
partners. Clearly more needs to be done within the government and private sectors to ensure
uninterrupted access to our critical network infrastructure, such as nationwide implementation of smart
sensors that can quickly identify and stop malicious cyber activity; and real-time nationwide cyber
common operational picture that will enhance situational awareness and decision-making.
Also, malicious cyber activity across the public and private sectors has pushed USNORTHCOM to explore
and codify its role in providing cyber support to civil authorities. We are working with DHS and other
stakeholders to characterize possible and probable cyber assistance requests in the event of a national
cyber incident.
Over the past year, NORAD and USNORTHCOM have made a number of adjustments to improve the
defense of our networks. Within the headquarters, we established a robust 24/7 Network Operations
and Security Center (NOSC). This NOSC works with our network maintainers, subordinates, components
and other DoD [Department of Defense] entities to keep open our lines of communication with our
NORAD partners and all of our USNORTHCOM Interagency partners. Our Cyber Domain Watch Officers
provide leadership the required awareness of “the good, the bad and the ugly” activities occurring both
within our headquarters’ networks and within the area of operations/area of responsibility. We are also
expanding our relationship with DHS [Department of Homeland Security] to improve our situational
awareness and understanding of their unique cyber requirements.
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NSCI: When you say “clearly more needs to be done,” do you mean efforts are in progress or
NORTHCOM would do more if it had the funding and manning?
RENUART: Certainly, funding and manning will always allow you to be more active in any area, but I
want to be careful not to say “we are not able to be successful because we’re limited in that regard.” It’s
important to understand that in most areas, we’re not an initiator, but we’re a consumer of the
capabilities that really reside and exist in other areas and other organizations. USSTRATCOM is really the
principle player for the Department of Defense. DHS is the principle player for the whole of government
and then there are a number of private sector areas involved in this that we don’t drive or fund, and yet
we’re very much dependent upon their support.
When I say “clearly more can be done,” it’s really gathering the various partners to work on a
progressively-tougher set of questions. I’m pretty comfortable where we are. We can always use more
money and more people, but it would really be to help us continue to partner with STRATCOM and DHS,
in particular, and really expand into the private sector over the coming days and months to create
common cyber defense capabilities that reduce vulnerabilities in both the classified and unclassified
networks we use.
NSCI: Would you tell me a little about the cyber arrangements and authorities between USSTRATCOM,
USNORTHCOM and the DHS?
RENUART: Within our area of responsibility, USNORTHCOM – along with USSTRATCOM and DHS – have
teamed to shape the cyber security efforts by improving information exchange and expanding
relationships with the government and private sector cyber community of interest.
USNORTHCOM has the specific responsibility for Defense Support of Civil Authorities (DSCA) and
Homeland Defense (HD) within the continental United States. Regarding DSCA, the DHS has outlined key
cyber responsibilities for the DoD in the National Response Framework, Cyber Incident Annex. These
responsibilities are shared between USNORTHCOM, USSTRATCOM, USCYBERCOM and the DoD’s
intelligence and law enforcement organizations.
USNORTHCOM leverages the cyber capabilities within DoD through USSTRATCOM in executing its DSCA
and HD cyber responsibilities. The standup of USCYBERCOM under USSTRATCOM will not change this
arrangement. We regularly meet with DHS and USSTRATCOM to discuss current cyber activities and
efforts to enhance future mutual support.
Our cyber authorities are derived from a number of sources. The Unified Command Plan assigns DSCA
and HD to USNORTHCOM. The National Response Framework established the whole of government, all
hazard response construct. HSPD-5 [Homeland Security Presidential Directive] Management of
Domestic Incidents establishes a single, comprehensive approach to domestic incident management.
HSPD-7 Critical Infrastructure Identification, Prioritization and Protection details the approach to
protecting the Defense Industrial Base. HSPD-8 National Preparedness is the foundational document for
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prevention and response to threatened or actual domestic terrorist attacks, major disasters and other
emergencies.
NSCI: To illustrate these relationships, can you summarize the sequence of events and agency
involvement if a government or military network were to experience a major cyber attack?
RENUART: First, I’d like to hope that we’ve developed these relationships in a way that if NORTHCOM
suddenly discovered an intrusion or a vulnerability that was being exploited, then nobody else would
know that. As we’ve networked together in operations and security functions, I would hope that within
the STRATCOM structure and the Cyber Command structure, we hear information on our networks in
real-time. The alert giving us word of this intrusion might well come through one of them to us before it
actually gets into our enterprise. But we do have the ability to detect and determine threats
immediately if they come to us; we don’t know if anyone else is aware, we make them aware and we
make the folks at STRATCOM aware of this issue. Sometimes, it might come to us through a Service
enterprise, and then we would collaborate immediately with the Services.
It’s a collaborative process, and I think we’re at a point now, where we all know around the same time –
or pretty close, in real-time – so that it’s not a command-and-control process. Some of the fixes to those
intrusions may be better initiated at a more global level. So, DISA or JTF – Global Network Operations
will initiate those efforts on behalf of the many other users that may be affected. But we also do have
the ability to do some self-protection of our own enterprise within the command.
It’s cumbersome to describe it as a chain of command because it really is an interactive environment
where most of the players are in that space simultaneously, especially within DoD.
NSCI: From a USNORTHCOM perspective, can you discuss a few of the key challenges regarding
cyberspace operations?
RENUART: Our mission partners transcend traditional military coalitions, thus our cyber interests expand
well beyond DoD networks. As such, NORAD and USNORTHCOM view our access to the Global
Information Grid and the broader Internet as critical to successful homeland defense and civil support
missions.
Key challenges for NORAD and USNORTHCOM include a secure, available, interoperable and reliable
cyber environment that will enable us to effectively execute our missions. To address these shortfalls,
we require improved cyber situational awareness and defense tools, improved training for cyber
professionals and interoperable standards with our DoD and non-DoD mission partners.
USNORTHCOM is the single entry point for all DSCA missions to include cyber. This construct simplifies
requests for assistance from civil authorities and ensures unity of effort for DSCA operations.
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The bottom line is that USNORTHCOM, USTRATCOM, USCYBERCOM, DHS and the public and private
sectors must do everything we can to build resiliency and redundancy in our networks to assure
successful execution of our homeland defense and civil support missions.
NSCI: You mentioned the need for improved training of cyber professionals – a topic that comes up
often in this growing field. Does the technical nature of cyber defense ever make it difficult for
NORTHCOM and its partners to acquire the resources and training they need from lawmakers?
RENUART: We tend to approach network security/cyber security in “islands” – that’s my way to describe
this. We let Service network operations and security centers deal with their networks. We do this, not
quite in isolation, but as more discreet entities. As a result of that, we didn’t really create a common
training construct among all of the Services and, increasingly, among other government organizations to
be able to operate.
This network – this enterprise that we live in – is all-inclusive and simultaneous across a variety of
spectrums and in what I would call “network speeds.” We’ve had to adjust and improve the training
programs. For example, the Navy has kind of become the lead agency to provide more aggressive
training for cyber professionals and the Services are all beginning to pile onto that. But it is a capacity
problem; you can only go so fast and training someone to be a systems administrator is very different
from training someone who can operate in a defensive environment in cyberspace – where the threats,
attacks or intrusions can come from a whole variety of different arenas. We’re growing in that capacity
and we need to continue to do that. As Cyber Command comes aboard, they will begin to drive those
key elements of training that all of the Services will be compliant with. It’s going to take us a little while
to increase sheer capacity in this area.
NSCI: How will that affect the overall budget?
RENUART: I think that General Chilton is pretty comfortable with the current budget projections that we
have. We have sufficient funding to continue, maintain and sustain those training programs. I think that
the cyber arena is one where the more you learn, the more you figure out there’s more to learn. This is
going to be a living, breathing environment that we’re going to have to operate in and extend our
capacity over time. I’m not sure we yet know all that we need to know. At just about the time you think
you’ve defended an enterprise, some other vulnerability may pop its way in.
NSCI: You’ve been commander for USNORTHCOM and NORAD for more than two years now. Have
there been any specific cyber successes since 2007 that you’d like to highlight?
RENUART: Yes, one aspect we’ve been successful in is our work in providing fidelity for cyber support to
DHS and other government agencies to mitigate the impact of cyber incidents.

110 Royal Aberdeen 

CyberPro

Smithfield, VA 23430 

National Security Cyberspace Institute

ph. (757) 871-3578

Page |9

CyberPro

Volume 2, Edition 18
September 10, 2009

Keeping Cyberspace Professionals Informed
NORAD and USNORTHCOM also sponsored cyber-specific exercises that have improved relationships
with DoD and non-DoD cyber mission partners. These exercises are intentionally designed to “stress the
system” by challenging our equipment, tactics and personnel.
Finally, the establishment of a robust 24/7 Network Operations and Security Center has enhanced our
situational awareness and response to malicious cyber activity that could adversely affect our
operations.
NSCI: Is it ever difficult to quantify success in this field because “no news (successful attacks) is good
news?”
RENUART: Success comes in a variety of areas. I think we can quantify the success as we defend our
enterprise against specific intrusions: you see that you’ve identified it, you’ve defended against it,
you’ve negated it, you’ve ensured that it can’t come back to some degree. But I think the pervasive
nature of cyber is that it can move from one target to anther pretty quickly, so you may not necessarily
know that you’ve solved a problem for a bit longer.
You made the comment that “no news is good news.” I guess we don’t have publicity for the successes,
but on the other hand, some of the threats we see are designed to lay dormant and only become a
threat later on down the road. So we shouldn’t say “Nothing’s happened, so we must be doing great.” In
fact, you can make the case that if nothing’s happening, you should be suspicious because the intent of
those that would manipulate the networks or enterprises continues to remain constant. It’s born out of
the intelligence we see; it’s born out of the fact that young kids are trying to get smarter with computers
and do cute things every day. That intrusion intent is present in a variety of different areas. I would
suspect that even industrial competition drives a certain amount of intrusion into networks for a
competitive edge. So we ought not to assume that “no news is good news.” We ought to assume that if
we’re not seeing something, somebody may be figuring out a better way to get access and we need to
dive deeper.
NSCI: USNORTHCOM and NORAD recently held the Ardent Sentry 2009 exercise in various sites across
the country. Did this exercise incorporate cyber defensive and/or offensive tactics?
RENUART: We incorporated numerous cyber defensive tactics that exposed areas where we need
improvement, but also brought to light areas where we’ve made significant progress due to our
investments in technology, training and people.
NSCI: Did the exercise provide any insight and/or lessons learned you’ve been able to leverage in
support of USNORTHCOM cyberspace operations?
RENUART: Yes it did. Without going into specific details, there were several lessons and insights we’ve
taken for action. The staff, particularly the J6, is currently working on the results that will enhance our
cyber security posture.
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NSCI: You mentioned that NORTHCOM has sponsored cyber-specific exercises. Would you tell us a little
about that?
RENUART: USNORTHCOM participated in the Cyber Storm exercises, hosted by DHS. We look forward to
the opportunity to work with DHS in the next Cyber Storm. Further, we routinely participate in
USSTRATCOM-sponsored exercises. Finally, we’ve held several internal table-top exercises exploring
various cyber scenarios and greatly increased cyber activity in all exercises.
In addition to robust cyber elements in our exercise program, we’ve allowed the J6 to conduct spear
phishing exercises within the headquarters that directs “offenders” to phishing-specific training. We’ve
also conducted mandatory cyber security training and awareness sessions for all personnel.
NSCI: What opportunities do you see for other collaborative projects with defense organizations
and/or industry partners?
RENUART: NORAD and USNORTHCOM partner with Allies; Federal, State, local and tribal governments;
and the private sector to reduce cyber vulnerabilities and defend against infrastructure attacks.
DHS is giving USNORTHCOM the opportunity to take part in developing their first Quadrennial Homeland
Security Review. This provides an additional venue for us to further refine our role in providing cyber
assistance to DHS.
Other collaborative projects include ongoing development of the DHS-led National Cyber Incident
Response Plan which will enhance the nation’s ability to respond to a national-level cyber incident with
a whole-of-government approach. The stakeholders supporting this effort are government and nongovernment organizations.
NSCI: Has the multi-national partnership between the United States, Mexico and Canada enabled
USNORTHCOM to have a broader perspective on the global effects of cyberspace?
RENUART: We are building a relationship with Canada Command and the Canadian Forces Network
Operations Centre to facilitate information sharing of cyber-related information. This will enhance
mutual situational awareness and offers the potential to synchronize cyber response to a major event.
Mexico and the U.S. have common security objectives that can be mutually supported though increased
intelligence sharing, interoperability and collaboration. Recently, we had discussions with the Mexican
military to develop interoperable communications solutions within the cyberspace domain.
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NSCI: Is there anything else you’d like to add?
RENUART: USNORTHCOM experiences many of the same threats that non-DoD organizations address on
a daily basis. To help mitigate these threats, more collaboration is needed between private and
government sectors.
Recently there has been significant activity concerning cyberspace: the President’s 60-Day Cyber Policy
Review, the updating of the National Cyber Incident Response Plan and the stand up of USCYBERCOM.
Given its Homeland Defense and Civil Support missions, USNORTHCOM – along with STRATCOM and
USCYBERCOM – are prominent players in synchronizing and shaping DoD’s role in securing our national
interest in cyberspace.
Thank you for this opportunity to discuss USNORTHCOM’s significant involvement in shaping the future
of cyberspace activities both within DoD and with our external mission partners. NORAD and
USNORTHCOM mission success is predicated on robust, reliable access to both classified and
unclassified mission systems. Our efforts in the cyber domain, throughout the whole of government,
are vital to ensure our homelands are defended, protected and secure.
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CYBERSPACE – BIG PICTURE
Foreign Policy for Cyber Space
BY: KEVIN COLEMAN, DEFENSE TECH
09/01/2009

Economists at the World Economic Forum at
Davos, Switzerland, discussed the economic
implications of cyber threats and said that the
“breadth and depth of the Internet demands
diplomatic attention and coordination,
particularly in the areas of cyber crime, cyber
espionage, cyber terrorism and cyber warfare.”
Kevin Coleman writes that “acts of cyber
aggression represent the top transnational
threat of the 21st Century” and that there are
currently no adequate measures to improve
international cooperation to bring cyber
criminals to justice. Coleman also says that
cybersecurity must be escalated to a top
priority for the Obama administration, which
must include foreign policies for cyber attack
investigations.
http://www.defensetech.org/archives/005006.
html

Businesses Reluctant to Report Online
Banking Fraud
BY: BRIAN KREBS, THE WASHINGTON POST
08/25/2009

In a recent alert, the Financial Service
Information Sharing and Analysis Center (FSISAC), warns its members that Eastern
European cyber gangs are using online banking
fraud to steal millions from small to mid-size
businesses. Brian Krebs writes that the actual
figure may be much higher than just what is
reported to federal regulators and law
enforcement because many businesses are
wary of acknowledging when they have been a
victim of cyber fraud. Slack Auto Parts, based in
110 Royal Aberdeen 

CyberPro

Gainesville, Ga., was recently the victim of
online fraud and co-owner Tennent Lee Slack
says that she has spoken with other businesses
that have lost tens of thousands of dollars. Slack
says that most of those business owners have
retained attorneys and are worried about the
publicity from being a victim of an online scam.
Avivah Litan, a fraud analyst with Gartner, adds
that most companies don’t want to talk about
fraud because they are worried that it will
impact their ability to recoup the losses from
their bank.
http://voices.washingtonpost.com/securityfix/2
009/08/businesses_reluctant_to_report.html

Top 5 Challenges for the Cyber Coordinator
BY: BEN BAIN, FEDERAL COMPUTER WEEK
09/04/2009

Author Ben Bain writes about the top
challenges that will face the new federal
cybersecurity coordinator: commanding
respect; building relationships in government;
creating a true public/private partnership;
sorting out legal authorities while protecting
civil liberties; and finding the correct focus
quickly. Dale Meyerrose, former chief
information officer at the Office of the Director
of National Intelligence, says that the first task
for the cybersecurity coordinator will be
figuring out his or her job description. James
Lewis, director of the CSIS commission and the
organization’s Technology and Public Policy
Program, also adds that the coordinator will
need to draft new national cyber strategy and
“show some quick successes to demonstrate his
or her value.”
http://fcw.com/articles/2009/09/07/fed-listtop-5-challenges-for-cyber-coordinator.aspx
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CYBERSPACE – U.S. GOVERNMENT
Banging the Cyber Workforce Drum
BY: BRITTANY BALLENSTEDT, NEXTGOV.COM
09/02/2009

Rep. Loretta Sanchez (D-Calif.) recently wrote
on the Hill’s Congress Blog about the
importance of a top-notch federal cybersecurity
workforce, saying that the gap between military
and civilian personnel shows the need for
strong government leadership to recruit cyber
leaders. While the Defense Department has
thousands of cybersecurity workers to combat
cyber threats, the Homeland Security
Department still has only 100 employees
dedicated to cyber. The Partnership for Public
Service recently released a report which said
that current cybersecurity talent is inadequate,
and recommends reform for the federal hiring
process.
http://wiredworkplace.nextgov.com/2009/09/c
yber_recruitment.php?oref=latest_posts

NASA Remedies FISMA Compliance Failure
BY: ERIC CHABROW, GOVERNMENT INFORMATION
SECURITY
08/31/2009

NASA’s inspector general reports that NASA has
taken steps to correct its failures to comply with
reporting requirements for its national security
systems. NASA had not assigned a specific
officer for its national security systems and had
not formally designated an entity with the
resources to complete the annual independent
evaluations of its national security systems that
are required by FISMA. NASA has since assigned
these responsibilities to its CIO office, and has
assigned its Office of Protective Services to
work with its CIO to gather and compile the
required information to report to the White
House Office of Management and Budget.
http://www.govinfosecurity.com/articles.php?a
rt_id=1742
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Agencies Frustrated with Unclear Guidance
on Reducing External Network Connections
BY: JILL R. AITORO, NEXTGOV.COM
08/27/2009

Federal technology leaders agree that “failure
by the Office of Management and Budget to
communicate clear, consistent expectations to
agencies on how they should reduce network
connections to the Internet has muddled
compliance efforts.” Betsy Edwards, project
executive of the NASA integrated services
network, says that there has never been
anything in writing from OMB since they
submitted justification in mid-2008 for five
Trusted Internet Connections (TICs) to support
current mission requirements. Randy Reynolds,
the technical point of contact for the Treasury
Department’s Trusted Internet Connection
Initiative, also reports that she has submitted a
plan of action and milestones to OMB, but has
never received feedback. Agencies have voiced
concern over the requirement that TIC access
providers turn over computer system log files
for review by US-CERT. One Treasury official
says that the logs include firewall logs and
Internet transactions all the way down to the
endpoints, which includes taxpayer data.
http://www.nextgov.com/nextgov/ng_2009082
7_8935.php

Giving China Help with Cyber Warfare
BY: JOSEPH FARAH, WORLDNETDAILY
08/28/2009

White House spokesman Robert Gibbs says that
the U.S. export control system is “rooted in the
Cold War era” and “must be updated.” The
Obama administration is reportedly considering
easing export controls to China, “even though
the director for national intelligence is warning
about Chinese cyber warfare threats to military
information systems.” Bill Reinsch, president of
the National Foreign Trade Council, supports
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the White House initiative, saying that easing
the controls would improve the effectiveness
and efficiency of export controls. The article
discusses whether loosening controls would be
“rewarding Chinese behavior” or if it would be
aimed at “aiding business at a time of global
economic recession.” The article explains that
critics who argue that we need better defense

for militarily-critical technology usually take “a
back seat to economic interests, especially in
the face of mounting trade deficits toward
China.”
http://www.wnd.com/index.php?fa=PAGE.vi
ew&pageId=107818

CYBERSPACE – DEPARTMENT OF DEFENSE (DOD)
DISA Director As Cyber Deputy?
BY: BOB BREWIN, NEXTGOV.COM
08/26/2009

In a blog entry, Bob Brewin says that the
director of the Defense Information Systems
Agency, currently Army Lt. Gen. Carroll Pollett,
could serve as the deputy director of the new
U.S. Cyber Command. Brewin explains that the
DISA director already serves as the director of
Joint Task Force-Global Network Operations,
which handles the cyber defense role that will
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be taken over by the new command. DISA is
also in charge of the Defense Department
Global Information Grid.
http://whatsbrewin.nextgov.com/2009/08/disa
_director_as_cyber_command.php?oref=latest
_posts
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Pentagon Takes a Look at Unisys’s Stealth
Encryption

http://whatsbrewin.nextgov.com/2009/09/huh
_air_force_blocks_pentagon.php

BY: ELLEN MESSMER, NETWORK WORLD
08/28/2009

39th IOS Breaks Ground

The U.S. Department of Defense recently
accepted Unisys’s Stealth encryption prototype
to review in a technical-evaluation program,
which could make Stealth a candidate “for
future use in secure IP-based communications
across the military.” Dave Gardiner, vice
president of technology solutions at Unisys,
explains that the encryption prototype is
undergoing evaluation at the Joint
Transformation Command for Intelligence (JTCI) site in Suffolk, Va. Unisys says that they
designed the encryption prototype with the
Defense Department in mind because it allows
for different “communities of interest” to be set
up, assigning session-specific encryption keys
that can only be decrypted by those belonging
to each group. Unisys reports that the USJFCOM
will be testing how well the cryptographic bitsplitting method works on the DoD Global
Information Grid networks.
http://news.techworld.com/security/3200633/
pentagon-takes-a-look-at-unisyss-stealthencryption

Huh? Air Force Blocks Pentagon Channel
BY: BOB BREWIN, NEXTGOV.COM
09/04/2009

In this article, Bob Brewin says that the U.S. Air
Force has blocked access to the Pentagon
Channel, the Defense Department’s 24/7 news
channel that provides visitors with military
information and news. The men and women in
the Air Force, as well as civilian Air Force
workers, are now unable to access the
Pentagon Channel from their office computers
because of a prohibition against streaming
media on Air Force networks. A spokeswoman
says that the Air Force is attempting to
conserve bandwidth on Air Force networks by
blocking streaming media Web sites.
110 Royal Aberdeen 
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BY: 2ND LT. MARK LAZANE, HURLBURT FIELD
09/01/2009

The 24th Air Force broke ground on the 39th
Information Operations Squadron building
expansion at Hurlburt Field Air Force Base Sept.
1. The 39th IOS has been integrated into the
newly-established 24th Air Force, and is the Air
Force’s only Cyber and Information Operations
formal training unit. The expanded facility will
include additional classrooms, an observation
room and a simulation room where students
can practice cyber skills in real-time. Lt. Col. Dan
Clothier, the 39th IOS Commander, says that
the new building will allow them to “develop
cyber warfare into an operational art form.”
http://www2.hurlburt.af.mil/news/story.asp?id
=123165909

Air National Guard Breaks Ground
BY: ANGIE BASIOUNY, DELAWARE ONLINE
08/28/2009

The Delaware Air National Guard recently broke
ground on a new $3.2 million building for the
166th Network Warfare Squadron that will be
dedicated to the security of U.S. digital
information systems. The Delaware Air National
Guard base is among the first three units in the
country that have been assigned to support the
new Cyber Command, which will become active
in October. Col. Tom Thomas says that
Delaware is a good location for the squadron
because of an abundance of skilled
professionals and because of its location
outside of the capital. Thomas also explained
that the new squadron will focus on “defensive
and offensive operations, planning and the
analysis of threats to information networks,
domestic and foreign.”
http://www.delawareonline.com/article/20090
828/NEWS02/908280334
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Navy to Form Directorate to Manage Info,
Cyber and Space Capabilities
BY: BOB BREWIN, NEXTGOV.COM
09/03/2009

Adm. Gary Roughead, chief of naval operations,
wrote in his annual guidance paper that the
Navy is planning to form a directorate next year
to oversee its information, cyber and space
capabilities. Roughead wrote that a three-star
admiral will run the new Information
Dominance Directorate. The Navy will also
stand up the Fleet Cyber Command to
coordinate global network operations.
Roughead says that the Information Dominance
Directorate and the Fleet Cyber Command will
work together to better train staff and forces
for cyber and information operations. Bernie
Skoch, an analyst with Suss Consulting, explains
that it makes sense for the Navy to combine
intelligence and information technology
support because they have only one global
network to operate and defend – the Navy
Marine Corps Intranet.

http://www.nextgov.com/nextgov/ng_2009090
3_3144.php

Army Expects New Network to Reduce
Costs 65 Percent
BY: AMBER CORRIN, FEDERAL COMPUTER WEEK
08/28/2009

The Army is planning to use a new high-speed
optical transport network that will link New
Mexico and Texas. The project is estimated to
reduce costs by 65 percent by “converging
multiple network layers.” Joe Shilgalis, director
of strategic alliances for Tellabs Government
Systems, explains that the reduced power usage
will also cut down on associated electricity
consumption by 85 percent. He added that the
project could be expanded throughout the
Army and across all of the services, since the
demand to move more information as quickly
as possible is global.
http://fcw.com/articles/2009/08/27/tellabsoptical-network-contract.aspx

Raytheon
Aspiring to be the most admired defense and aerospace systems
supplier through world-class people and technology Raytheon is
a technology leader specializing in defense, homeland security,
and other government markets throughout the world. With a
history of innovation spanning more than 80 years, Raytheon
provides state-of-the-art electronics, mission systems
integration, and other capabilities in the areas of sensing;
effects; command, control, communications and intelligence
systems, as well as a broad range of mission support services.

CYBERSPACE – DEPARTMENT OF HOMELAND SECURITY (DHS)
White House, Homeland Security Join
Forces on Cybersecurity
BY: JILL R. AITORO, NEXTGOV.COM
08/31/2009

Chris Painter, director of cybersecurity for the
White House National Security Council, says
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that although President Barack Obama gave the
White House the authority to coordinate
federal cybersecurity initiatives, it is actually the
Homeland Security Department that is driving
the effort. Phil Reitinger, deputy undersecretary
for DHS’ National Protection and Programs
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Directorate, says that support from the White
House is crucial in driving the president’s
agenda and coordinating policies among
agencies. Painter also explained that the
administration is working with DHS to develop
and test a cybersecurity response plan and form
stronger cybersecurity policy for public and
private networks.
http://www.nextgov.com/nextgov/ng_20090
831_5160.php

DHS' Cyber Storm III to test Obama's
national cyber response plan
BY: JILL R. AITORO, NEXTGOV.COM
08/26/2009

The Homeland Security Department’s Cyber
Storm III, to be held in September 2010, will
test the national cyber response plan that is
being developed by the Obama administration.
Brett Lambo, director of the cyber exercises
program in DHS’ national cybersecurity division,
says that the new cybersecurity drill includes
changes based on lessons learned from the two
previous exercises in 2006 and 2008, although
Cyber Storm III will be the first test of White
House strategies for responding to
cyberattacks. Robert Dix, vice president of
government affairs and critical infrastructure of
protection at Juniper Networks, says that
details of the national cyber response plan are
expected to be released this November, less
than a year before Cyber Storm III. DHS expects
Cyber Storm III to provide enhanced methods
for information sharing, better definitions of
cyber roles and responsibilities and “bring all
sectors with a stake in information security to
the table.” The article also discusses a major
objective of Cyber Storm III – to harmonize the
different alert level systems in government and
private sector.
http://www.nextgov.com/nextgov/ng_2009082
6_9168.php?oref=topnews
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DHS: Expect Your Computer to be Seized
Without Suspicion
BY: SCOTT M. FULTON, III, BETA NEWS
08/28/2009

The U.S. Department of Homeland Security
recently published a paper with new guidelines
that aim to clarify existing laws that say that
Immigration and Customs Enforcement (ICE)
agents “may seize, detain, and/or retain
individuals’ PCs and media without having
reason to suspect that those people or those
machines and devices are connected with a
crime.” The new Customs & Border Patrol (CBP)
guidelines say that agents may seek help from
other federal sources when they have trouble
figuring out the meaning of information or how
a device works. The article explains that
individuals may not be informed as to the
extent of the agent’s authority and what
safeguards are in place to protect their personal
information from falling into the wrong hands.
In the recent paper, DHS states that an
explanation of the events surrounding the
detention or seizure of a traveler’s devices will
be made available online to those travelers, but
the extent of information shared may be
limited. “Appropriate safeguards and audit trails
will be kept to track when and where
information is exchanged, but for the sake of
privacy, that information will be kept private.”
http://www.betanews.com/article/DHSExpect-your-computer-to-be-seizedwithout-suspicion/1251488759

DHS Needs to Plug Some Cybersecurity
Holes, Audit Finds
BY: ALICE LIPOWICZ, FEDERAL COMPUTER WEEK
09/02/2009

A new report from DHS Inspector General
Richard Skinner says that the Homeland
Security Department needs to improve its
cybersecurity programs for some major control
systems which operate primarily in power
plants, factories and utilities. These systems are
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a “vital part of the nation’s critical
infrastructure” and have become increasingly
networked and linked to other information
technology systems, making them more
vulnerable to cyber threats. Skinner also says
that DHS’ National Cyber Security Division
(NCSD) needs to do more to facilitate
information sharing between public and private
sectors.
http://fcw.com/articles/2009/09/02/dhs-needsto-improve-cybersecurity-efforts-for-controlsystems-ig-says.aspx

report that there are measures in place already
that could help defend against “highconsequence disruptions” such as sourcing
strategies, supply chain monitoring processing
and product recalls.
http://www.computerworld.com/s/article/9137
153/DHS_report_IT_sector_is_resilient_against
_serious_cyberattacks_

DHS Report: IT Sector is Resilient Against
Serious Cyberattacks

The Homeland Security Department’s cyber
chief Greg Schaffer recently spoke about
prioritizing information security requirements,
and said that mission-critical operations should
be protected first. Schaffer and Dave DeWalt,
chief executive officer of security vendor
McAfee, recently spoke together at the GFirst
conference in Atlanta hosted by the
department’s U.S. Computer Emergency
Readiness Team. McAfee reports that, in 2008,
there was a 500 percent increase in malware
attacks that used hostile code to infiltrate a
computer system. Schaffer explained that the
challenge for agencies is determining where to
focus their resources when the number and
sophistication of malware attacks is increasing
so quickly. Schaffer says that it is a “resource
allocation issue,” and says that more resources
should go towards critical threats such as
denial-of-service attacks that can block access
to an agency’s network.
http://www.nextgov.com/nextgov/ng_2009082
5_7424.php?oref=topstory

BY: JAIKUMAR VIJAYAN, COMPUTERWORLD
08/26/2009

The recent “IT Sector Baseline Risk Assessment”
from the Department of Homeland Security
discusses scenarios in which attacks against key
IT infrastructure elements could cause
disruptions on a national scale. The IT sector
was surprisingly resilient and included
redundancies that could mitigate the risk of
such disruptions. The report was a joint effort
between the DHS and the Information
Technology Sector Coordinating Council (IT SCC)
and aims to give the IT sector and government a
way to identify risks and strategies for
addressing them. The report examined six
critical areas of IT: IT supply chain; domainname resolution services; identity management
and trust support services; Internet-based
content and communications services; Internet
service and routing providers; and providers of
incident response systems. DHS and IT-SCC
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DHS Official: Agencies Must Make HighRisk Cyber Threats Top Priority
BY: JILL R. AITORO, NEXTGOV.COM
08/25/2009
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CYBERSPACE – INTERNATIONAL
MessageLabs Spots Resilient New Breed of
Botnets
BY: PHIL MUNCASTER, V3.CO.UK
08/25/2009

The latest Intelligence report from MessageLabs
reports that activity levels for the Cutwail
botnet fell by 90 percent after the shutdown of
a Latvian ISP, but increased again within just 48
hours. Senior MessageLabs analyst Paul Wood
says that the impact from the shutdown of the
Latvian ISP was immediate, but only lasted a
short time, which is a worrying trend. Last year,
when the McColo web hosting firm was shut
down, it took the associated botnets several
weeks to fully recover. Wood says that the
shorter recovery time may be due to botnet
herders increasingly using peer-to-peer
channels, chat rooms, server operations and
even HTTP traffic to manage and update their
botnets.
http://www.v3.co.uk/v3/news/2248423/messa
gelabs-spots-resilient

Yorkshire Start-up Aims to Shake Up
Telecoms Security
BY: JOHN LEYDEN, THE REGISTER
09/03/2009

U.K.-based security appliance firm Sypham is
currently developing a range of 10G deep
packet inspection security appliances which will
allow telecom firms and managed security
providers to offer intrusion prevention and
firewall functions to their clients as a service.
This new approach, which Syphan calls “multitenant security” would provide a platform for
cloud security, “allowing providers to provide
tailored security policies for different
customers.” The article discusses funding
difficulties that the firm has had, and also
market differences between U.K. and U.S.
markets. The article explains that U.S. business
practices are “more market focused and
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pragmatic than those in the U.K., where there’s
a greater focus on preserving a firm’s original
vision.”
http://www.theregister.co.uk/2009/09/03/york
shire_security_start_up/

UK Has the Worst Internet Security in
Europe
BY: CARRIE-ANN SKINNER, TECHWORLD
09/03/2009

Worldwide research by security firm PC Tools
found that 33 percent of British computer users
do not update their security software,
compared to 5 percent of German Web users
and 7 percent of French Web users. Almost one
in 10 British users also admit that they do not
use any security software while surfing the
Web. The research from PC Tools also found
that 41 percent of all respondents use only one
or two passwords for all of their accounts and
sites, and 8 percent of the respondents use the
same password for every site they visit. Michael
Green, vice president of product strategy at PC
Tools, says that users are not yet “security
savvy” and that consumers could be better
protected by using the right software for their
online behavior as well as staying alert of the
most recent threats.
http://news.techworld.com/security/3201039/
uk-has-the-worst-internet-security-in-europe/

Bing the Avenger Ravages South China
STRATEGY PAGE
09/02/2009

Cyber War experts are trying to obtain more
details on an incident last June in which a game
provider hired botnets to shut down their rivals,
and ended up disconnecting Internet service
over wide areas of Southern China for hours.
Criminals are able to rent zombie computers
that can be used to launch distributed denial-ofservice attacks at other sites, making the
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targeted site unavailable to web users. Bing
decided to use their hired botnets to target the
DNS servers that belonged to the DNSPod
Company. Law enforcement in China usually
ignores DDoS attacks, since they are common
between business rivals, but the attacks from
Bing took down the entire Internet in some
regions. The Internet service companies were
able to track the attacks back to Bing. Cyber
War experts are looking into how much DDoS
was needed to take down the entire local
Internet, and how the attacks were
accomplished.
http://www.strategypage.com/htmw/htiw/artic
les/20090902.aspx
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Crime Expert Backs Calls for ‘Licence to
Compute’
BY: BEN GRUBB, IT NEWS
08/27/2009

Russel Smith, principal criminologist at the
Australian Institute of Criminology, says that
there should be a “computer driver’s licence”
for first-time computer users before they surf
the web. Smith explains that users would earn a
computer licence through a standard set of
computer skills. The Australian Computer
Society first introduced computer driver’s
licences in 1999, but IT experts such as Eugene
Kaspersky say that there needs to be a more
formal recognition of a user’s identity to make
using the Internet safer. Kaspersky also said
that education is important, but is secondary to
better technology solutions.
http://www.itnews.com.au/News/154129,crim
e-expert-backs-calls-for-licence-tocompute.aspx
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CYBERSPACE RESEARCH
The New Threat to Oil Suppliers: Hackers
BY: GREG GRANT, FOREIGN POLICY MAGAZINE
08/25/2009

A research team with the SINTEF Group, an
independent Norwegian think tank, warns oil
companies that offshore oil rigs are vulnerable
to hacking because they use unmanned robot
platforms where vital operations “are
controlled via wireless links to onshore
facilities.” SINTEF scientist Martin Gilje Jaatun
says that with the increased use of robotcontrolled platforms, hackers can seize control
of a rig or cluster of rigs by “hacking into the
integrated operations that link onshore
computer networks to offshore ones.” Jaatun
also reports that computer viruses have already
caused personnel injuries and production losses
on North Sea platforms, although hackers have
not completely seized control of a system yet.
Jeff Vail, a former counterterrorism and
intelligence analyst with the U.S. Interior
Department, explains that most new oil rigs
include cutting-edge robotics technology, but
are controlled by software that relies “on the
decades-old supervisory control and data
acquisition (SCADA) software” that is not
primarily focused on security.
http://www.foreignpolicy.com/articles/2009/08
/25/the_new_threat_to_oil_supplies_hackers

University Research Exposes Potential
Vulnerabilities in Cloud Computing
BY: TIM WILSON, DARK READING
09/08/2009

A group of computer scientists from the
University of California at San Diego and the
Massachusetts Institute of Technology say that
they have discovered vulnerabilities in cloud
computing that could leave data vulnerable.
The researchers say that attackers could place
malicious virtual machines (VM) close to a
target server in a cloud environment, and then
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launch a “cross-VM attack” using several
strategies. The VMs near the cloud environment
would use “side channels” to pick up leaked
data from the target server, eventually
collecting enough data to penetrate the
network. The researchers say that one solution
may be to allow users to request that their VMs
are placed on machines that can only be
populated by VMs from their accounts. The
users would pay to leave the machines underutilized, but their data would be better
protected from attackers.
http://www.darkreading.com/securityservices/
security/management/showArticle.jhtml?article
ID=219700098

New Flaw Causes ‘Blue Screen of Death’ on
Vista, Windows 7
BY: JEREMY KIRK, COMPUTERWORLD
09/08/2009

Researchers are warning about a new flaw in a
driver used for the Samba file-sharing feature in
Windows. Bojan Zdrnja, a handler for the SANS
Internet Storm Center, says that the exploit
code works on fully-patched Vista machines and
Windows 7, and will cause the targeted
machine to crash. Researchers warn users to
disable port 445, which is used for file sharing.
Zdrnja was not sure if Microsoft would include a
patch for this vulnerability with their regularly
scheduled patches, but says that the
vulnerability is so potentially harmful that
Microsoft may choose to do an off-schedule
patch release.
http://www.computerworld.com/s/article/9137
701/New_flaw_causes_Blue_Screen_of_Death_
on_Vista_Windows_7
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Security Expert Proves Hacking the Smart
Grid Is A Snap
BY: ARIEL SCHWARTZ, FASTCOMPANY.COM
09/02/2009

Mike Davis, security consultant at IOActive,
discusses how hackers could disrupt or take
control of the smart grid. Davis says that
hackers could put needles into a smart meter’s
memory chip to intercept and analyze electrical
signals. He explains that smart meters’ two-way
radio chips can be intercepted and extracted.
Once a hacker has access to these codes, they
can log on to the smart grid network and issue
commands. Hackers would be able to talk to all
meters of the same brand over the network,
and Davis demonstrated how self-replicating
malware could shut down power for 15,000
homes in 24 hours.
http://www.fastcompany.com/blog/arielschwartz/sustainability/security-expert-provesits-snap-hack-smart-grid

Meters for the Smart Grid
BY: ERICA NAONE, TECHNOLOGY REVIEW
09/2009

Some security experts warn that rolling out the
new “smart grid” too quickly could lead to
security problems, and researchers such as
Mike Davis of IOActive say that now is the time
to test the smart grid and get security right.
Travis Goodspeed, an independent security
researcher, says that hackers can attack a smart
meter’s memory by using needles as probes to
intercept electrical signals in the memory chip.
The smart meter’s two-way radio chip also

allows the device to be read remotely, which
could allow hackers access to the network and
the ability to issue commands on the grid. David
Baker, IOActive’s director of services, also
explains how attackers can use a software radio
to listen to wireless communications on the
network and spread malware through the
network.
http://www.technologyreview.com/computing/
23179/page1/

‘Phishing’ Drops; Are Scammers Switching
Tactics?
BY: JORDAN ROBERTSON, YAHOO TECH
08/26/2009

A recent report from IBM Corp. shows that
there has been a drop in the volume of phishing
e-mails where criminals send messages that
appear to come from a legitimate bank or other
company, prompting recipients to click on a link
that actually takes them to a rogue Web site
that can steal their passwords and account
information. Kris Lamb, director of the X-Force
research team in IBM’s Internet Security
Systems division, says that phishing may be less
popular because users are getting smarter
about identifying fake Web sites, and also
because security software is getting better at
filtering out phishing sites. The article
recommends accessing sensitive sites on your
own rather than by clicking on links in an e-mail
that could lead to a phishing site.
http://tech.yahoo.com/news/ap/20090826/ap_
on_hi_te/us_tec_phishing

Intelligent Software Solutions
ISS is a leading edge software solution provider for enterprise and system
data, services, and application challenges. ISS has built hundreds of
operationally deployed systems, in all domains – “From Space to Mud”™.
With solutions based upon modern, proven technology designed to
capitalize on dynamic service-oriented constructs, ISS delivers innovative
C2, ISR, Intelligence, and cyber solutions that work today and in the
future. http://www.issinc.com.
110 Royal Aberdeen 

CyberPro

Smithfield, VA 23430 

National Security Cyberspace Institute

ph. (757) 871-3578

P a g e | 23

CyberPro

Volume 2, Edition 18
September 10, 2009

Keeping Cyberspace Professionals Informed
CYBERSPACE HACKS AND ATTACKS
Hacking Firms One Click Ahead of Law
BY: TOM JACKMAN, THE AGE
09/08/2009

This article discusses a woman that used
YourHackerz.com to obtain her boyfriend’s AOL
e-mail account information, as well as
passwords for her boyfriend’s wife, other
girlfriends and children. The woman, Elaine
Cioni, also used a spoofing service to make
harassing phone calls to her boyfriend, which
eventually attracted the attention of federal
authorities. Sites like YourHackerz.com,
piratecrackers.com and hackmail.net claim to
have little trouble breaking into e-mail systems
such as AOL, Yahoo, Facebook, Gmail and
Hotmail. The article explains that the services
provide their customers with a screenshot of
the target’s inbox or send an e-mail from the
hacked account as proof that they have the
password, and then require payment before
they provide their customer with the password.
http://www.theage.com.au/technology/securit
y/hacking-firms-one-click-ahead-of-law20090907-fecd.html

Hackers Turn Attention to ATMs
BY: PHIL MUNCASTER, PC MAGAZINE
09/07/2009

A new report on ATM crime from European
security agency Enisa says that there was a 149
percent rise in ATM attacks last year. Criminals
can use cameras, false PIN overlays and fake
machines or Bluetooth wireless technology to
transmit card and PIN details to their
computers. Hackers are also increasingly
targeting the networks that banks use to
connect ATMs to their systems, and the
operating systems and hardware used to run
ATMs to steal card information. Enisa Executive
Director Andrea Pirotti says that ATM crime will
only become more attractive because new
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ATMs dispense additional services and
products, such as stamps and phone cards.
http://www.pcmag.co.uk/v3/news/2249021/ha
ckers-turn-attention-atms

Cyber Criminals Target Small Business
Accounts
BY: JAIKUMAR VIJAYAN, COMPUTERWORLD
09/03/2009

Electronics Payments Association NACHA issued
an alert to its members earlier this month
reporting that hackers are targeting small
businesses to steal online banking credentials
using keystroke logging tools and malware. The
criminals try to use the stolen credentials to
take control of corporate accounts and transfer
funds over electronic payment networks.
According to the Washington Post, organized
crime groups in Eastern Europe are largely
responsible for stealing the money from
corporate accounts and sending it overseas via
wire transfer services. The alert from NACHA
says that hackers are targeting small businesses
because they lack strong authentication
procedures, transaction controls and “red flag”
reporting capabilities.
http://news.techworld.com/sme/3201010/cybe
r-criminals-target-small-business-accounts/

Princes’ Phones May Have been Hacked by
NoW
PRESS GAZETTE
09/03/2009

The phones of Princes William and Harry were
reportedly hacked by News of the World
reporters. A spokeswoman from the paper said
that she “knows of no evidence to support this
allegation.” She added that this information was
never a part of the 2007 police investigation
that ended in the arrest of News of the World’s
royal editor Clive Goodman for plotting to hack
into the telephone messages of royal aides. In
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response to the claims about Princes William
and Harry, Assistant Met Commissioner John
Yates said that the police have seen no
additional evidence come to light since the last
investigation two years ago.
http://www.pressgazette.co.uk/story.asp?secti
oncode=1&storycode=44238

Defying Experts, Rogue Computer Code
Still Lurks
BY: JOHN MARKOFF, NEW YORK TIMES
08/27/2009

This article discusses the Conficker program,
which has taken control of more than 5 million
government, business and home computers in
more than 200 countries by exploiting flaws in
Windows software. Rodney Joffe, director of
the Conficker Working Group, explains that
Conficker uses “the best current practices and
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state of the art” communications to protect
itself from detection. Researchers warn that the
millions of zombie machines could be used to
steal passwords or logins or deliver fake
antivirus warnings that require the users to give
up credit card information to have the infection
removed, although Conficker has not tried to
extend its reach to more computers. Security
experts say that the authors behind Conficker
are professionals that are using the most
advanced technology available. The industry
group continues to look for ways to kill
Conficker and Joffe says that the industry group
has helped participants learn new things about
combating botnets that could be beneficial in
the future.
http://www.nytimes.com/2009/08/27/technolo
gy/27compute.html?_r=2
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New Wave of SQL Attacks from China
BY: ALAN HARTEN, SECURITY WATCH
09/02/2009

Amichai Shulman, the chief technology officer
of data security specialist firm, Imperva, says
that a recent wave of SQL attacks have all come
from IP addresses located in China, which is
interesting “due to the fact that most botnet
attacks come from several different countries
around the globe.” Shulman added that the
attacks focus on quick-downloading sites,
where the hackers have left malicious IFrame
software that infects a visitor’s computer.
Imperva recommends that businesses ensure
they “make internal code changes and use a
firewall to protect themselves.”
http://www.securitywatch.co.uk/2009/09/02/n
ew-wave-of-sql-attacks-from-china/

Be Careful With Your Search Results
BY: SEAN-PAUL CORRELL, PANDALABS BLOG
09/01/2009

A 2008 Forrester research study found that 50
percent of Internet users trust content that is
delivered to them by search engines, and
criminals are using that trust and malicious
search results to make money off of Internet
users. Hackers have used relevant news topics
such as the California wildfires, Ted Kennedy’s
death, DJ AM’s death, Mega Millions lottery,
Hurricane Danny, UFC 102, CNN and BBC
breaking news to infect links that users may
click on. The malicious links would redirect the
users to a fake scan Web site which infects their
computer and extorts money.
http://pandalabs.pandasecurity.com/archive/B
e-Careful-With-Your-Search-Results.aspx

IIS Bug Gives Attackers Complete Server
Control

remote root access to servers running version 5
of IIS on Windows 2000 with Service Pack 4. The
previously unknown vulnerability in Microsoft’s
Internet Information Services Web server could
give a hacker complete control of vulnerable
machines. A Microsoft spokeswoman says that
company researchers are looking into the
vulnerability, and that there are no reports of
any such vulnerabilities being exploited in the
wild. Two other security advisories were
recently issued including a vulnerability that
affects Linux kernels and another vulnerability
that affects Google’s Chrome browser.
http://www.theregister.co.uk/2009/08/31/iis_b
ug_reported/

Skype Spy Trojan Escapes into Wild
BY: JOHN E. DUNN, TECHWORLD UK
08/28/2009

Symantec and Trend Micro are reporting that a
new Windows Trojan has “remarkably similar
characteristics” to a Trojan released by Swiss
programmer Ruben Unteregger that was
originally developed to hack Skype phone calls.
Unteregger recently posted the source code for
his Trojan, hoping “that its publication would
make it impossible to use against real users.”
Symantec now reports that the new Trojan is
able to intercept API calls to Skype, capturing
and storing the calls as MP3 files that include
identification of the caller, date, day and time of
the phone call. A Trend Micro researcher says
that the Trojan “is an open-source application
that can be downloaded from a certain Web
site” and reports that since the code for the
Trojan is available, it will “now be a fixture in
the anti-virus signature database of many
security software programs.”
http://news.techworld.com/security/3200665/s
kype-spy-trojan-escapes-into-wild

BY: DAN GOODIN, THE REGISTER
08/31/2009

Microsoft recently announced that hackers
have released proof-of-concept code that gives
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Web Attacks across Globe Appear Linked,
Security Researcher Says
BY: ELLEN MESSMER, NETWORK WORLD
08/27/2009

Mary Landesman, senior security researcher at
ScanSafe, says that three waves of SQL injection
attacks in China, the United States and India
could be the “handiwork of the same attacker”
because of similarities in domain-name
registration information and the style of the
attacks. Landesman explains that seven of the
domain names which were used to spread the

malware were registered under the same name
and address. The recent SQL injection attacks
are inserting malicious iFrames into legitimate
Web sites which force visitors to dangerous
sites that contain malware. Landesman says
that these attacks highlight the problems with
the domain-name registrar system, which
“allows people to provide completely bogus
details about who they are.”
http://www.networkworld.com/news/2009/08
2709-sql-attacks-linked.html

CYBERSPACE TACTICS AND DEFENSE
Social Networks Fight Back
BY: KELLY JACKSON HIGGINS, DARK READING
09/03/2009

Popular social networking sites such as
Facebook, MySpace and Twitter have all
suffered distributed denial-of-service attacks,
spam and viruses. Hemanshu Nigam, chief
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security officer for MySpace, says that attacks
are nothing new, and that MySpace has been
focusing on defending against attacks “since
day one.” Researcher Nathan Hamiel says that
sites such as Facebook and MySpace are
increasing their security protections, but Hamiel
explains that social network sites continue to be
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vulnerable through third-party applications.
Hamiel also says that social networking firms
are reluctant to secure their APIs for
competitive reasons, because they don’t want
to compromise functionality and lose their
users to another social network. Jamie de
Guerre, chief technology officer at Cloudmark,
says that MySpace is different than other social
networks because they use third party
commercial security services where other sites
use only their own technology for security. He
also says that MySpace has “stepped up
education and awareness among its users” and
has partnered with Microsoft and the Antiphishing Working Group to prevent phishing
attacks.
http://www.darkreading.com/security/manage
ment/showArticle.jhtml?articleID=219501287

Scenario-Based Incident Response
Questionnaires
BY: JOHN SAWYER, DARK READING
09/02/2009

In this blog post, John Sawyer talks about the
lack of a consolidated reference or checklist for
first responders or security investigators to use
when responding to a security situation. Sawyer
explains that one list by Lenny Zeltser is a “good
start” and covers “enumerating background
information surrounding the incident, defining
the necessary communication structure,
incident scope and more.” But Sawyer says that
a comprehensive checklist would need to be
more structured for incident handlers. He
explains that all incidents tend to have a
“relatively structured flow of events that could
be put into a flow chart” and that the checklist
would also include questions about the
criticality of the compromised resources.
http://www.darkreading.com/blog/archives/20
09/09/scenario_based.html
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BBN Lands $42M to Develop DARPA’s
Advanced Network Prioritization, Security
Technology
BY: MICHAEL COONEY, NETWORK WORLD
09/01/2009

BBN was recently awarded $11 million to build
self-configuring network technology that would
be capable of identifying traffic, letting the
network infrastructure prioritize it down to the
end user, reallocating bandwidth between users
and automatically making quality-of-service
decisions. The Defense Advanced Research
Projects Agency (DARPA) is developing the
advanced network technology that will include
features such as 32 levels of network traffic
prioritization. BBN expects the technology to
provide “improved command and control
computer network capabilities for tactical
military units.” DARPA has also said that it will
be more difficult to spoof or inject false traffic
into the new prioritization scheme.
http://www.networkworld.com/news/2009/09
0109-bbn-network-research.html

Health IT Group to Offer Security
Certification to Vendors
BY: WILLIAM JACKSON, FEDERAL COMPUTER WEEK
08/31/2009

A new program from the Health Information
Trust Alliance (HITRUST) will certify IT security
products against its Common Security
Framework for information. It will also “develop
criteria for independent evaluation of health IT
security products and services” to help those
products and services comply with the
framework and federal regulations for handling
sensitive information. The Congressional Budget
Office estimates that up to 90 percent of
doctors and 70 percent of hospitals will be using
electronic health records within the next 10
years, and Stuart McClure, vice president of
operations and strategy for McAfee’s Risk and
Compliance Business Unit, says that the new
certification program will help to give the
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industry a “starting point in sourcing security
technology.”
http://fcw.com/articles/2009/08/31/webhealth-it-security.aspx

http://voices.washingtonpost.com/securityfix/2
009/09/what_to_do_when_rogue_anti-vir.html

What to do When Scareware Strikes

BY: JILL R AITORO, NEXTGOV.COM
09/02/2009

BY BRIAN KREBS, THE WASHINGTON POST
09/02/2009

Security expert Brian Krebs writes about what
to do if you receive a pop-up that tries to get
you to download and purchase rogue anti-virus
products, called “scareware.” Krebs explains
that users should not click on any part of the ad,
including buttons that say “no” or “cancel” as
the malicious script will still try to run. Krebs
also writes that terminating the browser
process altogether can get rid of the ads, and
users should run an anti-virus scan after the
browser process is shut down. Krebs also
recommends that users use tools like
Malwarebytes’ Antimalware or
Superantispyware, which can remove anything
malicious left behind from scareware attacks.

Agencies Should Institute Tougher Policies
On Storing Sensitive Info
Peter McDonald, federal director for data loss
prevention solutions at security vendor
Symantec, says that 67 percent of data loss
incidents involve information that employees
have downloaded on computers or storage
devices and forgotten to delete. Federal
agencies are creating stricter policies against
downloading sensitive information to prevent
some data loss. USPS, for example, now forbids
employees from storing sensitive information
on personal computers or devices and the
agency uses a tool that automatically detects
and blocks sensitive data in motion and
encrypts files.
http://www.nextgov.com/nextgov/ng_2009090
2_6523.php

CISCO
Cisco (NASDAQ: CSCO) enables people to make powerful
connections-whether in business, education, philanthropy,
or creativity. Cisco hardware, software, and service
offerings are used to create the Internet solutions that
make networks possible-providing easy access to
information anywhere, at any time. Cisco was founded in
1984 by a small group of computer scientists from Stanford
University. Since the company's inception, Cisco engineers
have been leaders in the development of Internet Protocol
(IP)-based networking technologies.
Today, with more than 65,225 employees worldwide, this
tradition of innovation continues with industry-leading
products and solutions in the company's core development
areas of routing and switching, as well as in advanced
technologies such as: Application Networking, Data Center,
Digital Media, Radio over IP, Mobility, Security, Storage
Networking, TelePresence, Unified Communications, Video
and Virtualization. For additional information:
www.cisco.com
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CYBERSPACE - LEGAL
Senate Issues Revised Cybersecurity
Emergency Bill
BY: SEAN BUCKLEY, FIERCETELECOM
08/31/2009

A revised version of a controversial
cybersecurity bill, first released in April, still
gives President Barack Obama the power to
provide cyber attack alerts and declare a cyber
emergency. The bill also gives the president 180
days instead of one year to develop a
cybersecurity plan after the bill is passed. The
revised bill does not include the original
language that gave Obama permission to shut
down the Internet in the case of a major
cyberattack, but does give the president the
power to regulate “national interests involving
compromised Federal Government or United
States critical infrastructure information system
or networks” although it must be in
“coordination with relevant industry sectors.”
http://www.fiercetelecom.com/story/senateissues-revised-cybersecurity-emergencybill/2009-08-31

Obama’s ‘Emergency’ Powers over
Internet: Cybersecurity Bill S. 773
BY: RICHI JENNINGS, COMPUTERWORLD
08/29/2009

The new version of a controversial
cybersecurity bill that would give the president
the power to disconnect private-sector
computers from the Internet during a cyber
emergency is still receiving much criticism even
though the language of the bill has been
changed. This article explains that the new bill
would also allow the White House to order
companies to disclose information and possibly
control of their networks and computers if
there is an Internet emergency. Critics say that
the government should not have complete
power over private-sector Internet connections
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in the case of an emergency, since the
government “consistently gets failing grades on
cybersecurity.”
http://blogs.computerworld.com/14627/obama
s_emergency_powers_over_internet_cybersecu
rity_bill_s_773

Bill Would Give President Emergency
Control of Internet
BY: DECLAN MCCULLAGH, CNET NEWS
08/28/2009

Internet companies and civil liberties groups
still have major concerns about the revised
version of a U.S. Senate bill that would allow
the president to control private-sector networks
during a cybersecurity emergency. Larry
Clinton, president of the Internet Security
Alliance, says that the second version of the bill
is still too vague and will cost the bill much
support. A spokesman for Sen. Jay Rockefeller
(D-W.Va.), who first introduced the bill,
compared the provision to “what President
Bush did when grounding all aircraft on Sept.
11, 2001”, and Rockefeller maintains that
presidential authority over private-networks is
“vital to protect national security.” Lee Tien, a
senior staff attorney with the Electronic
Frontier Foundation, says that the most
controversial language in the bill permits the
president to periodically map private networks
that are deemed critical and requires
companies to share requested information with
the federal government.
http://news.cnet.com/8301-13578_31032009638.html?part=rss&subj=news&tag=2547-1_3-020
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Rockefeller’s Office Responds to Cyber
Terrorism Bill
BY: TONY RUTHERFORD, HUNTINGTON NEWS
09/01/2009

After reports about Sen. Jay Rockefeller’s
revised cybersecurity bill stated that no one
from his office was available to comment,
Jessica Tice, West Virginia State Press Secretary
in the Office of Sen. Rockefeller, issued a
statement which denies the assumption that
the bill would give President Barack Obama the
power to “shut down the Internet.” Tice says
that the bill would not allow a government
shutdown or takedown of the Internet, but
would give the president the power to direct
the public-private response to a crisis by
safeguarding American networks. Jena Longo,
deputy communication director of the Senate
Commerce Committee, has also released a
statement about the recent articles which said
that the president has always had constitutional
authority to protect the American people and
direct the national response to any emergency.
http://www.huntingtonnews.net/political/0909
01-rutherford-politicalrockefeller.html

Lawmakers Strike New Tone with
Proposed Bill Giving Obama Power to Shut
Down Internet
BY: JOHN FONTANA, NETWORK WORLD
08/28/2009

The second draft of a Senate cybersecurity bill,
first introduced in April by Sen. Jay Rockefeller
(D-W.Va.), “tones down language” that would
have given President Barack Obama the
authority to shut down Internet traffic from
private networks in the case of a cyber
emergency. The new bill now says that Obama
has authority over compromised Federal
Government or United States critical
infrastructure information systems and
networks, but that he must work with “relevant
industry sectors” in the case of a cybersecurity
emergency. Critics of the original bill say that
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giving the president authority over private
networks could make those networks subject to
“government mandated security standards and
technical configurations.” Leslie Harris,
president and CEO at the Center for Democracy
and Technology, says that the bill would give
the president too much power over
communication networks, since they would
likely be designated as critical infrastructure.
Rockefeller’s Commerce, Science and
Transportation committee is currently meeting
with stakeholders and groups that voiced
concerns over the first draft of the bill.
http://www.networkworld.com/news/2009/08
2809-cybersecurity-bill.html

Cybersecurity Draft Significantly Altered
BY: ANDREW NOYES, CONGRESS DAILY
08/25/2009

A revised draft of the cybersecurity legislation
bill, first introduced by Sen. John Rockefeller
and Sen. Olympia Snowe in April, has
undergone major revisions and now focuses
more on ensuring that the government and
private sector have a properly trained
workforce to combat high-tech threats. The
new bill includes provisions that instruct the
Commerce Secretary to work with the White
House Office of Personnel management to train
and certify government cyber professionals, as
well as a new section that requires the head of
agencies to measure and collect information on
cybersecurity hiring effectiveness. In response
to controversy stemming from a provision in
the original bill that gave the president the
power to shut down Internet connections in
case of a cyber emergency, the new proposal
says that the president will work with industry
during a cyber emergency to develop a national
response and timely restoration of affected
networks.
http://www.nextgov.com/nextgov/ng_20090
825_4908.php?oref=topnews
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Jury Exacts $32M Penalty From ISPs for
Supporting Criminal Web sites
BY: TIM WILSON, DARK READING
09/03/2009

A federal jury in California recently ruled that
two ISPs, Akanoc Solutions and Managed
Solutions Group, knew about counterfeit goods
that were being sold on their customers’ sites,
but did not act quickly to shut the sites down.
Legal experts call the ruling a “landmark
decision,” since ISPs have historically been

protected from liability by the Digital
Millennium Copyright Act. This act states that
ISPs’ liability is limited only if the ISP doesn’t
know about the illegal activity. The jury levied
$10.5 million on each of the ISPs, and another
$10.5 million on Steven Chen, the owner of the
two ISPs.
http://www.darkreading.com/securityservices/
security/cybercrime/showArticle.jhtml?articleID
=219501314

High Tech Problem Solvers
www.gtri.gatech.edu

From accredited DoD enterprise systems to exploits for
heterogeneous networks, GTRI is on the cutting edge of
cyberspace technology. Transferring knowledge from
research activities with the Georgia Tech Information Security
Center, GTRI is able to bring together the best technologies,
finding real-world solutions for complex problems facing
government and industry.
Five Indicted in Long-Running Cybercrime
Operation
BY: JEREMY KIRK, COMPUTERWORLD
09/02/2009

New York prosecutors recently indicted five
Eastern European men in a credit-card fraud
operation that stole more than $4 million from
95,000 stolen credit card numbers. The
investigation into the fraud has been ongoing
for four years, and has included law
enforcement agencies in the United States, the
Czech Republic, Greece and Ukraine and
included a total of 17 indicted defendants.
Prosecutors say that the criminals were
involved in the Western Express Cybercrime
Group, which stole and sold credit-card
numbers on Internet forums called carding
sites. Three of the five men identified have
been arrested, and two of the defendants
remain at large.
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http://www.computerworld.com/s/article/9137
403/Five_indicted_in_long_running_cybercrime
_operation

Privacy, Consumer Groups Want New Laws
to Protect Web Users
BY: GRANT GROSS, NETWORK WORLD
09/01/2009

A group of 10 U.S. privacy and consumer
groups, including the Center for Digital
Democracy, the Electronic Frontier Foundation
and the U.S. Public Interest Research Groups,
have asked Congress to pass legislation that
would prohibit Web sites from collecting
behavioral information about children under
age 18, and would require Web sites and
advertising networks to get opt-in permission
from individuals within 24 hours of collecting
personal data and tracking online habits. The
group says that many Americans are unaware of
the information that is being collected about
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them and recommends that consumers be able
to access the information that is collected by
behavioral advertising vendors. Finally, the
group requests that new legislation create a
registry similar to the national do-not-call list
which would allow consumers to opt out of all
behavioral tracking.
http://www.networkworld.com/news/2009/09
0109-privacy-consumer-groups-want-news.html

FBI Investigating Laptops Sent to U.S.
Governors
BY: ROBERT MCMILLAN, COMPUTERWORLD
08/27/2009

The U.S. Federal Bureau of Investigation says
that HP laptops have been mysteriously ordered
for state governors in 10 states, and the FBI
believes they may contain malicious software.
Kyle Schafer, West Virginia’s chief technology
officer, says that state officials contacted police
when they received five laptops that they had
not ordered. State police in West Virginia are
working with the FBI to figure out who sent the
machines to the governor’s office. Steve
Santorelli, director of investigations with
security consultancy Team Cymru, says that
criminals often leave USB devices or CDs that
contain malicious software in company offices,
hoping that an employee will plug the devices
into a computer. Santorelli also explains that
criminals are willing to drop a couple thousand
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dollars on a few laptops, hoping that the
recipients would use the machines, giving the
hackers access to government computers.
http://www.computerworld.com/s/article/9137
213/FBI_investigating_laptops_sent_to_US_gov
ernors

‘The Analyzer’ Pleads Guilty in $10 Million
Bank-Hacking Case
BY: KIM ZETTER, WIRED.COM
08/25/2009

Ehud Tenenbaum, or “The Analyzer,” recently
pleaded guilty to bank-card fraud for his
involvement in hacking into two U.S. banks, a
credit- and debit-card distribution company and
a payment processor. Tenenbaum was only
charged with one count of conspiracy to
commit access-device fraud and one count of
access-device fraud, and could face a maximum
of 15 years in prison. Authorities believe that
the entire scheme that Tenenbaum
masterminded resulted in at least $10 million in
losses. The U.S. Secret Service began
investigating the international conspiracy to
hack into U.S. financial institutions and other
businesses in October 2007. The article
discusses several of the different sites and
businesses that Tenenbaum targeted.
http://www.wired.com/threatlevel/2009/08/an
alyzer/
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CYBERSPACE-RELATED CONFERENCES
Note: Dates and events change often. Please visit web site for details. Please provide additions, updates, and/or
suggestions for the CYBER calendar of events here.
13 – 16 Sep 2009
16 – 17 Sep 2009
20 – 25 Sep 2009
21 – 24 Sep 2009
29 – 30 Sep 2009
30 Sep – 1 Oct
2009
30 Sep – 2 Oct
2009
6 Oct 2009
6 Oct 2009
6 – 8 Oct 2009
13 Oct 2009
13 – 14 Oct 2009
15 Oct 2009
20 Oct 2009
20 – 22 Oct 2009
20 – 22 Oct 2009
22 – 24 Oct 2009
23 – 24 Oct 2009

28 – 29 Oct 2009
2 – 3 Nov 2009
4 – 5 Nov 2009

ArcSight Protect 2009, Washington DC; http://www.arcsight.com/protect09
Bay Area SecureWorld Expo, Santa Clara, CA;
http://secureworldexpo.com/events/index.php?id=255
Hacker Halted USA 2009, Miami, FL;
http://www.hackerhalted.com/Conference/tabid/67/Default.aspx
th
ASIS International 55 Annual Seminar and Exhibits, Anaheim, CA;
http://www.asisonline.org/asis2009
Detroit SecureWorld Expo; Detroit, MI;
http://secureworldexpo.com/events/index.php?id=257
New England Information Security Forum, Boston, MA;
https://www.isc2.org/EventDetails.aspx?id=5064
The 1st International ICST Conference on Digital Forensics & Cyber Crime, Albany, NY;
http://www.conferencealerts.com/seeconf.mv?q=ca1m0hxh
Cyber Security Conference – A Shared Responsibility, John Hopkins APL - Kossiakoff
Conference and Education Center, Maryland, https://www.fbcinc.com/csc/default.aspx
SecureIndianapolis, Carmel, IN;
https://www.isc2.org/EventDetails.aspx?id=4082&display=eventdetails&origin=
Information Security Solutions Europe Conference (ISSE 2009), The Hague, The
Netherlands; https://www.isc2.org/EventDetails.aspx?id=3826
SecureLondon 2009, London, UK;
https://www.isc2.org/EventDetails.aspx?id=3812&display=eventdetails&origin=
SC World Congress Enterprise Data Security Conference and Expo 2009, New York, NY;
http://www.scmagazineus.com/SC-World-Congress-2009/section/886/
SecureBaltimore, Baltimore, MD;
https://www.isc2.org/EventDetails.aspx?id=5084&display=eventdetails&origin=
SecureSouthernCalifornia, Marina Del Rey, CA;
https://www.isc2.org/EventDetails.aspx?id=4074&display=eventdetails&origin=
RSA Conference – London 2009, London, UK;
https://www.isc2.org/EventDetails.aspx?id=4440
rd
The 3 International Conference on Cyberlaw, Beirut, Lebanon;
http://www.conferencealerts.com/seeconf.mv?q=ca1mxx6m
Tech-It-Up International 2009, Kamloops, British Columbia, Canada;
http://www.conferencealerts.com/seeconf.mv?q=ca1mhim6
Evidence in the Information Age: A National Symposium on the Collection, Analysis and
Legal Applications of Digital Evidence, Pittsburgh, PA;
http://www.conferencealerts.com/seeconf.mv?q=ca1mxm33
Seattle SecureWorld Expo; Seattle, WA;
http://secureworldexpo.com/events/index.php?id=249
Midwest Information Security Forum, Chicago, IL;
https://www.isc2.org/EventDetails.aspx?id=5066
Dallas SecureWorld Expo; Dallas, TX;
http://secureworldexpo.com/events/index.php?id=250

110 Royal Aberdeen 

CyberPro

Smithfield, VA 23430 

National Security Cyberspace Institute

ph. (757) 871-3578

P a g e | 34

CyberPro

Volume 2, Edition 18
September 10, 2009

Keeping Cyberspace Professionals Informed
8 Nov 2009
11 Nov 2009
12 Nov 2009
12 Nov 2009
16 – 18 Nov 2009
17 – 19 Nov 2009
18 – 20 Nov 2009
28 Nov – 6 Dec
2009
3 Dec 2009
8 – 9 Dec 2009
11 – 18 Dec 2009

17 – 18 Feb 2010
12 – 14 Mar 2010
18 – 19 Mar 2010

8 – 9 April 2010
23 April 2010
17 July 2010

SecureMuscat, Muscat, Oman;
https://www.isc2.org/EventDetails.aspx?id=4150&display=eventdetails&origin=
The Security 500 Conference, New York, NY;
http://www.securingnewground.com/Security500/default2.htm
SecureSydney, Sydney, Australia; https://www.isc2.org/EventDetails.aspx?id=4982
SecureHouston, Houston, TX; https://www.isc2.org/EventDetails.aspx?id=4086
Cyber Security for National Defense, Washington DC;
http://www.cybersecurityevent.com/Event.aspx?id=211620
PDCO9, Los Angeles, CA; https://www.isc2.org/EventDetails.aspx?id=5050
MINES 2009 International Conference on Multimedia Information Networking and
Security, Wuhan, China; http://liss.whu.edu.cn/mines2009/
SANS London 2009, London, UK; https://www.isc2.org/EventDetails.aspx?id=5078
SecureCharlotte, Charlotte, NC; https://www.isc2.org/EventDetails.aspx?id=4600
Pacific Information Security Forum, San Francisco, CA;
https://www.isc2.org/EventDetails.aspx?id=5068
SANS Cyber Defense Initiative 2009, Washington DC; http://www.sans.org/cyber-defenseinitiative2009/?utm_source=offsite&utm_medium=misc&utm_content=20090725_te_072509_cdi09
_allconf&utm_campaign=CDI_East_2009&ref=46324
th
7 Annual Worldwide Security Conference, Brussels, Belgium;
http://www.conferencealerts.com/seeconf.mv?q=ca1m3m8x
th
5 Global Conference: Cybercultures – Exploring Critical Issues, Salzburg, Austria;
http://www.conferencealerts.com/seeconf.mv?q=ca1mx666
Cyber Security - Legal and Policy Issues for National Security, Law Enforcement and Private
Industry, San Antonio, TX;
http://www.stmarytx.edu/ctl/index.php?site=centerForTerrorismLawCyberSecurity
th
5 International Conference on Information Warfare and Security, Wright-Patterson Air
Force Base, Ohio; http://academic-conferences.org/iciw/iciw2010/iciw10-home.htm
Social Networking in Cyberspace, Wolverhampton, UK;
http://www.conferencealerts.com/seeconf.mv?q=ca1mhm38
Cyberpsychology and Computing Psychology Conference (CyComP 2010), Bolton,
Lancashire, UK; http://www.conferencealerts.com/seeconf.mv?q=ca1mxia6
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CYBERSPACE-RELATED TRAINING COURSES
Note: Dates and events change often. Please visit web site for details. Please provide additions, updates, and/or
suggestions for the CYBER calendar of events here.
Certified Ethical Hacker

Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=104
63&catid=191&country=United+States
EC-Council, Online, http://www.eccouncil.org/Course-Outline/ECSP.htm

Certified Secure Programmer
(ECSP)
Certified VoIP Professional
CISA Prep Course

CISM Prep Course

CISSP Prep Course

Computer Hacking Forensic
Investigator
Contingency Planning

Cyber Law
Defending Windows Networks

DIACAP – Certification and
Accreditation Process
DIACAP – Certification and
Accreditation Process,
Executive Overview
Disaster Recovery
E-Business Security
E-Commerce Architect
ESCA/LPT
Ethical Hacking and
Countermeasures

EC-Council, Online, http://www.eccouncil.org/Course-Outline/ECVP.htm
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=941
6&catid=191&country=United+States
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=987
7&catid=191&country=United+States
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=802
9&catid=191&country=United+States
EC-Council, Online, http://www.eccouncil.org/CourseOutline/CHFI%20Course.htm
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=119
19&catid=191&country=United+States
EC-Council, Online, http://www.eccouncil.org/CourseOutline/CyberLaw%20Course.htm
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=108
36&catid=191&country=United+States
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=117
76&catid=191&country=United+States
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=117
78&catid=191&country=United+States
EC-Council, Online, http://www.eccouncil.org/CourseOutline/Disaster%20Recovery%20Course.htm
EC-Council, Online, http://www.eccouncil.org/Course-Outline/eSecurity%20Course.htm
EC-Council, Online, http://www.eccouncil.org/Course-Outline/ECommerce%20Architect%20Course.htm
EC-Council, Online, http://www.eccouncil.org/Course-Outline/ECSA-LPTCourse.htm
EC-Council, Online, http://www.eccouncil.org/CourseOutline/Ethical%20Hacking%20and%20Countermeasures%20Course.htm
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Foundstone Ultimate Hacking

Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=978
&catid=191&country=United+States
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=793
8&catid=191&country=United+States
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=979
&catid=191&country=United+States
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=119
05&catid=191&country=United+States
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=119
43&catid=191&country=United+States
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=119
33&catid=191&country=United+States
EC-Council, Online, http://www.eccouncil.org/CourseOutline/Linux%20Security%20Course.htm
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=119
37&catid=191&country=United+States
EC-Council, Online, http://www.eccouncil.org/Course-Outline/ENSA.htm

Foundstone Ultimate Hacking
Expert
Foundstone Ultimate Web
Hacking
INFOSEC Certification and
Accreditation Basics
INFOSEC Forensics

INFOSEC Strategic Planning

Linux Security
Network Management

Network Security
Administrator (ENSA)
Network Vulnerability
Assessment Tools
NIST 800-37 - Security
Certification and Accreditation
of Federal Information
Systems
NIST 800-37 - Security
Certification and Accreditation
of Federal Information
Systems - Executive Overview
Policy and Procedure
Development
Project Management in IT
Security
Red Hat Enterprise Security:
Network Services
Risk Analysis and Management

Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=117
84&catid=191&country=United+States
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=117
80&catid=191&country=United+States
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=117
82&catid=191&country=United+States
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=119
23&catid=191&country=United+States
EC-Council, Online, http://www.eccouncil.org/CourseOutline/Project%20Management%20in%20IT%20Security%20Course%20Outline
/Project%20Management%20in%20IT%20Security%20Course%20Outline.html
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=797
2&catid=191&country=United+States
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=119
13&catid=191&country=United+States
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Security Certified Network
Architect
Security Certified Network
Professional
Security Certified Network
Specialist
Security for Non-security
Professionals
SSCP Prep Course

Vulnerability Management

Security Certified Program, Self-Study,
http://www.securitycertified.net/getdoc/ac8d836b-cb21-4a87-8a344837e69900c6/SCNA.aspx
Security Certified Program, Self-Study,
http://www.securitycertified.net/getdoc/6e1aea03-2b53-487e-bab686e3321cb5bc/SNCP.aspx
Security Certified Program, Self-Study,
http://www.securitycertified.net/getdoc/f6d07ac4-abc2-4306-a54119f050f32683/SCNS.aspx
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=846
1&catid=191&country=United+States
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=987
6&catid=191&country=United+States
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=119
41&catid=191&country=United+States

CYBER BUSINESS DEVELOPMENT OPPORTUNITIES
Note: Dates and events change often. Please visit web site for details. Please provide additions, updates, and/or
suggestions for the CYBER calendar of events here.
Office
DLA Acquisition
Locations
Procurement
Directorate
Procurement
Directorate

Title
Information Technology (IT) Information
Assurance Support and Management
Services, Defense Distribution Center (DDC)
DoD DMZ Engineering Support
DISA Implementation of Web Audit Log
Collection and Analysis Tools

PEO STRICOM

D--Threat Computer Network Operation
(CNO) Teams for Test and Evaluation events

Department of
the Air Force
Air Force
Materiel
Command
Air Force
Materiel
Command
Air Force
Materiel
Command

A+, Network+, Security+ Training and
Certification
Integrated Cyber Defense & Support
Technologies
Cyber Command and Control (C2)
Technologies
USAF Electronic Warfare Battle
Management Technology CRFI

110 Royal Aberdeen 
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Link
https://www.fbo.gov/spg/DLA/J3/DDC/SP330009-R-0046/listing.html
https://www.fbo.gov/spg/DISA/D4AD/DITCO/RF
ICBest/listing.html
https://www.fbo.gov/spg/DISA/D4AD/DITCO/DI
SAWEBAUDIT/listing.html
https://www.fbo.gov/index?s=opportunity&mo
de=form&id=d713ee539a271238c8580dd60427
31ea&tab=core&_cview=0
https://www.fbo.gov/spg/USAF/ACC/99CONS/F
3G3FA9167AC02/listing.html
https://www.fbo.gov/index?s=opportunity&mo
de=form&id=cd045a392c920683ccb0b03df09bb
134&tab=core&_cview=1
https://www.fbo.gov/spg/USAF/AFMC/AFRLRRS
/BAA0809-RIKA/listing.html
https://www.fbo.gov/spg/USAF/AFMC/ASC/US
AF_Electronic_Warfare_Battle_Management_T
echnology/listing.html
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Air Force
Materiel
Command
Air Force
Materiel
Command
Air Force
Materiel
Command
Air Force
Materiel
Command
Air Force
Materiel
Command
Air Force
Materiel
Command
Air Force
Materiel
Command
Air Combat
Command

CompTIA Security+ Training

https://www.fbo.gov/spg/USAF/AFMC/88CONS
/FA8601-09-T-0049/listing.html

Military Communications and Surveillance
Technologies and Techniques

https://www.fbo.gov/spg/USAF/AFMC/AFRLRRS
/BAA-09-09-RIKA/listing.html

CyberSoft VFind Security Tool Kit
Maintenance & Support

https://www.fbo.gov/spg/USAF/AFMC/AFRLRRS
/FA8751-09-Q-0379/listing.html

Provide Information Awareness (IA) training

https://www.fbo.gov/spg/USAF/AFMC/75/F2DC
CR9180A001/listing.html

D – NETCENTS-2 Netops and Infrastructure
Solutions

https://www.fbo.gov/spg/USAF/AFMC/ESC/FA8
771-09-R-0018/listing.html

D – NETCENTS-2 NETOPS and Infrastructure
Solutions (Small Business Companion)

https://www.fbo.gov/spg/USAF/AFMC/ESC/FA8
771-09-R-0019/listing.html

Security Certificate & Accreditation Services
for Information Systems

https://www.fbo.gov/spg/USAF/AFMC/75/FA82
01-09-R-0088/listing.html

A+, Network+, Security+ Training and
Certification

https://www.fbo.gov/spg/USAF/ACC/99CONS/F
3G3FA9167AC02/listing.html

United States
Marine Corps

R--Internet Monitoring Services

https://www.fbo.gov/spg/DON/USMC/M67004
/M6700409T0108/listing.html

Bureau of
Industry &
Security
Department of
the Army

International Competitive Bidding (ICB):
Implementation and Support of NATO
Enterprise
D--Information Assurance, Engineering
System Solutions Development, Testing,
Deployment and Life Cycle Support
Sources sought or request for information
(RFI), DoD Information Assurance (IA)
Controls (For Information Purposes Only)
U--CISSP CERTIFICATION EDUCATION

https://www.fbo.gov/spg/DOC/BIS/comp99/IFB
-CO-12870-NEDS/listing.html

Business
Transformation
Agency
National
Aeronautics and
Space
Administration
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https://www.fbo.gov/spg/USA/DABL/DABL01/
W91QUZ-09-0000/listing.html
https://www.fbo.gov/spg/ODA/BTA/BTABMD/HQ0566-09InformationAssurance/listing.html
https://www.fbo.gov/spg/NASA/GRC/OPDC202
20/NNC09306220Q/listing.html
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EMPLOYMENT OPPORTUNITIES WITH NSCI
Job Title
Operational Deterrence Analyst
Defensive Cyber Ops Analyst
Cyber SME
Geospatial Analyst
Logistics All-Source Intelligence Analyst
SIGINT Analyst
Cyber Operations SME
Website Maintainer
Cyberspace Specialists
Cyberspace Manning IPT

Location
NE, VA
NE, VA, CO
NE, VA, TX, CO
NE
NE
NE, CO
NE
NE
NE
NE

CYBERPRO CONTENT/DISTRIBUTION
Officers

Chief Operations
Officer
Jim Ed Crouch

The articles and information appearing herein are intended for educational purposes to
promote discussion in the public interest and to keep subscribers who are involved in the
development of Cyber-related concepts and initiatives informed on items of common
interest. The newsletter and the information contained therein are not intended to
provide a competitive advantage for any commercial firm. Any misuse or unauthorized
use of the newsletter and its contents will result in removal from the distribution list
and/or possible administrative, civil, and/or criminal action.
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