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THIS WEEKIN CYBER PRO

BYLINDSAY TRIMBINATIONAL SECURCVBERSPACE INSTITINTE

This edition ofCyberPuo reflectsthe prevalence of social networking media in bues White House
spokesman Nick Shapiro recently said tisicial media networks are an important apdwerful tool

for communicating with the American peopdeeflecting the Obama administrati@encouragement of
social media as a means of communicatipage 13. The Department of Homeland Security is hoping

to use social networkingn this waywith its employeesThe DH®reated the GovLoop.com site to allow
employees to share experiences and best practices. The site already has more than 14,000 members
(page 18. Recently, 100 members participated in a White House discussion regarding President Barack
Obamd3 Open Government Initiative.

The use of social networking is a hot topic in the Department of Defense bdAagr media outlets
recently reported that the Marine Corps had banned access to social netwioskies. Th€orps
corrected the repats, saying that manies can access social networking sites, as long as they access
them from a personal computesind keep opertional security in mindgage 16. The DoD is discussing
the meritsof allowing service members to use social networkmg because of the possibkecurity
risks, the DoD is expected to develogerrules that will be consistent for all of the services by the end

of this year(page 13.

Tom Kellerman, vice president of security awareness at Core Security Technologies, recently
commerted that the Obama administratid&@cendorsement of social medianay cause the public to
think that these sites@ secureandencourage them to podbo detailedpersonal informatior(page

12). This fear became very relevant when Twitter and other social networks were hit with distributed
denialof-service attacks Aug. Bhe timing of the attacks teexpertsto believe that the attacks were
meant to silence a pr&eorgian blogger who wanted to commemorate the anniversary of the war
between Russia and Geordjzage 2§. Facebook, LiveJournal antbggerwere also included ithe

attack, but were not affected as severely as Twitfgde 27.

In other news, Melissa Hathaway has announced her resigmas the natio@ top cybersecurity
adviser, effective Au@4, and hawithdrawn her name from the list of candidates ftaderal
cybersecurity coordinatorgage 13. Some speculate thdlathawayhad the technical qualifications for
the job, but not the political authority tdcommand respeét(page 13. Sen. Susan CollinsNRine)
said that Hathawayvasdone of the most knowledgeable people in the federal governrdend that
her resignation isa result of the Obamadministratior@ lackof leadership in cybersecuritpgge 13.

This weel ¢Senior Leader Perspect&is with Daniel Hingtgen, chief of Information Assurance Policy,
Programs and Training for U.S. Army Eur@a®e §. In this interview, Hingtgen discusses thelution
of the challenges of cyberspaaed theway USAREUR has adapted to meesémew threats
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SENIOR LEADER PERSPECTIVE : DANIEL HINGTGEN

b{/ LQ&a [ A yeRentlytad thedppyrirityStanterviewMr.
Daniel Hingtgen, chief afiformation Assuranc@A)Policy, Programs
and Training for U.S. Army Europe (USARBU&)ously, Hingtgen
was active duty in the U.Brmy, retiring in 2004 as a sergeant
major. During his career, he was a program manager for multiple
Armytraininginitiativesand IA policy development, including
developing the Army in Europ&policy for 65,000 information
technology userdn this irterview, Hingtgen discusses the ways tha
USAREUR has adapted to meet the new threats present in
cyberspace.

b{/ LY 2KFG A& ! ®{d ! N¥e 9dzNP LIS
of Defense organizations supporting cyberspace operations?

DANIEL HINGTGEDr direct relationship is supporting Title X for Europe to support AFR[CCBV

African Command]EUCOMU.S. European Commarafid all subordinate tenants and major

adzo 2 NRAYIFGS O2YYIyRa F2NJ GKS ySig2N] OnvhighsSOG A oMi &
part of the global information grid. And of course owning it, managing it, safeguarding it and securing it

are all critical and tied in. We have a lot of customers on our network that we rely on to ensure that they

are doing their part to keep #network safe and that goes from the individual user being properly

trained and certified to the computer user to the systems administrators and the enterprise

administrators needing all the training and certification requirements for the Department feihBe as

well as the Department of the Army.

My office focuses on the training and certification side for the AFRICOM and EUCOM workforce. The
day-to-day operations are basically Armyn and owned. The people that | deal with for the Army in

9dzNR LIS QA Yy S @B KAOK O2@SNAE ! N¥& Ay 9 dzNP LdPepartmenis | ¥
of Defense civilians, contractors and military members.

NSCIFrom a USAREUR perspective, can you discuss a few of the key challenges regarding cyberspace
operations?

HINGTGEN: The most significant challenge is the constant bombardment of new information assurance
vulnerability alerts, new directives, new challengdsoth seen and unforeseeqithat come down the
LIALIS® ¢KSasS 32 0Se2yR 4 KityldaydosaleQuais seR itk ghdmaking su¥e2 dz
GKS AYTF2NXIFGA2Y OGKFG YSSGAa 2dzNJ NBldANBYSydGa |y
SYGANRYYSY(l 6AGK | @SNEB 200A2dza GKNBFG FNBY |
the physical possibilities of breaking into the network like someone walking into a building and gaining
access. The challenges that are in the cyber world for corporate America or Britain or France are pretty

Q)¢ C:\\<'
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YdzOK GKS al YSo 2 S eNditieditinidde Giirfedto ds@riBgthatdh2 infér@abidwlis
whatitisandisnotchangegli KI G A0 Qa aSOdz2NB>X F@FAftlFotS yR GKJ i

NSCIHow have these challenges evolved during your time at USAREAHRve duty and now?

HING GEN: There have been significant changes! When | did automation for the U.S. Army back in the

82nd Airborne Division, we had semans with mainframe computers in them and security was not an

issue on anything because we owned and operated our own netwolv, with the networking and

0SAYy3 L dA3ISR Ayid2 GKS ¢62NIRX GKSNB IINB aA3dyATHROL
0KS OKIy3aSa GKIG LQ@S KIFIR GKS 2L NIdzyAride G2 SHLS
LGQ& LINBar kigh scBadl i Soflee students nquhe way they grew ugmy granddaughter

Ad |t NBIFIRe dzAaAy3d | O2YLIWziSNE YR L RARYQ(U dzasS 1§ O
been significant changesboth good and bad.

NSCI: How has USAREUR dddpo meet the new threats present in cyberspace?

HINGTGEN: SQNB O2yaidlyidte S@2t@Ay3a FyR adGreiay3a OdzN Y
higherdzLJA X GNBAY3I (2 Lidzi Ay &l FS3dzZ NRa GKFEG | NS dofjalj
happening in the continental United States. We have a significant amount of different posts, camps and
stationsc called a Kaserne over heggt Ol 1  SNBER (G KNR dzZAK2dzi 9dzNRBLISZ &
like a Fort Bragg or Fort Hood with all of us in oRe@pa A OF £ 02 dzy R NB® 2 SQNB a
0KS FTAOSNIFYR O2YYSNDAFf ySig2Nja G2 rttz2¢ | f
completing our facility upgrades.

Another significant change is thahot that we have an undisdiped workbrce ¢ but we have a
workforcethat is using the company or governmesupplied computer access to go and do different
things on the InternetThis is also trua the corporate world and in the other military branches and
government If you geta good percentage of your employees doingthé@t K S G KSNJ A 41 Q& F2
a day or a considerable amountoftig 4 Qa Gl 1Ay 3 | g+ & oO0FYyRGARGK 0
0KS YA&aairzyo ¢KIFGQa | OKI f f Sy 3&gotewSdtBetickpdditse 2
$SQPS 3JI20GSy LIS2LX S G2 dzyRSNEOGlI YR GKIFIG ¢S | NB
network. Another action that has helped is that our users are trained and certified as computer users to
know their specific r@s and responsibilities.

K I
S

NJQ\C:‘T
< 0

NSCIMany senior leaders have commented that trained cyber warriors are one of the most significant
shortfalls we have right now. As the lead for Information Assurance Policy, Programs and Training,
what programs have you initited to prepare USAREUR soldiers for the fight in cyberspace?

HINGTGEN:he foundation for what we do is the policy and the lathe Federal Information Security
Management Act (FISMA) and other directives. So what we have here in Army Europe is @dedicat
training and certification program which is commercial certification for our elevated privileged users,
such as our systems administrators, organizational unit administrators and our enterprise
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administrators. At different levels, depending on what thigyon the network, we have the appropriate
level of blended training done online, prior with prerequisites and instructied trainingg which
culminates in a commercial certification test to show that they are certified and that they have gained

thekr2 6f SRIS ySSRSR Ay (K2aS LRairAldAzyad ¢KFGQa |
place to accomplish that.

We also do a lot of other training and certification for the Army in Europe workforce, which includes
AFRICOM and EUCOM, and UEFAFS. Air Forces in Europgéihey want to buyin to our program. We

do project management, enterprise project maygment, enterprise architecture arndformation

technology infrastructure library (ITIL). Not only do people have to attend to keepphgitions, but

we also allow for continued growth in the IT arena to become more professional and competent in your
duty roles and responsibilities to safeguard and secure the netgbidth as a systems administrator or

as a project lead for a group ofségms administrators working a project.

3L AYT AGQa GKS LRfAde (KIFG aStia GKS F2dzyRIGA2
S YySSR (2 F20dza 2dzNJ NI AyAy3a SySNHe |yR R2ffl
combination ofall three and then you tie in the IA programs already established in the Department of
5S¥SyasS FyR Ay GKS S5SLINIYSYyld 2F (GKS ! N¥eo ¢K?2
those systems to facilitate the success down here on the groun@éxtample the Army Portfolio
Management Solution system, which helps with the management andaldgy operations of our
certification and accreditation actions of those systems on our network. We use that system for the
recording, tracking, managing andwderating.

NSCI: How has this training improved cyber capabilities?

HINGTGENErom my experience, it is a significant challenge to keep IT people in that set job because if
a2YS2yS Aa | aeadsSya IFRYAYAAadNI G2 Nbastajodityd KSN
across the street with a promotion for their career field, people want to go for a promotion and better
themselveg; not only for the money, but for growth and professional development. They leave the
technical arena and go for staff otanagementype positions, and it can be a big hindrance to the IT

team for those very competent and wethined technicians to move into other positions. Before NSPS,
the 2210s received additional money based on the fact that you were a techniciartakésthe good
LIS2LX S Fogled LQY y20 aleAy3a GKFIG Y2NB 3I22R LIS?2
somebody overnight that will fully understand the theater and network as well as the relevance for the
role they have.

NSCI: What do you sees the next steps to providing the quality and quantity of cyber warriors senior
leaders are asking for?

HINGTGEMII the services have gotten smart enough to try to consolidate resources, servers and
enterprisetype environmens (versus a distributed @dA NRE Y YSyYy G t A1 S 0SF2NBO D
bringing things in and taking back the control of managing and operating the entire network. In my
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opinion, | believe that the endtate wouldbesd K SNB ( KS 5 S LJ NDISASDefense T 5S7F & e
Information Security Agenoyis the backbone and everyone rides off of one enterprise network. So all

of our IT professionals are support staff to one enterprise instead of having just the Air Force enterprise

2NJ GKS I N¥eé SyiSNLINARESO2 aZSRRdzA St SIOQK i2a SRS NR & SKNIYPS A
oFrGiatsS aLl OS F2NJ aAddzZ dAazyltf | g1 NSySaad 2SQNB {@#NE
that that would be the most significant thing that the Department of Defense could do to get all the IT

cyber warriors working in the same direction for the same network. We have the theater information

grid here in Army Europe, which is part of the global information grid. We should all be working in the

same channel. And that may be the goal of the new cygloenmand that they are standing up. | believe
GKFiQa 6KSNBE ¢S ySSR (2 KSIRO®

People become fearful of change and they get fearful of losing their jobs, but change and moving in the
NAIKG RANBOGAZ2Y Sl Ra G2 2 LlLiarefaifeinawotkstayk S O& 06 S
available; that the information going back and forth has initggrs sound, trustworthy andvailable

24/7; and that the network is fully supporting the mission requirement and its people are responsible
F2N g KF G (26 eiCKNBNBX (BKAS/ Fa ey SNHe g2dz R 0SS LIKSy2YSWI f

[ON

NSCI: There has been a lot of discussion recently about the
need to prioritize network defense efforts using a riblased
approachcg S OF y Qi | FF2NR (2 LINRGISO S
degree all the time, and nogverything is equal in terms of
pormdl mission assurance. What is USAREUR doing in this area?

N EXPECITIONARY FORCE

HINGTGEN: The priorities can come based on the threat. The

threat is always there, but if something new comes up, of

course the priority changes. For Army in Eurdpe,priority at

the momentc as it is for the rest of the Armyis the

deployment of data at rest, or mobile armor: products that

6SONB AYLX SYSyidiAy3a | ONRPaa ! Nyefjod
information on your hard drive so that should your laptop or dewe stolen, the personal identifiable
AYF2NXYIEGA2Y 6S R2y QG o6yl 20KSNBR G2 4SS Olyyz20 oS
2y3A2Ay3 f2y3 gA0GK 2dzNJ LA 2 dMaderbization Prog@drtdBpgrada A y 3 T 2
all of our cyptographieli @ LIS RSOA0Sa (KNRdzZAK2dzi GKS ySGg2N] I 2
our network access control. There are a lot of major programs that are being pushed at the top as well

Fa GKAYy3a ¢6SQNB R2Ay3I |0 2cNTheyalyhave Ef@rsrit tinelinedzand G K & Q
priorities.

¢CKS AaadzsS Aa 0GKAy3a INB OKFy3IAy3a d GKS alrysS G4MyYS
going down one road and you might need to veer off and take a left turn because that has changed now
YR @&2dz GKAY] afSiQa 32 GKAA gleadé ¢KIGQa + Oz2yai
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NSCI: What kinds of opportunities do you see for interaction with industry partners in training for
cyber defense and offense?

HINGTGENndustry partners have a select role and eertainly need to work hanéh-hand with our

AYRAzZAGNE LI NIYySNBR 06SOlFdzasS (KS@QNB (KS 2ySa GKI @ R
industry that is the one that will facilitate meeting the requirements that we have. The UAV being able
toc2 YYdzy AOFGS FNRBY /hb!{ 6KSy AGQa FfeAy3da 20SNI ! IAK

wireless network, through satellite, down to a guy with headphones sitting in Colorado. It shows you the
power of the wired and the wireless networks anth 02 YYdzy A OF GA2yad L GKAY () GF
have that same level of confidemin communication downtothest RA SNJ Ay | F2EK2¢f S L
the Pentagon and wanttotalkkto 2§ RASNJ Ay || F2EK2f Sz &2 dz2rkdtOKE |
KAY® ¢KIFIiQa 6KSNB L KAyl ¢6SQNB 3I2Ay3d ¢KIG GF fYSa
types of products.

b{/ LY L& GKSNB lIyedkKAay3d StasS e2dzQR tA1S G42 IRR

HINGTGEN: | believeathArmy in Europe has the beasaining and certificabn. We have leen
recognized for it Dovide.! 3 Ay > LQ@S 3I20G G2 32 o1 01 G2 Ye LRyl
for us to follow, but having the resources, the people on the ground and the leadership support to make
whatever program happen iseential. And based on the things that are going on in the world and now

GAUK t NBAARSY(d holYlIQa O80SNI O2YYIlIYyRI UKS OAaAPArf
has been in the past on the importance and how much we rely on IT.

There aresome great videos out thered 2 K| 0 A §réa [OMyRB 2682 Kl G AT SNI I A d
LiQ& &O0FNE K26 YdzOK 65 RSLISYR 2y 2dzNJ L¢3 2 dzNJ Oy Ll
on a daily basis. What would you do if they were compromisedarid8y 2 dzi 2F (GKS y S{#K |
GKNBL G FyR AlG OFy KF@S ASNR2dza NI YAFAOFGAZ2yA TN

moving forward with the cyber command.
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What are the Rules of Engagement?

BY: KIM ZETTER, WIRBLOG NETWORK
07/28/2009

With the increase of cyber war attaclssich as

the attacks on U.S. and South Korean Web sites
over the Fourth of July holiday, there are many
guestions that need to be addressed about the
rules of engagement of cyber warfare.eTh
FNGAOES alreéea GKIG
constitutes an attack, how do we identify its
a2d2NOS YR ¢gKIFGQa |y
We must also address how to determine the
origin of anonymous attacks, and what level of
proof is acceptable before launciy a counter
attack. The article also discusses how there
needs to be some international cyber policy
that is established before it is needed and will
guide nations in retaliating against cyber
attacks.
http://www.wired.com/dualperspectives/articl
e/news/2009/07/dp_security ars0728

[A]S AlG 2NIb2d53
Information Infrastructure

BY: WILLIAM JACKSGRVERNMENT COMPUTER
NEWS

08/03/2009

This aticle discusses new technologies that
were presented at th&lack Hat Briefings this
year, sayinghat new technologies are good
news because when vulrabilities, exploitand
hacks are discoverethey can be patchedOn
the other hand, its also bad beause no matter

6 S Y dagdhdafoh of HeMerngtS

how many vulnerabilities we patch, we will still
be steps behind the criminals. The article
discusses how no one would have designed the
Internet to work the way that it does todayhe
Internet is not weldesigned, but has evolved
into systems that computer scientists must
struggle to understand. It would be impossible
to replace the protocols that form the

ag KL
http://gcn.com/articles/2009/08/03/cyoereye

I O@BS3DYabpi £ S NBaLRyaSKe

Requlation is Harming Computer Security,
Say Experts

BY: IAIN THOMSONCRIRE COMPUTING
07/30/2009

Chief security officers at the recent Black Hat
USA 2008 conference said that too much of
their time is devoted to regulation. John Sityja
CSO for Cisco, said that the security industry is

NEBIljdzA NER G2 O2YLX SGS G 3 &
for audits and to satisfy regulations. Bob West,

2 S O NXB foynderzGacurity idtailigence fiyim Echglan S O dzNIS
One, says that time spent on compliance takes
awayfroma { hQa GAYS (2 R2 I @i d:

work. The article recommends that compliance
issueshe addressed by other groups within a
company, leaving the CSO to focus on the
O2YLI yeQa &aSOdz2NRG& o
http://www.securecomputing.net.au/News/151
528 regulationis-harmingcomputersecurity
sayexperts.aspx

(7)) Alion is a progressive employee-owned research, management and technology

LION company with worldwide government and commercial capabilities supporting

Am r N Y complex programs including network and information security, M&S, experimenta-
tion, testing and Risk /Vulnerability tools.

Aligned with your needs.
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U.S. WebTracking Plan Stirs Privacy Fears
BY: SPENCER S. HSIEEILIA K¥G, WASHINGTON
POST

08/11/2009

The Obama administration is proposing a plan
aKI G
usegovernment Internet sites, saying that
tracking use of the sites with cookies and other
technologies could make the government rao
transparent and allow for more public
involvement. Privacy groups claim that tracking
could allow the government to collect personal
information from evey user of a federal
government b site. EPIC Executive Director
Marc Rotenberg says that the gownenent
aK2dz R Sy adzNB
rights, not change their regulations to
accommodate new companies. The Center for
Democracy and Technology has said that it may
be time to rethink privacy safeguards to include
new tracking technologiedecause the current
regulations may be hindering the government
from improving its services for the public.
http://www.washingtonpost.com/wp
dyn/content/article/2009/08/10/AR200908100
2743.html

White House Backing Could Leave Social

Media Sites more Vulnerable

BY: JILL R. AITOREXTGOV.COM

08/07/2009

Tom Kellermann, vice president of security
awareness at Core Security Technologies, says
that the ObamaadnfiA & G NI G A2y Q&
2F a20Att YSRAI¢ O2dAR
that the siies must be secure and safe to use.
Kellermann says that if the Obama

administration asks the public to rely on social
sites like Twitter or Facebook for receiving

information, thatthereQ®6 SGGSNJ 6S £ S

in place to manage the riskEhe government
could increase educational efforts as well as

p206z24 Wet RY G GNI ©1 A Y IcofdBcPassedSehd of cyber risks. White

| 2dz4S aLR1SayYlty bAOl { KLl
media networks are an important drpowerful

tool for communicating with the American

LIS2 L)X S¢ |yR alea GKIFG

for PresidentBarackObama. Other experts say
that the enhanced communication and
productivity benefits justify the security
concerns with social media.
http://www.nextgov.com/nextgov/ng_2009080

LINE (i S OU A 2 ¥ 363iphg2ofchtodn@lsY @ Q@ LINR gt O&

W{YINIi DNAROQ wlA&aSa {
BY: BRIAN KREBS, WIN&TON POST

07/27/2009

Security experts are concerndéht new smart

grid efforts do not have adequate buih

security for protection against hackers, so the
Energy Department has released requirements
for electric utilities that require proof of

security efforts before granting them federal

d & Y I NJiranBsNSedarity re3earchers say

that new technologies, such as smart meters,
could open up the grid to the possibility of
attacks. The Energy Department has said that
AN YyG FLILX AOFGAZ2YE GKI G
I & LISchat inéludingeybersecurity &orts ¢

will not receive funding.

& S RAWMNMEV S Nirfitgribost.com/wp

@h/ adteBit/alide 20004870 7/ ARED0D 2700 K A
2988.html
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U.S. CYBER LEADERSHIP DEBATE

DaoD Official Says U.S. Needs Separate
Cyberczar for Online Identity

BY: KELLY JACKSGBGHIS, DARK READING
07/30/2009

Robert Lentz, the deputy assistant secretary of
defense for cyber, identity and information
assurance in the Office of the Assistant
Secretiry of Defense and the chief information
assurance officer for DoD, says that there needs
to be a second national cybersecurity czar that
would deal just with identity and anonymity on
the Web. In his keynote address at the Black
Hat security conferenceghtz said that without
reducing anonymity on the Interngive cannot
ensure security and resiliency. Lentz also said
that a cybersecurity czar that focused on the
problems and risks associated with anonymity
on the Web could also work to address privacy

http://www.threatpost.com/blogs/hathaway
resignsfederalcybersecurityadviser

LY /B80SNESOdZNRGES 9OSNE?2
BY: JOHN S. MONRBGEDPERAL COMPUTERRKVEE
08/10/2009

There has been much speculation about Melissa

I FOKF gl @Qa NBOSyild rRSOA a M2
applicationfori KS hol YI FRYAYA&@N
cybersecurity coordinator. Some have said that
Hathaway withdrew her application because

she was frustrated with how long the selection

process was taking. Other reports claim that

Hathaway was too closely tiedith the Bush
administration, which affectetler chances at

getting the job;still others said that while

Hathaway had the technical qualifications for

the positiond K S R A Rhé Qdliticak @S

concerns that will result from reducing I dzi K2 NRA G& (2 &AbdFafd,y R NIa LI
anonymity. director of regarch at the SANS Institute, says
http://www.darkreading.com/security/govern that the cybersecurity coordinator will have
ment/showArticle.jhtmijsessionid=UCQFXFJAZY little power because they must report to the
OGYQSNDLPSKHOCJUNN2JVN?articlelD=218900National Security Council and the National
177 Economic Couil instead of directly to the

president. Sen. Susan CollinsMRine) has Bo
Hathaway Resigns as Federal Cybersecurity &+ AR 0KbF G 1T UKl gl eQa NbJAI
Adviser UKS hol Yl FTRYAYAAGUNI UA2Z2WQa
BY: DENNIS FISHERREATPOST in cybersecurity.
08/03/2009 http://fcw.com/articles/2009/08/10/buzz
Melissa Hathaway recently resigned as the cybersecurity.aspx
O2dzy UNE Q& (G2L) OBO0SNRBRSOdzNAGE FROAASNI F2NJ
G LIS NA 2 y 5 fand NaRllthatahg has no CollinsSeeks Information on Hathaway
interest in the federal cybersecurity coordinator Departure
position. This spring, Hathaway completed a BY: ANDREW NOYESNGRESSDAILY
NEOASG 2F GKS ylLGA2yQa GHWHRONNI GA2Yy aSOdzNA (e
posture and was one of more than a dozen Senate Homeland Security and Governmental
people that were being considered for the Affairs rankingvmember Susan Collins has asked )
federd cybersecurity coordinator position. F2NJ I O2LJk 2F aStAiaal | jguK|
Hathaway announced two weeks ago that she letter, and has also asked her stadfd¢peak to
was not interested in the position and her Hathaway about her reasons for leaving the
resignation will take effect Aug4. Obama administration.ACcv)IIins has,said thatlshe

gl a alF tFNYSReE O | IF0GKI gIfge Q.

110 RoyalAberdeen , Smithfield, VA 23430, ph. (757) 8713578

CyberPro

National Security Cyberspace Institute

Page | 13



http://www.darkreading.com/security/government/showArticle.jhtml;jsessionid=UCQFXFJAZYOGYQSNDLPSKH0CJUNN2JVN?articleID=218900177
http://www.darkreading.com/security/government/showArticle.jhtml;jsessionid=UCQFXFJAZYOGYQSNDLPSKH0CJUNN2JVN?articleID=218900177
http://www.darkreading.com/security/government/showArticle.jhtml;jsessionid=UCQFXFJAZYOGYQSNDLPSKH0CJUNN2JVN?articleID=218900177
http://www.darkreading.com/security/government/showArticle.jhtml;jsessionid=UCQFXFJAZYOGYQSNDLPSKH0CJUNN2JVN?articleID=218900177
http://www.threatpost.com/blogs/hathaway-resigns-federal-cybersecurity-adviser
http://www.threatpost.com/blogs/hathaway-resigns-federal-cybersecurity-adviser
http://fcw.com/articles/2009/08/10/buzz-cybersecurity.aspx
http://fcw.com/articles/2009/08/10/buzz-cybersecurity.aspx

Volume 2, Edition 16
National Cybe r P o August 13, 2009

f::;:?st:ace
NSCI Institute Keeping Cyber space Professionals Informed
also said that having another federal knowledgeable people in the federal
cybersecurity czar would reduce congressional governmentb €
oversight and underminier authority. Collins http://www.nextgov.com/nextgov/ng_2009080
KFa arAR GKFdG 1 F3dKF gl @& 4 b880.papRofed-tognds G KS Y2ai

Miami | Florida
H@cker | Halted %f,ﬁ Academy

Conference

RINING
EREERTRRINING

Get certified and obtain new technical skills.
Understand the state of information security.
Stay updated on latest threats and countermeasures.
Network with infosec professionals from around the world.
Be part of the world's largest reunion of Certified Ethical Hackers.

Bonus !

Register for the Conference, and attend one of three special one-day full fledged training workshops (Sep 25) led by EC-Council Master Instructors.

Identifying Threats & Deploying Countermeasures | Incident Response: Principles of Incident Handling | Virtualization: Threats Exposed.

Hackers Are Ready.

Register Now !
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*Terms & Conditions Apply

CYBER SPACE i DEPARTMENT OF DEFENSE (D oD)

| 2dza S 1 2G4 ! 62dzi Wt NP LJardcenyréportCihe togirite ghebtidned the

BY: BOB BREWIN, NGRV.COM effectivenes of the information operations;
07/28/2009 A . ~__ recommendederminating many messaging
¢KS 55FSyasS 5SLI NUYSY U Qprojebtyahdrébyed $6@0¥nillion from en
operations budget has reportedly increased 5 2 5régaested budget.

from $9 million in 2005 to $988 million http://whatsbrewin.nextgov.com/2009/07/hou
requested for fiscal 2010, which the House se_hot_about_propaganda_inf.php

Appropriations 2 YYAGGSS Oldiif & dadl 33ISNAy 3
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The Pentagon War on Twitter

STRATEGY PAGE

08/07/2009

The Departmenof Defense first blocked access
to sitessuch as YouTube, Facebook, Flickr and
MySpace two years ago on any computer that
was connected to the Departme of Defense
network (NIPRNeq initially, because video and
audio clips from these sites were jammiting
network, making it difficult to get work done on
the network. Troops stationed overseas often
use social networking sites to communicate
with friends and family at home because the
sites allow a user to post messages, photos and
videos. Now, the senas are reluctant to
completely ban the social networks, which are
even used by commanders in some cases to
communicate with subordinates. A ban on
a20AFft ySieg2N)la O2dzZ R I
LINPOotSYe |a AlG oAttt Odzi
between troops and theifamilies and friends at
home. The Department of Defense is expected
to have established Internet sarity rules,
security softwareand system configuration

rules that will be consistent for all of the
services by the end of the year.
http://www.strategypage.com/htmw/htiw/artic
les/20090807.aspx

Pentagon Social Media Czar Pushes Web

2.0, Despite Ban Threat

BY: DAVID AXE, WIREIDG NETWORK

08/03/2009

Pricef 28 RX 0KS Ycoak AUl NBQa
networking czar, says that there has been no
decision on a ban of Web 2.0 application in the
Defense Department. Floyd, the principal
deputy assistant secretary of defense for public
affairs, is concerned because he was hired by
Defense Secretary Reli Gates to use the
technologiessuch asocial networks, that

Pentagon up for a Twitter account, and is
answering questions orhé new Department of
Defense Web site.
http://www.wired.com/dangerroom/2009/08/p
entagonsociatmediaczarpushesweb-20-
despitebanthreat/

A Social Network Happy Medium

BY: BOB BREWIN, NERV.COM

08/04/2009

Maj. Gen. Hank Morrow, commander of Air
C2NDS b2NILIK:zZ akeéa GKIQ
F LILINR I OKé G2 a2 Omucliasy Si
Twitter and Facebook could allow service
members to use soal networks while assuring
searity. Morrow said that servicenembers

must be cautious when they post personal
information and keep operational security in
fidd2Mofbdw dgédeS the- acranyfir2 SAPH f&
airghén o ue Drysyoilyhatiorks, Wiicl stands
for security,accuracy, policy and privacy.
http://whatsbrewin.nextgov.com/2009/08/a_s
ocial_network happy medium.php

Marines Jump the Gun on Networking

BY: JOHN SAWYER, DREADIG

08/05/2009

This article reports that the U.S. Marines have
decided to ban social networking sites
completely, and discusses how less restrictive
controls could be used to avoid an outright ban.
Marines often use social networking sites to
stay connectedo friends and family, so a
comg@lgte ban could affect morale. The article
recommends that the Pentagon allow access to
social networking sites, but only from certain
hosts and networks that do not store classified
information. It also recommends scanning
traffic for malware and sensitive information,
filtering against malicious IR®d using antivirus
and host intrusion programs.

a t2¢ DIFGSa (2 ¢umcSwond F NPhp:/widvadadtregding.com/blog/archives/20

be complicated by a ban on Web 2.0
applications. Floyd has already signed the

09/08/marines take ai.html;jsessionid=DILGW
R1TD1VP1QE1GHOSKHWATMY32JVN
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Malware, Oversharing Lead Marines to Ban
Social Networks

BY: JACQUI CHENGSARCHNICA

08/04/2009

This article reports that the U.S. Mari@®rps
hasdecided to ban social networking sites on
the Marine Corps Enterprise Network (MCEN)
because of malware and coerns that narines
will share sensitive information online. The ban
is effective immediately and for one year. The
order says that theature of social networks
creates vulnerabilities and exposes unnecessary
information to enemies. The order alsays
GKIFIG az20Aalt ySig2N]
for malicious actors and are particularly high
riskbé KS 3I2FSNYYSy i dihe
balance between handling security risks and
online outreacl® €
http://arstechnica.com/web/news/2009/08/ma
Iware-oversharingeadmarinesto-bansociat
networks.ars

Marines and Social Nets: We Goofed

BY: BOB BREWIN, NERV.COM

08/07/2009

This article claims thatespite news reports
last week, the Marine Corps did not ban access
to social networkngsites. The Marine Corps has
said that they encourage Marines to share their
experiences on social networking sites as long
as they remember the importance of
operational security. News sites reportedly
reprinted the story about the ban after the
Associated Press first released a report saying
the Marines were no longgrermitted on social
networking sites. Marine spokesman Lt. Craig
Thomas explains that the AP misunderstood
Marine administrative instruction from Aug,
which said that Marinesamot access social
networks over a Defense networt can still
access the sites.
http://whatsbrewin.nextgov.com/2009/08/mari
nes_and_social nets we_goo.php
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Security Upgrades Highlight DISA Buying
Surge

BY: WILSON PIZ2RD Ill, FEDERAMPUTER
WEEK

08/10/2009

Defense Information Systems Agency officials
recently described more than 20 acquisition
projects scheduled for the rest of 2009 and the
beginning of 2010, which they hope will
AYLINR @S
networks and data centegthe officials said
that the programs would include improvements
to the Global Information Grid, mission

a A ( &sguranceiBomputing saNReg $1¢ Defensg S v

Information Systems network and satellite

& ( Aconimunicati®ns gystem. BhesBalkoy

director of the Program Executive Office for
Mission Assurance and Network Operations,
explains that these new procurement programs
will be more flexible than past programs
because they will allow DISA clients to choose
the capabilities that they red to improve their
own existing IT security capabilities.
http://fcw.com/articles/2009/08/10/security
upgradesdisa.aspx

Defense Department Eyes Hacker Con for

New Recruits

BY:ROBERT MCMILLAN, G MERWORLD
08/01/2009

Col. Michael Convertino, commander of the U.S.
' ANJ C2NOSQa omyidK
Group, recently attended the Defcon hacking
conference to find candidates for enlisted and
civilian cybersecurity positiondnd Christy, the
Defense Department director of futures
exploration says that federal government
employees first came to Defcon to improve
their relationship with the hacker community,
but that it is now common to recruit talented
candidates from the confence. Christy also

said that the Air Force recruits more
aggressively than other federal agencies. Mikko
Hypponen, chief research officer with security

& SOdzNRflugg I ONR & &

Ly F2N
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vendor FSecure, says that the government will
find recruits that are skilled in attacking systems
at Defcon.
http://www.computerworld.com/s/article/9136
167/Defense_Department_eyes hacker con fo
r_new_recruits?taxonomyld=17

US.SB1 &
BY: GRANT GROSS, EONVERWORLD

07/27/2009

The U.S. Department of Defense Cyber Crime
Center, the Center for Strategic and

International Studies (CSIS), the Air Force
Association and the SANS Institute reityen
announced a aw initiative¢ the U.S. Cyber
Challenge; whichwill host three cybersecurity
competitions for students to identify possible
OBOSNBSOdzNARGE 62N] SNAO®
organizers have also announced that they will
offer scholarships, internships and job
opportunities to promising students. Security
experts say that the United States is lagging
behind countriesuch asChina, who are

G OGA@St e NBONMzA GAyYy3
cybersecurity professionatsé
http://www.computerworld.com/s/article/9135
944/U.S. seeks top _guns_for_cybersecurity ?t

axonomyld=17

Cheshire Teenager Takes Top Prize in Cyber
Challenge

SENATE COMMITTEEHIDMELAND SECURITY &
GOVERNMEML AFFAIRS

07/27/2009

Michael Coppolaa Cheshire High School

student, beat 75 teams and individuals from a
dozen countries to win the 8 Cyber
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organizationsincluding the Center for 8itegic
and International Studies, U.S. Department of
Defense Cyber Crime Center, the Air Force
Association, the SANS liigte and other
universities and companies sponsored the
competitionthat aimed to discover and train
young people who could becometiue cyber

W¢ 2L) Ddzy a Q T 2 NJsetudtpleades. $he caNgetifiasked

participantsto attempt to gain access to an
online game without passwords, and then
defend and attack components in the game.
http://hsgac.senate.gov/public/index.cfm?Fuse
Action=Press.MajorityNews&ContentRecord id
=be5178865056-80597620-33563f966a7b

' d{ ® aAfAlGlINB | OF RSYA
DARK READING

C7K®o0d YAGAL GABSQa

Intrepidus Group recently announced that the
U.Sservice academies, includitioge U.S.

Military Academy, the U.S. Air Force Academy,
the U.S. Naval Academy and the U.S. Coast

Guard Academywill all adopt PhishMe

Iy ftwArst@ittain 2addisyotomat spear

phishing attacks. Theesvice academies will also
conduct research with Intrepedis Groups on
phishing and whaling attacks. The PhishMe
software provides education for fighting these
attacksthat are usually used inmailbased
social engineering schemes. Tludtware
addresses these threats with innovative training
that helps companies create a human firewall
through usesfriendly and coseffective
functionality.
http://www.darkreading.com/insiderthreat/sec
urity/client/showArticle.jhtml?articlelD=218900
100

I KFEEftS8y3asQa abSd 2FNEE /2YLISGAGAZ2Y @
Government agencies and private
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CYBER SPACE T DEPARTMENT OF HOMELAND SECURITY (DHS)

Social Networking for Better Government obstacles and a lack of authority to fulfill her

BY: JILLIAN BADANBESE WASHINGTON TIMES missiomba St Aaal | FdKFgle&x 0
07/28/2009 lead cybersecurity official, and Homeland

Steve Ressler, an information technology Securty cybersecurity official Rod Beckstrom
specialist at the Department of Homeland have also resigned this year, which some

Security, created the GovLoop.com site which experts say is an indication of a lack of support
allows employees of city, state and federal for cybersecurity efforts and the inability of the
agencies to share their experiences and best FSRSNIt 3I2@SNYYSyd G2 a
practices. The site already has moreriha utilize qualified personnel

14,000 members who participate in suAb o http://www.washingtonpost.com/wp

communities and discussion forumKT a A U S Ql¢n/content/article/2009/08/07/AR200908070
users have also compiled resources for 2805.html

communication strategies, government

acquisitions and recommendations for creating Kwon to Join RSA as VP

social media policies. Most recently, more than GOVERNMENT INFORMAVISECURITY
mann 2F GKS aAxiSQa YSYo SoBEo20dh NIAOALI SR Ay |

White House discussion about improving R\ President Art Coviello recently announced
PresidenBarackh 6 I Y Q& h LISy D 2 gtiaubfiscielKivon will join RSA as vice
Initiative. president of public sector security solutions to
http://www.washingtontimes.com/news/2009/ lead its security consulting services practice.
jul/28/sociaknetworkingfor-a-better- Kwon resigned last week from her position as
government/ director of U.SCERT. Her neposition as RSA
will require Kwon to advise clients on building
Cybersecurity Official Resigns and defending their critical infrastructures
BY: ELLEN NAKASHIMASHINGTON POST against cyber threats and vulnerabilities. Kwon
08/08/2009 will also help develop RSA products and security
Mischel Kwon, the director of the Department solutions.
2F 1 2YStlYyR {SOdzNR G2 Qa hit@Awdw.dodnfokddaiitd ddd/articles.php?a
Emergency Readine§ eam, submitted a rt id=1694

NEaAIyldAz2y tSGGSNIfFHad ¢6SS1e® YgyQa O2fft Sk 3dzS
ale GKFG aKS gl a FTNHzZAGNI GSR 08& GodaNBF dzONF GAO

Raytheon

Aspiring to be the most admired defense and aerospace systems

supplier through world - class people and technology Raytheon is

a technology leader specializin g in defense, homeland security,
nawhenn a_nd other_govern_ment marl_<ets throughout the world. With a

history of innovation spanning more than 80 years, Raytheon

provides state -of-the -art electronics, mission systems

integration, and other capabilities in the areas o f sensing;

effects; command, control, communications and intelligence
systems, as well as a broad range of mission support services.
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Dirty Deeds Done Dirt Cheap
STRATEGY PAGE
08/01/2009

Armenia believes that neighbor Azerbaijaas
hired Internet criminal hackers to attack and
cripple Armenian access to the Internet. The
article discusses how Internet hacking gangs
have become popular in Russia and Eastern
Europe and says that some Internet gangs make
deals with local police ioountries like Russia,
Belarus or Azerbaijan. The article claims that in
this case, the Azerbaijan criminals were less
discreet than most Internet gangsterend

RARY Qi
discusses how many Web users have hired
Internet ciiminal gangs to launch DDoS attacks,
which canbe carried out for less than $100
dollars. Some Internet crime gangs form
botnets of 100,000 or more PCs, which they can
rent out to make a profit.
http://www.strategypage.com/htmw/htiw/artic
les/20090801.aspx

New Undersea Cables to Expand

Broadband in Africa
BY: CAT CONTIGUGNEW YORK TIMES
08/10/2009

Seacom has recently announced that it will
build the first fiberoptic cable that Wl provide
broadbandto Southern and Eastern Africa. This
project ispart of a plan to expand African
LYGSNySd FH005aa
and technology industry. Alan Mauldin,
research director at TeleGeography, says that
the new cables willcomf SGS GKS
2S00 27F dzy R® Ndite3 tonnéot 6 f S ¢
countriessuch aKenya and Uganda with the
Western world. Analysts say that better
information and communication technology
corresponds with economic growth, and that

the technology sectoin Africa will benefit from
the highspeed Internet access because they

aAy GSKIBIOH N2 Y IR O

will be able to perform outsourcing services and
support new businesses. Analysts also predict
that the new cable will provide Internet service
that is10times faster than any currergervice

in Africa.
http://www.nytimes.com/2009/08/10/technolo
gy/10cable.html? r=2

Cable Fault Cuts Off West Africa

BBC NEWS

07/30/2009

Damage to an undersea cable left Internsers
disconnected in Benin, Togo, Niger and Nigeria.

O2FSNJ G KSANI i NI Ohadi Okusefef cthef matkdting dififeAcd t S

Suburban Telecom, says that damage to the
SAT3 cablethat runs from Portugal and Spain
G2 {2dziK ! FNAOIF Ol dzASR
bandwidth to be cut off. 8T-3 is currently the
only fiber optic cable serving West Africa. Some
of the disconnected countries are routing their
net traffic through neighboring countries,
although Togo and Niger remain offline. The
SAT3 consortium is also in the process of
investgating the fault.
http://news.bbc.co.uk/2/hi/technology/817601
4.stm

Time to Hit Cyberespionage

BY: MICHELLE VAN&®VE, WASHINGTON TB/IE
08/06/2009
¢cCKAA |

NIAOEtS RA&aOdHzaasSa

'y R A Y LIanadign resqaigiers hageyep@tendy joany &

that China has infiltrated computer systems in
103 different countries, and has formed an

a L
quantities of data and leave behind malware
that could take control of az Y LJdz{i S N &
recording functions. The article says that all U.S.
national weapons laboratories, Pentagon
computers, communications systems and other
sensitive networks have been attacked by
Chinabased cyberintruders. Chinese intruders

ySis2N] ¢
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have reportedlyéft software on the U.S.
electricpower grid that could be used to

disrupt power supplies, and have also broken
AyiG2 GKS . NAGAAK ¢St SO2

A Deeper Look at Iranian Filtering
TECHNOLOGY RERVIE
08/06/2009

Netwark sedidtysfisnNgrbor INgtworkSrecemtlyR

RA&IOES . NRAGFAYQ& O2YY dghahdedgraffig i both inigrRal andiextersali A S &

Experts warn that the Chinese are investing a
lot of time into mapping our networks, testing
capacity limits and engineering assuraatess.
This article suggests that now may be the time
to launch a national counterintelligence
strategy to go on the offense against foreign
intelligence threats.
http://www.washingtontimes.com/news/2009/
aug/06/time-to-go-on-offense-againstchinese

other-cybere/

facing Internet service providers in Iran, and
found that the Iranian government has
increased the amount of data it filters from the
Internet. The lanian government claims that
traffic is dropped because of a lack of capacity,
but Craig Labovitz, chief scientist for Arbor
Networks, says that Iranian ISPs are still filtering
content although capacity is not an issue. The
article also discusses howtfah O (2 L NI y
dropped significantly after the June 12 election,
except for traffic to one internal ISP that has
several government ministries as clientele.
http://www.technologyreviewcom/blog/unsaf

ebits/23946/
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