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THIS W EEK IN CYBER PRO  

BY LINDSAY TRIMBLE, NATIONAL SECURITY CYBERSPACE INSTITUTE, INC. 

 
This edition of CyberPro reflects the prevalence of social networking media in our lives. White House 
spokesman Nick Shapiro recently said that άsocial media networks are an important and powerful tool 
for communicating with the American people,έ reflecting the Obama administrationΩs encouragement of 
social media as a means of communication (page 12). The Department of Homeland Security is hoping 
to use social networking in this way with its employees. The DHS created the GovLoop.com site to allow 
employees to share experiences and best practices. The site already has more than 14,000 members 
(page 18). Recently, 100 members participated in a White House discussion regarding President Barack 
ObamaΩs Open Government Initiative. 
 
The use of social networking is a hot topic in the Department of Defense as well. Major media outlets 
recently reported that the Marine Corps had banned access to social networking sites. The Corps 
corrected the reports, saying that marines can access social networking sites, as long as they access 
them from a personal computer and keep operational security in mind (page 16). The DoD is discussing 
the merits of allowing service members to use social networking, but because of the possible security 
risks, the DoD is expected to develop user rules that will be consistent for all of the services by the end 
of this year (page 15).  
 
Tom Kellerman, vice president of security awareness at Core Security Technologies, recently 
commented that the Obama administrationΩs άendorsement of social mediaέ may cause the public to 
think that these sites are secure and encourage them to post too detailed personal information (page 
12). This fear became very relevant when Twitter and other social networks were hit with distributed 
denial-of-service attacks Aug. 6. The timing of the attacks led experts to believe that the attacks were 
meant to silence a pro-Georgian blogger who wanted to commemorate the anniversary of the war 
between Russia and Georgia (page 26). Facebook, LiveJournal and Blogger were also included in the 
attack, but were not affected as severely as Twitter (page 27). 
 
In other news, Melissa Hathaway has announced her resignation as the nationΩs top cybersecurity 
adviser, effective Aug. 24, and has withdrawn her name from the list of candidates for federal 
cybersecurity coordinator (page 13). Some speculate that Hathaway had the technical qualifications for 
the job, but not the political authority to άcommand respectέ (page 13). Sen. Susan Collins (R-Maine) 
said that Hathaway was άone of the most knowledgeable people in the federal governmentέ and that 
her resignation is a result of the Obama administrationΩs lack of leadership in cybersecurity (page 13). 
 
This weekΩs άSenior Leader Perspectiveέ is with Daniel Hingtgen, chief of Information Assurance Policy, 
Programs and Training for U.S. Army Europe (page 6). In this interview, Hingtgen discusses the evolution 
of the challenges of cyberspace and the way USAREUR has adapted to meet these new threats. 
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SENIOR LEADER PERSPE CTIVE :  DANIEL H INGTGEN  

b{/LΩǎ [ƛƴŘǎŀȅ ¢ǊƛƳōƭŜ recently had the opportunity to interview Mr. 
Daniel Hingtgen, chief of Information Assurance (IA) Policy, Programs 
and Training for U.S. Army Europe (USAREUR). Previously, Hingtgen 
was active duty in the U.S. Army, retiring in 2004 as a sergeant 
major. During his career, he was a program manager for multiple 
Army training initiatives and IA policy development, including 
developing the Army in Europe IA policy for 65,000 information 
technology users. In this interview, Hingtgen discusses the ways that 
USAREUR has adapted to meet the new threats present in 
cyberspace.   
 
b{/LΥ ²Ƙŀǘ ƛǎ ¦Φ{Φ !ǊƳȅ 9ǳǊƻǇŜΩǎ ǊŜƭŀǘƛƻƴǎƘƛǇ ǘƻ ƻǘƘŜǊ 5ŜǇŀǊǘƳŜƴǘ 
of Defense organizations supporting cyberspace operations? 
 
DANIEL HINGTGEN: Our direct relationship is supporting Title X for Europe to support AFRICOM [U.S. 
African Command], EUCOM [U.S. European Command] and all subordinate tenants and major 
ǎǳōƻǊŘƛƴŀǘŜ ŎƻƳƳŀƴŘǎ ŦƻǊ ǘƘŜ ƴŜǘǿƻǊƪ ŎƻƴƴŜŎǘƛǾƛǘȅΦ {ƻ ǿŜΩǊŜ ǘƘŜ ǘƘŜŀǘŜǊ ƛƴŦƻǊƳŀǘƛƻƴ ƎǊƛŘΣ which is 
part of the global information grid. And of course owning it, managing it, safeguarding it and securing it 
are all critical and tied in. We have a lot of customers on our network that we rely on to ensure that they 
are doing their part to keep the network safe and that goes from the individual user being properly 
trained and certified to the computer user to the systems administrators and the enterprise 
administrators needing all the training and certification requirements for the Department of Defense as 
well as the Department of the Army. 
 
My office focuses on the training and certification side for the AFRICOM and EUCOM workforce. The 
day-to-day operations are basically Army-run and owned. The people that I deal with for the Army in 
9ǳǊƻǇŜΩǎ ƴŜǘǿƻǊƪ όǿƘƛŎƘ ŎƻǾŜǊǎ !ǊƳȅ ƛƴ 9ǳǊƻǇŜΩǎ !ǊŜŀ ƻŦ wŜǎǇƻƴǎƛōƛƭƛǘȅύ ŀǊŜ !ǊƳȅ ǇŜƻǇƭŜ ς Department 
of Defense civilians, contractors and military members. 
 
NSCI: From a USAREUR perspective, can you discuss a few of the key challenges regarding cyberspace 
operations?  
 
HINGTGEN: The most significant challenge is the constant bombardment of new information assurance 
vulnerability alerts, new directives, new challenges ς both seen and unforeseen ς that come down the 
ǇƛǇŜΦ ¢ƘŜǎŜ Ǝƻ ōŜȅƻƴŘ ǿƘŀǘ ȅƻǳΩǊŜ ŘƻƛƴƎ ƛƴ ȅƻǳǊ ƴƻǊƳŀƭ duty day to safeguard security and making sure 
ǘƘŜ ƛƴŦƻǊƳŀǘƛƻƴ ǘƘŀǘ ƳŜŜǘǎ ƻǳǊ ǊŜǉǳƛǊŜƳŜƴǘǎ ŀƴŘ ǘƘŀǘ ǇŜƻǇƭŜ Ŏŀƴ ǘǊǳǎǘ ƛǘΣ ōǳǘ ƛǘΩǎ ŀ ǾŜǊȅ ŦƭǳƛŘ 
ŜƴǾƛǊƻƴƳŜƴǘ ǿƛǘƘ ŀ ǾŜǊȅ ƻōǾƛƻǳǎ ǘƘǊŜŀǘ ŦǊƻƳ ŀƭƭ ǎƛŘŜǎΦ LǘΩǎ ƴƻǘ Ƨǳǎǘ ƴŜŎŜǎǎŀǊƛƭȅ ǘƘŜ ǿƛǊŜ ǘƘǊŜŀǘǎΣ ōǳǘ ŀƭǎƻ 
the physical possibilities of breaking into the network like someone walking into a building and gaining 
access. The challenges that are in the cyber world for corporate America or Britain or France are pretty 
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ƳǳŎƘ ǘƘŜ ǎŀƳŜΦ ²ŜΩǊŜ ǎǘǊƛŎǘƭȅ 5ƻ5Σ ǎƻ ǿŜΩǊe a little bit more attuned to ensuring that the information is 
what it is and is not changed ς ǘƘŀǘ ƛǘΩǎ ǎŜŎǳǊŜΣ ŀǾŀƛƭŀōƭŜ ŀƴŘ ǘƘŀǘ ǘƘŜǊŜΩǎ ƴƻ ǉǳŜǎǘƛƻƴ ƻŦ ƛƴǘŜƎǊƛǘȅΦ 
 
NSCI: How have these challenges evolved during your time at USAREUR ς active duty and now? 
 
HINGTGEN: There have been significant changes! When I did automation for the U.S. Army back in the 
82nd Airborne Division, we had semi-vans with mainframe computers in them and security was not an 
issue on anything because we owned and operated our own network. Now, with the networking and 
ōŜƛƴƎ ǇƭǳƎƎŜŘ ƛƴǘƻ ǘƘŜ ǿƻǊƭŘΣ ǘƘŜǊŜ ŀǊŜ ǎƛƎƴƛŦƛŎŀƴǘ ŎƘŀƭƭŜƴƎŜǎ ǘƘŀǘ Ǝƻ ǿƛǘƘ ǘƘŀǘΦ LǘΩǎ ōŜŜƴ ŀǎǘǊƻƴƻƳƛŎŀƭ 
ǘƘŜ ŎƘŀƴƎŜǎ ǘƘŀǘ LΩǾŜ ƘŀŘ ǘƘŜ ƻǇǇƻǊǘǳƴƛǘȅ ǘƻ ŜȄǇŜǊƛŜƴŎŜ ƛƴ ǘƘŜ ŀǳǘƻƳŀǘƛƻƴ ŀƴŘ ŎƻƳƳǳƴƛŎŀǘƛƻƴ ŀǊŜƴŀΦ 
LǘΩǎ ǇǊŜǘǘȅ ŜǾƛŘŜƴǘ Ŧor high school and college students now ς the way they grew up ςmy granddaughter 
ƛǎ ŀƭǊŜŀŘȅ ǳǎƛƴƎ ŀ ŎƻƳǇǳǘŜǊΣ ŀƴŘ L ŘƛŘƴΩǘ ǳǎŜ ŀ ŎƻƳǇǳǘŜǊ ǳƴǘƛƭ L ǿŀǎ ŀƭƳƻǎǘ нр ȅŜŀǊǎ ƻƭŘΗ ¢ƘŜǊŜ ƘŀǾŜ 
been significant changes ς both good and bad.  
 
NSCI: How has USAREUR adapted to meet the new threats present in cyberspace? 
 
HINGTGEN: ²ŜΩǊŜ Ŏƻƴǎǘŀƴǘƭȅ ŜǾƻƭǾƛƴƎ ŀƴŘ ǎǘŀȅƛƴƎ ŎǳǊǊŜƴǘ ǿƛǘƘ ŀƭƭ ƻŦ ǘƘŜ ŘƛǊŜŎǘƛǾŜǎ ǘƘŀǘ ŎƻƳŜ ŦǊƻƳ ƻǳǊ 
higher-ǳǇǎΣ ǘǊȅƛƴƎ ǘƻ Ǉǳǘ ƛƴ ǎŀŦŜƎǳŀǊŘǎ ǘƘŀǘ ŀǊŜ ǳƴƛǉǳŜ ǘƻ !ǊƳȅ ƛƴ 9ǳǊƻǇŜ ǘƘŀǘ ŀǊŜƴΩǘ ƴŜŎŜǎǎŀǊƛƭȅ 
happening in the continental United States. We have a significant amount of different posts, camps and 
stations ς called a Kaserne over here ς ǎŎŀǘǘŜǊŜŘ ǘƘǊƻǳƎƘƻǳǘ 9ǳǊƻǇŜΣ ǎƻ ǿŜΩǊŜ ƴƻǘ ƻƴ ŀ ŎƭƻǎŜŘ ŦŀŎƛƭƛǘȅ 
like a Fort Bragg or Fort Hood with all of us in one pƘȅǎƛŎŀƭ ōƻǳƴŘŀǊȅΦ ²ŜΩǊŜ ǎŎŀǘǘŜǊŜŘ ŀƴŘ ŘŜǇŜƴŘ ƻƴ 
ǘƘŜ ŦƛōŜǊ ŀƴŘ ŎƻƳƳŜǊŎƛŀƭ ƴŜǘǿƻǊƪǎ ǘƻ ŀƭƭƻǿ ŀ ƭƻǘ ƻŦ ƻǳǊ ǘǊŀŦŦƛŎ ǘƻ Ǉŀǎǎ ǘƘǊƻǳƎƘΦ ²ŜΩǊŜ Ƨǳǎǘ ŀōƻǳǘ ǘƘŜǊŜ ƛƴ 
completing our facility upgrades.  
 
Another significant change is that ς not that we have an undisciplined workforce ς but we have a 
workforce that is using the company or government-supplied computer access to go and do different 
things on the Internet. This is also true in the corporate world and in the other military branches and 
government. If you get a good percentage of your employees doing that ς ǿƘŜǘƘŜǊ ƛǘΩǎ ŦƻǊ ŀ ŦŜǿ ƳƛƴǳǘŜǎ 
a day or a considerable amount of time ς ƛǘΩǎ ǘŀƪƛƴƎ ŀǿŀȅ ōŀƴŘǿƛŘǘƘ ǘƘŀǘ ƛǎ ǎǳǇǇƻǎŜŘ ǘƻ ōŜ ŘŜŘƛŎŀǘŜŘ ǘƻ 
ǘƘŜ ƳƛǎǎƛƻƴΦ ¢ƘŀǘΩǎ ŀ ŎƘŀƭƭŜƴƎŜ ŜǾŜǊȅǿƘŜǊŜΦ ²ŜΩǾŜ ŘƻƴŜ ǎǘǳŘƛŜǎ ŀƴŘ ǿŜΩǾe gotten a lot better because 
ǿŜΩǾŜ ƎƻǘǘŜƴ ǇŜƻǇƭŜ ǘƻ ǳƴŘŜǊǎǘŀƴŘ ǘƘŀǘ ǿŜ ŀǊŜ ƳƻƴƛǘƻǊƛƴƎ ǘƘŜƛǊ ŀŎǘƛƻƴǎ ƻƴ ǘƘŜ LƴǘŜǊƴŜǘ ŀƴŘ ƻƴ ǘƘŜ 
network. Another action that has helped is that our users are trained and certified as computer users to 
know their specific roles and responsibilities. 
 
NSCI: Many senior leaders have commented that trained cyber warriors are one of the most significant 
shortfalls we have right now.  As the lead for Information Assurance Policy, Programs and Training, 
what programs have you initiated to prepare USAREUR soldiers for the fight in cyberspace? 
 
HINGTGEN: The foundation for what we do is the policy and the law ς the Federal Information Security 
Management Act (FISMA) and other directives. So what we have here in Army Europe is a dedicated 
training and certification program which is commercial certification for our elevated privileged users, 
such as our systems administrators, organizational unit administrators and our enterprise 
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administrators. At different levels, depending on what they do on the network, we have the appropriate 
level of blended training ς done online, prior with prerequisites and instructor-led training ς which 
culminates in a commercial certification test to show that they are certified and that they have gained 
the knƻǿƭŜŘƎŜ ƴŜŜŘŜŘ ƛƴ ǘƘƻǎŜ ǇƻǎƛǘƛƻƴǎΦ ¢ƘŀǘΩǎ ŀ 5ƻ5 уртл ǊŜƎǳƭŀǘƛƻƴΣ ǎƻ ǿŜ ƘŀǾŜ ŀƭƭ ƻŦ ǘƘŜ ǘǊŀƛƴƛƴƎ ƛƴ 
place to accomplish that.  

 
We also do a lot of other training and certification for the Army in Europe workforce, which includes 
AFRICOM and EUCOM, and USAFE [U.S. Air Forces in Europe] if they want to buy-in to our program. We 
do project management, enterprise project management, enterprise architecture and information 
technology infrastructure library (ITIL). Not only do people have to attend to keep their positions, but 
we also allow for continued growth in the IT arena to become more professional and competent in your 
duty roles and responsibilities to safeguard and secure the network ς both as a systems administrator or 
as a project lead for a group of systems administrators working a project.  
 
!ƎŀƛƴΣ ƛǘΩǎ ǘƘŜ ǇƻƭƛŎȅ ǘƘŀǘ ǎŜǘǎ ǘƘŜ ŦƻǳƴŘŀǘƛƻƴ ƻŦ ǿƘŀǘ ǿŜ ƴŜŜŘ ǘƻ ŘƻΣ ǿƘȅ ǿŜ ƴŜŜŘ ǘƻ Řƻ ƛǘΣ ŀƴŘ ǿƘŜǊŜ 
ǿŜ ƴŜŜŘ ǘƻ ŦƻŎǳǎ ƻǳǊ ǘǊŀƛƴƛƴƎ ŜƴŜǊƎȅ ŀƴŘ ŘƻƭƭŀǊǎ ǘƻ ǘǊŀƛƴ ŀƴŘ ŎŜǊǘƛŦȅ ǘƘŀǘ ǎŜǘ ǿƻǊƪŦƻǊŎŜΦ LǘΩǎ ŀ 
combination of all three and then you tie in the IA programs already established in the Department of 
5ŜŦŜƴǎŜ ŀƴŘ ƛƴ ǘƘŜ 5ŜǇŀǊǘƳŜƴǘ ƻŦ ǘƘŜ !ǊƳȅΦ ¢ƘƻǎŜ ŀǊŜ ǳƳōǊŜƭƭŀǎ ƻǾŜǊ ǿƘŀǘ ǿŜΩǊŜ ǘǊȅƛƴƎ ǘƻ ŘƻΦ ²Ŝ ǳǎŜ 
those systems to facilitate the success down here on the ground, for example the Army Portfolio 
Management Solution system, which helps with the management and day-to-day operations of our 
certification and accreditation actions of those systems on our network. We use that system for the 
recording, tracking, managing and moderating. 
 
NSCI: How has this training improved cyber capabilities? 
 
HINGTGEN: From my experience, it is a significant challenge to keep IT people in that set job because if 
ǎƻƳŜƻƴŜ ƛǎ ŀ ǎȅǎǘŜƳǎ ŀŘƳƛƴƛǎǘǊŀǘƻǊ ǿƻǊƪƛƴƎ ƘŜǊŜ ƻƴ ŀƴ ŜȄŎƘŀƴƎŜ ǎŜǊǾŜǊΣ ōǳǘ ǘƘŜǊŜΩs a staff position 
across the street with a promotion for their career field, people want to go for a promotion and better 
themselves ς not only for the money, but for growth and professional development. They leave the 
technical arena and go for staff or management-type positions, and it can be a big hindrance to the IT 
team for those very competent and well-trained technicians to move into other positions. Before NSPS, 
the 2210s received additional money based on the fact that you were a technician. That takes the good 
ǇŜƻǇƭŜ ŀǿŀȅΦ LΩƳ ƴƻǘ ǎŀȅƛƴƎ ǘƘŀǘ ƳƻǊŜ ƎƻƻŘ ǇŜƻǇƭŜ ŘƻƴΩǘ Ŧŀƭƭ ƛƴ ōŜƘƛƴŘ ǘƘŜƳΣ ōǳǘ ȅƻǳ ŎŀƴΩǘ ǊŜǇƭŀŎŜ 
somebody overnight that will fully understand the theater and network as well as the relevance for the 
role they have. 
 
NSCI: What do you see as the next steps to providing the quality and quantity of cyber warriors senior 
leaders are asking for? 
 
HINGTGEN: All the services have gotten smart enough to try to consolidate resources, servers and 
enterprise-type environments (versus a distributed enǾƛǊƻƴƳŜƴǘ ƭƛƪŜ ōŜŦƻǊŜύΦ {ƻ ǿŜΩǊŜ ŎƻƴǎƻƭƛŘŀǘƛƴƎ ŀƴŘ 
bringing things in and taking back the control of managing and operating the entire network. In my 
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opinion, I believe that the end-state would be ǿƘŜǊŜ ǘƘŜ 5ŜǇŀǊǘƳŜƴǘ ƻŦ 5ŜŦŜƴǎŜΩǎ DISA ς Defense 
Information Security Agency ς is the backbone and everyone rides off of one enterprise network. So all 
of our IT professionals are support staff to one enterprise, instead of having just the Air Force enterprise 
ƻǊ ǘƘŜ !ǊƳȅ ŜƴǘŜǊǇǊƛǎŜΦ ²ŜΩŘ ŀƭƭ ōŜ ǘƛŜŘ ǘƻƎŜǘƘŜǊ ŀƴŘ ŎƻǳƭŘ ǳǎŜ ŜŀŎƘ ƻǘƘŜǊΩǎ ǊŜǎƻǳǊŎŜǎ ŀƴŘ ǎƘŀǊŜ ǘƘŜ 
ōŀǘǘƭŜ ǎǇŀŎŜ ŦƻǊ ǎƛǘǳŀǘƛƻƴŀƭ ŀǿŀǊŜƴŜǎǎΦ ²ŜΩǊŜ ǘǊȅƛƴƎ ǘƻ ƎŜǘ ǘƘŜǊŜ ŀƴŘ ŀǊŜ ƳŀƪƛƴƎ ƘŜŀŘǿŀȅΣ ōǳǘ L ōŜƭƛŜǾŜ 
that that would be the most significant thing that the Department of Defense could do to get all the IT 
cyber warriors working in the same direction for the same network. We have the theater information 
grid here in Army Europe, which is part of the global information grid. We should all be working in the 
same channel. And that may be the goal of the new cyber command that they are standing up.  I believe 
ǘƘŀǘΩǎ ǿƘŜǊŜ ǿŜ ƴŜŜŘ ǘƻ ƘŜŀŘΦ 
  
People become fearful of change and they get fearful of losing their jobs, but change and moving in the 
ǊƛƎƘǘ ŘƛǊŜŎǘƛƻƴ ƭŜŀŘǎ ǘƻ ƻǇǇƻǊǘǳƴƛǘȅΦ ¢ƘŜ ŎȅōŜǊ ǿŀǊǊƛƻǊΩǎ Ǝƻŀƭ ƛǎ ǘƻ Ŝƴǎure that the network stays 
available; that the information going back and forth has integrity, is sound, trustworthy and available 
24/7; and that the network is fully supporting the mission requirement and its people are responsible 
ŦƻǊ ǿƘŀǘ ǘƘŜȅΩǊŜ ǎŀȅƛƴƎ ƻƴ ǘƘŜǊŜΧ¢ƘŜ ǎȅƴŜǊƎȅ ǿƻǳƭŘ ōŜ ǇƘŜƴƻƳŜƴŀƭΦ 

 
NSCI: There has been a lot of discussion recently about the 
need to prioritize network defense efforts using a risk-based 
approach ς ǿŜ ŎŀƴΩǘ ŀŦŦƻǊŘ ǘƻ ǇǊƻǘŜŎǘ ŜǾŜǊȅǘƘƛƴƎ ǘƻ ǘƘŜ ǎŀƳŜ 
degree all the time, and not everything is equal in terms of 
mission assurance.  What is USAREUR doing in this area? 

 
HINGTGEN: The priorities can come based on the threat. The 
threat is always there, but if something new comes up, of 
course the priority changes. For Army in Europe, the priority at 
the moment ς as it is for the rest of the Army ς is the 
deployment of data at rest, or mobile armor: products that 
ǿŜΩǊŜ ƛƳǇƭŜƳŜƴǘƛƴƎ ŀŎǊƻǎǎ !ǊƳȅ 9ǳǊƻǇŜ ǘƘŀǘ ǿƛƭƭ ŜƴŎǊȅǇǘ ǘƘŜ 

information on your hard drive so that should your laptop or device be stolen, the personal identifiable 
ƛƴŦƻǊƳŀǘƛƻƴ ǿŜ ŘƻƴΩǘ ǿŀƴǘ ƻǘƘŜǊǎ ǘƻ ǎŜŜ Ŏŀƴƴƻǘ ōŜ Ŝŀǎƛƭȅ ƭƻƻƪŜŘ ŀǘΧ ¢Ƙŀǘ ƛǎ ŀ ƳŀƧƻǊ ƛƴƛǘƛŀǘƛǾŜ ǘƘŀǘ ƛǎ 
ƻƴƎƻƛƴƎ ŀƭƻƴƎ ǿƛǘƘ ƻǳǊ Ǉƛƭƻǘǎ ǘƘŀǘ ǿŜΩǊŜ ŘƻƛƴƎ ŦƻǊ ǘƘŜ C¸мл /ǊȅǇǘƻ-Modernization Program to upgrade 
all of our cryptographic-ǘȅǇŜ ŘŜǾƛŎŜǎ ǘƘǊƻǳƎƘƻǳǘ ǘƘŜ ƴŜǘǿƻǊƪ ŀƭƻƴƎ ǿƛǘƘ ǿƘŀǘ ǿŜΩǊŜ ǘǊȅƛƴƎ ǘƻ Řƻ ǿƛǘƘ 
our network access control. There are a lot of major programs that are being pushed at the top as well 
ŀǎ ǘƘƛƴƎǎ ǿŜΩǊŜ ŘƻƛƴƎ ŀǘ ƻǳǊ ƻǿƴ ƭŜǾŜƭΣ ōǳǘ ǘƘŜȅΩǊŜ ŀƭƭ ǘƛŜŘ ǘƻƎŜther. They all have different timelines and 
priorities.  
 
¢ƘŜ ƛǎǎǳŜ ƛǎ ǘƘƛƴƎǎ ŀǊŜ ŎƘŀƴƎƛƴƎ ŀǘ ǘƘŜ ǎŀƳŜ ǘƛƳŜ ȅƻǳΩǊŜ ƛƳǇƭŜƳŜƴǘƛƴƎ ƻǘƘŜǊ ŎƘŀƴƎŜǎΦ ¸ƻǳ ƳƛƎƘǘ ōŜ 
going down one road and you might need to veer off and take a left turn because that has changed now 
ŀƴŘ ȅƻǳ ǘƘƛƴƪ άƭŜǘΩǎ Ǝƻ ǘƘƛǎ ǿŀȅΦέ ¢ƘŀǘΩǎ ŀ Ŏƻƴǎǘŀƴǘ ŎƘŀƭƭŜƴƎŜ ŀƭǎƻΦ 
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NSCI: What kinds of opportunities do you see for interaction with industry partners in training for 
cyber defense and offense?  
 
HINGTGEN: Industry partners have a select role and we certainly need to work hand-in-hand with our 
ƛƴŘǳǎǘǊȅ ǇŀǊǘƴŜǊǎ ōŜŎŀǳǎŜ ǘƘŜȅΩǊŜ ǘƘŜ ƻƴŜǎ ǘƘŀǘ ŘŜǾŜƭƻǇ ǘƘŜ ǇǊƻŘǳŎǘǎ ōŀǎŜŘ ƻƴ ƻǳǊ ǊŜǉǳƛǊŜƳŜƴǘǎΦ ΧΦLǘΩǎ 
industry that is the one that will facilitate meeting the requirements that we have. The UAV being able 
to cƻƳƳǳƴƛŎŀǘŜ ŦǊƻƳ /hb¦{ ǿƘŜƴ ƛǘΩǎ ŦƭȅƛƴƎ ƻǾŜǊ !ŦƎƘŀƴƛǎǘŀƴ ƛǎ ŀ ǇŜǊŦŜŎǘ ŜȄŀƳǇƭŜ ƻŦ ǘƘƛǎ ōŜŎŀǳǎŜ ƛǘΩǎ ŀ 
wireless network, through satellite, down to a guy with headphones sitting in Colorado. It shows you the 
power of the wired and the wireless networks and thŜ ŎƻƳƳǳƴƛŎŀǘƛƻƴǎΦ L ǘƘƛƴƪ ǘƘŀǘΩǎ ƻƴŜ ƻŦ ǘƘŜ Ǝƻŀƭǎ ǘƻ 
have that same level of confidence in communication down to the sƻƭŘƛŜǊ ƛƴ ŀ ŦƻȄƘƻƭŜΦ LŦ ȅƻǳΩǊŜ ǎƛǘǘƛƴƎ ƛƴ 
the Pentagon and want to talk to a sƻƭŘƛŜǊ ƛƴ ŀ ŦƻȄƘƻƭŜΣ ȅƻǳ ƘŀǾŜ ǘƘŜ ŀōƛƭƛǘȅ ǘƻ ǊŜŀŎƘ ƻǳǘ ŀƴŘ άǘƻǳŎƘέ 
ƘƛƳΦ ¢ƘŀǘΩǎ ǿƘŜǊŜ L ǘƘƛƴƪ ǿŜΩǊŜ ƎƻƛƴƎΦ ¢Ƙŀǘ ǘŀƪŜǎ ŀ ƭƻǘ ƻŦ ǎƳŀǊǘ ǇŜƻǇƭŜ ŦǊƻƳ ƛƴŘǳǎǘǊȅ ǘƻ ŘŜǾŜƭƻǇ ǘƘƻǎŜ 
types of products. 

 
b{/LΥ Lǎ ǘƘŜǊŜ ŀƴȅǘƘƛƴƎ ŜƭǎŜ ȅƻǳΩŘ ƭƛƪŜ ǘƻ ŀŘŘΚ  

 
HINGTGEN: I believe that Army in Europe has the best training and certification. We have been 
recognized for it DoD-wide. !ƎŀƛƴΣ LΩǾŜ Ǝƻǘ ǘƻ Ǝƻ ōŀŎƪ ǘƻ Ƴȅ Ǉƻƛƴǘ ŀōƻǳǘ ǘƘŜ ǇƻƭƛŎȅ ǎŜǘǘƛƴƎ ǘƘŜ ǎǘŀƴŘŀǊŘǎ 
for us to follow, but having the resources, the people on the ground and the leadership support to make 
whatever program happen is essential. And based on the things that are going on in the world and now 
ǿƛǘƘ tǊŜǎƛŘŜƴǘ hōŀƳŀΩǎ ŎȅōŜǊ ŎƻƳƳŀƴŘΣ ǘƘŜ Ǿƛǎƛōƛƭƛǘȅ ƻŦ ƭŜŀŘŜǊǎ ŀǘ ŀƭƭ ƭŜǾŜƭǎ ƛǎ ƳǳŎƘ ōŜǘǘŜǊ ƴƻǿ ǘƘŀƴ ƛǘ 
has been in the past on the importance and how much we rely on IT.  
 
There are some great videos out there ς ά²Ƙŀǘ ƛŦέ ǾƛŘŜƻǎ ς ŀǎƪƛƴƎ ά²Ƙŀǘ ƛŦ ŎŜǊǘŀƛƴ ǘƘƛƴƎǎ ƘŀǇǇŜƴŜŘΚέ 
LǘΩǎ ǎŎŀǊȅ Ƙƻǿ ƳǳŎƘ ǿŜ ŘŜǇŜƴŘ ƻƴ ƻǳǊ L¢Σ ƻǳǊ ŎƻƳǇǳǘŜǊǎ ŀƴŘ ƻǳǊ ǎŜǊǾŜǊǎ ǘƻ ƳŀƴŀƎŜΣ Ǌǳƴ ŀƴŘ ƻǇŜǊŀǘŜ 
on a daily basis. What would you do if they were compromised and tŀƪŜƴ ƻǳǘ ƻŦ ǘƘŜ ƴŜǘΚ LǘΩǎ ŀ ǎŜǊƛƻǳǎ 
ǘƘǊŜŀǘ ŀƴŘ ƛǘ Ŏŀƴ ƘŀǾŜ ǎŜǊƛƻǳǎ ǊŀƳƛŦƛŎŀǘƛƻƴǎ ŦƻǊ ǇŜƻǇƭŜ ŀƴŘ ƭƛǾŜǎΦ aȅ ƘŀǘΩǎ ƻŦŦ ǘƻ ǘƘŜ ǇǊŜǎƛŘŜƴǘ ŦƻǊ 
moving forward with the cyber command. 
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CYBER SPACE ï B IG P ICTUR E

What are the Rules of Engagement? 
BY: KIM ZETTER, WIRED BLOG NETWORK 
07/28/2009 

With the increase of cyber war attacks, such as 
the attacks on U.S. and South Korean Web sites 
over the Fourth of July holiday, there are many 
questions that need to be addressed about the 
rules of engagement of cyber warfare. The 
ŀǊǘƛŎƭŜ ǎŀȅǎ ǘƘŀǘ ǿŜ Ƴǳǎǘ ŘŜǘŜǊƳƛƴŜ άǿƘŀǘ 
constitutes an attack, how do we identify its 
ǎƻǳǊŎŜ ŀƴŘ ǿƘŀǘΩǎ ŀƴ ŀŎŎŜǇǘŀōƭŜ ǊŜǎǇƻƴǎŜΚέ 
We must also address how to determine the 
origin of anonymous attacks, and what level of 
proof is acceptable before launching a counter 
attack. The article also discusses how there 
needs to be some international cyber policy 
that is established before it is needed and will 
guide nations in retaliating against cyber 
attacks. 
http://www.wired.com/dualperspectives/articl
e/news/2009/07/dp_security_ars0728 

 
[ƛƪŜ ƛǘ ƻǊ bƻǘΣ ²ŜΩǊŜ {ǘǳŎƪ ǿƛǘƘ ŀƴ LƴǎŜŎǳǊŜ 
Information Infrastructure 
BY: WILLIAM JACKSON, GOVERNMENT COMPUTER 
NEWS 
08/03/2009 

This article discusses new technologies that 
were presented at the Black Hat Briefings this 
year, saying that new technologies are good 
news because when vulnerabilities, exploits and 
hacks are discovered, they can be patched. On 
the other hand, it is also bad because no matter 

how many vulnerabilities we patch, we will still 
be steps behind the criminals. The article 
discusses how no one would have designed the 
Internet to work the way that it does today; the 
Internet is not well-designed, but has evolved 
into systems that computer scientists must 
struggle to understand. It would be impossible 
to replace the protocols that form the 
foundation of the Internet. 
http://gcn.com/articles/2009/08/03/cybereye-
080309.aspx 

 

Regulation is Harming Computer Security, 
Say Experts 
BY: IAIN THOMSON, SECURE COMPUTING 
07/30/2009 

Chief security officers at the recent Black Hat 
USA 2008 conference said that too much of 
their time is devoted to regulation. John Stuart, 
CSO for Cisco, said that the security industry is 
ǊŜǉǳƛǊŜŘ ǘƻ ŎƻƳǇƭŜǘŜ ǘŀǎƪǎ ǘƘŀǘ ŀǊŜƴΩǘ ŜŦŦŜŎǘƛǾŜ 
for audits and to satisfy regulations. Bob West, 
founder of security intelligence firm Echelon 
One, says that time spent on compliance takes 
away from a /{hΩǎ ǘƛƳŜ ǘƻ Řƻ ŀŎǘǳŀƭ ǎŜŎǳǊƛǘȅ 
work. The article recommends that compliance 
issues be addressed by other groups within a 
company, leaving the CSO to focus on the 
ŎƻƳǇŀƴȅΩǎ ǎŜŎǳǊƛǘȅΦ 
http://www.securecomputing.net.au/News/151
528,regulation-is-harming-computer-security-
say-experts.aspx

 

 

http://www.wired.com/dualperspectives/article/news/2009/07/dp_security_ars0728
http://www.wired.com/dualperspectives/article/news/2009/07/dp_security_ars0728
http://gcn.com/articles/2009/08/03/cybereye-080309.aspx
http://gcn.com/articles/2009/08/03/cybereye-080309.aspx
http://www.securecomputing.net.au/News/151528,regulation-is-harming-computer-security-say-experts.aspx
http://www.securecomputing.net.au/News/151528,regulation-is-harming-computer-security-say-experts.aspx
http://www.securecomputing.net.au/News/151528,regulation-is-harming-computer-security-say-experts.aspx
http://www.alionscience.com/
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CYBER SPACE ï U.S.  GOVERNMENT   

U.S. Web-Tracking Plan Stirs Privacy Fears 
BY: SPENCER S. HSU & CECILIA KANG, WASHINGTON 
POST 
08/11/2009 

The Obama administration is proposing a plan 
ǘƘŀǘ ǿƻǳƭŘ ƭƛŦǘ ŀ άōŀƴέ ƻƴ ǘǊŀŎƪƛƴƎ Ƙƻǿ ǇŜƻǇƭŜ 
use government Internet sites, saying that 
tracking use of the sites with cookies and other 
technologies could make the government more 
transparent and allow for more public 
involvement. Privacy groups claim that tracking 
could allow the government to collect personal 
information from every user of a federal 
government Web site. EPIC Executive Director 
Marc Rotenberg says that the government 
ǎƘƻǳƭŘ ŜƴǎǳǊŜ ǇǊƻǘŜŎǘƛƻƴ ƻŦ !ƳŜǊƛŎŀƴǎΩ ǇǊƛǾŀŎȅ 
rights, not change their regulations to 
accommodate new companies. The Center for 
Democracy and Technology has said that it may 
be time to rethink privacy safeguards to include 
new tracking technologies, because the current 
regulations may be hindering the government 
from improving its services for the public. 
http://www.washingtonpost.com/wp-
dyn/content/article/2009/08/10/AR200908100
2743.html 
 

White House Backing Could Leave Social 
Media Sites more Vulnerable 
BY: JILL R. AITORO, NEXTGOV.COM 
08/07/2009 

Tom Kellermann, vice president of security 
awareness at Core Security Technologies, says 
that the Obama admiƴƛǎǘǊŀǘƛƻƴΩǎ άŜƴŘƻǊǎŜƳŜƴǘ 
ƻŦ ǎƻŎƛŀƭ ƳŜŘƛŀέ ŎƻǳƭŘ ŎŀǳǎŜ ǘƘŜ ǇǳōƭƛŎ ǘƻ ǘƘƛƴƪ 
that the sites must be secure and safe to use. 
Kellermann says that if the Obama 

administration asks the public to rely on social 
sites like Twitter or Facebook for receiving 
information, that thereΩŘ άōŜǘǘŜǊ ōŜ ƭŜŀŘŜǊǎƘƛǇ 
in place to manage the riskΦέ The government 
could increase educational efforts as well as 
conduct assessments of cyber risks. White 
IƻǳǎŜ ǎǇƻƪŜǎƳŀƴ bƛŎƪ {ƘŀǇƛǊƻ ǎŀȅǎ ǘƘŀǘ άǎƻŎƛŀƭ 
media networks are an important and powerful 
tool for communicating with the American 
ǇŜƻǇƭŜέ ŀƴŘ ǎŀȅǎ ǘƘŀǘ ŎȅōŜǊǎŜŎǳǊƛǘȅ ƛǎ ŀ ǇǊƛƻǊƛǘȅ 
for President Barack Obama. Other experts say 
that the enhanced communication and 
productivity benefits justify the security 
concerns with social media. 
http://www.nextgov.com/nextgov/ng_2009080
7_3640.php?oref=topnews 
 

Ψ{ƳŀǊǘ DǊƛŘΩ wŀƛǎŜǎ {ŜŎǳǊƛǘȅ /ƻƴŎŜǊƴǎ 
BY: BRIAN KREBS, WASHINGTON POST 
07/27/2009 

Security experts are concerned that new smart-
grid efforts do not have adequate built-in 
security for protection against hackers, so the 
Energy Department has released requirements 
for electric utilities that require proof of 
security efforts before granting them federal 
άǎƳŀǊǘ ƎǊƛŘέ Ǝrants. Security researchers say 
that new technologies, such as smart meters, 
could open up the grid to the possibility of 
attacks. The Energy Department has said that 
ƎǊŀƴǘ ŀǇǇƭƛŎŀǘƛƻƴǎ ǘƘŀǘ ǎŎƻǊŜ ŀƴ ά! ƎǊŀŘŜ ƻƴ ŀƭƭ 
ŀǎǇŜŎǘǎέ ς not including cybersecurity efforts ς 
will not receive funding. 
http://www.washingtonpost.com/wp-
dyn/content/article/2009/07/27/AR200907270
2988.html

 
 
 
 

 

http://www.washingtonpost.com/wp-dyn/content/article/2009/08/10/AR2009081002743.html
http://www.washingtonpost.com/wp-dyn/content/article/2009/08/10/AR2009081002743.html
http://www.washingtonpost.com/wp-dyn/content/article/2009/08/10/AR2009081002743.html
http://www.nextgov.com/nextgov/ng_20090807_3640.php?oref=topnews
http://www.nextgov.com/nextgov/ng_20090807_3640.php?oref=topnews
http://www.washingtonpost.com/wp-dyn/content/article/2009/07/27/AR2009072702988.html
http://www.washingtonpost.com/wp-dyn/content/article/2009/07/27/AR2009072702988.html
http://www.washingtonpost.com/wp-dyn/content/article/2009/07/27/AR2009072702988.html


 

CyberPro  
Volume 2, Edition 16  

August 13, 2009  

 

Keeping Cyber space  Professionals Informed  

 

1 1 0  R o y a l A b e r d e e n  ¸   S m i t h f i e l d ,  V A  2 3 4 3 0  ̧   p h .  ( 7 5 7 )  8 7 1- 3 5 7 8  
   

CyberPro  National Security Cyberspace Institute  P a g e  | 13  

 

U.S.  CYBER LEADERSHIP DEBATE  

DoD Official Says U.S. Needs Separate 
Cyberczar for Online Identity 
BY: KELLY JACKSON HIGGINS, DARK READING 
07/30/2009 

Robert Lentz, the deputy assistant secretary of 
defense for cyber, identity and information 
assurance in the Office of the Assistant 
Secretary of Defense and the chief information 
assurance officer for DoD, says that there needs 
to be a second national cybersecurity czar that 
would deal just with identity and anonymity on 
the Web. In his keynote address at the Black 
Hat security conference, Lentz said that without 
reducing anonymity on the Internet, we cannot 
ensure security and resiliency. Lentz also said 
that a cybersecurity czar that focused on the 
problems and risks associated with anonymity 
on the Web could also work to address privacy 
concerns that will result from reducing 
anonymity.  
http://www.darkreading.com/security/govern
ment/showArticle.jhtml;jsessionid=UCQFXFJAZY
OGYQSNDLPSKH0CJUNN2JVN?articleID=218900
177 

 
Hathaway Resigns as Federal Cybersecurity 
Adviser 
BY: DENNIS FISHER, THREATPOST 
08/03/2009 

Melissa Hathaway recently resigned as the 
ŎƻǳƴǘǊȅΩǎ ǘƻǇ ŎȅōŜǊǎŜŎǳǊƛǘȅ ŀŘǾƛǎŜǊ ŦƻǊ 
άǇŜǊǎƻƴŀƭ ǊŜŀǎƻƴsΣέ and said that she has no 
interest in the federal cybersecurity coordinator 
position. This spring, Hathaway completed a 
ǊŜǾƛŜǿ ƻŦ ǘƘŜ ƴŀǘƛƻƴΩǎ ƛƴŦƻǊƳŀǘƛƻƴ ǎŜŎǳǊƛǘȅ 
posture and was one of more than a dozen 
people that were being considered for the 
federal cybersecurity coordinator position. 
Hathaway announced two weeks ago that she 
was not interested in the position and her 
resignation will take effect Aug. 24. 

http://www.threatpost.com/blogs/hathaway-
resigns-federal-cybersecurity-adviser 
 

Lƴ /ȅōŜǊǎŜŎǳǊƛǘȅΣ 9ǾŜǊȅƻƴŜΩǎ ŀ /ǊƛǘƛŎ 
BY: JOHN S. MONROE, FEDERAL COMPUTER WEEK 
08/10/2009 

There has been much speculation about Melissa 
IŀǘƘŀǿŀȅΩǎ ǊŜŎŜƴǘ ŘŜŎƛǎƛƻƴ ǘƻ ǿƛǘƘŘǊŀǿ ƘŜr 
application for ǘƘŜ hōŀƳŀ ŀŘƳƛƴƛǎǘǊŀǘƛƻƴΩǎ 
cybersecurity coordinator. Some have said that 
Hathaway withdrew her application because 
she was frustrated with how long the selection 
process was taking. Other reports claim that 
Hathaway was too closely tied with the Bush 
administration, which affected her chances at 
getting the job; still others said that while 
Hathaway had the technical qualifications for 
the position, ǎƘŜ ŘƛŘƴΩǘ ƘŀǾŜ the political 
ŀǳǘƘƻǊƛǘȅ ǘƻ άŎƻƳƳŀƴŘ ǊŜǎǇŜŎǘΦέ Alan Paller, 
director of research at the SANS Institute, says 
that the cybersecurity coordinator will have 
little power because they must report to the 
National Security Council and the National 
Economic Council instead of directly to the 
president. Sen. Susan Collins (R-Maine) has also 
ǎŀƛŘ ǘƘŀǘ IŀǘƘŀǿŀȅΩǎ ǊŜǎƛƎƴŀǘƛƻƴ ƛǎ ŀ ǊŜǎǳƭǘ ƻŦ 
ǘƘŜ hōŀƳŀ ŀŘƳƛƴƛǎǘǊŀǘƛƻƴΩǎ ƭŀŎƪ ƻŦ ƭŜŀŘŜǊǎƘƛǇ 
in cybersecurity. 
http://fcw.com/articles/2009/08/10/buzz-
cybersecurity.aspx 

 

Collins Seeks Information on Hathaway 
Departure 
BY: ANDREW NOYES, CONGRESSDAILY 
08/04/2009 

Senate Homeland Security and Governmental 
Affairs ranking member Susan Collins has asked 
ŦƻǊ ŀ ŎƻǇȅ ƻŦ aŜƭƛǎǎŀ IŀǘƘŀǿŀȅΩǎ ǊŜǎƛƎƴŀǘƛƻƴ 
letter, and has also asked her staff to speak to 
Hathaway about her reasons for leaving the 
Obama administration. Collins has said that she 
ǿŀǎ άŀƭŀǊƳŜŘέ ŀǘ IŀǘƘŀǿŀȅΩǎ ŘŜŎƛǎƛƻƴΣ ŀƴŘ Ƙŀǎ 

http://www.darkreading.com/security/government/showArticle.jhtml;jsessionid=UCQFXFJAZYOGYQSNDLPSKH0CJUNN2JVN?articleID=218900177
http://www.darkreading.com/security/government/showArticle.jhtml;jsessionid=UCQFXFJAZYOGYQSNDLPSKH0CJUNN2JVN?articleID=218900177
http://www.darkreading.com/security/government/showArticle.jhtml;jsessionid=UCQFXFJAZYOGYQSNDLPSKH0CJUNN2JVN?articleID=218900177
http://www.darkreading.com/security/government/showArticle.jhtml;jsessionid=UCQFXFJAZYOGYQSNDLPSKH0CJUNN2JVN?articleID=218900177
http://www.threatpost.com/blogs/hathaway-resigns-federal-cybersecurity-adviser
http://www.threatpost.com/blogs/hathaway-resigns-federal-cybersecurity-adviser
http://fcw.com/articles/2009/08/10/buzz-cybersecurity.aspx
http://fcw.com/articles/2009/08/10/buzz-cybersecurity.aspx


 

CyberPro  
Volume 2, Edition 16  

August 13, 2009  

 

Keeping Cyber space  Professionals Informed  

 

1 1 0  R o y a l A b e r d e e n  ¸   S m i t h f i e l d ,  V A  2 3 4 3 0  ̧   p h .  ( 7 5 7 )  8 7 1- 3 5 7 8  
   

CyberPro  National Security Cyberspace Institute  P a g e  | 14  

 

also said that having another federal 
cybersecurity czar would reduce congressional 
oversight and undermine her authority. Collins 
Ƙŀǎ ǎŀƛŘ ǘƘŀǘ IŀǘƘŀǿŀȅ ǿŀǎ άƻƴŜ ƻŦ ǘƘŜ Ƴƻǎǘ 

knowledgeable people in the federal 
governmentΦέ 
http://www.nextgov.com/nextgov/ng_2009080
4_6860.php?oref=topnews

 
 

 
 

 

CYBER SPACE ï DEPARTMENT OF DEFENSE (D OD)  

IƻǳǎŜ Iƻǘ !ōƻǳǘ ΨtǊƻǇŀƎŀƴŘŀΩ LƴŦƻ hǇǎ 
BY: BOB BREWIN, NEXTGOV.COM 
07/28/2009 

¢ƘŜ 5ŜŦŜƴǎŜ 5ŜǇŀǊǘƳŜƴǘΩǎ ƛƴŦƻǊƳŀǘƛƻƴ 
operations budget has reportedly increased 
from $9 million in 2005 to $988 million 
requested for fiscal 2010, which the House 
Appropriations /ƻƳƳƛǘǘŜŜ Ŏŀƭƭǎ άǎǘŀƎƎŜǊƛƴƎΦέ In 

a recent report, the committee questioned the 
effectiveness of the information operations; 
recommended terminating many messaging 
projects; and removed $500 million from the 
5ƻ5Ωǎ requested budget. 
http://whatsbrewin.nextgov.com/2009/07/hou
se_hot_about_propaganda_inf.php 

http://www.nextgov.com/nextgov/ng_20090804_6860.php?oref=topnews
http://www.nextgov.com/nextgov/ng_20090804_6860.php?oref=topnews
http://whatsbrewin.nextgov.com/2009/07/house_hot_about_propaganda_inf.php
http://whatsbrewin.nextgov.com/2009/07/house_hot_about_propaganda_inf.php
http://www.eccouncil.org/forms2/TakeSurvey.aspx?SurveyID=86K0572
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The Pentagon War on Twitter 
STRATEGY PAGE 
08/07/2009 

The Department of Defense first blocked access 
to sites such as YouTube, Facebook, Flickr and 
MySpace two years ago on any computer that 
was connected to the Department of Defense 
network (NIPRNet) ς initially, because video and 
audio clips from these sites were jamming the 
network, making it difficult to get work done on 
the network. Troops stationed overseas often 
use social networking sites to communicate 
with friends and family at home because the 
sites allow a user to post messages, photos and 
videos. Now, the services are reluctant to 
completely ban the social networks, which are 
even used by commanders in some cases to 
communicate with subordinates. A ban on 
ǎƻŎƛŀƭ ƴŜǘǿƻǊƪǎ ŎƻǳƭŘ ŀƭǎƻ ŎŀǳǎŜ ŀ άƳƻǊŀƭŜ 
ǇǊƻōƭŜƳέ ŀǎ ƛǘ ǿƛƭƭ Ŏǳǘ ƻŦŦ ŎƻƳƳǳƴƛŎŀǘƛƻƴ 
between troops and their families and friends at 
home. The Department of Defense is expected 
to have established Internet security rules, 
security software and system configuration 
rules that will be consistent for all of the 
services by the end of the year. 
http://www.strategypage.com/htmw/htiw/artic
les/20090807.aspx 
 

Pentagon Social Media Czar Pushes Web 
2.0, Despite Ban Threat 
BY: DAVID AXE, WIRED BLOG NETWORK 
08/03/2009 

Price FƭƻȅŘΣ ǘƘŜ ƳƛƭƛǘŀǊȅΩǎ ƴŜǿ ǎocial-
networking czar, says that there has been no 
decision on a ban of Web 2.0 application in the 
Defense Department. Floyd, the principal 
deputy assistant secretary of defense for public 
affairs, is concerned because he was hired by 
Defense Secretary Robert Gates to use the 
technologies, such as social networks, that 
aƭƭƻǿ DŀǘŜǎ ǘƻ άƘŜŀǊ ŦǊƻƳ ǇŜƻǇƭŜ,έ which would 
be complicated by a ban on Web 2.0 
applications. Floyd has already signed the 

Pentagon up for a Twitter account, and is 
answering questions on the new Department of 
Defense Web site. 
http://www.wired.com/dangerroom/2009/08/p
entagon-social-media-czar-pushes-web-20-
despite-ban-threat/ 
 

A Social Network Happy Medium 
BY: BOB BREWIN, NEXTGOV.COM 
08/04/2009 

Maj. Gen. Hank Morrow, commander of Air 
CƻǊŎŜ bƻǊǘƘΣ ǎŀȅǎ ǘƘŀǘ ŀ άŎƻƳƳƻƴ ǎŜƴǎŜ 
ŀǇǇǊƻŀŎƘέ ǘƻ ǎƻŎƛŀƭ ƴŜǘǿƻǊƪƛƴƎ ƻƴ ǎƛǘŜǎ such as 
Twitter and Facebook could allow service 
members to use social networks while assuring 
security. Morrow said that service members 
must be cautious when they post personal 
information and keep operational security in 
mind. Morrow gives the acronym SAPP for 
airmen to use on social networks, which stands 
for security, accuracy, policy and privacy.   
http://whatsbrewin.nextgov.com/2009/08/a_s
ocial_network_happy_medium.php 
 

Marines Jump the Gun on Networking 
BY: JOHN SAWYER, DARK READING 
08/05/2009 

This article reports that the U.S. Marines have 
decided to ban social networking sites 
completely, and discusses how less restrictive 
controls could be used to avoid an outright ban. 
Marines often use social networking sites to 
stay connected to friends and family, so a 
complete ban could affect morale. The article 
recommends that the Pentagon allow access to 
social networking sites, but only from certain 
hosts and networks that do not store classified 
information. It also recommends scanning 
traffic for malware and sensitive information, 
filtering against malicious IPs and using antivirus 
and host intrusion programs.  
http://www.darkreading.com/blog/archives/20
09/08/marines_take_ai.html;jsessionid=DILGW
R1TD1VP1QE1GHOSKHWATMY32JVN 

http://www.strategypage.com/htmw/htiw/articles/20090807.aspx
http://www.strategypage.com/htmw/htiw/articles/20090807.aspx
http://www.wired.com/dangerroom/2009/08/pentagon-social-media-czar-pushes-web-20-despite-ban-threat/
http://www.wired.com/dangerroom/2009/08/pentagon-social-media-czar-pushes-web-20-despite-ban-threat/
http://www.wired.com/dangerroom/2009/08/pentagon-social-media-czar-pushes-web-20-despite-ban-threat/
http://whatsbrewin.nextgov.com/2009/08/a_social_network_happy_medium.php
http://whatsbrewin.nextgov.com/2009/08/a_social_network_happy_medium.php
http://www.darkreading.com/blog/archives/2009/08/marines_take_ai.html;jsessionid=DILGWR1TD1VP1QE1GHOSKHWATMY32JVN
http://www.darkreading.com/blog/archives/2009/08/marines_take_ai.html;jsessionid=DILGWR1TD1VP1QE1GHOSKHWATMY32JVN
http://www.darkreading.com/blog/archives/2009/08/marines_take_ai.html;jsessionid=DILGWR1TD1VP1QE1GHOSKHWATMY32JVN
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Malware, Oversharing Lead Marines to Ban 
Social Networks 
BY: JACQUI CHENG, ARS TECHNICA 
08/04/2009 

This article reports that the U.S. Marine Corps 
has decided to ban social networking sites on 
the Marine Corps Enterprise Network (MCEN) 
because of malware and concerns that marines 
will share sensitive information online. The ban 
is effective immediately and for one year. The 
order says that the nature of social networks 
creates vulnerabilities and exposes unnecessary 
information to enemies. The order also says 
ǘƘŀǘ ǎƻŎƛŀƭ ƴŜǘǿƻǊƪ ǎƛǘŜǎ ŀǊŜ ŀ άǇǊƻǾŜƴ ƘŀǾŜƴ 
for malicious actors and are particularly high 
riskΦέ ¢ƘŜ ƎƻǾŜǊƴƳŜƴǘ ƛǎ ǎǘƛƭƭ ǘǊȅƛƴƎ ǘƻ άŦƛƴd the 
balance between handling security risks and 
online outreachΦέ 
http://arstechnica.com/web/news/2009/08/ma
lware-oversharing-lead-marines-to-ban-social-
networks.ars 

 
Marines and Social Nets: We Goofed 
BY: BOB BREWIN, NEXTGOV.COM 
08/07/2009 

This article claims that, despite news reports 
last week, the Marine Corps did not ban access 
to social networking sites. The Marine Corps has 
said that they encourage Marines to share their 
experiences on social networking sites as long 
as they remember the importance of 
operational security. News sites reportedly 
reprinted the story about the ban after the 
Associated Press first released a report saying 
the Marines were no longer permitted on social 
networking sites. Marine spokesman Lt. Craig 
Thomas explains that the AP misunderstood 
Marine administrative instruction from Aug. 3, 
which said that Marines cannot access social 
networks over a Defense network, but can still 
access the sites. 
http://whatsbrewin.nextgov.com/2009/08/mari
nes_and_social_nets_we_goo.php 

Security Upgrades Highlight DISA Buying 
Surge 
BY: WILSON P. DIZARD III, FEDERAL COMPUTER 
WEEK 
08/10/2009 

Defense Information Systems Agency officials 
recently described more than 20 acquisition 
projects, scheduled for the rest of 2009 and the 
beginning of 2010, which they hope will 
ƛƳǇǊƻǾŜ ǎŜŎǳǊƛǘȅ ŀŎǊƻǎǎ ǘƘŜƛǊ άŦŀǊ-flung 
networks and data centersΦέ The officials said 
that the programs would include improvements 
to the Global Information Grid, mission 
assurance, computing services, the Defense 
Information Systems network and satellite 
communications systems. Sherrie Balko, 
director of the Program Executive Office for 
Mission Assurance and Network Operations, 
explains that these new procurement programs 
will be more flexible than past programs 
because they will allow DISA clients to choose 
the capabilities that they need to improve their 
own existing IT security capabilities. 
http://fcw.com/articles/2009/08/10/security-
upgrades-disa.aspx 
 

Defense Department Eyes Hacker Con for 
New Recruits 
BY: ROBERT MCMILLAN, COMPUTERWORLD 
08/01/2009 

Col. Michael Convertino, commander of the U.S. 
!ƛǊ CƻǊŎŜΩǎ омуǘƘ LƴŦƻǊƳŀǘƛƻƴ hǇŜǊŀǘƛƻƴǎ 
Group, recently attended the Defcon hacking 
conference to find candidates for enlisted and 
civilian cybersecurity positions. Jim Christy, the 
Defense Department director of futures 
exploration, says that federal government 
employees first came to Defcon to improve 
their relationship with the hacker community, 
but that it is now common to recruit talented 
candidates from the conference. Christy also 
said that the Air Force recruits more 
aggressively than other federal agencies. Mikko 
Hypponen, chief research officer with security 

http://arstechnica.com/web/news/2009/08/malware-oversharing-lead-marines-to-ban-social-networks.ars
http://arstechnica.com/web/news/2009/08/malware-oversharing-lead-marines-to-ban-social-networks.ars
http://arstechnica.com/web/news/2009/08/malware-oversharing-lead-marines-to-ban-social-networks.ars
http://whatsbrewin.nextgov.com/2009/08/marines_and_social_nets_we_goo.php
http://whatsbrewin.nextgov.com/2009/08/marines_and_social_nets_we_goo.php
http://fcw.com/articles/2009/08/10/security-upgrades-disa.aspx
http://fcw.com/articles/2009/08/10/security-upgrades-disa.aspx
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vendor F-Secure, says that the government will 
find recruits that are skilled in attacking systems 
at Defcon. 
http://www.computerworld.com/s/article/9136
167/Defense_Department_eyes_hacker_con_fo
r_new_recruits?taxonomyId=17 
 

U.S. SeŜƪǎ Ψ¢ƻǇ DǳƴǎΩ ŦƻǊ /ȅōŜǊǎŜŎǳǊƛǘȅ 
BY: GRANT GROSS, COMPUTERWORLD 
07/27/2009 

The U.S. Department of Defense Cyber Crime 
Center, the Center for Strategic and 
International Studies (CSIS), the Air Force 
Association and the SANS Institute recently 
announced a new initiative ς the U.S. Cyber 
Challenge ς which will host three cybersecurity 
competitions for students to identify possible 
ŎȅōŜǊǎŜŎǳǊƛǘȅ ǿƻǊƪŜǊǎΦ ¢ƘŜ ƛƴƛǘƛŀǘƛǾŜΩǎ 
organizers have also announced that they will 
offer scholarships, internships and job 
opportunities to promising students. Security 
experts say that the United States is lagging 
behind countries such as China, who are 
άŀŎǘƛǾŜƭȅ ǊŜŎǊǳƛǘƛƴƎ ŀƴŘ ŘŜǾŜƭƻǇƛƴƎ 
cybersecurity professionalsΦέ 
http://www.computerworld.com/s/article/9135
944/U.S._seeks_top_guns_for_cybersecurity_?t
axonomyId=17 
 

Cheshire Teenager Takes Top Prize in Cyber 
Challenge 
SENATE COMMITTEE ON HOMELAND SECURITY & 
GOVERNMENTAL AFFAIRS 
07/27/2009 

Michael Coppola, a Cheshire High School 
student, beat 75 teams and individuals from a 
dozen countries to win the U.S. Cyber 
/ƘŀƭƭŜƴƎŜΩǎ άbŜǘ ²ŀǊǎέ /ƻƳǇŜǘƛǘƛƻƴΦ 
Government agencies and private 

organizations, including the Center for Strategic 
and International Studies, U.S. Department of 
Defense Cyber Crime Center, the Air Force 
Association, the SANS Institute and other 
universities and companies sponsored the 
competition that aimed to discover and train 
young people who could become future cyber 
security leaders. The competition asked 
participants to attempt to gain access to an 
online game without passwords, and then 
defend and attack components in the game. 
http://hsgac.senate.gov/public/index.cfm?Fuse
Action=Press.MajorityNews&ContentRecord_id
=be51788d-5056-8059-7620-33563f966a7b 
 

¦Φ{Φ aƛƭƛǘŀǊȅ !ŎŀŘŜƳƛŜǎ ǘƻ ¦ǎŜ ΨtƘƛǎƘaŜΩ 
DARK READING 
07/30/2009 

Intrepidus Group recently announced that the 
U.S. service academies, including the U.S. 
Military Academy, the U.S. Air Force Academy, 
the U.S. Naval Academy and the U.S. Coast 
Guard Academy, will all adopt PhishMe 
software to train cadets to combat spear 
phishing attacks. The service academies will also 
conduct research with Intrepedis Groups on 
phishing and whaling attacks. The PhishMe 
software provides education for fighting these 
attacks that are usually used in e-mail-based 
social engineering schemes. The software 
addresses these threats with innovative training 
that helps companies create a human firewall 
through user-friendly and cost-effective 
functionality. 
http://www.darkreading.com/insiderthreat/sec
urity/client/showArticle.jhtml?articleID=218900
100
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CYBER SPACE ï DEPARTMENT OF HOMELAND SECURITY (DHS)  

Social Networking for Better Government 
BY: JILLIAN BADANES, THE WASHINGTON TIMES 
07/28/2009 

Steve Ressler, an information technology 
specialist at the Department of Homeland 
Security, created the GovLoop.com site which 
allows employees of city, state and federal 
agencies to share their experiences and best 
practices. The site already has more than 
14,000 members who participate in sub-
communities and discussion forums. TƘŜ ǎƛǘŜΩǎ 
users have also compiled resources for 
communication strategies, government 
acquisitions and recommendations for creating 
social media policies. Most recently, more than 
млл ƻŦ ǘƘŜ ǎƛǘŜΩǎ ƳŜƳōŜǊǎ ǇŀǊǘƛŎƛǇŀǘŜŘ ƛƴ ŀ 
White House discussion about improving 
President Barack hōŀƳŀΩǎ hǇŜƴ DƻǾŜǊƴƳŜƴǘ 
Initiative. 
http://www.washingtontimes.com/news/2009/
jul/28/social-networking-for-a-better-
government/ 

 

Cybersecurity Official Resigns 
BY: ELLEN NAKASHIMA, WASHINGTON POST 
08/08/2009 

Mischel Kwon, the director of the Department 
ƻŦ IƻƳŜƭŀƴŘ {ŜŎǳǊƛǘȅΩǎ ¦Φ{Φ /ƻƳǇǳǘŜǊ 
Emergency Readiness Team, submitted a 
ǊŜǎƛƎƴŀǘƛƻƴ ƭŜǘǘŜǊ ƭŀǎǘ ǿŜŜƪΦ YǿƻƴΩǎ ŎƻƭƭŜŀƎǳŜǎ 
ǎŀȅ ǘƘŀǘ ǎƘŜ ǿŀǎ ŦǊǳǎǘǊŀǘŜŘ ōȅ άōǳǊŜŀǳŎǊŀǘƛŎ 

obstacles and a lack of authority to fulfill her 
missionΦέ aŜƭƛǎǎŀ IŀǘƘŀǿŀȅΣ ǘƘŜ ²ƘƛǘŜ IƻǳǎŜΩǎ 
lead cybersecurity official, and Homeland 
Security cybersecurity official Rod Beckstrom 
have also resigned this year, which some 
experts say is an indication of a lack of support 
for cybersecurity efforts and the inability of the 
ŦŜŘŜǊŀƭ ƎƻǾŜǊƴƳŜƴǘ ǘƻ άǊŜǘŀƛƴ ŀƴŘ ŜŦŦŜŎǘƛǾŜƭȅ 
utilize qualified personnel.έ  
http://www.washingtonpost.com/wp-
dyn/content/article/2009/08/07/AR200908070
2805.html 

 

Kwon to Join RSA as VP 
GOVERNMENT INFORMATION SECURITY 
08/10/2009 

RSA President Art Coviello recently announced 
that Mischel Kwon will join RSA as vice 
president of public sector security solutions to 
lead its security consulting services practice. 
Kwon resigned last week from her position as 
director of U.S.-CERT. Her new position as RSA 
will require Kwon to advise clients on building 
and defending their critical infrastructures 
against cyber threats and vulnerabilities. Kwon 
will also help develop RSA products and security 
solutions. 
http://www.govinfosecurity.com/articles.php?a
rt_id=1694

 

 

Raytheon  

Aspiring to be the most admired defense and aerospace systems 

supplier through world -class people and technology Raytheon is 

a technology leader specializin g in defense, homeland security, 

and other government markets throughout the world. With a 

history of innovation spanning more than 80 years, Raytheon 

provides state -of - the -art electronics, mission systems 

integration, and other capabilities in the areas o f sensing; 

effects; command, control, communications and intelligence 

systems, as well as a broad range of mission support services.  
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CYBER SPACE ï I NTERNATIONAL  

Dirty Deeds Done Dirt Cheap 
STRATEGY PAGE 
08/01/2009 

Armenia believes that neighbor Azerbaijan has 
hired Internet criminal hackers to attack and 
cripple Armenian access to the Internet. The 
article discusses how Internet hacking gangs 
have become popular in Russia and Eastern 
Europe and says that some Internet gangs make 
deals with local police in countries like Russia, 
Belarus or Azerbaijan. The article claims that in 
this case, the Azerbaijan criminals were less 
discreet than most Internet gangsters and 
ŘƛŘƴΩǘ ŎƻǾŜǊ ǘƘŜƛǊ ǘǊŀŎƪǎ ǿŜƭƭΦ ¢ƘŜ ŀǊǘƛŎƭŜ 
discusses how many Web users have hired 
Internet criminal gangs to launch DDoS attacks, 
which can be carried out for less than $100 
dollars. Some Internet crime gangs form 
botnets of 100,000 or more PCs, which they can 
rent out to make a profit. 
http://www.strategypage.com/htmw/htiw/artic
les/20090801.aspx 
 

New Undersea Cables to Expand 
Broadband in Africa 
BY: CAT CONTIGUGLIA, NEW YORK TIMES 
08/10/2009 

Seacom has recently announced that it will 
build the first fiber-optic cable that will provide 
broadband to Southern and Eastern Africa. This 
project is part of a plan to expand African 
LƴǘŜǊƴŜǘ ŀŎŎŜǎǎ ŀƴŘ ƛƳǇǊƻǾŜ !ŦǊƛŎŀΩǎ ŜŎƻƴƻƳȅ 
and technology industry. Alan Mauldin, 
research director at TeleGeography, says that 
the new cables will comǇƭŜǘŜ ǘƘŜ άƛƴǘŜǊƴŀǘƛƻƴŀƭ 
²Ŝō ƻŦ ǳƴŘŜǊǎŜŀ ŎŀōƭŜέ to better connect 
countries such as Kenya and Uganda with the 
Western world. Analysts say that better 
information and communication technology 
corresponds with economic growth, and that 
the technology sector in Africa will benefit from 
the high-speed Internet access because they 

will be able to perform outsourcing services and 
support new businesses. Analysts also predict 
that the new cable will provide Internet service 
that is 10 times faster than any current service 
in Africa. 
http://www.nytimes.com/2009/08/10/technolo
gy/10cable.html?_r=2 
 

Cable Fault Cuts Off West Africa 
BBC NEWS 
07/30/2009 

Damage to an undersea cable left Internet users 
disconnected in Benin, Togo, Niger and Nigeria. 
Ladi Okuneye, chief marketing officer of 
Suburban Telecom, says that damage to the 
SAT-3 cable that runs from Portugal and Spain 
ǘƻ {ƻǳǘƘ !ŦǊƛŎŀ ŎŀǳǎŜŘ тл ǇŜǊŎŜƴǘ ƻŦ bƛƎŜǊƛŀΩǎ 
bandwidth to be cut off. SAT-3 is currently the 
only fiber optic cable serving West Africa. Some 
of the disconnected countries are routing their 
net traffic through neighboring countries, 
although Togo and Niger remain offline. The 
SAT-3 consortium is also in the process of 
investigating the fault. 
http://news.bbc.co.uk/2/hi/technology/817601
4.stm 
 

Time to Hit Cyberespionage 
BY: MICHELLE VAN CLEAVE, WASHINGTON TIMES 
08/06/2009 

¢Ƙƛǎ ŀǊǘƛŎƭŜ ŘƛǎŎǳǎǎŜǎ /ƘƛƴŀΩǎ ŎȅōŜǊŜȄǇƭƻƛǘs. 
Canadian researchers have reportedly found 
that China has infiltrated computer systems in 
103 different countries, and has formed an 
άŜƭŜŎǘǊƻƴƛŎ ǎǇȅ ƴŜǘǿƻǊƪέ ǘƘŀǘ Ŏŀƴ ƎŀǘƘŜǊ Ǿŀǎǘ 
quantities of data and leave behind malware 
that could take control of a cƻƳǇǳǘŜǊΩǎ ŀǳŘƛƻ 
recording functions. The article says that all U.S. 
national weapons laboratories, Pentagon 
computers, communications systems and other 
sensitive networks have been attacked by 
China-based cyberintruders. Chinese intruders 

http://www.strategypage.com/htmw/htiw/articles/20090801.aspx
http://www.strategypage.com/htmw/htiw/articles/20090801.aspx
http://www.nytimes.com/2009/08/10/technology/10cable.html?_r=2
http://www.nytimes.com/2009/08/10/technology/10cable.html?_r=2
http://news.bbc.co.uk/2/hi/technology/8176014.stm
http://news.bbc.co.uk/2/hi/technology/8176014.stm
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have reportedly left software on the U.S. 
electric-power grid that could be used to 
disrupt power supplies, and have also broken 
ƛƴǘƻ ǘƘŜ .ǊƛǘƛǎƘ ¢ŜƭŜŎƻƳΩǎ ƴŜǘǿƻǊƪ ŀƴŘ ŎƻǳƭŘ 
ŘƛǎŀōƭŜ .ǊƛǘŀƛƴΩǎ ŎƻƳƳǳƴƛŎŀǘƛƻƴǎ ŀƴŘ ǳǘƛƭƛǘƛŜǎΦ 
Experts warn that the Chinese are investing a 
lot of time into mapping our networks, testing 
capacity limits and engineering assured access. 
This article suggests that now may be the time 
to launch a national counterintelligence 
strategy to go on the offense against foreign 
intelligence threats. 
http://www.washingtontimes.com/news/2009/
aug/06/time-to-go-on-offense-against-chinese-
other-cybere/ 
 

A Deeper Look at Iranian Filtering 
TECHNOLOGY REVIEW 
08/06/2009 

Network security firm Arbor Networks recently 
analyzed traffic in both internal and external-
facing Internet service providers in Iran, and 
found that the Iranian government has 
increased the amount of data it filters from the 
Internet. The Iranian government claims that 
traffic is dropped because of a lack of capacity, 
but Craig Labovitz, chief scientist for Arbor 
Networks, says that Iranian ISPs are still filtering 
content although capacity is not an issue. The 
article also discusses how trafŦƛŎ ǘƻ LǊŀƴΩǎ L{tǎ 
dropped significantly after the June 12 election, 
except for traffic to one internal ISP that has 
several government ministries as clientele. 
http://www.technologyreview.com/blog/unsaf
ebits/23946/ 
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