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THIS WEEK IN CYBERPRO
BY LINDSAY TRIMBLE, NATIONAL SECURITY CYBERSPACE INSTITUTE, INC.

This edition of CyberPro reflects the prevalence of social networking media in our lives. White House
spokesman Nick Shapiro recently said that “social media networks are an important and powerful tool
for communicating with the American people,” reflecting the Obama administration’s encouragement of
social media as a means of communication (page 12). The Department of Homeland Security is hoping
to use social networking in this way with its employees. The DHS created the GovLoop.com site to allow
employees to share experiences and best practices. The site already has more than 14,000 members
(page 18). Recently, 100 members participated in a White House discussion regarding President Barack
Obama’s Open Government Initiative.
The use of social networking is a hot topic in the Department of Defense as well. Major media outlets
recently reported that the Marine Corps had banned access to social networking sites. The Corps
corrected the reports, saying that marines can access social networking sites, as long as they access
them from a personal computer and keep operational security in mind (page 16). The DoD is discussing
the merits of allowing service members to use social networking, but because of the possible security
risks, the DoD is expected to develop user rules that will be consistent for all of the services by the end
of this year (page 15).
Tom Kellerman, vice president of security awareness at Core Security Technologies, recently
commented that the Obama administration’s “endorsement of social media” may cause the public to
think that these sites are secure and encourage them to post too detailed personal information (page
12). This fear became very relevant when Twitter and other social networks were hit with distributed
denial-of-service attacks Aug. 6. The timing of the attacks led experts to believe that the attacks were
meant to silence a pro-Georgian blogger who wanted to commemorate the anniversary of the war
between Russia and Georgia (page 26). Facebook, LiveJournal and Blogger were also included in the
attack, but were not affected as severely as Twitter (page 27).
In other news, Melissa Hathaway has announced her resignation as the nation’s top cybersecurity
adviser, effective Aug. 24, and has withdrawn her name from the list of candidates for federal
cybersecurity coordinator (page 13). Some speculate that Hathaway had the technical qualifications for
the job, but not the political authority to “command respect” (page 13). Sen. Susan Collins (R-Maine)
said that Hathaway was “one of the most knowledgeable people in the federal government” and that
her resignation is a result of the Obama administration’s lack of leadership in cybersecurity (page 13).
This week’s “Senior Leader Perspective” is with Daniel Hingtgen, chief of Information Assurance Policy,
Programs and Training for U.S. Army Europe (page 6). In this interview, Hingtgen discusses the evolution
of the challenges of cyberspace and the way USAREUR has adapted to meet these new threats.
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SENIOR LEADER PERSPECTIVE: DANIEL HINGTGEN
NSCI’s Lindsay Trimble recently had the opportunity to interview Mr.
Daniel Hingtgen, chief of Information Assurance (IA) Policy, Programs
and Training for U.S. Army Europe (USAREUR). Previously, Hingtgen
was active duty in the U.S. Army, retiring in 2004 as a sergeant
major. During his career, he was a program manager for multiple
Army training initiatives and IA policy development, including
developing the Army in Europe IA policy for 65,000 information
technology users. In this interview, Hingtgen discusses the ways that
USAREUR has adapted to meet the new threats present in
cyberspace.
NSCI: What is U.S. Army Europe’s relationship to other Department
of Defense organizations supporting cyberspace operations?
DANIEL HINGTGEN: Our direct relationship is supporting Title X for Europe to support AFRICOM [U.S.
African Command], EUCOM [U.S. European Command] and all subordinate tenants and major
subordinate commands for the network connectivity. So we’re the theater information grid, which is
part of the global information grid. And of course owning it, managing it, safeguarding it and securing it
are all critical and tied in. We have a lot of customers on our network that we rely on to ensure that they
are doing their part to keep the network safe and that goes from the individual user being properly
trained and certified to the computer user to the systems administrators and the enterprise
administrators needing all the training and certification requirements for the Department of Defense as
well as the Department of the Army.
My office focuses on the training and certification side for the AFRICOM and EUCOM workforce. The
day-to-day operations are basically Army-run and owned. The people that I deal with for the Army in
Europe’s network (which covers Army in Europe’s Area of Responsibility) are Army people – Department
of Defense civilians, contractors and military members.
NSCI: From a USAREUR perspective, can you discuss a few of the key challenges regarding cyberspace
operations?
HINGTGEN: The most significant challenge is the constant bombardment of new information assurance
vulnerability alerts, new directives, new challenges – both seen and unforeseen – that come down the
pipe. These go beyond what you’re doing in your normal duty day to safeguard security and making sure
the information that meets our requirements and that people can trust it, but it’s a very fluid
environment with a very obvious threat from all sides. It’s not just necessarily the wire threats, but also
the physical possibilities of breaking into the network like someone walking into a building and gaining
access. The challenges that are in the cyber world for corporate America or Britain or France are pretty
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much the same. We’re strictly DoD, so we’re a little bit more attuned to ensuring that the information is
what it is and is not changed – that it’s secure, available and that there’s no question of integrity.
NSCI: How have these challenges evolved during your time at USAREUR – active duty and now?
HINGTGEN: There have been significant changes! When I did automation for the U.S. Army back in the
82nd Airborne Division, we had semi-vans with mainframe computers in them and security was not an
issue on anything because we owned and operated our own network. Now, with the networking and
being plugged into the world, there are significant challenges that go with that. It’s been astronomical
the changes that I’ve had the opportunity to experience in the automation and communication arena.
It’s pretty evident for high school and college students now – the way they grew up –my granddaughter
is already using a computer, and I didn’t use a computer until I was almost 25 years old! There have
been significant changes – both good and bad.
NSCI: How has USAREUR adapted to meet the new threats present in cyberspace?
HINGTGEN: We’re constantly evolving and staying current with all of the directives that come from our
higher-ups, trying to put in safeguards that are unique to Army in Europe that aren’t necessarily
happening in the continental United States. We have a significant amount of different posts, camps and
stations – called a Kaserne over here – scattered throughout Europe, so we’re not on a closed facility
like a Fort Bragg or Fort Hood with all of us in one physical boundary. We’re scattered and depend on
the fiber and commercial networks to allow a lot of our traffic to pass through. We’re just about there in
completing our facility upgrades.
Another significant change is that – not that we have an undisciplined workforce – but we have a
workforce that is using the company or government-supplied computer access to go and do different
things on the Internet. This is also true in the corporate world and in the other military branches and
government. If you get a good percentage of your employees doing that – whether it’s for a few minutes
a day or a considerable amount of time – it’s taking away bandwidth that is supposed to be dedicated to
the mission. That’s a challenge everywhere. We’ve done studies and we’ve gotten a lot better because
we’ve gotten people to understand that we are monitoring their actions on the Internet and on the
network. Another action that has helped is that our users are trained and certified as computer users to
know their specific roles and responsibilities.
NSCI: Many senior leaders have commented that trained cyber warriors are one of the most significant
shortfalls we have right now. As the lead for Information Assurance Policy, Programs and Training,
what programs have you initiated to prepare USAREUR soldiers for the fight in cyberspace?
HINGTGEN: The foundation for what we do is the policy and the law – the Federal Information Security
Management Act (FISMA) and other directives. So what we have here in Army Europe is a dedicated
training and certification program which is commercial certification for our elevated privileged users,
such as our systems administrators, organizational unit administrators and our enterprise
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administrators. At different levels, depending on what they do on the network, we have the appropriate
level of blended training – done online, prior with prerequisites and instructor-led training – which
culminates in a commercial certification test to show that they are certified and that they have gained
the knowledge needed in those positions. That’s a DoD 8570 regulation, so we have all of the training in
place to accomplish that.
We also do a lot of other training and certification for the Army in Europe workforce, which includes
AFRICOM and EUCOM, and USAFE [U.S. Air Forces in Europe] if they want to buy-in to our program. We
do project management, enterprise project management, enterprise architecture and information
technology infrastructure library (ITIL). Not only do people have to attend to keep their positions, but
we also allow for continued growth in the IT arena to become more professional and competent in your
duty roles and responsibilities to safeguard and secure the network – both as a systems administrator or
as a project lead for a group of systems administrators working a project.
Again, it’s the policy that sets the foundation of what we need to do, why we need to do it, and where
we need to focus our training energy and dollars to train and certify that set workforce. It’s a
combination of all three and then you tie in the IA programs already established in the Department of
Defense and in the Department of the Army. Those are umbrellas over what we’re trying to do. We use
those systems to facilitate the success down here on the ground, for example the Army Portfolio
Management Solution system, which helps with the management and day-to-day operations of our
certification and accreditation actions of those systems on our network. We use that system for the
recording, tracking, managing and moderating.
NSCI: How has this training improved cyber capabilities?
HINGTGEN: From my experience, it is a significant challenge to keep IT people in that set job because if
someone is a systems administrator working here on an exchange server, but there’s a staff position
across the street with a promotion for their career field, people want to go for a promotion and better
themselves – not only for the money, but for growth and professional development. They leave the
technical arena and go for staff or management-type positions, and it can be a big hindrance to the IT
team for those very competent and well-trained technicians to move into other positions. Before NSPS,
the 2210s received additional money based on the fact that you were a technician. That takes the good
people away. I’m not saying that more good people don’t fall in behind them, but you can’t replace
somebody overnight that will fully understand the theater and network as well as the relevance for the
role they have.
NSCI: What do you see as the next steps to providing the quality and quantity of cyber warriors senior
leaders are asking for?
HINGTGEN: All the services have gotten smart enough to try to consolidate resources, servers and
enterprise-type environments (versus a distributed environment like before). So we’re consolidating and
bringing things in and taking back the control of managing and operating the entire network. In my
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opinion, I believe that the end-state would be where the Department of Defense’s DISA – Defense
Information Security Agency – is the backbone and everyone rides off of one enterprise network. So all
of our IT professionals are support staff to one enterprise, instead of having just the Air Force enterprise
or the Army enterprise. We’d all be tied together and could use each other’s resources and share the
battle space for situational awareness. We’re trying to get there and are making headway, but I believe
that that would be the most significant thing that the Department of Defense could do to get all the IT
cyber warriors working in the same direction for the same network. We have the theater information
grid here in Army Europe, which is part of the global information grid. We should all be working in the
same channel. And that may be the goal of the new cyber command that they are standing up. I believe
that’s where we need to head.
People become fearful of change and they get fearful of losing their jobs, but change and moving in the
right direction leads to opportunity. The cyber warrior’s goal is to ensure that the network stays
available; that the information going back and forth has integrity, is sound, trustworthy and available
24/7; and that the network is fully supporting the mission requirement and its people are responsible
for what they’re saying on there…The synergy would be phenomenal.
NSCI: There has been a lot of discussion recently about the
need to prioritize network defense efforts using a risk-based
approach – we can’t afford to protect everything to the same
degree all the time, and not everything is equal in terms of
mission assurance. What is USAREUR doing in this area?
HINGTGEN: The priorities can come based on the threat. The
threat is always there, but if something new comes up, of
course the priority changes. For Army in Europe, the priority at
the moment – as it is for the rest of the Army – is the
deployment of data at rest, or mobile armor: products that
we’re implementing across Army Europe that will encrypt the
information on your hard drive so that should your laptop or device be stolen, the personal identifiable
information we don’t want others to see cannot be easily looked at… That is a major initiative that is
ongoing along with our pilots that we’re doing for the FY10 Crypto-Modernization Program to upgrade
all of our cryptographic-type devices throughout the network along with what we’re trying to do with
our network access control. There are a lot of major programs that are being pushed at the top as well
as things we’re doing at our own level, but they’re all tied together. They all have different timelines and
priorities.
The issue is things are changing at the same time you’re implementing other changes. You might be
going down one road and you might need to veer off and take a left turn because that has changed now
and you think “let’s go this way.” That’s a constant challenge also.
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NSCI: What kinds of opportunities do you see for interaction with industry partners in training for
cyber defense and offense?
HINGTGEN: Industry partners have a select role and we certainly need to work hand-in-hand with our
industry partners because they’re the ones that develop the products based on our requirements. ….It’s
industry that is the one that will facilitate meeting the requirements that we have. The UAV being able
to communicate from CONUS when it’s flying over Afghanistan is a perfect example of this because it’s a
wireless network, through satellite, down to a guy with headphones sitting in Colorado. It shows you the
power of the wired and the wireless networks and the communications. I think that’s one of the goals to
have that same level of confidence in communication down to the soldier in a foxhole. If you’re sitting in
the Pentagon and want to talk to a soldier in a foxhole, you have the ability to reach out and “touch”
him. That’s where I think we’re going. That takes a lot of smart people from industry to develop those
types of products.
NSCI: Is there anything else you’d like to add?
HINGTGEN: I believe that Army in Europe has the best training and certification. We have been
recognized for it DoD-wide. Again, I’ve got to go back to my point about the policy setting the standards
for us to follow, but having the resources, the people on the ground and the leadership support to make
whatever program happen is essential. And based on the things that are going on in the world and now
with President Obama’s cyber command, the visibility of leaders at all levels is much better now than it
has been in the past on the importance and how much we rely on IT.
There are some great videos out there – “What if” videos – asking “What if certain things happened?”
It’s scary how much we depend on our IT, our computers and our servers to manage, run and operate
on a daily basis. What would you do if they were compromised and taken out of the net? It’s a serious
threat and it can have serious ramifications for people and lives. My hat’s off to the president for
moving forward with the cyber command.

110 Royal Aberdeen 

CyberPro

Smithfield, VA 23430 

National Security Cyberspace Institute

ph. (757) 871-3578

P a g e | 10

CyberPro

Volume 2, Edition 16
August 13, 2009

Keeping Cyberspace Professionals Informed
CYBERSPACE – BIG PICTURE
What are the Rules of Engagement?
BY: KIM ZETTER, WIRED BLOG NETWORK
07/28/2009

With the increase of cyber war attacks, such as
the attacks on U.S. and South Korean Web sites
over the Fourth of July holiday, there are many
questions that need to be addressed about the
rules of engagement of cyber warfare. The
article says that we must determine “what
constitutes an attack, how do we identify its
source and what’s an acceptable response?”
We must also address how to determine the
origin of anonymous attacks, and what level of
proof is acceptable before launching a counter
attack. The article also discusses how there
needs to be some international cyber policy
that is established before it is needed and will
guide nations in retaliating against cyber
attacks.
http://www.wired.com/dualperspectives/articl
e/news/2009/07/dp_security_ars0728

Like it or Not, We’re Stuck with an Insecure
Information Infrastructure
BY: WILLIAM JACKSON, GOVERNMENT COMPUTER
NEWS
08/03/2009

This article discusses new technologies that
were presented at the Black Hat Briefings this
year, saying that new technologies are good
news because when vulnerabilities, exploits and
hacks are discovered, they can be patched. On
the other hand, it is also bad because no matter
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how many vulnerabilities we patch, we will still
be steps behind the criminals. The article
discusses how no one would have designed the
Internet to work the way that it does today; the
Internet is not well-designed, but has evolved
into systems that computer scientists must
struggle to understand. It would be impossible
to replace the protocols that form the
foundation of the Internet.
http://gcn.com/articles/2009/08/03/cybereye080309.aspx

Regulation is Harming Computer Security,
Say Experts
BY: IAIN THOMSON, SECURE COMPUTING
07/30/2009

Chief security officers at the recent Black Hat
USA 2008 conference said that too much of
their time is devoted to regulation. John Stuart,
CSO for Cisco, said that the security industry is
required to complete tasks that aren’t effective
for audits and to satisfy regulations. Bob West,
founder of security intelligence firm Echelon
One, says that time spent on compliance takes
away from a CSO’s time to do actual security
work. The article recommends that compliance
issues be addressed by other groups within a
company, leaving the CSO to focus on the
company’s security.
http://www.securecomputing.net.au/News/151
528,regulation-is-harming-computer-securitysay-experts.aspx
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CYBERSPACE – U.S. GOVERNMENT
U.S. Web-Tracking Plan Stirs Privacy Fears
BY: SPENCER S. HSU & CECILIA KANG, WASHINGTON
POST
08/11/2009

The Obama administration is proposing a plan
that would lift a “ban” on tracking how people
use government Internet sites, saying that
tracking use of the sites with cookies and other
technologies could make the government more
transparent and allow for more public
involvement. Privacy groups claim that tracking
could allow the government to collect personal
information from every user of a federal
government Web site. EPIC Executive Director
Marc Rotenberg says that the government
should ensure protection of Americans’ privacy
rights, not change their regulations to
accommodate new companies. The Center for
Democracy and Technology has said that it may
be time to rethink privacy safeguards to include
new tracking technologies, because the current
regulations may be hindering the government
from improving its services for the public.
http://www.washingtonpost.com/wpdyn/content/article/2009/08/10/AR200908100
2743.html

White House Backing Could Leave Social
Media Sites more Vulnerable
BY: JILL R. AITORO, NEXTGOV.COM
08/07/2009

Tom Kellermann, vice president of security
awareness at Core Security Technologies, says
that the Obama administration’s “endorsement
of social media” could cause the public to think
that the sites must be secure and safe to use.
Kellermann says that if the Obama

110 Royal Aberdeen 

CyberPro

administration asks the public to rely on social
sites like Twitter or Facebook for receiving
information, that there’d “better be leadership
in place to manage the risk.” The government
could increase educational efforts as well as
conduct assessments of cyber risks. White
House spokesman Nick Shapiro says that “social
media networks are an important and powerful
tool for communicating with the American
people” and says that cybersecurity is a priority
for President Barack Obama. Other experts say
that the enhanced communication and
productivity benefits justify the security
concerns with social media.
http://www.nextgov.com/nextgov/ng_2009080
7_3640.php?oref=topnews

‘Smart Grid’ Raises Security Concerns
BY: BRIAN KREBS, WASHINGTON POST
07/27/2009

Security experts are concerned that new smartgrid efforts do not have adequate built-in
security for protection against hackers, so the
Energy Department has released requirements
for electric utilities that require proof of
security efforts before granting them federal
“smart grid” grants. Security researchers say
that new technologies, such as smart meters,
could open up the grid to the possibility of
attacks. The Energy Department has said that
grant applications that score an “A grade on all
aspects” – not including cybersecurity efforts –
will not receive funding.
http://www.washingtonpost.com/wpdyn/content/article/2009/07/27/AR200907270
2988.html
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U.S. CYBER LEADERSHIP DEBATE
DoD Official Says U.S. Needs Separate
Cyberczar for Online Identity

http://www.threatpost.com/blogs/hathawayresigns-federal-cybersecurity-adviser

BY: KELLY JACKSON HIGGINS, DARK READING
07/30/2009

In Cybersecurity, Everyone’s a Critic

Robert Lentz, the deputy assistant secretary of
defense for cyber, identity and information
assurance in the Office of the Assistant
Secretary of Defense and the chief information
assurance officer for DoD, says that there needs
to be a second national cybersecurity czar that
would deal just with identity and anonymity on
the Web. In his keynote address at the Black
Hat security conference, Lentz said that without
reducing anonymity on the Internet, we cannot
ensure security and resiliency. Lentz also said
that a cybersecurity czar that focused on the
problems and risks associated with anonymity
on the Web could also work to address privacy
concerns that will result from reducing
anonymity.
http://www.darkreading.com/security/govern
ment/showArticle.jhtml;jsessionid=UCQFXFJAZY
OGYQSNDLPSKH0CJUNN2JVN?articleID=218900
177

Hathaway Resigns as Federal Cybersecurity
Adviser
BY: DENNIS FISHER, THREATPOST
08/03/2009

Melissa Hathaway recently resigned as the
country’s top cybersecurity adviser for
“personal reasons,” and said that she has no
interest in the federal cybersecurity coordinator
position. This spring, Hathaway completed a
review of the nation’s information security
posture and was one of more than a dozen
people that were being considered for the
federal cybersecurity coordinator position.
Hathaway announced two weeks ago that she
was not interested in the position and her
resignation will take effect Aug. 24.
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BY: JOHN S. MONROE, FEDERAL COMPUTER WEEK
08/10/2009

There has been much speculation about Melissa
Hathaway’s recent decision to withdraw her
application for the Obama administration’s
cybersecurity coordinator. Some have said that
Hathaway withdrew her application because
she was frustrated with how long the selection
process was taking. Other reports claim that
Hathaway was too closely tied with the Bush
administration, which affected her chances at
getting the job; still others said that while
Hathaway had the technical qualifications for
the position, she didn’t have the political
authority to “command respect.” Alan Paller,
director of research at the SANS Institute, says
that the cybersecurity coordinator will have
little power because they must report to the
National Security Council and the National
Economic Council instead of directly to the
president. Sen. Susan Collins (R-Maine) has also
said that Hathaway’s resignation is a result of
the Obama administration’s lack of leadership
in cybersecurity.
http://fcw.com/articles/2009/08/10/buzzcybersecurity.aspx

Collins Seeks Information on Hathaway
Departure
BY: ANDREW NOYES, CONGRESSDAILY
08/04/2009

Senate Homeland Security and Governmental
Affairs ranking member Susan Collins has asked
for a copy of Melissa Hathaway’s resignation
letter, and has also asked her staff to speak to
Hathaway about her reasons for leaving the
Obama administration. Collins has said that she
was “alarmed” at Hathaway’s decision, and has
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also said that having another federal
cybersecurity czar would reduce congressional
oversight and undermine her authority. Collins
has said that Hathaway was “one of the most

knowledgeable people in the federal
government.”
http://www.nextgov.com/nextgov/ng_2009080
4_6860.php?oref=topnews

CYBERSPACE – DEPARTMENT OF DEFENSE (DOD)
House Hot About ‘Propaganda’ Info Ops
BY: BOB BREWIN, NEXTGOV.COM
07/28/2009

The Defense Department’s information
operations budget has reportedly increased
from $9 million in 2005 to $988 million
requested for fiscal 2010, which the House
Appropriations Committee calls “staggering.” In
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a recent report, the committee questioned the
effectiveness of the information operations;
recommended terminating many messaging
projects; and removed $500 million from the
DoD’s requested budget.
http://whatsbrewin.nextgov.com/2009/07/hou
se_hot_about_propaganda_inf.php

Smithfield, VA 23430 

National Security Cyberspace Institute

ph. (757) 871-3578

P a g e | 14

CyberPro

Volume 2, Edition 16
August 13, 2009

Keeping Cyberspace Professionals Informed
The Pentagon War on Twitter
STRATEGY PAGE
08/07/2009

The Department of Defense first blocked access
to sites such as YouTube, Facebook, Flickr and
MySpace two years ago on any computer that
was connected to the Department of Defense
network (NIPRNet) – initially, because video and
audio clips from these sites were jamming the
network, making it difficult to get work done on
the network. Troops stationed overseas often
use social networking sites to communicate
with friends and family at home because the
sites allow a user to post messages, photos and
videos. Now, the services are reluctant to
completely ban the social networks, which are
even used by commanders in some cases to
communicate with subordinates. A ban on
social networks could also cause a “morale
problem” as it will cut off communication
between troops and their families and friends at
home. The Department of Defense is expected
to have established Internet security rules,
security software and system configuration
rules that will be consistent for all of the
services by the end of the year.
http://www.strategypage.com/htmw/htiw/artic
les/20090807.aspx

Pentagon Social Media Czar Pushes Web
2.0, Despite Ban Threat
BY: DAVID AXE, WIRED BLOG NETWORK
08/03/2009

Price Floyd, the military’s new socialnetworking czar, says that there has been no
decision on a ban of Web 2.0 application in the
Defense Department. Floyd, the principal
deputy assistant secretary of defense for public
affairs, is concerned because he was hired by
Defense Secretary Robert Gates to use the
technologies, such as social networks, that
allow Gates to “hear from people,” which would
be complicated by a ban on Web 2.0
applications. Floyd has already signed the
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Pentagon up for a Twitter account, and is
answering questions on the new Department of
Defense Web site.
http://www.wired.com/dangerroom/2009/08/p
entagon-social-media-czar-pushes-web-20despite-ban-threat/

A Social Network Happy Medium
BY: BOB BREWIN, NEXTGOV.COM
08/04/2009

Maj. Gen. Hank Morrow, commander of Air
Force North, says that a “common sense
approach” to social networking on sites such as
Twitter and Facebook could allow service
members to use social networks while assuring
security. Morrow said that service members
must be cautious when they post personal
information and keep operational security in
mind. Morrow gives the acronym SAPP for
airmen to use on social networks, which stands
for security, accuracy, policy and privacy.
http://whatsbrewin.nextgov.com/2009/08/a_s
ocial_network_happy_medium.php

Marines Jump the Gun on Networking
BY: JOHN SAWYER, DARK READING
08/05/2009

This article reports that the U.S. Marines have
decided to ban social networking sites
completely, and discusses how less restrictive
controls could be used to avoid an outright ban.
Marines often use social networking sites to
stay connected to friends and family, so a
complete ban could affect morale. The article
recommends that the Pentagon allow access to
social networking sites, but only from certain
hosts and networks that do not store classified
information. It also recommends scanning
traffic for malware and sensitive information,
filtering against malicious IPs and using antivirus
and host intrusion programs.
http://www.darkreading.com/blog/archives/20
09/08/marines_take_ai.html;jsessionid=DILGW
R1TD1VP1QE1GHOSKHWATMY32JVN
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Malware, Oversharing Lead Marines to Ban
Social Networks

Security Upgrades Highlight DISA Buying
Surge

BY: JACQUI CHENG, ARS TECHNICA
08/04/2009

BY: WILSON P. DIZARD III, FEDERAL COMPUTER
WEEK
08/10/2009

This article reports that the U.S. Marine Corps
has decided to ban social networking sites on
the Marine Corps Enterprise Network (MCEN)
because of malware and concerns that marines
will share sensitive information online. The ban
is effective immediately and for one year. The
order says that the nature of social networks
creates vulnerabilities and exposes unnecessary
information to enemies. The order also says
that social network sites are a “proven haven
for malicious actors and are particularly high
risk.” The government is still trying to “find the
balance between handling security risks and
online outreach.”
http://arstechnica.com/web/news/2009/08/ma
lware-oversharing-lead-marines-to-ban-socialnetworks.ars

Marines and Social Nets: We Goofed
BY: BOB BREWIN, NEXTGOV.COM
08/07/2009

This article claims that, despite news reports
last week, the Marine Corps did not ban access
to social networking sites. The Marine Corps has
said that they encourage Marines to share their
experiences on social networking sites as long
as they remember the importance of
operational security. News sites reportedly
reprinted the story about the ban after the
Associated Press first released a report saying
the Marines were no longer permitted on social
networking sites. Marine spokesman Lt. Craig
Thomas explains that the AP misunderstood
Marine administrative instruction from Aug. 3,
which said that Marines cannot access social
networks over a Defense network, but can still
access the sites.
http://whatsbrewin.nextgov.com/2009/08/mari
nes_and_social_nets_we_goo.php
110 Royal Aberdeen 

CyberPro

Defense Information Systems Agency officials
recently described more than 20 acquisition
projects, scheduled for the rest of 2009 and the
beginning of 2010, which they hope will
improve security across their “far-flung
networks and data centers.” The officials said
that the programs would include improvements
to the Global Information Grid, mission
assurance, computing services, the Defense
Information Systems network and satellite
communications systems. Sherrie Balko,
director of the Program Executive Office for
Mission Assurance and Network Operations,
explains that these new procurement programs
will be more flexible than past programs
because they will allow DISA clients to choose
the capabilities that they need to improve their
own existing IT security capabilities.
http://fcw.com/articles/2009/08/10/securityupgrades-disa.aspx

Defense Department Eyes Hacker Con for
New Recruits
BY: ROBERT MCMILLAN, COMPUTERWORLD
08/01/2009

Col. Michael Convertino, commander of the U.S.
Air Force’s 318th Information Operations
Group, recently attended the Defcon hacking
conference to find candidates for enlisted and
civilian cybersecurity positions. Jim Christy, the
Defense Department director of futures
exploration, says that federal government
employees first came to Defcon to improve
their relationship with the hacker community,
but that it is now common to recruit talented
candidates from the conference. Christy also
said that the Air Force recruits more
aggressively than other federal agencies. Mikko
Hypponen, chief research officer with security
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vendor F-Secure, says that the government will
find recruits that are skilled in attacking systems
at Defcon.
http://www.computerworld.com/s/article/9136
167/Defense_Department_eyes_hacker_con_fo
r_new_recruits?taxonomyId=17

U.S. Seeks ‘Top Guns’ for Cybersecurity
BY: GRANT GROSS, COMPUTERWORLD
07/27/2009

The U.S. Department of Defense Cyber Crime
Center, the Center for Strategic and
International Studies (CSIS), the Air Force
Association and the SANS Institute recently
announced a new initiative – the U.S. Cyber
Challenge – which will host three cybersecurity
competitions for students to identify possible
cybersecurity workers. The initiative’s
organizers have also announced that they will
offer scholarships, internships and job
opportunities to promising students. Security
experts say that the United States is lagging
behind countries such as China, who are
“actively recruiting and developing
cybersecurity professionals.”
http://www.computerworld.com/s/article/9135
944/U.S._seeks_top_guns_for_cybersecurity_?t
axonomyId=17

Cheshire Teenager Takes Top Prize in Cyber
Challenge
SENATE COMMITTEE ON HOMELAND SECURITY &
GOVERNMENTAL AFFAIRS
07/27/2009

Michael Coppola, a Cheshire High School
student, beat 75 teams and individuals from a
dozen countries to win the U.S. Cyber
Challenge’s “Net Wars” Competition.
Government agencies and private
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organizations, including the Center for Strategic
and International Studies, U.S. Department of
Defense Cyber Crime Center, the Air Force
Association, the SANS Institute and other
universities and companies sponsored the
competition that aimed to discover and train
young people who could become future cyber
security leaders. The competition asked
participants to attempt to gain access to an
online game without passwords, and then
defend and attack components in the game.
http://hsgac.senate.gov/public/index.cfm?Fuse
Action=Press.MajorityNews&ContentRecord_id
=be51788d-5056-8059-7620-33563f966a7b

U.S. Military Academies to Use ‘PhishMe’
DARK READING
07/30/2009

Intrepidus Group recently announced that the
U.S. service academies, including the U.S.
Military Academy, the U.S. Air Force Academy,
the U.S. Naval Academy and the U.S. Coast
Guard Academy, will all adopt PhishMe
software to train cadets to combat spear
phishing attacks. The service academies will also
conduct research with Intrepedis Groups on
phishing and whaling attacks. The PhishMe
software provides education for fighting these
attacks that are usually used in e-mail-based
social engineering schemes. The software
addresses these threats with innovative training
that helps companies create a human firewall
through user-friendly and cost-effective
functionality.
http://www.darkreading.com/insiderthreat/sec
urity/client/showArticle.jhtml?articleID=218900
100
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CYBERSPACE – DEPARTMENT OF HOMELAND SECURITY (DHS)
Social Networking for Better Government
BY: JILLIAN BADANES, THE WASHINGTON TIMES
07/28/2009

Steve Ressler, an information technology
specialist at the Department of Homeland
Security, created the GovLoop.com site which
allows employees of city, state and federal
agencies to share their experiences and best
practices. The site already has more than
14,000 members who participate in subcommunities and discussion forums. The site’s
users have also compiled resources for
communication strategies, government
acquisitions and recommendations for creating
social media policies. Most recently, more than
100 of the site’s members participated in a
White House discussion about improving
President Barack Obama’s Open Government
Initiative.
http://www.washingtontimes.com/news/2009/
jul/28/social-networking-for-a-bettergovernment/

Cybersecurity Official Resigns
BY: ELLEN NAKASHIMA, WASHINGTON POST
08/08/2009

Mischel Kwon, the director of the Department
of Homeland Security’s U.S. Computer
Emergency Readiness Team, submitted a
resignation letter last week. Kwon’s colleagues
say that she was frustrated by “bureaucratic

obstacles and a lack of authority to fulfill her
mission.” Melissa Hathaway, the White House’s
lead cybersecurity official, and Homeland
Security cybersecurity official Rod Beckstrom
have also resigned this year, which some
experts say is an indication of a lack of support
for cybersecurity efforts and the inability of the
federal government to “retain and effectively
utilize qualified personnel.”
http://www.washingtonpost.com/wpdyn/content/article/2009/08/07/AR200908070
2805.html

Kwon to Join RSA as VP
GOVERNMENT INFORMATION SECURITY
08/10/2009

RSA President Art Coviello recently announced
that Mischel Kwon will join RSA as vice
president of public sector security solutions to
lead its security consulting services practice.
Kwon resigned last week from her position as
director of U.S.-CERT. Her new position as RSA
will require Kwon to advise clients on building
and defending their critical infrastructures
against cyber threats and vulnerabilities. Kwon
will also help develop RSA products and security
solutions.
http://www.govinfosecurity.com/articles.php?a
rt_id=1694

Raytheon
Aspiring to be the most admired defense and aerospace systems
supplier through world-class people and technology Raytheon is
a technology leader specializing in defense, homeland security,
and other government markets throughout the world. With a
history of innovation spanning more than 80 years, Raytheon
provides state-of-the-art electronics, mission systems
integration, and other capabilities in the areas of sensing;
effects; command, control, communications and intelligence
systems, as well as a broad range of mission support services.
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CYBERSPACE – INTERNATIONAL
Dirty Deeds Done Dirt Cheap
STRATEGY PAGE
08/01/2009

Armenia believes that neighbor Azerbaijan has
hired Internet criminal hackers to attack and
cripple Armenian access to the Internet. The
article discusses how Internet hacking gangs
have become popular in Russia and Eastern
Europe and says that some Internet gangs make
deals with local police in countries like Russia,
Belarus or Azerbaijan. The article claims that in
this case, the Azerbaijan criminals were less
discreet than most Internet gangsters and
didn’t cover their tracks well. The article
discusses how many Web users have hired
Internet criminal gangs to launch DDoS attacks,
which can be carried out for less than $100
dollars. Some Internet crime gangs form
botnets of 100,000 or more PCs, which they can
rent out to make a profit.
http://www.strategypage.com/htmw/htiw/artic
les/20090801.aspx

New Undersea Cables to Expand
Broadband in Africa
BY: CAT CONTIGUGLIA, NEW YORK TIMES
08/10/2009

Seacom has recently announced that it will
build the first fiber-optic cable that will provide
broadband to Southern and Eastern Africa. This
project is part of a plan to expand African
Internet access and improve Africa’s economy
and technology industry. Alan Mauldin,
research director at TeleGeography, says that
the new cables will complete the “international
Web of undersea cable” to better connect
countries such as Kenya and Uganda with the
Western world. Analysts say that better
information and communication technology
corresponds with economic growth, and that
the technology sector in Africa will benefit from
the high-speed Internet access because they
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will be able to perform outsourcing services and
support new businesses. Analysts also predict
that the new cable will provide Internet service
that is 10 times faster than any current service
in Africa.
http://www.nytimes.com/2009/08/10/technolo
gy/10cable.html?_r=2

Cable Fault Cuts Off West Africa
BBC NEWS
07/30/2009

Damage to an undersea cable left Internet users
disconnected in Benin, Togo, Niger and Nigeria.
Ladi Okuneye, chief marketing officer of
Suburban Telecom, says that damage to the
SAT-3 cable that runs from Portugal and Spain
to South Africa caused 70 percent of Nigeria’s
bandwidth to be cut off. SAT-3 is currently the
only fiber optic cable serving West Africa. Some
of the disconnected countries are routing their
net traffic through neighboring countries,
although Togo and Niger remain offline. The
SAT-3 consortium is also in the process of
investigating the fault.
http://news.bbc.co.uk/2/hi/technology/817601
4.stm

Time to Hit Cyberespionage
BY: MICHELLE VAN CLEAVE, WASHINGTON TIMES
08/06/2009

This article discusses China’s cyberexploits.
Canadian researchers have reportedly found
that China has infiltrated computer systems in
103 different countries, and has formed an
“electronic spy network” that can gather vast
quantities of data and leave behind malware
that could take control of a computer’s audio
recording functions. The article says that all U.S.
national weapons laboratories, Pentagon
computers, communications systems and other
sensitive networks have been attacked by
China-based cyberintruders. Chinese intruders
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have reportedly left software on the U.S.
electric-power grid that could be used to
disrupt power supplies, and have also broken
into the British Telecom’s network and could
disable Britain’s communications and utilities.
Experts warn that the Chinese are investing a
lot of time into mapping our networks, testing
capacity limits and engineering assured access.
This article suggests that now may be the time
to launch a national counterintelligence
strategy to go on the offense against foreign
intelligence threats.
http://www.washingtontimes.com/news/2009/
aug/06/time-to-go-on-offense-against-chineseother-cybere/
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A Deeper Look at Iranian Filtering
TECHNOLOGY REVIEW
08/06/2009

Network security firm Arbor Networks recently
analyzed traffic in both internal and externalfacing Internet service providers in Iran, and
found that the Iranian government has
increased the amount of data it filters from the
Internet. The Iranian government claims that
traffic is dropped because of a lack of capacity,
but Craig Labovitz, chief scientist for Arbor
Networks, says that Iranian ISPs are still filtering
content although capacity is not an issue. The
article also discusses how traffic to Iran’s ISPs
dropped significantly after the June 12 election,
except for traffic to one internal ISP that has
several government ministries as clientele.
http://www.technologyreview.com/blog/unsaf
ebits/23946/
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After Links to Cybercrime, Latvian ISP is
Cut Off
BY: ROBERT MCMILLAN, COMPUTERWORLD
08/05/2009

The Real Host ISP, based in Riga, Latvia, was
recently taken offline after Internet security
researchers complained that the ISP controlled
command-and-control servers for infected
botnet PCs. Paul Ferguson, a researcher for
Trend Micro, said that the ISP was a “cesspool
of criminal activity” because of its links to
phishing sites and malicious rogue antivirus
products. Other ISPs, including Atrivo, McColo
and 3FN were also taken offline in the past year
after being linked to malicious activity.
http://www.computerworld.com/s/article/9136
262/After_links_to_cybercrime_Latvian_ISP_is_
cut_off?taxonomyId=17

Chinese Bandits Can’t Be Touched
STRATEGY PAGE
07/28/2009

German industrialists say that large-scale
Chinese industrial technology theft is doing
harm to the German economy. Chinese
engineers sometimes take jobs with German
firms and then steal their information,
manufacturing processes and business
methods. Chinese hackers also steal business
information over the Internet. Chinese products
often appear in areas where there are no
Chinese producers, which is a clue that other
manufacturers have been ripped off. In addition
to Germany, the United States and Russia have
also suffered losses in weapons and heavy
machinery manufacturing.
http://www.strategypage.com/htmw/htiw/artic
les/20090728.aspx

Chinese Enforcers Press Oz
Korean ‘Journalists’ Booted from Defcon

STRATEGY PAGE
08/03/2009

A group of government-backed Chinese
hackers, called the Red Hackers Alliance (RHA),
recently attacked and shut down online ticket
sales for an Australian film festival featuring a
film that was directed by a Uighur activist that
the Chinese consider a criminal. The RHA is
made up of patriotic, university trained network
security experts who officially provide network
security training and advice, but who have also
attacked foreign targets in the past. The article
discusses how it can be very beneficial for a
government to have a good relationship with
hackers, encouraging their activities by allowing
them to target a “foreign enemy” such as
Australia.
http://www.strategypage.com/htmw/htiw/artic
les/20090803.aspx
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BY: ROBERT MCMILLAN, COMPUTERWORLD
08/03/2009

Defcon hacking conference representatives say
they had to remove four South Korean
journalists from the conference because they
were acting suspicious, as if they were on an
“intelligence-gathering expedition.” Hackers at
the conference said that the journalists’
questions were inappropriate. The show’s
organizers say that this kind of incident happens
every year because journalists can ask probing
questions without looking too suspicious.
Organizers also said that government
employees posing as press will often ask very
technical questions quickly, and are not
interested in the motivation behind the
research.
http://www.computerworld.com/s/article/9136
182/Korean_journalists_booted_from_Defcon
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Cyber-Spies Pose an Ever-Growing Risk
BY: JONATHAN PEARLMAN, THE SYDNEY MORNING
HERALD
07/30/2009

David Irvine, who recently became the new
head of the Australian Security Intelligence
Organisation, says that cyber-espionage is “a
growing national security risk” and that the
“explosion of electronic communications
technology” has expanded the number of

threats from cyber criminals. Irvine also said
that although the ASIO’s work was usually
sensitive, he would focus on protecting
Australian citizens, and that he would
encourage information sharing that would help
to avoid an attack.
http://www.smh.com.au/technology/security/c
yberspies-pose-an-evergrowing-risk-20090729e1pj.html

CYBERSPACE RESEARCH
Researcher Pressured to Pull ‘Conficker’
Talk
BY: JIM FINKLE, REUTERS
07/30/2009

In a recent interview, Mikko Hypponen, chief
research officer for security firm F-Secure,
declined to comment on the ongoing
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investigation to find the criminals behind the
Conficker virus, and changed parts of his talk at
the Black Hat security conference about the
investigation. Hypponen said that he would still
discuss the Conficker virus at the conference,
but that he could not discuss new information
from the investigation into the virus. Conficker
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began spreading last year, and was estimated to
have infected 10 million computers at its peak
in March.
http://in.reuters.com/article/technologyNews/i
dINIndia-41413520090730?rpc=401&

Another Major Mac Computer Security
Flaw Discovered
BY: JASON MICK, DAILY TECH
07/30/2009

Security researcher Dino Zovi has discovered a
flaw in OS X that could allow hackers access to
users’ credit card numbers and more. The
hacker needs only to gain access to the
computer’s root memory, and can then
download malicious files and control the
computer remotely. The attack allows the
hacker to steal information that is encrypted.
Security experts warn that Mac computers are
not more secure because of superior security
policies, but only because they have a much
smaller market share. The article also warns
that the “interest and the means are finally
coming together that could make for the first
serious malware attack on Mac computers.”
http://www.dailytech.com/Another+Major+Ma
c+Computer+Security+Flaw+Discovered/article1
5832.htm

Cyber Attacks at U.S. Energy Companies
HELP NET SECURITY
08/05/2009

LogLogic recently released a report that
discusses IT security industry benchmarks and

best practices for the energy sector. The report
includes input from security professionals from
energy and utilities companies as well as
measurements for security effectiveness,
security spending and regulatory compliance
challenges. The LogLogic study included a
survey of information security professionals in
energy corporations and government
organizations, and two-thirds of the
respondents reported more than 75 serious
security vulnerabilities each week. IT security
managers also said that regulatory compliance
is not adequate enough to secure businesses.
http://www.netsecurity.org/secworld.php?id=7838

The Project Grey Goose Cyberwar Report
BY: BRUCE STERLING, WIRED BLOG NETWORK
08/03/2009

Bruce Sterling discusses the Project Grey Goose
cyberwar report in this blog post. Sterling says
that the report provides details on transnational
cyberwar attacks that he had not heard yet, and
that the report seems to claim that all cyberwar
attacks are organized and carried out by
teenage hackers. Sterling also writes that either
the project team lacked the clout to uncover
actual salaried, full-time cyberwar
professionals, or the hackers really are just
teenagers who are attacking governments.
http://www.wired.com/beyond_the_beyond/2
009/08/the-project-grey-goose-cyberwarreport/

Intelligent Software Solutions
ISS is a leading edge software solution provider for enterprise and system
data, services, and application challenges. ISS has built hundreds of
operationally deployed systems, in all domains – “From Space to Mud”™.
With solutions based upon modern, proven technology designed to
capitalize on dynamic service-oriented constructs, ISS delivers innovative
C2, ISR, Intelligence, and cyber solutions that work today and in the
future. http://www.issinc.com.
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Researchers Find Insecure BIOS ‘Rootkit’
Pre-Loaded in Laptops
BY: RYAN NARAINE, ZDNET
07/30/2009

The Computrace LoJack for Laptops, which is
included on laptop computers as a theftrecovery service, is actually a BIOS rootkit that
allows hackers to hijack and control victim
machines. Because of design vulnerabilities and
a lack of strong authentication, security
researchers say that hackers could completely
compromise a system. The service is powerful
enough to completely wipe out all information
on a laptop or can even completely reinstall an
operating system. Because the rootkit is whitelisted by antivirus software, and included on 60
percent of all new laptops, malicious
modifications to the rootkit are not detected.
http://blogs.zdnet.com/security/?p=3828

Researcher Unmasks Sneaky Clampi Trojan
at Black Hat
BY: BRIAN PRINCE, EWEEK.COM
07/29/2009ONE

At the Black Hat security conference,
SecureWorks researcher Joe Stewart said that
he has analyzed the Clampi Trojan, and has
found that it is “one of the most sophisticated
Trojan criminal operations on the Internet.”
Some security researchers believe that the virus
has been infecting computers since 2007, and
has stolen data from thousands of users that
can be used to log-on to 4,600 banking and
other sites. The virus is able to infect every
computer on a network because it uses the
SysInternals PsExec tool to spread when a
domain administrator logs-on to an infected
machine. The virus also uses 448-bit blowfish
encryption for sending traffic back to a
command-and-control server. SecureWorks
recommends that companies carry out banking
and financial transactions on one designated
machine that is separate from the entire
network, and that can be disconnected from
110 Royal Aberdeen 
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the Internet except for necessary financial
transactions.
http://www.eweek.com/c/a/Security/Research
er-Unmasks-Sneaky-Clampi-Trojan-at-Black-Hat337302/

Researcher Reveals Massive ‘Professional
Thieving’ Botnet
BY: GREGG KEIZER, COMPUTERWORLD
07/29/2009

Joe Stewart, director of malware research for
SecureWorks’ counter-threat unit, says that the
Clampi malware has infected 1 million PCs and
is able to steal financial information from users
that log-on to their bank, stock, credit card and
insurance Web sites. Stewart claims that there
have been few other thieving pieces of malware
that were as sophisticated as Clampi, which
targets the user credentials of 4,500 Web sites
as opposed to most banking Trojans, which
target only 20 or 30 sites. A computer can
become infected when users open an e-mail file
attachment or use a multi-exploit toolkit that
targets several Windows vulnerabilities. Stewart
explains that Clampi is different than previous
banking Trojans because of its size, but also
because it uses multiple layers of encryption to
hide the attack code and make it almost
impossible for researchers to reverse engineer
the malware.
http://www.computerworld.com/s/article/9136
056/Researcher_reveals_massive_professional_
thieving_botnet

The Underpaid Cybersecurity Pro
BY: ERIC CHABROW, GOVERNMENT INFORMATION
SECURITY
07/29/2009

A recent survey by the Partnership for Public
Service and Booz Allen Hamilton found that
only three of 10 CIOs and CISOs were “satisfied
or very satisfied with pay packages they can
offer prospective employees.” The survey says
that CIOs, CISOs, IT hiring managers and HR
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professionals agree that they are unable to
compete with the private sector for qualified
cyber candidates. A lack of advancement
opportunities also reportedly keeps qualified
applicants from government positions. The
report did say that working for the government
does have its benefits and that agencies can
recruit more workers by creating compensation
packages that emphasize non-financial benefits.
http://blogs.govinfosecurity.com/posts.php?po
stID=257

Nuclear Command and Control Structures
Vulnerable to Cyber Terrorism

Disarmament (ICNND) says that nuclear
command and control systems are vulnerable to
attacks from cyber terrorists. The paper
discusses how countries could launch attacks by
computer that look as if they originated from
another country, or could disrupt emergency
communications and transportation services to
maximize destruction. Hackers could even make
false claims of responsibility from government
Web sites or IP addresses in an attempt to
cause a hasty military response.
http://www.circleid.com/posts/20090727_nucl
ear_command_control_vulnerable_to_cyber_te
rrorism/

CIRCLEID
07/27/2009

A recent report from the International
Commission on Nuclear Non-proliferation and
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CYBERSPACE HACKS AND ATTACKS
Hackers Have Grown Up
BY: KEVIN POULSEN, WIRED BLOG NETWORK
07/28/2009

This article discusses how a cyber criminal gang
utilized new technology, such as high-security
cryptographic hashing algorithm MD-6, to make
the Conficker worm more powerful and difficult
to shut down. Hackers are no longer teenagers
looking to deface Web sites, but are now wellfunded and skilled criminals who embrace the
latest technologies to write malicious code and
make a profit. Hackers are even selling hacking
services to make additional money. Security
experts discuss how quickly hackers are now
able to exploit newly-disclosed vulnerabilities,
and also how hackers find or purchase their
own vulnerabilities – called “zero day exploits”
– which are particularly dangerous because no
security patch yet exists for these
vulnerabilities.
http://www.wired.com/dualperspectives/articl
e/news/2009/07/dp_security_wired0728

Vulnerabilities Allow Attacker to
Impersonate Any Web site
BY: KIM ZETTER, WIRED BLOG NETWORK
07/29/2009

Because of the way that Web browsers
implement Secure Socket Layer
communications, security researchers warn that
attackers could be able to obtain a certificate
for a legitimate Web site that could fool popular
browsers into believing that an infected site
was authentic. By adding the null character \0
into a site’s URL, hackers can obtain a copy of
the certificate for sites that they do not own.
The article explains that criminals can even
register a domain like *\0.badguy.com, which
would give him a certificate that would work for
any site on the Internet, since it is a wildcard
domain and browsers stop reading any
characters that follow the “\0”. This would
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allow the criminals to intercept
communications from any site on the Web.
Security researcher Moxie Marlinspike said that
he will soon release a tool called SSLSniff that
checks traffic going to secure Web sites to stop
man-in-the-middle attacks, although
Marlinspike says that the only way to fix the
problem is for vendors to change their SSL
implementation to read the full domain name,
including any letters after null characters.
http://www.wired.com/threatlevel/2009/07/ka
minsky/

Russian Hackers Besiege Social Sites to
Silence Pro-Georgia Blogger
BY: RENAY SAN MIGUEL, TECHNEWSWORLD
08/07/2009

Experts believe that the distributed denial-ofservice attacks that affected Twitter and other
social networks were meant to silence a single
pro-Georgian blogger who wanted to
commemorate the anniversary of the war
between Russia and Georgia. Twitter was
completely shut down last Thursday morning as
a result of the attacks, which were aimed at
blogger “Cyxymu.” Experts believe that the
Russian FSB could have been responsible for the
attacks, since they have the capability and
because of the “timing and the nature of the
victim.” Experts say that the attacks prove how
much botnet power countries like Russia have
at their disposal, and say that companies that
are targeted by a hostile foreign intelligence
agency will be “undermanned from a
technology perspective” and often unable to
defend against the attacks.
http://www.technewsworld.com/edpick/67809.
html?wlc=1250091004
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Twitter DDoS Attack Takes Twists and
Turns
BY: BRIAN PRINCE, EWEEK.COM
08/08/2009

Distributed denial-of-service attacks targeted
several Web 2.0 sites last week, beginning Aug.
6, and were able to shut down socialnetworking site Twitter. Many security experts
believe that the hackers were trying to silence
pro-Georgian blogger “Cyzymu.” John Harrison,
group product manager at Symantec Security
Response, says that Web administrators need
to secure their sites and have spare IP
addresses registered in case of an attack.
Administrators should also be familiar with their
ISP and have a monitoring system that could
provide an early warning in the case of an
attack. Firewalls and routers can also help to
block or redirect IP addresses and traffic during
an attack.
http://www.eweek.com/c/a/Security/TwitterDDOS-Attack-Takes-Twists-and-Turns-325868/

Cyber Attacks Continue at LiveJournal
YAHOO! TECH
08/10/2009

A spokesman for social-networking Web site
LiveJournal says that the site is still affected by
attacks that took down LiveJournal, Twitter and
Facebook last week. A pro-Georgian blogger
who calls himself “Cyxymu” was still unable to
post on the site, leading some to believe that
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the DDoS attacks were intended to silence his
commentary. Security experts say that they may
never be able to identify the source of the
attacks, although Cyxymu blames Russian
authorities.
http://tech.yahoo.com/news/afp/20090810/tc_
afp/usrussiaitinternetfacebooktwitterlivejourna
l

Twitter Meltdown Raises Questions About
Site Stability
BY: JOHN LEYDEN, THE REGISTER
08/07/2009

The recent Internet attack on social networking
sites Facebook, Twitter, LiveJournal and Blogger
had a “paralyzing effect” on Twitter and “raised
questions about the site’s apparent fragility.”
Although Facebook and other sites had some
“intermittent difficulties,” Twitter was
completely taken offline for hours last Thursday
and was still experiencing reduced service levels
into Friday. The attack apparently targeted proGeorgian blogger “Cyxymu” and coincides with
the first anniversary of the war between Russia
and Georgia. Experts explain that Twitter relies
on only one service provider, and lacks back-up
and a comprehensive disaster recovery plan,
which explains why the site was so much more
affected than the other attacked sites.
http://www.theregister.co.uk/2009/08/07/twitt
er_attack_analysis/
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Twitter DDoS Attack May Have Been Set
Out to Silence an Anti-Russian Blogger

Cyber-Criminals Targeting Social Networks,
Experts Warn

SECURITY PARK
08/07/2009

SPACE WAR
07/29/2009

This article discusses how the massive
distributed denial-of-service attack that took
down Twitter for a couple of hours last week
could have been targeting one user, an antiRussian blogger called Cyxymu. The attacks
were launched on the anniversary of the
Georgian troops moving into South Ossetia
during the conflict last year between Russia and
Georgia. Don Leatham, senior director of
Solutions and Strategy for Lumension, says that
Twitter should learn from the attacks and
redirect some of its energy to improving
security and protecting its millions of users.
Businesses are also increasingly using Twitter to
communicate with their customers, which could
be dangerous for the company if Twitter
continues to be vulnerable to attacks.
http://www.securitypark.co.uk/security_article
263541.html

Cyber-criminals are increasingly targeting social
networking sites, such as Facebook or Myspace,
because users often post personal information
including their name, date of birth, address, email and phone numbers. Security specialist
Asier Martinez says that the Koobface virus,
which targets social networking sites, has
affected thousands of Facebook and Twitter
users since August 2008. Social network viruses
often send fake messages to a user’s friends,
asking them to go to a Web site that contains
malware. Internet security blogger Laura Garcia
says that the popular games and quizzes on
social networks could also be links to hostile
sites.
http://www.spacewar.com/reports/Cybercriminals_targeting_social_networks_experts_
warn_999.html

Hackers Target House.gov Sites
Is Cyber Warfare to Blame for Twitter
Meltdown?
BY: BEN PARR, MASHABLE
08/06/2009

Bill Woodcock of Packet Clearing House claims
that the attacks that targeted Twitter,
Facebook, LiveJournal and other social media
Web sites was not a traditional DDoS attack, but
was rather conducted through a wave of spam
e-mail messages directed at the sites. Instead of
using a botnet to send traffic to the sites, the
criminals behind the attacks sent spam
messages to infiltrate the sites. This article also
discusses possible links between the conflict in
Russia and Georgia and the attacks on the sites
and says that cyber warfare could be to blame
for the attacks.
http://mashable.com/2009/08/06/twittercyber-warfare/
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BY: BRIAN KREBS, WASHINGTON POST
08/06/2009

Hackers recently broke into Web sites of
members of the U.S. House of Representatives,
replacing portions of the Web sites with “digital
graffiti,” such as messages that read “H4ck3d by
3n_byt3 @ Indonesia H4ck3rs.” Adam Bozzi, a
spokesman for Rep. Harry Mitchell (D-Ariz.) says
that the hackers guessed the passwords used to
administer the site, but the hackers did not
steal any sensitive data or materials. Jeff
Ventura, a spokesman for the House’s chief
administrative office, says that the defacements
were removed within hours of being detected,
and also claims that the attacks were the result
of an outside vendor that did not adhere to the
House’s required security standards. The
vendor, GovTrends, provides Web hosting for
approximately 100 House sites. Passwords for
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the Web sites have since been changed and are
now much stronger.
http://voices.washingtonpost.com/securityfix/2
009/08/hackers_target_housegov_sites.html

Hackers Attack Israeli Party Site
BBC NEWS
08/06/2009

Hackers recently attacked the official Web site
of the Kadima party, one of Israel’s main
political parties. The hackers defaced the site
with pictures of wounded Palestinians and the
aftermath of suicide bombings. The hackers also
posted messages in Hebrew and Arabic
including threats to party leader Tzipi Livni. One
picture of Livni included the words “We promise
you – we’re coming.” The images were since
removed and the site has been brought back
online.
http://news.bbc.co.uk/2/hi/technology/818700
2.stm

Hackers Break into MI5 Web Site
BY: PHIL MUNCASTER, V3.CO.UK
07/30/2009

A hacking gang, called Team Elite, was recently
able to hack into the MI5 Web site, which
contains classified information such as the
identity of agents and informers in terror
groups like Al Qaeda. Sophos senior technology
consultant Graham Cluley says that the hackers
were only able to compromise details of who

was visiting the site as confidential MI5 data
was locked away in back-office systems. The
article says that there was no significant
damage caused by the attack, but that the
incident should serve as a reminder for site
owners to invest in malware scanning services.
http://www.v3.co.uk/v3/news/2247000/mi5web-site-hacked

Real Black Hats Target Security Pros on Eve
of Conference
BY: KIM ZETTER, WIRE BLOG NETWORK
07/29/2009

Hackers targeted two noted security
professionals – security researcher Dan
Kaminsky and former hacker Kevin Mitnick –
and broke into their Web sites, stealing
personal information and posting it on the Web.
The hackers may have timed their attack to
coincide with the Black Hat and DefCon security
conferences this week, where Kaminsky was
speaking. The hackers said that Kaminsky and
Mitnick used insecure blogging and hosting
services, and gave out the researchers’
passwords, private e-mails and files. The
hackers also left messages on the researchers’
sites saying that they have no real security
expertise.
http://www.wired.com/threatlevel/2009/07/ka
minsky-hacked/

High Tech Problem Solvers
www.gtri.gatech.edu

From accredited DoD enterprise systems to exploits for
heterogeneous networks, GTRI is on the cutting edge of
cyberspace technology. Transferring knowledge from
research activities with the Georgia Tech Information Security
Center, GTRI is able to bring together the best technologies,
finding real-world solutions for complex problems facing
government and industry.
110 Royal Aberdeen 
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CYBERSPACE TACTICS AND DEFENSE
Microsoft Calls for United Front in War on
Malware, Hackers
BY: JABULANI LEFFALL, GOVERNMENT COMPUTER
NEWS
07/28/2009

Mike Reavey, director of the Microsoft Security
Response Center, recently released a statement
that called for better information sharing
between software companies and channel
partners to combat malware and cyber attacks.
Microsoft is launching a new collaborative
initiative called Project Quant, which will bring
together vendors to develop security patches
and update management cost models for
companies. Microsoft is also planning new
defense measure in the new version of Office in
which Word, Excel and PowerPoint files will be
more protected from malicious coding.
http://gcn.com/Articles/2009/07/28/MicrosoftBlack-Hat-security-initiatives.aspx

New Weapon Revealed for Defense
Against Zero-Day Attacks
BY: WILLIAM JACKSON, GOVERNMENT COMPUTER
NEWS
07/29/2009

Networks and PCs will continue to use
signature-based malware detection tools, but
will now also use new behavioral anomaly
detection tools which can identify threats based
on their behavior. Trusted Computer Solutions,
Inc., is introducing the CounterStorm software,
which is able to learn how to identify normal
behavior on a network and then alert
administrators when it sees bad behavior. TCS
Chief Operating Officer Ed Hammersia says that
the major selling point of the software is its
ability to detect anomalies in near real-time,
which is important for a system that is trying to
detect first-time attacks. The product also has a
low false-positive rate which is “a primary
concern for behavior-based tools.”
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http://gcn.com/articles/2009/07/29/black-hatbriefings-trusted-computer-systemscounterstorm.aspx?s=gcndaily_300709

Scanning for Malware Should be an
Outside Job
BY: MICHAEL HOROWITZ, COMPUTERWORLD
07/27/2009

With new malware such as the Clampi Trojan
horse program, which is able to access victims’
bank accounts to steal money, security experts
are recommending that suspect systems be
scanned from the outside, while the operating
system is not running to ensure that malware is
detected. Scanning a suspect system from the
outside does not yet replace scanning from the
inside because outside scanners do not mount
an infected registry. Scanning programs like
MalwareBytes and SUPERAntiSpyware are
working on mounting the registry while
scanning from the outside, which experts say
will be a big step forward in malware detection
and removal.
http://www.pcworld.com/businesscenter/articl
e/169126/scanning_for_malware_should_be_a
n_outside_job.html

Researchers Try to Stalk Botnets Used by
Hackers
BY: JOHN MARKOFF, NEW YORK TIMES
07/27/2009

Researchers at Sandia National Laboratories
have converted a Dell supercomputer “to
simulate a mini-Internet of 1 million
computers,” to help them better study the
behavior of botnets. Hackers form botnets by
infecting millions of scattered computers,
making it more difficult to observe and track
the botnet. The researchers used virtual
software technology to run many instances of a
Linux-based component to simulate the million
operating systems, and will focus on the
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Windows operating system – using an open
source program, called Wine, instead of
Windows itself.

http://www.nytimes.com/2009/07/28/science/
28comp.html?_r=2

CISCO
Cisco (NASDAQ: CSCO) enables people to make powerful
connections-whether in business, education, philanthropy,
or creativity. Cisco hardware, software, and service
offerings are used to create the Internet solutions that
make networks possible-providing easy access to
information anywhere, at any time. Cisco was founded in
1984 by a small group of computer scientists from Stanford
University. Since the company's inception, Cisco engineers
have been leaders in the development of Internet Protocol
(IP)-based networking technologies.
Today, with more than 65,225 employees worldwide, this
tradition of innovation continues with industry-leading
products and solutions in the company's core development
areas of routing and switching, as well as in advanced
technologies such as: Application Networking, Data Center,
Digital Media, Radio over IP, Mobility, Security, Storage
Networking, TelePresence, Unified Communications, Video
and Virtualization. For additional information:
www.cisco.com

CYBERSPACE - LEGAL
Congressman Calls for P2P Ban After
Sensitive Data Leaks
BY: MATTHEW LASAR, ARS TECHNICA
07/29/2009

Representative Edolphus Towns (D-N.Y.)
recently announced that he will introduce a bill
that would ban LimeWire-style software from
government and government contractor
computers and networks. Towns spoke to the
Committee on Oversight and Reform, and said
that the Federal Trade Commission should look
into whether the inadequate standards on peerto-peer software constitute unfair trade
practices. At the hearing, Robert Boback from
the Tibersa security company demonstrated
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how other countries could find confidential U.S.
documents. He presented one example in which
a list of U.S. nuclear facilities’ locations and
activities was found on computers in France.
Towns said that the file-sharing software
industry will not ensure user safety on their
own and that there must be new legislation as
well as increased awareness about the dangers
of file-sharing.
http://arstechnica.com/security/news/2009/07
/congress-wants-ban-on-p2p-software-forgovernment-computers.ars
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Lawmakers Back Permanent U.S.
Involvement with ICANN

Rockefeller, Snowe Retool Cyber Bill
BY: ANDREW NOYES, CONGRESSDAILY
07/31/2009

BY: ROY MARK, EWEEK.COM
08/05/2009

Reps. Henry Waxman and Rich Boucher are
calling for a permanent deal between the U.S.
and ICANN, the nonprofit organization
responsible for managing the assignment of
domain names and IP addresses. The current
Joint Project Agreement between the U.S.
government and ICANN expires Sept. 30. House
Energy and Commerce Chairman Henry
Waxman (D-Calif.) and Communications
Subcommittee Chairman Rick Boucher (D-Va.)
have said that, rather than renewing the JPA,
there should be a permanent agreement
between ICANN and the Department of
Commerce. Although ICANN leaders have
claimed that it is ready for independence from
the U.S. government, American lawmakers feel
that the United States retains an interest.
http://www.eweek.com/c/a/GovernmentIT/Lawmakers-Back-Permanent-USInvolvement-With-ICANN-367684/?kc=rss
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Sen. John Rockefeller and Sen. Olympia Snowe
plan to introduce a “retooled version” of the
cybersecurity legislation they first introduced in
April. The original bill included a controversial
provision that would give the president the
power to shut down the Internet in the case of
a cyber crisis. The original bill also called for the
creation of an Office of the National
Cybersecurity Advisor within the White House
that would report to the National Security
Council and the National Economic Council. The
new legislation would include training for
citizens to protect themselves from cyber
threats and the creation of a presidentiallyappointed panel that would ensure that
national security would not be compromised
before renewing the contract between the U.S.
government and the Internet Assigned
Numbers Authority.
http://www.nextgov.com/nextgov/ng_2009073
1_6904.php?oref=topnews
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CYBERSPACE-RELATED CONFERENCES
Note: Dates and events change often. Please visit web site for details. Please provide additions, updates, and/or
suggestions for the CYBER calendar of events here.
17 – 19 Aug 2009
18 – 20 Aug 2009
18 – 20 Aug 2009
31 Aug – 4 Sep
2009
13 – 16 Sep 2009
20 – 25 Sep 2009
29 – 30 Sep 2009
6 Oct 2009
28 – 29 Oct 2009
4 – 5 Nov 2009
18 – 20 Nov 2009

Digital Forensics Research Workshop, Montreal, Canada, http://www.dfrws.org/
LandWarNet 2009, Ft. Lauderdale, FL;
http://www.afcea.org/events/landwarnet/09/intro.asp
International Conference on Information Assurance and Security, Xi’an, China,
http://www.ias09.org/
th
6 International Conference on Trust, Privacy & Security in Digital Business, Linz, Austria,
http://www.icsd.aegean.gr/trustbus2009/
ArcSight Protect 2009, Washington DC; http://www.arcsight.com/protect09
Hacker Halted USA 2009, Miami, FL;
http://www.hackerhalted.com/Conference/tabid/67/Default.aspx
Detroit SecureWorld Expo; Detroit, MI;
http://secureworldexpo.com/events/index.php?id=257
Cyber Security Conference – A Shared Responsibility, John Hopkins APL - Kossiakoff
Conference and Education Center, Maryland, https://www.fbcinc.com/csc/default.aspx
Seattle SecureWorld Expo; Seattle, WA;
http://secureworldexpo.com/events/index.php?id=249
Dallas SecureWorld Expo; Dallas, TX;
http://secureworldexpo.com/events/index.php?id=250
MINES 2009 International Conference on Multimedia Information Networking and
Security, Wuhan, China; http://liss.whu.edu.cn/mines2009/

CYBERSPACE-RELATED TRAINING COURSES
Note: Dates and events change often. Please visit web site for details. Please provide additions, updates, and/or
suggestions for the CYBER calendar of events here.
Certified Ethical Hacker

Certified Secure Programmer
(ECSP)
Certified VoIP Professional
CISA Prep Course

CISM Prep Course

Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=104
63&catid=191&country=United+States
EC-Council, Online, http://www.eccouncil.org/Course-Outline/ECSP.htm
EC-Council, Online, http://www.eccouncil.org/Course-Outline/ECVP.htm
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=941
6&catid=191&country=United+States
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=987
7&catid=191&country=United+States
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CISSP Prep Course

Computer Hacking Forensic
Investigator
Contingency Planning

Cyber Law
Defending Windows Networks

DIACAP – Certification and
Accreditation Process
DIACAP – Certification and
Accreditation Process,
Executive Overview
Disaster Recovery
E-Business Security
E-Commerce Architect
ESCA/LPT
Ethical Hacking and
Countermeasures
Foundstone Ultimate Hacking

Foundstone Ultimate Hacking
Expert
Foundstone Ultimate Web
Hacking
INFOSEC Certification and
Accreditation Basics
INFOSEC Forensics

INFOSEC Strategic Planning

Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=802
9&catid=191&country=United+States
EC-Council, Online, http://www.eccouncil.org/CourseOutline/CHFI%20Course.htm
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=119
19&catid=191&country=United+States
EC-Council, Online, http://www.eccouncil.org/CourseOutline/CyberLaw%20Course.htm
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=108
36&catid=191&country=United+States
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=117
76&catid=191&country=United+States
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=117
78&catid=191&country=United+States
EC-Council, Online, http://www.eccouncil.org/CourseOutline/Disaster%20Recovery%20Course.htm
EC-Council, Online, http://www.eccouncil.org/Course-Outline/eSecurity%20Course.htm
EC-Council, Online, http://www.eccouncil.org/Course-Outline/ECommerce%20Architect%20Course.htm
EC-Council, Online, http://www.eccouncil.org/Course-Outline/ECSA-LPTCourse.htm
EC-Council, Online, http://www.eccouncil.org/CourseOutline/Ethical%20Hacking%20and%20Countermeasures%20Course.htm
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=978
&catid=191&country=United+States
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=793
8&catid=191&country=United+States
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=979
&catid=191&country=United+States
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=119
05&catid=191&country=United+States
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=119
43&catid=191&country=United+States
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=119
33&catid=191&country=United+States
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Linux Security

EC-Council, Online, http://www.eccouncil.org/CourseOutline/Linux%20Security%20Course.htm
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=119
37&catid=191&country=United+States
EC-Council, Online, http://www.eccouncil.org/Course-Outline/ENSA.htm

Network Management

Network Security
Administrator (ENSA)
Network Vulnerability
Assessment Tools
NIST 800-37 - Security
Certification and Accreditation
of Federal Information
Systems
NIST 800-37 - Security
Certification and Accreditation
of Federal Information
Systems - Executive Overview
Policy and Procedure
Development
Project Management in IT
Security
Red Hat Enterprise Security:
Network Services
Risk Analysis and Management

Security Certified Network
Architect
Security Certified Network
Professional
Security Certified Network
Specialist
Security for Non-security
Professionals
SSCP Prep Course

Vulnerability Management

Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=117
84&catid=191&country=United+States
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=117
80&catid=191&country=United+States
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=117
82&catid=191&country=United+States
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=119
23&catid=191&country=United+States
EC-Council, Online, http://www.eccouncil.org/CourseOutline/Project%20Management%20in%20IT%20Security%20Course%20Outline
/Project%20Management%20in%20IT%20Security%20Course%20Outline.html
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=797
2&catid=191&country=United+States
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=119
13&catid=191&country=United+States
Security Certified Program, Self-Study,
http://www.securitycertified.net/getdoc/ac8d836b-cb21-4a87-8a344837e69900c6/SCNA.aspx
Security Certified Program, Self-Study,
http://www.securitycertified.net/getdoc/6e1aea03-2b53-487e-bab686e3321cb5bc/SNCP.aspx
Security Certified Program, Self-Study,
http://www.securitycertified.net/getdoc/f6d07ac4-abc2-4306-a54119f050f32683/SCNS.aspx
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=846
1&catid=191&country=United+States
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=987
6&catid=191&country=United+States
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=119
41&catid=191&country=United+States
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CYBER BUSINESS DEVELOPMENT OPPORTUNITIES
Note: Dates and events change often. Please visit web site for details. Please provide additions, updates, and/or
suggestions for the CYBER calendar of events here.
Office
DLA Acquisition
Locations
Procurement
Directorate
PEO STRICOM

Air Force
Materiel
Command
Air Force
Materiel
Command
Air Force
Materiel
Command
Air Force
Materiel
Command
Air Force
Materiel
Command
Air Force
Materiel
Command
Air Force
Materiel
Command
Air Force
Materiel
Command
Air Force
Materiel
Command
United States
Marine Corps
Bureau of
Industry &
Security

Title
Information Technology (IT) Information
Assurance Support and Management
Services, Defense Distribution Center (DDC)
DoD DMZ Engineering Support
D--Threat Computer Network Operation
(CNO) Teams for Test and Evaluation events
Integrated Cyber Defense & Support
Technologies
Cyber Command and Control (C2)
Technologies
USAF Electronic Warfare Battle
Management Technology CRFI
CompTIA Security+ Training

https://www.fbo.gov/spg/DISA/D4AD/DITCO/RF
ICBest/listing.html
https://www.fbo.gov/index?s=opportunity&mo
de=form&id=d713ee539a271238c8580dd60427
31ea&tab=core&_cview=0
https://www.fbo.gov/index?s=opportunity&mo
de=form&id=cd045a392c920683ccb0b03df09bb
134&tab=core&_cview=1
https://www.fbo.gov/spg/USAF/AFMC/AFRLRRS
/BAA0809-RIKA/listing.html
https://www.fbo.gov/spg/USAF/AFMC/ASC/US
AF_Electronic_Warfare_Battle_Management_T
echnology/listing.html
https://www.fbo.gov/spg/USAF/AFMC/88CONS
/FA8601-09-T-0049/listing.html

Military Communications and Surveillance
Technologies and Techniques

https://www.fbo.gov/spg/USAF/AFMC/AFRLRRS
/BAA-09-09-RIKA/listing.html

CyberSoft VFind Security Tool Kit
Maintenance & Support

https://www.fbo.gov/spg/USAF/AFMC/AFRLRRS
/FA8751-09-Q-0379/listing.html

Provide Information Awareness (IA) training

https://www.fbo.gov/spg/USAF/AFMC/75/F2DC
CR9180A001/listing.html

D – NETCENTS-2 Netops and Infrastructure
Solutions

https://www.fbo.gov/spg/USAF/AFMC/ESC/FA8
771-09-R-0018/listing.html

D – NETCENTS-2 NETOPS and Infrastructure
Solutions (Small Business Companion)

https://www.fbo.gov/spg/USAF/AFMC/ESC/FA8
771-09-R-0019/listing.html

R--Internet Monitoring Services

https://www.fbo.gov/spg/DON/USMC/M67004
/M6700409T0108/listing.html
https://www.fbo.gov/spg/DOC/BIS/comp99/IFB
-CO-12870-NEDS/listing.html

International Competitive Bidding (ICB):
Implementation and Support of NATO
Enterprise
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EMPLOYMENT OPPORTUNITIES WITH NSCI
Job Title
Operational Deterrence Analyst
Defensive Cyber Ops Analyst
Cyber SME
Geospatial Analyst
Logistics All-Source Intelligence Analyst
SIGINT Analyst
Cyber Operations SME
Website Maintainer
Cyberspace Specialists
Cyberspace Manning IPT

Location
NE, VA
NE, VA, CO
NE, VA, TX, CO
NE
NE
NE, CO
NE
NE
NE
NE

CYBERPRO CONTENT/DISTRIBUTION
Officers

Chief Operations
Officer
Jim Ed Crouch

The articles and information appearing herein are intended for educational purposes to
promote discussion in the public interest and to keep subscribers who are involved in the
development of Cyber-related concepts and initiatives informed on items of common
interest. The newsletter and the information contained therein are not intended to
provide a competitive advantage for any commercial firm. Any misuse or unauthorized
use of the newsletter and its contents will result in removal from the distribution list
and/or possible administrative, civil, and/or criminal action.
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