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THIS WEEK IN CYBERPRO
BY LINDSAY TRIMBLE, NATIONAL SECURITY CYBERSPACE INSTITUTE, INC.

Last week, President Barack Obama announced the creation of a new “cyber czar” position – a position
that will facilitate information sharing and develop incident response capability for the government and
private sector (page 16). Since the announcement, experts have discussed the obstacles ahead for the
person who is named the cyber czar, including organizational and technical challenges. Rand Beers, the
nominee for undersecretary of the Department of Homeland Security’s National Protection and
Programs Directorate, said recently that the new czar “will not undercut DHS’ role” in cybersecurity and
that there will be no reorganization of the department as a result of the new cyber coordinator (page
18).
An article from the Belfast Telegraph (page 13) discusses recent examples of cyber terrorism, and cites
recent attacks on the U.S. power grid as an example. Our feature article this week also examines cyber
terrorism (page 7). Julian Charvat, cyber terrorism course director at the Centre of Excellence Defence
Against Terrorism in Ankara, Turkey, explains how terrorists use the Internet in their campaigns – to
recruit, radicalize and carry out attacks. Charvat describes cyber terrorism as a “new medium for an old
problem” and posits that better understanding of the present threat will help to better defend against
future cyber terrorist attacks.
The FBI and U.S. Marshals office networks are back online after being temporarily disconnected
following a network security breach. A computer virus – possibly the Neeris worm – infected both
agencies’ machines (page 29). It has also been reported recently that attacks on the U.S. financial sector
have cost U.S. banks “hundreds of millions of dollars.” A report from Reuters (page 28) explains that the
Obama administration’s fiscal 2010 budget will include $355 million for private- and public-sector cyber
infrastructure security.
National security issues and obstacles will be discussed at an upcoming Cybersecurity Symposium (page
11). Hosted by the Armed Forces Communications and Electronics Association’s DC Chapter, this event
will be held June 25 in Washington, DC, and will bring together government, industry and academia
members. For a complete list of upcoming cyber-related conferences, see page 37. Cyber-related
training courses are listed on page 38 and business development opportunities can be found on page 40.
Enjoy this week’s edition of CyberPro!
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CYBER TERRORISM – A NEW MEDIUM FOR AN OLD PROBLEM
BY JULIAN CHARVAT, CENTRE OF EXCELLENCE DEFENCE AGAINST TERRORISM

Since the horrific events of 9/11,
terrorism has become one of the
most evident threats to society.
It is, however, nothing new and
has been a problem for many
centuries dating back to the
Roman Empire and beyond. It is
something we all know about,
yet surprisingly there is no
international definition of
“terrorism” and the subject of
“Cyber Terrorism” is one of much
debate. Generally it is agreed
terrorism is an act of violence, or
threat of violence, to intimidate
people or governments to act in
a way they would not freely do
so. Can this be done using an
electronic medium in the form of
Cyber Terrorism?
There is little doubt that
terrorists use the Internet to
conduct their campaigns. If we
first consider why terrorism
occurs, then it will help us to
understand the threat and
conduct a better threat analysis,
and therefore better defend
against it.
Illustrations by Kenny Callicutt, www.callicuttart.com.
There are generally four main
motivations for a terrorist
organization. They will have an
aim and a specific outcome in mind, which will affect how they choose to operate and who they are
more likely to target. Single-issue terrorists will attack specific targets who they perceive are involved,
however tentatively, with the issue they are fighting against. This could be abortion or animal rights as
an example. While generally mainstream legitimate political campaigners, the extreme elements of such
groups have been known to resort to terrorist violence. Ideological terrorists are those political
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extremists – from both the left and right – who use terrorism to further a political ideology. The Red
Brigades of the 1970s is a classic example. National-Separatism is the third motivation. This will usually
be an ethnic group seeking an independent sovereign state or for their region to be ceded to another
country where their ethnic group is in the majority. The LTTE and Real IRA are current examples of such
groups. Finally, there are those motivated by “religion.” This is a highly contentious issue as there is no
major religion which condones or accepts terrorism. There are also examples of this spanning most
major religions and several cults, too. It is important to divorce the terrorist from the mainstream
religion they are abusing in name; any such association creates a schism that the terrorist will exploit.
Terrorists can use the Internet as a major part of their campaigns. It provides many new and useful tools
for them to plan, finance, research and control their activities. Many innocent websites which provide a
public service can be used by the terrorist groups to their advantage. Traditionally, a terrorist would
have to conduct a reconnaissance of a target, physically going to the site and have the risk of detection.
Programs which offer satellite mapping, for instance, can be exploited by a terrorist group. They can use
the Internet for gathering funds; spam e-mails and the
like can be a viable medium for this. There is also a
wealth of technical information and training material that
“…as there is a „political‟ element
can be posted by a terrorist organization for their “cells”
to
terrorism, they have a message as
to get the latest and best information on, say, bombwell as a bomb, the Internet does
making using high street materiel. Command and Control
provide
some new opportunities.”
of the terrorist cells is also greatly improved by using the
Internet. E-mails are instant and to avoid an electronic
signature, the terrorists can all know the name and login
of an account, saving messages as drafts and reading them from the draft box. This avoids the electronic
signature of actually sending them. Symbols can also be altered on websites to give hidden orders. An
attack can be set with the attackers being told to monitor a website. A minor symbol on that site could
be reversed on the day the attack is ordered, a detail that is likely to be missed by any security force
monitoring the site.
Well, terrorists use the Internet, which should hardly surprise anyone. Many would argue that these are
traditional methods using new technology; a satellite image is a map and messages can be sent in many
ways. However, as there is a “political” element to terrorism, they have a message as well as a bomb,
the Internet does provide some new opportunities.
Most official organizations have websites and a simple web defacement attack could provide
propaganda for the terrorist. If they can put a false message on a government or international
organization site, this could help with their recruitment or to gain sympathy for their cause. They may
also choose to provide false information; if they can hack into and deface an information site it could
cause widespread panic. An example would be a spurious headline on a security information or news
site claiming a major chemical leak in a large metropolitan area urging people to flee immediately. As
well as the public danger of a mass panic move, there could also be severe economic damage to the
target area’s economy.
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The Internet also provides a new opportunity in recruiting and radicalizing potential terrorists. Forum
sites and chat rooms are used extensively by people who are trying to discover more about their views
and ideas. Once someone has posted a message that indicates they could have the same views and
motivations as the terrorist, a groomer from the organization may begin contact. This would promote
the thought process of the target to understand the terrorists’ grievance and attract them to the group.
The terrorists will be patient and put a lot of effort into radicalizing a young mind towards the terrorists’
way of thinking. Not only can this recruit potential terrorists, it can create support.
As developed societies become more cyber reliant there is an
increased opportunity for the terrorist group to target the
infrastructure of communication and business by Distributed
Denial of Service (DDoS). With the use of BOTNETs, they can
choke a target’s information systems to effectively bring down
their Internet capability. Traditionally, terrorists have targeted the
financial sector to damage the government or state they are
terrorizing. This was done before the age of Internet banking; the
Bishop’s Gate and Baltic Exchange attacks in London showed this
as a tactic. Well-targeted DDoS could block a banking system and
cause billions of dollars damage to an economy. A symbolic
national industry could provide the terrorist with a propaganda
coup if they could stop business for a period.
Perhaps the most severe threat a cyber terrorist could pose is
with the Supervisory Control and Data Acquisition (SCADA) systems. These systems control the hour-tohour running of an increasing number of industrial and public infrastructures. Many power plants, water
management or traffic control systems use them. If they can be broken into, then it is possible a
terrorist could take control and cause a catastrophic failure resulting in explosion, release of poisons or
pollutants or halt a transportation system. Although not terrorist related, a hacker broke into a sewage
control system in Maroochy Shire, Queensland, after being refused a job. He released millions of liters of
raw sewage into the water system. He had been employed by the company that installed the system so
had insider knowledge. This highlights another problem that terrorists pose: they are patient and could
install a sleeper cell into a plant or company and work their way into a position of trust, gaining access to
these systems and bypassing any security.
Terrorism is ever-evolving, and the terrorists are intelligent and committed to their cause. Many
organizations have time, expertise and plenty of resources. As with conventional terrorism, sound
defense and prevention will stop most attempts, and a thorough contingency plan will help mitigate any
effect that a terrorist cyber attack may have. Cyber terrorism differs from ordinary cyber crime and
hacktivism; it is done for a purpose and with a specific outcome in mind. Whereas a hacker is pushing his
or her personal limits to see what they can do, and a criminal will be out for profit, the terrorist is
looking for propaganda or to damage a specific target or infrastructure. This is where the key to this
defense lies; it is beyond normal ‘cyber’ defense and must be included in a holistic security plan. Those
running official, business or SCADA IT infrastructure must assess where the terrorist would benefit from
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attacking them and ensure that is included in the plan. It must also include the key aspect of any cyber
system – the person on the keyboard. Terrorists have time and belief to infiltrate slowly; vetting staff
and ensuring no one person can control a key system is common sense. Disgruntled or dismissed staff
may also be a concern.
Cyber terrorism is not a new entity; it is a new medium for an old problem. The defense must include
traditional security as well as electronic measures. Understanding the threat and analyzing how it
applies to your system will help to target your defense. Sensible caution will mitigate cyber terrorism
without a scaremonger overreaction, which would be a terrorist victory in itself.
Julian Charvat is the Cyber Terrorism Course Director at the Centre of Excellence Defence Against
Terrorism in Ankara, Turkey. For more information, visit www.coedat.nato.int.
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SYMPOSIUM SHOWCASES CYBERSECURITY GOALS, OBSTACLES
COURTESY OF THE ARMED FORCES COMMUNICATIONS AND ELECTRONICS ASSOCIATION’S DC CHAPTER

The Armed Forces Communications and Electronics Association’s DC Chapter (AFCEA DC), a non-profit
association focused on providing an ethical forum in which government, industry and academia can
exchange information and work together to promote national security, is holding its 1st Annual
Cybersecurity Symposium June 25. Located at the Capital Hilton, 1001 16th Street NW, Washington, DC
(corner of 16th & K St.), the conference will provide educational presentations that focus on “Embracing
Change Today to Meet the Threats of Tomorrow. ”
Specifically, the conference will showcase the elevation
of cybersecurity to the Obama administration’s No. 1
“Embracing Change Today to Meet
technology priority – laying the groundwork for defense,
the Threats of Tomorrow”
civilian, state and local government agencies, as well as
industry, academia and nonprofit organizations tasked
with addressing the emerging priorities. The
Cybersecurity Symposium will provide a platform for
government and military officials to share their current goals, requirements and challenges with regards
to cybersecurity and address the unpredictable landscape that lies ahead.
Expecting more than 600 attendees, the Cybersecurity Symposium will provide a full-day educational
program, including:







A robust discussion around Federal Information Security Management Act (FISMA) 2.0, with
perspectives from the Office of Management and Budget (OMB) and current Chief
Information Security Officers (CISO) who are excited about the challenges they are facing
and the opportunity to make a difference. Additionally, the FISMA 2.0 discussion will
incorporate advocates of change from The Hill that share the goal of taking us beyond
compliance to a space where we can begin to address real change
A discussion of the operational aspects of the new Certification & Accreditation (C&A)
process (now Standard Authorization Process) with a panel of Chief Information Officers
(CIO) from defense and civilian agencies, as well as the Office of the Director of National
Intelligence (ODNI). This session will also highlight agency success stories and the very real
challenges and opportunities that are faced by both civilian government and military alike
An overview of the changes in the Department of Defense’s (DoD) emerging cybersecurity
leadership, with perspectives from each of the services
An update on the Comprehensive National Cybersecurity Initiative (CNCI) and the progress
that the administration has made in the first five months – toward a more comprehensive
strategy and leadership – building on and amplifying the previous administration’s efforts
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The impressive line-up of confirmed keynote speakers includes:





LTG Keith B. Alexander, U.S. Army – Director, National Security Agency; Chief Central
Security Service; Commander Joint Force Component Command – Network Warfare
RADM Michael A. “Mike” Brown, U.S. Navy – Acting Assistant Secretary, Cyber Security and
Communications, U.S. Department of Homeland Security; Assistant Deputy Director, Joint
Interagency Task Force, ODNI
Mr. Steven E. Thompson, Director for Cybersecurity, National Security Council

For additional information on the AFCEA DC Cybersecurity Symposium and the updated agenda, or to
register for the event, visit: www.afceadc.org/cybersecurity.
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CYBERSPACE – BIG PICTURE
The Comprehensive National Cybersecurity
Initiative
BY: JILL R. AITORO, NEXTGOV.COM
06/01/2009

This article summarizes the main parts of the
Comprehensive National Cybersecurity Initiative
issued by President George W. Bush in January
2008. The Initiative has been kept mostly
confidential by both the Bush and Obama
administrations, but some details of the
initiative were released. The article also
discusses the recently completed federal
cybersecurity review from the Obama
administration, including what cyber areas the
new administration will focus on.
http://www.nextgov.com/the_basics/tb_20090
601_8569.php

Cyber Terrorism: Fact or Fiction?
BY: ROB MCCONNELL, BELFAST TELEGRAPH
05/19/2009

The article discusses recent examples of cyber
terrorism, including reports that hackers from
Russia or China infiltrated the U.S. power grid
and left behind malware that could be triggered
in the event of a conflict. The article discusses

several other cases of cyber terrorism, and what
effect cyber terrorism could have on the U.S.
military and private companies.
http://www.belfasttelegraph.co.uk/business/op
inion/watching-web/cyber-terrorism-fact-orfiction-14306746.html

Contractors Vie for Plum Work, Hacking for
U.S.
BY: CHRISTOPHER DREW & JOHN MARKOFF, NEW
YORK TIMES
05/30/2009

The nation’s largest military companies,
including Northrop Grumman, General
Dynamics, Lockheed Martin and Raytheon, are
all hiring cyber experts to help them win billions
of dollars in new defense contracts. Military
experts say that Northrop Grumman and
General Dynamics “are leading the push into
offensive cyberwarfare” by identifying
vulnerabilities in other nation’s computer
systems as well as developing new software
tools that will exploit those vulnerabilities.
http://www.nytimes.com/2009/05/31/us/31cy
ber.html?_r=2&ref=us

Intelligent Software Solutions
ISS is a leading edge software solution provider for enterprise and system
data, services, and application challenges. ISS has built hundreds of
operationally deployed systems, in all domains – “From Space to Mud”™.
With solutions based upon modern, proven technology designed to
capitalize on dynamic service-oriented constructs, ISS delivers innovative
C2, ISR, Intelligence, and cyber solutions that work today and in the
future. http://www.issinc.com.
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CYBERSPACE – U.S. GOVERNMENT
WH Cybersecurity Plan Needs Private
Sector Guidance

Better Cybersecurity Through Acquisition
Key Part of White House Report

BY: ERIC OGREN, SEARCH SECURITY
06/02/2009

BY: JASON MILLER, FEDERAL NEWS RADIO
06/01/2009

The article discusses some primary points of the
Cyberspace Policy Review. One point made was
that organizations should share information
about data breaches and security practices to
“lift the cloak of secrecy from security.” The
review also discussed the possibility of the
government working with vendors to establish a
standard security ratings system for computing
products.
http://searchsecurity.techtarget.com/news/col
umn/0,294698,sid14_gci1357722,00.html

Alan Paller, research director of the Sans
Institute, says that President Barack Obama’s
cybersecurity strategy would use procurement
funds to encourage security in products and
that the “most impactful way to improve
cybersecurity is through acquisition.” The article
also discusses the five major areas of the
Obama administration’s cybersecurity strategy.
http://www.federalnewsradio.com/index.php?
nid=35&sid=1686705

What Obama’s Cybersecurity Plans Mean
for Businesses
BY: KELLY JACKSON HIGGINS, DARK READING
06/01/2009

President Barack Obama says that his
cybersecurity plans do not include dictating
security standards for private companies,
although he may support some kind of
regulation that could impact the private sector.
Paul Henry, security and forensic analyst for
Lumension Security, says that letting industry
regulate itself has failed over the past couple of
years, and that there needs to be a “minimum
bar” set by the government. Other experts
point out that when the government improves
the coordination of their own security, any
federal rules and regulations will likely trickle
down to the private sector.
http://www.darkreading.com/securityservices/
security/government/showArticle.jhtml;jsession
id=ZE2BMX3G2XHU2QSNDLRSKHSCJUNN2JVN?
articleID=217701118
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Cybersecurity Review Finds U.S. Networks
‘Not Secure’
BY: THOMAS CLABURN, INFORMATION WEEK
05/29/2009

This article discusses the findings of the White
House’s recent federal cybersecurity review. In
the report, President Barack Obama calls the
nation’s networks “not secure or resilient” and
announces the creation of a national
cybersecurity coordinator. The report also calls
for the creation of cyber performance metrics, a
cybersecurity public-awareness and education
campaign, and a cybersecurity incident
response plan.
http://www.informationweek.com/news/securi
ty/government/showArticle.jhtml?articleID=217
700860

Obama’s Cyber-Security Plan: Déjà vu All
Over Again
BY: ROY MARK, EWEEK.COM
05/29/2009

The article discusses how President Barack
Obama’s cybersecurity plan is very similar to
President George W. Bush’s National Strategy
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to Secure Cyberspace, released in 2003.
Security experts hope that this time the plan is
carried out and that cybersecurity will “not fall
back .. like before.” Like Bush, Obama
announced that he would appoint a cyber
coordinator to oversee cybersecurity efforts,
but said that he would choose the coordinator
himself and develop performances metrics to
measure cybersecurity progress.
http://www.eweek.com/c/a/Security/ObamasCyber-Security-Plan-Deja-Vu-All-Over-Again469231/

Obama Outlines Cybersecurity Plans, Cites
Grace Threat to Cyberspace
BY: JAIKUMAR VIJAYAN, COMPUTERWORLD
05/29/2009

President Barack Obama recently announced
his plan to secure cyberspace, as well as the
creation of a cybersecurity coordinator role at
the White House. Obama’s cybersecurity plan
will include five key areas based on reports
from the 60-day federal cybersecurity review.
Obama said that he hopes that the new plan
will “give cybersecurity the high-level focus and
attention it deserves.”
http://www.computerworld.com/action/article.
do?command=viewArticleBasic&articleId=9133
653

newly-introduced plan for securing cyberspace,
which includes a “five-pronged cybersecurity
strategy for defending government, military and
private sector networks against threats.”
Experts say that the plan is lacking details, but
that it shows the administration’s recognition of
cyber threats and willingness to develop a
cybersecurity strategy.
http://www.computerworld.com/action/article.
do?command=viewArticleBasic&articleId=9133
687

Obama to Release Cyber Security Report
on Friday
SPACE WAR
05/26/2009

White House spokesman Robert Gibbs told
reporters that President Barack Obama’s report
following his 60-day cyber security review is an
“important first step towards securing our
nation’s cyber infrastructure” and that the
review led Obama to elevate cybersecurity “to a
major administration priority.” Gibbs also said
that the Obama administration is committed to
reorganizing the cyber structure within the
government to best address cyber security
issues.
http://www.spacewar.com/reports/Obama_to_
release_cyber_security_report_on_Friday_999.
html

Obama’s Cybersecurity Plan Gets Cautious
Praise
BY: JAIKUMAR VIJAYAN, COMPUTERWORLD
05/29/2009

The security sector has expressed “cautious
optimism” about President Barack Obama’s
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U.S. CYBER LEADERSHIP DEBATE
Obama’s Likely Pick for Cybersecurity Head
Remains Murky

Experts: Obama Cybersecurity Plan Short
on Details

BY: DOUG BEIZER & ALICE LIPOWICZ, FEDERAL
COMPUTER WEEK
06/02/2009

BY: GRANT GROSS, COMPUTERWORLD
06/01/2009

President Barack Obama announced the new
position of a cybersecurity coordinator last
week as a part of his comprehensive
cybersecurity strategy, but did not provide
specific details about what the coordinator
would be doing. Rohyt Belani, co-founder and
managing partner of computer security firm
Intrepidus Group, says that the ideal appointee
would be extremely focused, have a passion for
digital security and knowledge of what the
needs are for offensive capabilities.
http://fcw.com/Articles/2009/06/02/CyberSecurity-Coordinator-Speculation-Muted.aspx

Experts: Cyber Czar’s Authority Must be
Resolved
BY: ANDREW NOYES, CONGRESS DAILY
06/01/2009

Experts at a briefing held by the Congressional
Internet Caucus Advisory Committee said that it
is difficult to tell if the newly-created
cybersecurity czar will have the authority to
push changes through federal agencies, and
that the appointee could cause problems
because agencies have their own IT budgets and
want to conduct their operations on their own.
James Lewis, Center for Strategic and
International Studies, said that the appointee
must be given authority over federal agencies
or a good plan would be useless.
http://www.nextgov.com/nextgov/ng_2009060
1_6398.php
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Cybersecurity experts say that President Barack
Obama’s new cybersecurity report is “short on
details” and that the newly-created federal
coordinator position will report to both the U.S.
National Security Council and the National
Economic Council, which raises concern that the
coordinator “will have split priorities.” Other
experts say that the report is overdue, but that
the “goals in the report are worthwhile” and
praise Obama “for focusing presidential
attention on a growing cybersecurity problem.”
http://www.computerworld.com/action/article.
do?command=viewArticleBasic&taxonomyNam
e=security&articleId=9133773&taxonomyId=17
&intsrc=kc_top

New Cybersecurity Coordinator Faces
Complicated Road
BY: WILLIAM JACKSON, FEDERAL COMPUTER WEEK
06/01/2009

President Barack Obama recently announced
the creation of a national cybersecurity
coordinator that will help facilitate information
sharing and develop incident response
capability for the government and private
sector. The new cybersecurity coordinator will
face numerous challenges since no single
agency is responsible for cybersecurity
oversight, and because new legislation may be
required to give the cyber coordinator authority
and ability to coordinate cyber initiatives. There
are also technical challenges for the new
coordinator, including the need for a system
that can monitor world networks, identify
intrusions and share information.
http://fcw.com/Articles/2009/06/01/WebCybersecurity-incident-response.aspx
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Cyber-Crime
BY: RANDY JAMES, TIME.COM
06/01/2009

This article discusses President Barack Obama’s
recent announcement that the White House
will appoint a cybersecurity czar to help protect
U.S. computer networks. In his announcement,
Obama talked about how hackers were able to
penetrate his campaign’s website in 2008,
gaining access to e-mails, travel plans and other
files.
http://www.time.com/time/nation/article/0,85
99,1902073,00.html

Obama Vows to Prioritize Cybersecurity
BY: BYRON ACOHIDO, USA TODAY
05/29/2009

President Barack Obama recently laid out his
plan for defending government networks
against cyber threats, and said that he will
personally appoint a cybersecurity coordinator
that would work to secure federal systems and
encourage information sharing. The coordinator
will also work with the private sector to develop

stronger security standards, increase research
and development and launch a national public
awareness and education campaign.
http://www.usatoday.com/tech/news/compute
rsecurity/2009-05-29-obamacybersecurity_N.htm

President Announces Cyber Security Office
BY: JIM GARAMONE, AMERICAN FORCES PRESS
SERVICE
05/29/2009

In a recent White House announcement,
President Barack Obama said that he will
appoint a cyber security coordinator as part of
the national security staff and who will serve on
the president’s national economic council to
help “deter, prevent, detect and defend against
attacks” on U.S. critical infrastructure. Obama’s
cyber program will also include a national
campaign that will promote cyber awareness
and digital literacy.
http://www.af.mil/news/story.asp?id=1231517
70

CISCO
Cisco (NASDAQ: CSCO) enables people to make powerful
connections-whether in business, education, philanthropy,
or creativity. Cisco hardware, software, and service
offerings are used to create the Internet solutions that
make networks possible-providing easy access to
information anywhere, at any time. Cisco was founded in
1984 by a small group of computer scientists from Stanford
University. Since the company's inception, Cisco engineers
have been leaders in the development of Internet Protocol
(IP)-based networking technologies.
Today, with more than 65,225 employees worldwide, this
tradition of innovation continues with industry-leading
products and solutions in the company's core development
areas of routing and switching, as well as in advanced
technologies such as: Application Networking, Data Center,
Digital Media, Radio over IP, Mobility, Security, Storage
Networking, TelePresence, Unified Communications, Video
and Virtualization. For additional information: www.cisco.com
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Will White House Czar Choose the Right
Path?
BY: BILL BRENNER, COMPUTERWORLD
05/28/2009

Some cyber experts believe that the
appointment of a federal cyber czar will help to
“reign in federal agencies,” while others are
concerned that a cyber czar would not be able
to oversee cybersecurity operations that are
spread out to so many organizations and
agencies. Experts also wonder how large a role
the government will play in defending private
sector networks through regulations, standards
and incentives.
http://www.computerworld.com/action/article.
do?command=viewArticleBasic&articleId=9133
610

Obama Should Scrap Cybersecurity Czar,
Analyst Says
BY: K.C. JONES, INFORMATION WEEK
05/28/2009

John Pescatore, vice president and analyst at
Gartnet, recently released a statement that said
that President Barack Obama’s decision to
appoint a cyber czar would not improve
cybersecurity because cybersecurity is “an
operations issue.” Pescatore says that “the
federal government should move into a more
active role to improve security in cyberspace
instead of focusing on strategies that increase
spending or visibility for security.”
http://www.informationweek.com/news/gover
nment/federal/showArticle.jhtml?articleID=217
700656

Private Sector Relations Should be Job One
for Cyber Security Czar
BY: DENNIS FISHER, THREATPOST
05/27/2009

This article discusses the different challenges
that will face the new cybersecurity czar, and
says that the first priority of the new czar
should be “building relationships with the key
110 Royal Aberdeen 
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people and constituencies in the private
sector.” The private sector’s expertise and
experience in cyber security could prove
valuable to the government when attempting to
oversee cyber operations that are spread
among several organizations.
http://www.threatpost.com/blogs/privatesector-relations-should-be-job-one-cybersecurity-czar

Obama Set to Announce Creation of Cyber
Czar Position This Week
BY: MATTHEW HARWOOD, SECURITY MANAGEMENT
05/26/2009

President Barack Obama will release the results
of his 60-day federal cybersecurity review, and
is expected to announce a new cyber czar
position that will help protect public and private
networks. The review emphasizes the
importance of public-private partnerships, and
says that regulation “is the last resort.”
http://www.securitymanagement.com/news/o
bama-set-announce-creation-cyberczarposition-week-005656

Nominee: DHS Won’t Lose Cybersecurity
Authority
BY: BEN BAIN, FEDERAL COMPUTER WEEK
06/02/2009

Rand Beers, the nominee for undersecretary of
the Department of Homeland Security’s
National Protection and Programs Directorate
(NPPD), has testified that the White House’s
new cybersecurity coordinator “will not
undercut DHS’ role” in cybersecurity. Beers told
the Senate’s Homeland Security and
Governmental Affairs Committee that there will
be no reorganization of the department as a
result of the new cyber coordinator, and that
the new official would have “no operational
role but instead would coordinate cybersecurity
efforts.”
http://fcw.com/Articles/2009/06/02/WebBeers-confirmation-hearing.aspx
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CYBERSPACE – DEPARTMENT OF DEFENSE (DOD)
The Further Adventures of Cyber
Command
BY: MICHAEL ALTON GOTTLIEB, DAILY KOS
06/01/2009

This article discusses the Pentagon’s plans to
create a new military command exclusively for
cyberspace. The new command would be
responsible for overseeing offensive and
defensive cyberwarfare capabilities. Author
Michael Alton Gottlieb discusses his opinion
about the new cyber command and the impact
cyberwarfare could have nationally and
internationally.
http://www.dailykos.com/storyonly/2009/6/1/
737518/-The-Further-Adventures-of-CyberCommand

A U.S. Cyberwarfare Command: Better Late
than Never
BY: IRA WINKLER, COMPUTERWORLD
05/29/2009

This article discusses the challenges facing a
unified cyberwarfare command, including
coordinated efforts from numerous agencies
and answering questions of leadership for the
new command. A unified cyber command
would have to coordinate all agencies involved
as well as balance intelligence gathering,
cyberwarfare capabilities and offensive cyber
attacks.
http://www.computerworld.com/action/article.
do?command=viewArticleBasic&taxonomyNam
e=security&articleId=9133677&taxonomyId=17
&intsrc=kc_feat

Pentagon Steps Up to Fight Cyber War
MILITARY.COM
05/30/2009

As part of President Barack Obama’s plan for
securing cyberspace, the Pentagon is expected
to create a military cyber command that would
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allow the armed forces to conduct offensive
and defensive cyber warfare. The new
command would initially focus on organized
cybersecurity capabilities that are scattered
across the four armed services.
http://www.military.com/news/article/pentago
n-steps-up-to-fight-cyber-war.html

New DoD Command Planned for Cyber
Warfare
BY: DOUG BEIZER, FEDERAL COMPUTER WEEK
05/29/2009

A new Department of Defense cyber command
is expected to engage in offensive cyber
warfare as well as protect computer and
networks in the United States through
collaboration with a civilian cybersecurity office.
Experts generally agree that there needs to be a
unified cyber command, but disagree on who
should oversee cyber operations.
http://fcw.com/Articles/2009/05/29/Pentagoncybersecurity.aspx

New U.S. Command to Focus on Cyber
Battlefield
SPACEWAR
05/29/2009

The U.S. military is creating a new cyber
command that will mark the introduction of
cyber dominance into U.S. war doctrine.
Defense officials announced that the new
command would focus on developing offensive
cyber capabilities and will be placed under U.S.
Strategic Command located at Fort Meade.
Many expect Lieutenant General Keith
Alexander, director of the National Security
Agency, to be appointed as the lead of the new
command.
http://www.spacewar.com/reports/New_US_c
ommand_to_focus_on_cyber_battlefield_999.h
tml
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Pentagon Claims it has Cyber Tricks up its
Sleeve
BY: NICK FARRELL, THE INQUIRER
05/29/2009

The U.S. military claims to have a strategy to
combat cyberattacks, and the Pentagon
recently announced the creation of a new
military command for cyberspace. The military
will reportedly begin working on developing
offensive and defensive cyber capabilities, and
U.S. Defense Secretary Robert Gates plans to
bring together capabilities and initiatives from
all branches of the U.S. armed services.
http://www.theinquirer.net/inquirer/news/113
7566/pentagon-claims-cyber-tricks-sleeve

Air Force Commits to Cyber Security
BY: JENN ROWELL, MONTGOMERY ADVERTISER
05/30/2009

Secretary of Defense Robert Gates has
requested a “significant increase in funding and
training for cyber officers in his proposed fiscal
year 2010 budget” and the Defense Department
is considering forming a joint cyberspace
command that will fall under U.S. Strategic
Command. Pentagon spokesman Lt. Col. Eric
Butterbaugh also said that the department is
looking at how to best organize itself to help
implement the Obama administration’s new
cyber policy.
http://www.montgomeryadvertiser.com/article
/20090530/NEWS02/905300326/1009/news02

CITS Key to Air Force Cyber Superiority
Goal
BY: CHUCK PAONE, U.S. AIR FORCE
05/28/2009

The Combat Information Transport System
(CITS) has been identified as a top priority for
Air Force officials and is expected to receive
significant funding and personnel. CITS is made
up of three systems including transport,
network defense and network management,
and is meant to provide “all the capability to
operate a secure, manageable enterprise
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network that achieves the reliability,
consistency and security objectives of the Air
Force.”
http://www.af.mil/news/story.asp?id=1231514
24

DoD’s Robert Lentz: Three Ways to
Strengthen Public-Private Partnership in
Cyber Security
BY: JD KATHURIA, EXECUTIVE BIZ BLOG
06/01/2009

The Pentagon’s top information-security
official, Robert Lentz, discusses his perspective
on the Department of Defense’s key areas of
cybersecurity focus. Lentz identifies cyberoriented information assurance, a shift to
“dynamic defense,” and device-to-device
oriented architecture as his top priorities for
the DoD. Lentz also provides recommendations
for how industry can assist DoD to “maximize
investments.”
http://blog.executivebiz.com/dods-robertlentz-three-ways-to-strengthen-public-privatepartnership-in-cyber-security/2466

U.S. Military Developing Hacking-forDummies Cyber-Warfare Device
BY: LUCIAN CONSTANTIN, SOFTPEDIA
05/25/2009

U.S. Defense Department officials are looking at
ways to “weaponize hacking” and Aviation
Week reports that the new devices were “being
designed to be easily used even by non-techy
soldiers.” The device discussed in Aviation Week
can be used in missions that require breaking
into wireless networks and can even hack into
SCADA systems. Device users are presented
with multiple attack attributes including
covertness, speed and collateral damage.
http://news.softpedia.com/news/U-S-MilitaryDeveloping-Hacking-for-Dummies-CyberWarfare-Device-112483.shtml
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Network Attack Weapons Emerge

Pentagon Seeks High School Hackers

BY: DAVID A. FULGHUM, AVIATION WEEK
05/21/2009

BY: ANDY GREENBERG, FORBES
05/21/2009

The U.S. military is currently testing and refining
devices that could launch cyber and electronic
attacks. DARPA has awarded contracts to IT
companies to develop a cyberattack range and
future attack devices are combining
cybersleuthing, technology analysis and
information tracking.
http://www.aviationweek.com/aw/generic/stor
y_channel.jsp?channel=defense&id=news/CYBE
R052109.xml&headline=Network%20Attack%20
Weapons%20Emerge

The Pentagon is expected to announce the
“Cyber Challenge” later this month – three
national competitions for high school and
college students aimed at preparing the
students for future cybersecurity research. The
competitions will include attacking and
defending digital targets, stealing data and
tracing attacks.
http://www.forbes.com/2009/05/21/cybersecu
rity-students-hackers-technology-securitycybersecurity.html

High Tech Problem Solvers
www.gtri.gatech.edu
From accredited DoD enterprise systems to exploits for
heterogeneous networks, GTRI is on the cutting edge of
cyberspace technology. Transferring knowledge from research
activities with the Georgia Tech Information Security Center, GTRI
is able to bring together the best technologies, finding real-world
solutions for complex problems facing government and industry.

CYBERSPACE – DEPARTMENT OF HOMELAND SECURITY (DHS)
Napolitano Names Senior Cybersecurity
Officials
BY: BEN BAIN, FEDERAL COMPUTER WEEK
06/02/2009

Philip Reitinger, deputy undersecretary of the
Homeland Security Department’s National
Protection and Programs Directorate, has been
appointed to lead DHS’ National Cybersecurity
Center (NCSC). The organization will work to
improve cybersecurity coordination among the
government’s civilian, military and intelligence
cyber domains. Reitinger has also been given
the task of continuing evaluations of the Bush
administration’s Comprehensive Cybersecurity
Initiative.
110 Royal Aberdeen 

CyberPro

http://fcw.com/Articles/2009/06/02/Web-DHScyber-officials.aspx

DHS Wants Budget to Back Cybersecurity
Efforts
BY: WILLIAM JACKSON, GOVERNMENT COMPUTER
NEWS
06/01/2009

Department of Homeland Security Secretary
Janet Napolitano recently spoke to the House
Homeland Security Committee, and said that
the Defense Department is requesting “an
additional $75.1 million to help it develop and
deploy cybersecurity technologies.” The
Defense Department is requesting $37.2 million
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for cybersecurity research which would support
science and technology to secure the nation’s
critical information infrastructure and networks.
http://gcn.com/404.aspx?404;http://gcn.com/a
rticles/2009/06/01/cybereye-box-dhscybersecurity-budget.aspx

Homeland Security Names New
Cybersecurity Officials
BY: J.NICHOLAS HOOVER, INFORMATION WEEK
06/01/2009

Philip Reitinger, who is currently Homeland
Security deputy undersecretary for the National
Protection and Programs Directorate (NPPD),

will be the new director of the National
Cybersecurity Center (NCSC). The Department
of Homeland Security named two additional
deputies including technology consultant Bruce
McConnell who will become counselor to the
deputy undersecretary for NPPD. Greg Schaffer,
former senior vice president and chief risk
officer for Alltel, will be the new assistant
secretary for Cybersecurity and
Communications.
http://www.informationweek.com/news/gover
nment/federal/showArticle.jhtml?articleID=217
701278

CYBERSPACE – INTERNATIONAL
China Shuts Down Twitter and Bing in Lead
Up to Tiananmen Anniversary
BY: MIKE BUTCHER, UK TECH CRUNCH
06/02/2009

Chinese authorities have blocked access to a
number of sites including Twitter, Flickr, Bing,
Live.com, Hotmail.com and Blogger in
preparation for the Tiananmen Anniversary. It is
difficult to estimate how many people will be
affected by the shut-downs, since many of the
sites do not have Chinese versions, but sources
in China confirm the sites are disconnected.
http://uk.techcrunch.com/2009/06/02/chinashuts-down-twitter-and-bing-in-lead-up-totiananmen-anniversary/

DNS Attack Downs Internet in Parts of
China
BY: OWEN FLETCHER, COMPUTERWORLD
05/21/2009

A recent attack on servers of a domain registrar
in China resulted in a video application crippling
Internet access in parts of China. The incident
reveals that there are holes in China’s DNS,
which were targeted with a DDoS attack
110 Royal Aberdeen 
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attempting to overwhelm the Chinese servers.
Websites served by the registrar’s servers were
inaccessible following the attack, but were
reconnected hours later.
http://www.computerworld.com/action/article.
do?command=viewArticleBasic&taxonomyNam
e=security&articleId=9133376&taxonomyId=17
&intsrc=kc_top

Ministry to Establish Cyber Economic
Security Center
BY: CHOI HE-SUK, THE KOREA HERALD
05/19/2009

The Korean Ministry of Strategy and Finance
recently announced that it will establish a cyber
security center that will protect major economic
and financial institutions. The ministry’s system
was attacked in February when hackers used
official-looking correspondence to get ministry
officials to allow them access to the system. The
hackers were able to access information related
to the country’s economic policies and classified
materials.
http://www.koreaherald.co.kr/NEWKHSITE/dat
a/html_dir/2009/05/19/200905190090.asp
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UK Chases Obama on Cybersecurity
BY: CHRIS WILLIAMS, THE REGISTER
06/01/2009

United Kingdom security and intelligence
officials are planning to conduct a cybersecurity
review similar to President Barack Obama’s
recent 60-day cyber review. The UK review,
which will be led by the UK Cabinet Office, will
be published as a part of the revision of the UK
National Security Strategy.
http://www.theregister.co.uk/2009/06/01/uk_c
ybersec_review/

Obama Adviser Looks at U.S.-built
Broadband Network
BY: DAVID HATCH, CONGRESS DAILY
05/26/2009

Australian Prime Minister Kevin Rudd recently
proposed a plan that would invest $33 billion
into building a fiber-optic broadband network
that would be 100 times faster than current
technology. Some believe that a government

110 Royal Aberdeen 

CyberPro

subsidized network would provide
opportunities to online businesses and enhance
energy efficiency, but critics of the plan claim
that the public broadband network would be
too costly.
http://www.nextgov.com/nextgov/ng_2009052
6_2886.php

Internet Crime ‘A Major Threaten’
BY: DEVOTHA JOHN, THE CITIZEN (TANZANIA)
05/26/2009

Deputy Director of the Criminal investigations
and CID Operations Samson Kasala says that
cyber criminals are becoming more
sophisticated and pose a larger threat than
armed robberies. Kasala said that Tanzanian
citizens are vulnerable to cyber attacks, and
that law enforcement agencies must be
equipped with techniques for investigating
cybercrime.
http://thecitizen.co.tz/newe.php?id=12715
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CYBERSPACE RESEARCH
Companies Still Shy Away From DNSSEC
BY: MIKAEL RICKNAS, TECHWORLD
05/29/2009

A study from the EU’s cybersecurity agency
found that many ISPs and carriers are reluctant
to implement DNSSEC which could prevent
hackers from tampering with DNS information
and redirecting web traffic. The ISPs and
carriers cite cost and lack of customer interest
as the reasons for their hesitance to deploy the
new technology. Security experts say that
software vendors and operators need to be
pressured into adding support for DNSSEC to
speed up implementation.
http://www.techworld.com/news/index.cfm?R
SS&NewsID=116607

Increasing School IT Security Breaches
Causing Headaches
BY: CHRIS PREIMESBERGER, EWEEK.COM
05/19/2009

A new survey of 400 kindergarten through 12thgrade students finds that although school
districts are taking steps to improve their
network security, there has still been a dramatic
increase in the number of IT breaches including
unauthorized user access, hacking and viruses.
Districts say that a lack of funding and staff
resources are the main reasons that IT security
is not improving.
http://securitywatch.eweek.com/intrusion_det
ectionprevention/insiders_causing_havoc_in_sc
hool_it_security.html

Web 2.0 Conquers the Workplace, But
Many Security Departments Aren’t Ready

USM Project to Bolster Nation’s Cyber
Security

BY: TIM WILSON, DARK READING
05/20/2009

BY: ED KEMP, HATTIESBURG AMERICAN
06/02/2009

Research firm Dynamic Markets recently
released their “Web 2.0 At Work” study that
found that although enterprises are increasingly
allowing employees to use Web 2.0
technologies in the workplace, many of those
enterprises do not provide adequate security
for those applications. Many of the IT
professionals that responded to the survey
could not correctly identify some Web 2.0
applications, and many admit that they do not
have key security tools to protect their
networks.
http://darkreading.com/security/appsecurity/showArticle.jhtml?articleID=21760035
1

The University of Southern Mississippi and the
U.S. Department of Homeland Security have
launched the Homeland Open Security
Technology program, which will research
protecting government computer systems
against cyber terrorism. The program was
awarded $1.5 million of the DHS’ $300 million
cybersecurity budget.
http://www.clarionledger.com/article/2009060
2/NEWS/906020344/1001/news/USM+project+
to+bolster+nation+s+cyber+security

USM Cyber-Security Program gets $1.4
Million
HATTIESBURG AMERICAN
05/21/2009

The U.S. Department of Homeland Security
recently awarded more than $1.4 million to the
University of Southern Mississippi’s Homeland
Open Security Technology program, which aims
to coordinate cyber security efforts across
110 Royal Aberdeen 
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federal agencies and identify successful
practices.
http://www.hattiesburgamerican.com/article/2
0090521/NEWS01/90521004

ignore social media, and that companies need
to be “fluent in IT security 3.0.”
http://www.securitypark.co.uk/security_article
263129.html

DSL Router Remotely Controlled by URL

90 Percent of E-mail is Spam, Symantec
Says

THE H SECURITY
05/29/2009

Researcher Michael Sajdak recently spoke at
the CONFidence 2009 conference in Krakow,
and said that attackers are able to use the
Linksys WAG54G2 WLAN DSL router to execute
shell commands. Sajdak also said that he
reported the flaw to manufacturer Cisco in
March, but has not yet received a response or
report of a fix.
http://www.h-online.com/security/DSL-routerremotely-controlled-by-URL--/news/113408

Bio-Labs Cyber Threats Ignored?
BY: BOB BREWIN, NEXTGOV.COM
05/27/2009

The Defense Science Board recently visited
several laboratories that conduct research on
dangerous biological agents and said that “none
of the labs appears to have adequately
considered the cyber threat.” The board said
that none of the labs’ critical computer systems
could be considered isolated and that an
intrusion would allow a hacker to control
systems that provide access to sensitive lab
information.
http://whatsbrewin.nextgov.com/2009/05/biol
abs_cyber_threats_ignored.php

Social Media Cannot Be Ignored by IT
Security Professionals
SECURITY PARK
05/27/2009

The Launchpad Europe IT Security Index 2009
survey found that many organizations are using
social media tools like LinkedIn, Twitter and
Facebook. Mike Burkitt, director of Launchpad
Europe, said that IT professionals should not
110 Royal Aberdeen 
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BY: ROBERT MCMILLAN, COMPUTERWORLD
05/26/2009

Symantec recently reported that spam made up
90.4 percent of all e-mail messages on
corporate networks last month, a 5.1 increase
over the previous month’s numbers. Symantec
also found that 58 percent of spam comes from
botnets. Social networking sites are also
increasingly being used to distribute spam
messages.
http://www.computerworld.com/action/article.
do?command=viewArticleBasic&taxonomyNam
e=security&articleId=9133526

Majority of UK Businesses Believe Security
is the Biggest Threat to Cloud Computing
SECURITY PARK
05/21/2009

According to a recent survey by SecurEnvoy, 71
percent of United Kingdom businesses said that
security was the biggest threat to cloud
computing. Over 75 percent of the respondents
said that they would be concerned it their
company’s information was stored outside of
their office, and only 12 percent report storing
information on the cloud. While cloud
computing could be beneficial for companies by
allowing workers to access information from
any location, experts believe that companies
need to tighten their security policies before
jumping in to cloud computing.
http://www.securitypark.co.uk/security_article
263111.html
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Cloud Computing on the Rise Despite
Security Concerns
BY: RACHAEL SINGH, ACCOUNTANCY AGE
05/21/2009

Research from Forrester warns that companies
looking for online data storage should be very
cautious when dumping all of their information
into cloud computing. The new “How Secure is
your Cloud” Forrester report says that most
companies would keep confidential or financial
information in-house and move information
such as supply chain and business processes
into cloud. Security experts are also concerned
that there are no regulations governing best
practices or codes of conduct for cloud
computing because it is an emerging market.
http://www.accountancyage.com/accountancy
age/analysis/2242640/cloud-computing-risedespite-4676112

Cloud Security: Danger (& Opportunity)
Ahead
BY: ARIEL SILVERSTONE, CIO.COM
05/19/2009

This article discusses security challenges with
cloud computing, and claims that because cloud
computing will store such a large amount of
information, we must address the security and
privacy risks to users of the data. The article
also says that the customers of cloud computing
currently agree to take on all accountability for
security breaches, although cloud computing
will offer customers only marginal control over
their information’s security.
http://www.cio.com/article/492999/Cloud_Sec
urity_Danger_and_Opportunity_Ahead

Security Vulnerabilities Persist in
Hospitality Industry
BY: STEVE RAGAN, THE TECH HERALD
05/20/2009

Trustwave, a PCI vendor and Qualified Incident
Response Assessor, recently released
information on 75 investigations of credit card
compromise, and found that more than 1
110 Royal Aberdeen 
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million accounts were at risk from online
transactions. The 75 confirmed breaches used
two methods of extracting data: exploiting
flaws in outdated processing applications or
distributing malware. The breaches mostly
affected hotel chains that use online processing
applications for credit and debit card purchases.
http://www.thetechherald.com/article.php/200
921/3719/Security-vulnerabilities-persist-inhospitality-industry

Popular Smart Card Can Be Hacked,
Researchers Show
BY: HILTON COLLINS, GOVERNMENT TECHNOLOGY
05/20/2009

Researchers from Radboud University in the
Netherlands recently discovered vulnerabilities
in NXP’s MIFARE Classic Card which is used to
access buildings and transportation systems.
Researchers say that NXP used its own
cryptography information when designing the
MIFARE Classic Card, and should have used
more difficult cryptography standards like those
from the National Security Agency.
http://www.govtech.com/gt/articles/689811

Bosses and Workers Disagree on Social
Network Privacy
BY: ANDREW LAVALLEE, WALL STREET JOURNAL
BLOGS
05/19/2009

A survey of 2,000 U.S. adults found that most
respondents with managerial job titles thought
that businesses have the right to know how
employees are portraying themselves on sites
like MySpace and Facebook. Fifty-three percent
of employee respondents said that their social
networking profiles are not their companies’
business, and most say that they would not
change their online behavior. Most respondents
said that their company had no clear policy on
what could be posted on social websites.
http://blogs.wsj.com/digits/2009/05/19/bosses
-and-workers-disagree-on-social-networkprivacy/
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CYBERSPACE HACKS AND ATTACKS
Network Security & Hardware: Five Hacks
That Will Challenge Obama’s Cybersecurity Plans
BY: BRIAN PRINCE, EWEEK.COM
06/01/2009

This article provides a short list of major hacks
targeting U.S. government agencies and
infrastructure over the past years. Events
include hackers that were able to steal plans for
a fighter plane, a security breach for the Federal
Aviation Administration, the attacks on the U.S.
electric grid and attacks on both Cisco and
NASA.
http://www.eweek.com/c/a/Security/5-Hacksthat-Will-Challenge-Obamas-CyberSecurityPlans-436222/

U.S. Scrambles to Develop Cyber Defenses
to Fight Internet Hacking
BY: MIKE CRONIN, PITTSBURGH TRIBUNE
05/30/2009

Attacks on U.S. networks are becoming more
frequent, including attacks that have infiltrated
the nation’s electrical grid and Pentagon
computers. Security specialists warn that China
and Russia have better developed cyberwarfare
offensive and defensive capabilities, and that
terrorist and organized crime groups also pose a
great threat to the United States.
http://www.pittsburghlive.com/x/pittsburghtrib
/news/pittsburgh/s_627521.html

Hype About Conficker and Other Big
Viruses Undermining IT Security, Says FBI
BY: JOHN WAGLEY, SECURITY MANAGEMENT
05/29/2009

Shawn Henry, assistant director of the FBI’s
Cyber Division, says that although media
coverage of the Conficker worm is raising
awareness, it could also undermine IT security
by distracting users from other serious threats.
110 Royal Aberdeen 
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Henry also worries that if people do not feel an
impact from the Conficker worm that they will
ignore future IT advisories.
http://www.securitymanagement.com/news/h
ype-about-conficker-and-other-big-virusesundermining-it-security-says-fbi-005726

Ross E-mail Blunder Highlights Dangers of
Twitter
BY: SHAUN NICHOLS, VNUNET.COM
05/21/2009

TV personality Jonathan Ross accidentally
posted his personal e-mail address publicly on
the Twitter micro-blogging site, and although
the update was deleted, a copy was still
available through the site’s advanced search
feature. Graham Cluley, senior technology
consultant at security firm Sophos, says that
Twitter users can apply to have their details and
posts purged completely from the site, but that
the process is difficult and still leaves users
exposed for a period of time.
http://www.vnunet.com/vnunet/news/224264
9/security-concerns-floated

Senator Touts E-Medical Data despite
Hacker Attack
BY: BOB LEWIS, ENTERPRISE SECURITY TODAY
05/20/2009

Sen. Mark Warner (D-Va.) is still pushing for
medical records to be made electronic, despite
the recent attack on a Virginia medical database
which gave the hackers access to patient
information and medical records. Warner
discusses the medical and cost-saving benefits
of digitizing patient records, and says that
digital records would allow doctors to make
faster decisions and eliminate the need for
expensive duplicate procedures.
http://www.enterprise-securitytoday.com/story.xhtml?story_id=66684
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Cyberthieves Steal Millions from U.S.
Banks – FBI

40,000-Plus Websites Infected in ‘Beladen’
Web Attacks

REUTERS
05/19/2009

BY: ELLEN MESSMER, NETWORK WORLD
06/02/2009

Shawn Henry, the assistant director of the FBI’s
cyber division, says that attacks on the U.S.
financial sector are “significant” and have cost
U.S. banks “hundreds of millions of dollars.”
President Barack Obama’s fiscal 2010 budget
would include $355 million for DHS for work on
private- and public-sector cyber infrastructure
security.
http://www.reuters.com/article/rbssTechMedia
TelecomNews/idUSN1943000020090519

This past weekend, more than 40,000 websites
were compromised through SQL-injection
attacks with malware that redirects users to a
site that distributes malware. The attack has
been named “Beladen” after the domain name
“Beladen.net” which is registered in the
Ukraine. Stephan Chenette, manager of security
research at Websense Labs, says that the attack
is very sophisticated and that there may be ties
to the Russian Business Network.
http://www.networkworld.com/news/2009/06
0209-beladen-web-attack.html?hpg1=bn
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Experts Warn Mobile Phones Face Hacking
Threat

U.S. Marshals and FBI Networks Hit By
Virus

BY: TARMO VIRKI, REUTERS
06/01/2009

CYBERINSECURE.COM
05/22/2009

Security experts warn that hackers can access
confidential information using text messages
that appear to come from a user’s service
provider. The flaw allows criminals to access a
cell phone data connection and steal data or
install/remove programs from the device.
http://www.reuters.com/article/technologyNe
ws/idUSTRE5502RD20090601

Both the FBI and the U.S. Marshals began
experiencing computer problems recently
resulting from a computer virus that infected
the agencies’ machines. The U.S. Marshals
systems were disconnected to prevent
spreading the infection to the U.S. Justice
Department network. Sources say that the virus
was the Neeris worm, and that the U.S.
Marshals Service was running backlevel
antivirus software, as protection against Neeris
malware has been included in OfficeScan in
previous versions.
http://cyberinsecure.com/us-marshalls-and-fbinetworks-hit-by-virus/

FBI E-mail Clobbered After Virus
BY: ROBERT MCMILLAN, COMPUTERWORLD
05/29/2009

The FBI recently reported that it was forced to
disconnect its unclassified network after a
security incident, but denies that the incident
left the agency unable to e-mail other
intelligence and law enforcement agencies.
Hackers reportedly used malicious encoded file
attachments to breach the network, and the FBI
says that it has banned sending and receiving
attachments until their technicians are able to
scan all attachments in the e-mail system to be
sure that the threat was contained.
http://www.computerworld.com/action/article.
do?command=viewArticleBasic&articleId=9133
678

FBI, U.S. Marshals Reconnect After Security
Problems
BY: BEN BAIN, FEDERAL COMPUTER WEEK
05/26/2009

The FBI’s unclassified network is now online
again after it was temporarily disconnected last
week because of an “identified network security
issue.” Both the FBI and the U.S. Marshals were
forced to shut down part of their networks after
computers were hit with a virus.
http://fcw.com/Articles/2009/05/26/Web-FBIMarshals-computer.aspx
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Office of U.S. Marshals Infected by Neeris
Virus
BY: ANGELA MOSCARITOLO, SC MAGAZINE
05/22/2009

Nikki Credic, a spokeswoman for the U.S.
Marshals, reports that the Marshals office was
infected with a computer virus believed to be
the Neeris malware. The Marshals IT staff
disconnected their computers from the Justice
Department network to contain the infection,
and worked with anti-virus vendor Trend Micro
to update anti-virus software. Credic also said
that no information was compromised as a
result of the infection.
http://www.scmagazineus.com/Office-of-USMarshals-infected-by-Neerisvirus/article/137344

Hackers Exploit Unpatched Windows Bug
BY: GREGG KEIZER, COMPUTERWORLD
05/29/2009

Microsoft recently released a security advisory
that said that hackers are using malicious
QuickTime files to hijack PCs. Microsoft says
that Vista, Server 2008 and Windows 7 are not
at risk, and that users that may be vulnerable
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should disable QuickTime parsing. The bug,
called DirectX, is the third since February that
has required Microsoft to issue an emergency
security advisory.
http://www.computerworld.com/action/article.
do?command=viewArticleBasic&articleId=9133
648

Anti-U.S. Hackers Infiltrate Army Servers
BY: PAUL MCDOUGALL, INFORMATION WEEK
05/28/2009

The Department of Defense and other
investigators are currently looking into data
breaches that allowed an anti-American hacking
group access to at least two sensitive U.S. Army
web servers. Experts believe that the hackers
used SQL injection attacks to exploit a
vulnerability in Microsoft’s SQL Server database
which gave them access to databases at the
McAlester munitions plant and Army Corps of
Engineers’ servers.
http://www.informationweek.com/news/gover
nment/federal/showArticle.jhtml?articleID=217
700619

Clickjacking: Hijacking Clicks on the
Internet
BY: ELINOR MILLS, CNET NEWS
05/22/2009

Jeremiah Grossman, chief technology officer
and co-founder of Whitehat Security, says that
while most vulnerabilities that affect software
holes can be patched, clickjacking is a design
flaw in the way the web works. Clickjacking is
when a user clicks on a link that redirects them
to malware, often without their knowledge.
Hackers can hide malicious links even in
legitimate websites, or can turn on a user’s web
cam or microphone without the user ever
knowing.
http://news.cnet.com/8301-1009_3-1024732783.html
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Breach Led to Demise of Passport Web
Service
BY: DEAN BEEBY, THE STAR
05/25/2009

An internal document from Passport Canada’s
online application service says that the site
“was shut down last month because of security
concerns” and included an action plan to
correct the problem. Privacy Commissioner
Jennifer Stoddart says that the breach exploited
a vulnerability which is “likely caused by human
error.”
http://www.thestar.com/news/canada/article/
639703

Kaspersky Impressed by Botnet Slickness
BY: LIAM TUNG, CNET NEWS
05/21/2009

Eugene Kaspersky says that the Conficker
botnet was written by high-end engineers that
used well written code and cryptographic
systems, and that the botnet could have been
much more dangerous if the hackers behind the
worm had been after more than just money.
Kaspersky says that the botnet contained 10
million computers at one point, and used
randomly generated lists of URLs to download
updates.
http://news.cnet.com/8301-1009_3-1024672183.html

Conficker Botnet ‘Could Take Australia
Offline’
BY: ANDREW RAMADGE, NEWS.COM.AU
05/19/2009

Kaspersky Lab chief Eugene Kaspersky says that
the Conficker worm may have infected as many
as 10 million computers, and calls the worm an
“army” and a “very dangerous weapon.”
Kaspersky says that the worm has enough
infected computers to take a country like
Australia completely off the grid.
http://www.news.com.au/technology/story/0,2
8348,25506428-5014239,00.html
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Conficker Still Infecting 50,000 PCs Per Day
BY: ROBERT MCMILLAN, COMPUTERWORLD
05/20/2009

Security researchers at Symantec report that
the Conficker worm is still infecting systems at
an alarming rate and that there are millions of
infected computers worldwide, making
Conficker the world’s largest botnet network.
Andre DiMino, cofounder of the Shadowserver
Foundation, explains that just because the
Conficker botnet has not launched any major
attacks yet does not meant that it is no longer
dangerous or spreading rapidly.
http://www.computerworld.com/action/article.
do?command=viewArticleBasic&articleId=9133
363
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Malware-Infected Computers Controlled
by Cybercriminals
SECURITY PARK
05/21/2009

Finjan’s Malicious Code Research Center
recently announced the discovery of a network
of 1.9 million malware-infected computers,
including corporate and government computers
from around the world. The cybercrime server
is believed to be hosted in the Ukraine and
controlled by a group of six cybercriminals.
Finjan has been providing United Kingdom and
U.S. law enforcement with information about
the server since its discovery, and has contacted
affected corporate and government agencies.
http://www.securitypark.co.uk/security_article
262980.html
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Investigators Replicate Nokia 1100 Online
Banking Hack
BY: JEREMY KIRK, PC WORLD
05/21/2009

Certain models of the Nokia 1100 mobile
phones are being used by hackers to gain access
into bank accounts because the phones allow
criminals to receive someone else’s SMS
messages. In countries like Germany and
Holland, banks send one-time passwords
through SMS to a person’s phone to allow
services like money transfers. Ultrascan, which
specializes in tracking Internet and electronic
fraud crimes, is working to find criminals that
are using Nokia 1100s in online frauds.
http://www.pcworld.com/businesscenter/articl
e/165326/investigators_replicate_nokia_1100_
online_banking_hack.html

Critical Mac OS X Java Vulnerability Proofof-Concept
SECUREMAC.COM
05/19/2009

A proof-of-concept exploit for an unpatched
vulnerability in the Java Runtime Environment
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was recently posted, and affected OS X
including the latest version, OS X 10.5.7. The
flaw could allow attackers to perform “drive-bydownloads” which infect victim machines with
spyware. The article also provides
recommendations for how users can protect
their machines from being attacked.
http://www.securemac.com/java.php

Spammers Find New Way to Bust Filters
BY: ROBERT MCMILLAN, COMPUTERWORLD
06/01/2009

Cloudmark researcher Adam O’Donnell says
that spammers are renting legitimate network
services to blast out large amounts of spam at
networks of a specific ISP, hoping to get as
many spam messages as possible onto the
network before filtering software can detect the
incident. O’Donnell says that social networking
sites are also increasingly being used to
distribute spam and malware, and is particularly
dangerous because social networking spam
cannot be filtered by corporate firewalls.
http://www.techworld.com/news/index.cfm?R
SS&NewsID=116690

Smithfield, VA 23430 

National Security Cyberspace Institute

ph. (757) 871-3578

P a g e | 32

CyberPro
Volume 2, Edition 11
June 4, 2009

Keeping Cyberspace Professionals Informed

CYBERSPACE TACTICS AND DEFENSE
Home Workers Need the Same Levels of
Security and Support as Office-Based Staff

Adobe Promises Action Over Security
Flaws

SECURITY PARK
05/22/2009

BY: JEREMY KIRK, TECHWORLD
05/21/2009

Brett Rowe, director of sales and marketing at
TFM Networks, explains that home networking
and flexible working policies can increase
worker productivity and lower operating costs,
but also says that companies that utilize home
networking need to provide security
technologies and support for employees at
home like they would for office-based staff. The
article says that businesses are obligated “to
ensure health and safety assessments are
completed for home working environments, in
addition to supplying the necessary hardware
and office supplies.”
http://www.securitypark.co.uk/security_article
263082.html

Adobe systems recently received “fierce
criticism over its slow response to a zero-day
vulnerability in its popular PDF viewer,” and has
since promised to speed up its patching process
and release regular security updates. Adobe has
committed to releasing patches every three
months, on the second Tuesday of the month.
Although Adobe has had a security
development lifecycle for years, the company
did not review the old legacy code for security
vulnerabilities when developing Reader and
Acrobat. The company has also committed to
going back through legacy code to look for
flaws.
http://www.techworld.com/news/index.cfm?R
SS&NewsID=116184

Risk Assessment Guides Launched
Instant Hacker in a Box

BY: ELLEN MESSMER, NETWORK WORLD
05/22/2009

Two new, free risk-management guides are
aimed at helping security professionals
establish corporate security metrics and also
offer tips on organizing risk-assessments and
presenting findings. Bert Miuccio, CEO at the
Center for Internet Security, says that the
guides don’t offer any valuable information
about establishing spending goals, but that they
are still useful for helping organizations track
and report on cyber areas.
http://www.techworld.com/news/index.cfm?R
SS&NewsID=116259
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STRATEGY PAGE
05/28/2009

The Defense Advanced Research Projects
Agency (DARPA) has several teams working on
new versions of the COFEE hacker analysis tool,
which “enables a non-hacker to analyze
wireless network activity, and determine which
targets can be attacked.” Microsoft Corporation
released the COFEE tool two years ago, which
can be inserted into an enemy computer, and
contains more than 100 software tools that
extract information from the machine.
http://www.strategypage.com/htmw/htiw/artic
les/20090528.aspx
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NSA-Funded ‘Cauldron’ Tool Goes
Commercial
BY: KELLY JACKSON HIGGINS, DARK READING
05/26/2009

The Cauldron vulnerability analysis tool
currently used by the National Security Agency
and Department of Homeland Security is now
commercially available. The tool will help
enterprises make sense of their vulnerability
information or trace data breaches. The
Cauldron tool is more specialized than other
vulnerability analysis tools available, and
focuses on visualizing vulnerabilities and attack
patterns that hackers may take.
http://www.darkreading.com/database_securit
y/security/vulnerabilities/showArticle.jhtml?arti
cleID=217700162

Adding Identity and Application Control to
the Network
SECURITY PARK
05/22/2009

This article discusses the risks that IT
professionals can avoid by adding identity and
application visibility and control to their
networks. Identity and application controls can
help reduce illegal downloads, give IT
professionals a better understanding of who is
using the network, and provide information
about application traffic on the LAN.
http://www.securitypark.co.uk/security_article
263114.html

Defending Sensitive Information from
Evolving Threats of Cyber-Espionage
BY: JACK DANAHY, COMPUTER TECHNOLOGY
REVIEW
05/21/2009

Hackers have begun to develop sophisticated
attacks that are able to “circumvent a variety of
existing security measures,” and hackers are
interested in various targets including classified
government data, personal information, credit
card numbers and bank account details. New
forms of information warfare and cyber110 Royal Aberdeen 
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espionage are emerging, using combinations of
sophisticated attacks and weak security in
software applications. The article discusses how
the network perimeter is “no longer the first
line of defense” but rather a “speed bump in
the path of the attackers’ progress of exploit.”
Instead of securing the perimeter, security
personnel must focus on application security.
http://www.wwpi.com/top-stories/7112defending-sensitive-information-from-evolvingthreats-of-cyber-espionage

Protecting Portable Electronic Devices
from Attacks
ENTERPRISE SECURITY TODAY
05/21/2009

This article discusses how attackers are using
software to attack portable electronic devices.
Attackers can spam device owners with text
messages that infect devices with malware and
allow attackers to use your service. The U.S.
Computer Emergency Readiness Team provides
some recommendations for portable electronic
device users, including exercising caution when
posting your cell phone number, avoiding links
in unsolicited messages, taking advantage of
your device’s security features and looking for
website certification when downloading
software.
http://www.enterprise-securitytoday.com/story.xhtml?story_id=66707

Security Groups Tout Chain of Trust
Initiative to Combat Malware
BY: ROY MARK, EWEEK.COM
05/19/2009

The new Chain of Trust cybersecurity initiative,
introduced by the ASC, NSCSA and
StopBadware.org, aims to “link together
security vendors, researchers, government
agencies, Internet companies, network
providers and advocacy and education groups in
a systemic effort to stem the rising tide of
malware.” The group will map out the complex
network of organizations and individuals that
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make up the chain and secure the bonds
between the various organizations.
StopBadware.rog Manager Maxim Weinstein
says that “organization and collaboration re out

best tools against an enemy that doesn’t play
by any rules.”
http://www.eweek.com/c/a/Security/SecurityGroups-Tout-Chain-of-Trust-Initiative-toCombat-Malware-619604/

Raytheon
Aspiring to be the most admired defense and aerospace systems
supplier through world-class people and technology Raytheon is
a technology leader specializing in defense, homeland security,
and other government markets throughout the world. With a
history of innovation spanning more than 80 years, Raytheon
provides state-of-the-art electronics, mission systems
integration, and other capabilities in the areas of sensing;
effects; command, control, communications and intelligence
systems, as well as a broad range of mission support services.

CYBERSPACE - LEGAL
Ex-Employee Fingered in Texas Power
Company Hack

Suspects Charged in $400,000 Electronic
Crime Scheme

BY: KEVIN POULSEN, WIRED BLOG NETWORK
05/29/2009

NBC LOS ANGELES
05/21/2009

The FBI is investigating a computer intrusion at
the Texas power company Energy Future
Holdings. Apparently an ex-employee, Dong
Chul Shin, was fired in March for performance
reasons and, that same afternoon, someone
used Shin’s account to log onto the corporate
network and e-mail proprietary data to a
personal Yahoo account linked to Shin. No
charges have been filed yet, but the FBI is
investigating the case as violation of federal
computer crime laws.
http://www.wired.com/threatlevel/2009/05/

Four men from San Fernando Valley were
recently charged in an electronic crime scheme
that included more than 24 victims, including
banks, and a loss of more than $400,000
through fake ATM withdrawals. The men
allegedly used skimming devices on ATMs to
steal ATM personal identification numbers, and
have all been charged with identity theft and
grand theft.
http://www.nbclosangeles.com/news/local/Sus
pects-Charged-in-400000-Electronic-CrimeScheme-.html
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FBI Investigates Missing Clinton Era Hard
Drive
BY: IAIN THOMSON, VNUNET.COM
05/20/2009

A hard drive that contained sensitive personal
information from the Clinton era has reportedly
gone missing from the U.S. National Archives.
The drive may contain personal information
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about the former president, vice president and
their families. It has been confirmed that the
drive contained Secret Service files and social
security numbers and addresses for the people
that visited the White House.

http://www.vnunet.com/vnunet/news/22426
25/federal-investigation-missing
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CYBERSPACE-RELATED CONFERENCES
Note: Dates and events change often. Please visit web site for details. Please provide additions, updates, and/or
suggestions for the CYBER calendar of events here.
7 – 10 Jun 2009
14 – 18 Jun 2009
14 – 19 Jun 2009
16 - 18 Jun 2009
16 – 18 Jun 2009
17 – 19 Jun 2009
21 – 23 Jun 2009
22 Jun 2009
22 – 24 Jun 2009
25 Jun 2009
25 – 26 Jun 2009
28 Jun – 3 July
2009
July 2009
1 – 3 Jul 2009
6 – 7 Jul 2009
6 – 8 Jul 2009
7 – 10 Jul 2009
25 – 30 July
17 – 19 Aug 2009
18 – 20 Aug 2009
31 Aug – 4 Sep
2009
20 – 25 Sep 2009
29 – 30 Sep 2009

Information Hiding Workshop, Darmstadt, Germany, http://www.ih09.tu-darmstadt.de/
IEEE International Conference on Communications (ICC) 2009, Dresden, Germany,
http://www.comsoc.org/confs/icc/2009/index.html
International Conference on Emerging Security Information, Systems and Technologies;
Athens Greece, http://www.iaria.org/conferences2009/SECURWARE09.html
Air Force Cyberspace Symposium 2009, Bossier City, Shreveport, LA,
http://www.cyberspacesymposium.com/
Information Assurance Conference of the Pacific (IACP), Honolulu, HI,
http://www.fbcinc.com/event.aspx?eventid=Q6UJ9A00IGGP
Conference on Cyber Warfare, Tallinn, Estonia, http://www.ccdcoe.org/7.html
th
14 Annual CyberTherapy & CyberPsychology Conference, Lago Maggiore, Verbania-Intra,
Italy, http://www.e-therapy.info/
Meeting the Threats in Cyberspace, London, UK,
http://www.cityforum.co.uk/?option=com_eventlist
Information Operations Europe 2009: Delivering Effects Through Influence Activity,
London, UK, http://www.defenceiq.com/ShowEvent.aspx?id=173906
2009 AFCEA DC Cybersecurity Symposium, Washington, DC,
http://www.afceadc.org/events/special-events/cybersecurity-symposium-fy09
Workshop on Digital Forensics & Incident Analysis, Athens, Greece, http://www.wdfia.org/
Annual Computer Security Incident Handling Conference (FIRST), Kyota, Japan,
http://www.first.org/conference/
International Conference on Detection of Intrusions and Malware, and Vulnerability
Assessment (DIMVA), Milan, Italy, http://www.dimva.org/
Australasian Conference on Information Security and Privacy (ACISP), Brisbane, Australia,
http://conf.isi.qut.edu.au/acisp2009/
European Conference on Information Warfare and Security (ECIW), Lisbon, Portugal,
http://www.academic-conferences.org/eciw/eciw2009/eciw09-home.htm
th
4 Global Conference: Visions of Humanity in Cyberculture, Cyberspace and Science
Fiction, Oxford, United Kingdom, http://www.inter-disciplinary.net/ati/Visions/v4/cfp.html
Conference on Ubiquitous Intelligence and Computing, Brisbane, Australia,
http://www.itee.uq.edu.au/~uic09/
Black Hat USA 2009, Las Vegas NV, http://www.blackhat.com/
Digital Forensics Research Workshop, Montreal, Canada, http://www.dfrws.org/
International Conference on Information Assurance and Security, Xi’an, China,
http://www.ias09.org/
th
6 International Conference on Trust, Privacy & Security in Digital Business, Linz, Austria,
http://www.icsd.aegean.gr/trustbus2009/
Hacker Halted USA 2009, Miami, FL;
http://www.hackerhalted.com/Conference/tabid/67/Default.aspx
Detroit SecureWorld Expo; Detroit, MI;
http://secureworldexpo.com/events/index.php?id=257
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6 Oct 2009
28 – 29 Oct 2009
4 – 5 Nov 2009
18 – 20 Nov 2009

Cyber Security Conference – A Shared Responsibility, John Hopkins APL - Kossiakoff
Conference and Education Center, Maryland, https://www.fbcinc.com/csc/default.aspx
Seattle SecureWorld Expo; Seattle, WA;
http://secureworldexpo.com/events/index.php?id=249
Dallas SecureWorld Expo; Dallas, TX;
http://secureworldexpo.com/events/index.php?id=250
MINES 2009 International Conference on Multimedia Information Networking and
Security, Wuhan, China; http://liss.whu.edu.cn/mines2009/

CYBERSPACE-RELATED TRAINING COURSES
Note: Dates and events change often. Please visit web site for details. Please provide additions, updates, and/or
suggestions for the CYBER calendar of events here.
Certified Ethical Hacker

Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=104
63&catid=191&country=United+States
EC-Council, Online, http://www.eccouncil.org/Course-Outline/ECSP.htm

Certified Secure Programmer
(ECSP)
Certified VoIP Professional
CISA Prep Course

CISM Prep Course

CISSP Prep Course

Computer Hacking Forensic
Investigator
Contingency Planning

Cyber Law
Defending Windows Networks

DIACAP – Certification and
Accreditation Process
DIACAP – Certification and
Accreditation Process,
Executive Overview

EC-Council, Online, http://www.eccouncil.org/Course-Outline/ECVP.htm
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=941
6&catid=191&country=United+States
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=987
7&catid=191&country=United+States
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=802
9&catid=191&country=United+States
EC-Council, Online, http://www.eccouncil.org/CourseOutline/CHFI%20Course.htm
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=119
19&catid=191&country=United+States
EC-Council, Online, http://www.eccouncil.org/CourseOutline/CyberLaw%20Course.htm
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=108
36&catid=191&country=United+States
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=117
76&catid=191&country=United+States
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=117
78&catid=191&country=United+States
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Disaster Recovery

EC-Council, Online, http://www.eccouncil.org/CourseOutline/Disaster%20Recovery%20Course.htm
EC-Council, Online, http://www.eccouncil.org/Course-Outline/eSecurity%20Course.htm
EC-Council, Online, http://www.eccouncil.org/Course-Outline/ECommerce%20Architect%20Course.htm
EC-Council, Online, http://www.eccouncil.org/Course-Outline/ECSA-LPTCourse.htm
EC-Council, Online, http://www.eccouncil.org/CourseOutline/Ethical%20Hacking%20and%20Countermeasures%20Course.htm
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=978
&catid=191&country=United+States
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=793
8&catid=191&country=United+States
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=979
&catid=191&country=United+States
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=119
05&catid=191&country=United+States
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=119
43&catid=191&country=United+States
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=119
33&catid=191&country=United+States
EC-Council, Online, http://www.eccouncil.org/CourseOutline/Linux%20Security%20Course.htm
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=119
37&catid=191&country=United+States
EC-Council, Online, http://www.eccouncil.org/Course-Outline/ENSA.htm

E-Business Security
E-Commerce Architect
ESCA/LPT
Ethical Hacking and
Countermeasures
Foundstone Ultimate Hacking

Foundstone Ultimate Hacking
Expert
Foundstone Ultimate Web
Hacking
INFOSEC Certification and
Accreditation Basics
INFOSEC Forensics

INFOSEC Strategic Planning

Linux Security
Network Management

Network Security
Administrator (ENSA)
Network Vulnerability
Assessment Tools
NIST 800-37 - Security
Certification and Accreditation
of Federal Information
Systems
NIST 800-37 - Security
Certification and Accreditation
of Federal Information
Systems - Executive Overview
Policy and Procedure
Development

Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=117
84&catid=191&country=United+States
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=117
80&catid=191&country=United+States
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=117
82&catid=191&country=United+States
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=119
23&catid=191&country=United+States
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Project Management in IT
Security
Red Hat Enterprise Security:
Network Services
Risk Analysis and Management

Security Certified Network
Architect
Security Certified Network
Professional
Security Certified Network
Specialist
Security for Non-security
Professionals
SSCP Prep Course

Vulnerability Management

EC-Council, Online, http://www.eccouncil.org/CourseOutline/Project%20Management%20in%20IT%20Security%20Course%20Outline
/Project%20Management%20in%20IT%20Security%20Course%20Outline.html
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=797
2&catid=191&country=United+States
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=119
13&catid=191&country=United+States
Security Certified Program, Self-Study,
http://www.securitycertified.net/getdoc/ac8d836b-cb21-4a87-8a344837e69900c6/SCNA.aspx
Security Certified Program, Self-Study,
http://www.securitycertified.net/getdoc/6e1aea03-2b53-487e-bab686e3321cb5bc/SNCP.aspx
Security Certified Program, Self-Study,
http://www.securitycertified.net/getdoc/f6d07ac4-abc2-4306-a54119f050f32683/SCNS.aspx
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=846
1&catid=191&country=United+States
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=987
6&catid=191&country=United+States
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=119
41&catid=191&country=United+States

CYBER BUSINESS DEVELOPMENT OPPORTUNITIES
Note: Dates and events change often. Please visit web site for details. Please provide additions, updates, and/or
suggestions for the CYBER calendar of events here.
Office
PEO STRICOM

Title
D--Threat Computer Network Operation
(CNO) Teams for Test and Evaluation events

Air Force
Materiel
Command

Integrated Cyber Defense & Support
Technologies

110 Royal Aberdeen 

CyberPro

Link
https://www.fbo.gov/index?s=opportunity&mo
de=form&id=d713ee539a271238c8580dd60427
31ea&tab=core&_cview=0
https://www.fbo.gov/index?s=opportunity&mo
de=form&id=cd045a392c920683ccb0b03df09bb
134&tab=core&_cview=1
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EMPLOYMENT OPPORTUNITIES WITH NSCI
Job Title
Operational Deterrence Analyst
Defensive Cyber Ops Analyst
Cyber SME
Geospatial Analyst
Logistics All-Source Intelligence Analyst
SIGINT Analyst
Cyber Operations SME
Website Maintainer
Cyberspace Specialists
Cyberspace Manning IPT

Location
NE, VA
NE, VA, CO
NE, VA, TX, CO
NE
NE
NE, CO
NE
NE
NE
NE

CYBERPRO CONTENT/DISTRIBUTION
Officers

Chief Operations
Officer
Jim Ed Crouch

The articles and information appearing herein are intended for educational purposes to
promote discussion in the public interest and to keep subscribers who are involved in the
development of Cyber-related concepts and initiatives informed on items of common
interest. The newsletter and the information contained therein are not intended to
provide a competitive advantage for any commercial firm. Any misuse or unauthorized
use of the newsletter and its contents will result in removal from the distribution list
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