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THIS WEEK IN CYBERPRO
BY LINDSAY TRIMBLE, NATIONAL SECURITY CYBERSPACE INSTITUTE, INC.

The featured article for this edition of CyberPro was written by the U.S. Air Force’s Colonel Glenn
Zimmerman and discusses computer network defense (page 6). Zimmerman explains that although the
fundamental concepts of network security are still valid, it is important to move forward and take
proactive steps toward cyberspace security.
The Obama administration is taking steps to move forward by placing more emphasis on cyber defense.
Cybersecurity recently became its own Department of Defense command (page 13) and The Washington
Post reports that the new cyber command would join the offensive and defensive capabilities of the
military and the National Security Agency (page 14). These steps for improved security couldn’t come at
a better time; Kevin Coleman, security expert with the Technolytics Institute, has predicted that the
United States will soon be in a cyber arms race with China (page 19). Coleman believes that the United
States is not adequately prepared for cyber attacks, especially when competing with China’s increased
cyber-espionage efforts and new technologies.
“Cyber Breaches: Worse than You Think” (page 24) discusses 17 significant security breaches in the past
two years highlighted in a recently-released report by the Center for Strategic and International Studies.
After spending two years on the underground Dark Market forum, FBI Agent J. Keith Mularski is an
expert on cyber attack strategies. In an interview (page 23), Mularski explains that he could see
connections to organized crime from the hackers on the forum. His penetration of the Dark Market
forum led to several arrests in September 2008 (page 24).
A new bill has been introduced that would give President Barack Obama the authority to shut down
networks in case of a cyber attack. Senators Jay Rockefeller (D-W.Va.) and Olympia Snowe (R-Maine)
proposed this Cybersecurity Act of 2009 (page 29).
In this edition of CyberPro, we are introducing a new “Education & Training” section to highlight cyberrelated training opportunities. On page 9, Global Knowledge highlights three courses that will focus on
the Department of Defense Information Assurance Certification and Accreditation Process.
For a list of upcoming conferences, see page 31; for training opportunities, see page 32.
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CYBER DEFENSE – WHERE DO WE GO FROM HERE?
BY COLONEL GLENN ZIMMERMAN, CISSP

The views expressed in this article are those of the author and do not reflect
the official policy or position of the U.S. government, Department of
Defense or the United States Air Force. Colonel Glenn Zimmerman is an Air
National Guard Officer on active duty with the U.S. Air Force. He is a
recognized subject matter expert regarding cyber and a featured presenter
at venues around the globe. He has held a variety of positions in Network
Operations and Security both in and outside of the military including:
director of the Air National Guard (ANG) Network Operations and Security
Center (NOSC), Systems Manager in the U.S. District Court, and Senior
Infrastructure and Security Consultant with Siemens Business Services.
While Director of the ANG NOSC, he was handpicked to be part of the USAF
Cyberspace Task Force where he worked to establish the foundation for the
Air Force way ahead in cyberspace operations, doctrine and policy. He holds 14 current Information
Technology certifications in specializations ranging from operating system and network design to
security analysis.
Over the past 15 years, we have witnessed an ever-increasing upward trend in both the variety and
quantity of network attacks, intrusions and attempts to damage, degrade or otherwise adversely impact
the legitimate use and operation of private, public, commercial and government systems. While the
nature of the offensive actions has evolved and adapted to greater levels of flexibility and sophistication,
the majority of defensive responses have languished with only incremental and reactive development.
It has been said in various forms “…insanity is the act of doing the same thing over and over again while
expecting a different result each time.” Unfortunately, much of current cyber defense has fallen into this
trap. For purposes of this discussion, I will focus only on the computer network defense aspect of cyber
and not assaults or disruptions to other portions of the electromagnetic spectrum.
While malicious actors avail themselves of the latest weaponized tools to employ against our systems,
we seem to be mired in a signature-based, whitelist/blacklist, compliance-heavy, regulatory-driven,
defensive model which consistently demonstrates its ineffectiveness in combating these threats.
After all this time, why haven’t the countless millions of dollars in software solutions and man-hours
made our systems significantly safer? Why are our presumably state-of-the-art systems so vulnerable to
penetration and degradation? While the tactical level specifics vary across a broad spectrum based on
operating systems, applications, hardware platforms, etc., there are some fundamental underpinnings
which drive much of the futility we see on a regular basis in the operational defense of our networks and
critical data.
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First among these is an overreliance and misplaced faith in an administratively burdensome compliancebased security model. The overarching emphasis of “frameworks” such as DIACAP (DoD Information
Assurance Certification and Accreditation Process) drive organizations to a regulatory approach to
security – if one can show every process and checklist item is accounted for, by association, the system
and applications are secure. Unfortunately, this approach is more prone to ensuring the paperwork is in
order rather than securing the systems at risk. Checklists and processes have a place in network defense
and information security, but they are only two of several tools which must be employed to be effective.
Likewise, the dependence on such a compliance model drives the “patch” mentality as being the
panacea for all system vulnerabilities. Nothing could be further from the truth. How does someone
“patch” for an unknown vulnerability until it is exploited? How much latency can one safely deal with
until the patch is released? These windows of opportunity work strictly on behalf of the intruder or
attacker. No number of regulations or after-the-fact patching is going to dissuade or deter those
determined to compromise our systems.
Second is the insidious and counterproductive trend toward locking down our systems more tightly to
prevent incursions or exfiltrations. As additional onerous restrictions are introduced, we create more
holes in our “official” security posture through the “unofficial” creation of workarounds so employees
can actually get their work accomplished. The philosophy of “less is more” when applied to system
access often carries with it the unintended consequence of less productivity at the same or higher cost.
If this approach is completely successful, we will eventually create completely secure networks and
systems which no one uses because they are so restrictive and have no productive value. One can liken
this approach to holding a palmful of sand and slowly closing the hand to secure the sand. At a crucial
point, the pressure on the sand retains it completely in the palm of the hand; add more pressure and it
begins to squeeze out between the fingers. Squeeze even harder and more is lost. Similarly, excessively
restrictive security policies can become self-defeating as motivated and creative employees develop
workarounds to circumvent excessive control.
So, the question becomes “what can we do that is different from what we’ve done before to make our
systems more secure and yet enable them to retain the value which drove their creation in the first
place?”
We need to truly understand what happens on and within our systems. Situational awareness or
visibility into network functions and traffic is always championed as critical to security. But how many
organizations have performed a complete baseline monitoring profile for all their networks, systems and
applications for normal, holiday and surge periods such as end-of-year financial closeouts? Very few, if
any, have invested the time and resources to do so and yet this level of understanding would permit
early detection of anomalous behaviors throughout the system. It would also reveal other potential
issues while establishing a vector to attribution and necessary corrective actions. In other words, it
would permit proactive rather than reactive mitigation of many threats and reduce reliance on afterthe-fact patching as a first line of defense
We also need to leverage the intellectual capital within each organization. Simply put, the IT or IA
department does not possess a monopoly on good ideas to protect and secure the enterprise. We must
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include the “power users” among the respective agencies and business units and collaboratively develop
solutions which meet the needs of the users as well as improve security. Worked correctly, the two
concepts need not become mutually exclusive, but rather can serve as a foundation for improving user
education and transforming them from the role of bystander to stakeholder. This transition to an active
participant has the potential to change cyber defense from an IT issue to a personal one as the impacts
(both positive and negative) resolve to the individual rather than the organization.
Finally, we must establish and maintain transparency of communication between our peers – both
internal and external to our particular system(s). With the high degree of interconnectivity necessary to
conduct operations at all levels, it is imperative we not continue to operate as “cylinders of excellence,”
but rather as collaborative partners who, working together, can improve the functionality and security
of our portion of the grid and our partners’ as well.
There are those who will decry and rail against the de-emphasis of the compliance model, but practical
experience has indicated it demonstrates marginal, if any, effectiveness in its role of establishing secure
and usable networks and network systems. Regulations, standard processes and checklists will still be
necessary and are even encouraged, but they are not the end solution. Instead, they are fundamental
components of a larger and more inclusive approach to cyber defense. We can continue to do what has
been done before and see it fail again, or we can acknowledge it is time to move forward and embrace a
more realistic and pragmatic approach to securing our respective corners of cyberspace.
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EDUCATION & TRAINING

New Global Knowledge training solutions help you secure your network
Learn what it takes to secure your network. Global Knowledge
now offers the latest EADS security courses that will help you
understand the Department of Defense Information Assurance
Certification and Accreditation Process (DIACAP) as well as
familiarize you with the concepts of vulnerability assessment
and management by using vulnerability assessment tools
currently being used on both commercial and DoD networks.
For a complete course outline, click on the course titles below:
Network Vulnerability Assessment Tools
DIACAP Certification and Accreditation Process
DIACAP Certification and Accreditation Process – Executive Overview
Coming Soon
Global Knowledge will soon be offering Advanced Cyber Network Defense Training. This course is
designed to train the network defender on advanced tactics, techniques, and procedures of Cyber
Network Defense (CND) pertaining to threats, vulnerabilities, and exploits and how to detect, recognize,
identify, mitigate, and report them.
Many of these courses are certified to Committee on National Security Systems (CNSS)
Standards. For more information or to schedule a course, call 1-877-333-8326.

About Global Knowledge
Global Knowledge is the worldwide leader in IT and business training. We deliver via training centers,
private facilities and the internet, enabling our customers to choose when, where and how they want to
receive training programs and learning services. Our core training is focused on Cisco, Microsoft, Nortel
and Project Management. Our IT courses include networking, programming, operating systems, security
and telephony. Our business training courses feature project management, professional skills and
business process curriculum, including ITIL. Our more than 700 courses span foundational and
specialized training and certifications. We offer multiple procurement options, including our own GSA
schedule.
For more information, visit www.globalknowledge.com .
For a list of cyberspace-related training courses, see page 32.
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CYBERSPACE – BIG PICTURE
Is the U.S. Ready for Governmentsponsored Cyberattacks?
BY: ELLEN MESSMER, NETWORK WORLD
05/14/2009

This article discusses the definition of a
cyberattack, what makes an attack an act of
cyberwar, the United States’ ability to recognize
cyberattacks, and how the U.S. would consider
using cyber weapons offensively. The article
also discusses the cyber “arms race” particularly
between the U.S., Russia and China, and
whether cyber offensive capabilities are
comparable to weapons of mass destruction.
http://www.networkworld.com/news/2009/05
1409-cyberwar-readiness.html?hpg1=bn

Coordinated Efforts Needed to Fight
Cyberattacks
BY: DOUG BEIZER, FEDERAL COMPUTER WEEK
05/06/2009

Eric Cole, director of cyber security oversight at
the Energy Department says cyber attacks can
be launched by any adversary with a computer
and an internet connection and that such
attacks are happening "nonstop." Cole
recommends that agencies have a plan for how

various departments and possibly outside
contractors will work together to mitigate the
attacks and warned against waiting until attacks
occur instead of dealing with cyber threats
proactively.
http://fcw.com/Articles/2009/05/06/cyberattack-response.aspx

Policy Issues Surround U.S. Gov’t Mounting
Cyberattacks
BY: SCOTT BRADNER, COMPUTERWORLD
05/05/2009

The National Research Council (NRC) of the
National Academies of Science has published a
report on the policy issues of the United States
mounting cyberattacks on groups of
cyberterrorists or on countries. The report,
titled “Technology, Policy, Law, and Ethics
Regarding U.S. Acquisition and Use of
Cyberattack Capabilities,” is the product of a 14person committee and presents 22 findings and
makes 12 specific recommendations and is
available on the Web.
http://www.computerworld.com/action/article.
do?command=viewArticleBasic&articleId=9132
575

High Tech Problem Solvers
www.gtri.gatech.edu
From accredited DoD enterprise systems to exploits for
heterogeneous networks, GTRI is on the cutting edge of
cyberspace technology. Transferring knowledge from research
activities with the Georgia Tech Information Security Center, GTRI
is able to bring together the best technologies, finding real-world
solutions for complex problems facing government and industry.
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CYBERSPACE – U.S. GOVERNMENT
INSA Endorses U.S. Cyber Security Review
BY: AHARON ETENGOFF, TG DAILY
05/05/2009

The Intelligence and National Security Alliance
recently released a report that said that INSA is
“highly supportive of the presidentiallycommissioned task to conduct a comprehensive
cyber security review.” The INSA also
recommended that a cyber security official be
appointed to “clarify the roles, mission and
responsibilities of relevant government
agencies.” Finally, the report recommends that
the United States and other nations work to fix
DNS-related vulnerabilities.
http://www.tgdaily.com/content/view/42318/1
08/

Mark Weatherford: U.S. Must Protect
Critical Infrastructure From Cyber-Threats
BY: JIM MCKAY, GOVERNMENT TECHNOLOGY
05/14/2009

Mark Weatherford, California’s chief security
information officer, says that the nation is doing
a “horrible job in protecting critical
infrastructure from cyber-threats,” and has
released his ambitious cybersecurity plans for
California so that other states might increase
their cybersecurity efforts. Weatherford says
that he hopes to develop a standard
methodology of testing the security of
computing platforms.
http://www.govtech.com/gt/articles/683709?u
tm_source=rss&utm_medium=link
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U.S. Air Traffic Control Vulnerable, Audit
Finds
BY: JEREMY KIRK, TECHWORLD
05/08/2009

During a U.S. Department of Transportation
audit, penetration testers found 763 high-risk
vulnerabilities in 70 web applications. A highrisk vulnerability is characterized as one where
the entire infected computer can be controlled
by an attacker. There were thousands of other
medium-risk and low-risk vulnerabilities found.
http://www.techworld.com/news/index.cfm?R
SS&NewsID=115545

NSA Director Calls for a Cyberspace
Monroe Doctrine
BY: BOB BREWIN, NEXTGOV
05/06/2009

NSA Director Lt. Gen. Keith Alexander recently
spoke at a House Armed Services’ Terrorism
and Unconventional Threats Subcommittee
meeting and said that the United States needs a
cyber policy similar to the Monroe Doctrine
which declared all efforts to interfere with
Western Hemisphere nations “as dangerous to
our peace and safety.” Some believe that
issuing a Monroe Doctrine for cyberspace
would be ineffective and would only be “a
slogan, not strategic thought,” although Steven
Aftergood, director of the Project on
Government Secrecy at the Federation of
American Scientists, says that a similar doctrine
may indicate how seriously the U.S. is taking
cybersecurity.
http://www.nextgov.com/nextgov/ng_2009050
6_4087.php?oref=rss
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U.S. CYBER LEADERSHIP DEBATE
Do We Really Need a Cybersecurity Czar?
BY: DENNIS FISHER, THREATPOST
05/12/2009

This article discusses the benefits of appointing
a cyber czar. Security expert Bruce Schneier
says that “he sees no advantage to naming one
person or agency to run cybersecurity.”
Schneier also said that not only should the NSA
not have cyber authority, but that no one
should. He also questions the authority that a
cyber czar would have, saying “the person
doesn’t have budgetary authority. All they can
do is ask nicely.”
http://www.threatpost.com/blogs/do-wereally-need-cybersecurity-czar

Expert: White House Needs Cybersecurity
Coordinator
BY: DOUG BEIZER, FEDERAL COMPUTER WEEK
05/06/2009

Since the challenge of securing government
networks from cyber attacks has become so
large, some White House officials are
considering establishing a Cybersecurity
Coordinator role to set policies and ensure that
agencies carry out those policies with regard to
cybersecurity. When President Barack Obama
took office, 14 White House offices had
authority of some part of cybersecurity and
some efforts would be required to "clean up the
mess that grew over time," said James Lewis,
director of the Technology and Public Policy
Program at the Center for Strategic and
International. While the clean-up takes place,
however, agencies can do a lot on their own to
secure their networks and data, he said, adding
that basic security measures can eliminate
about 80 percent of existing vulnerabilities.
http://fcw.com/Articles/2009/05/06/cybersecurity-coordinator.aspx
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Obama Aides Debate Role of Proposed
Cyber Czar
BY: ELLEN NAKASHIMA & SPENCER S. HSU,
WASHINGTON POST
05/13/2009

Top military, intelligence and homeland security
officials are recommending that President
Obama establish a cyber czar under the
National Security Council, although some argue
that the new official, who would be a deputy
assistant to the president, should also report to
the National Economic Council. The appointed
cyber czar would have “broad policy-setting
authority for protecting both public- and
private-sector computer networks.” A
December report from the Center for Strategic
and International Studies said that not only
should Obama appoint a cyber assistant, but
that he should set up a National Office for
Cyberspace to oversee the intelligence
community’s and Homeland Security
Department’s cyber operations. The Obama
administration is still reviewing the 60-day
federal cybersecurity review, and has not
announced formal plans for a cyber advisor yet.
http://www.washingtonpost.com/wpdyn/content/article/2009/05/12/AR200905120
1743_pf.html

DHS Losing Lead Cyber Role
BY: COLIN CLARK, DOD BUZZ
05/18/2009

The Department of Homeland Security will lose
its cyber leadership role due to the recent
announcement that the Obama administration
will appoint a cyber czar to lead cybersecurity
efforts. Experts also expect the head of the NSA
to be awarded a fourth star and become the
combatant commander that would be
responsible for cyber warfare.
http://www.dodbuzz.com/2009/05/18/dhslosing-lead-cyber-role/
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Obama’s Challenge in Cyberspace
BY: RICHARD A. CLARKE, HUFFINGTON POST
05/08/2009

This article discusses the recommendations that
have been made to President Obama about
creating a White House office that would direct
government and private sector cybersecurity
efforts. Economic advisor Larry Summers says
that creating such an office would “impose
intrusive and costly regulation on industry, and
would stifle innovation.” Author Richard Clarke
says that if Obama takes Summers’

recommendations, no one official would be
responsible for reporting to the president or
Congress on cybersecurity and that Obama
would be ignoring his campaign promise to
create a cyber security office to lead
government efforts.
http://www.huffingtonpost.com/richard-aclarke/obamas-challenge-incyber_b_199926.html

CYBERSPACE – DEPARTMENT OF DEFENSE (DOD)
Waging War on Cyber Threats
BY: MAX HUANG, HELP NET SECURITY
05/18/2009

The Obama administration recently made
cybersecurity its own Department of Defense
command, and experts recommend that
businesses take the lead of the government’s
actions by involving all employees in
cybersecurity, setting security priorities to make
the most of strained budgets, and coordinating
110 Royal Aberdeen 

CyberPro

security efforts through appointed leaders and
common policies. Companies must also design
infrastructure that is flexible, able to grow and
cost effective.
http://www.netsecurity.org/article.php?id=1234
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Cyber-Command May Help Protect Civilian
Networks

Cyber Attack Could Bring U.S. Military
Response

BY: ELLEN NAKASHIMA, WASHINGTON POST
05/06/2009

BY: ROBERT LEMOS, THE REGISTER
05/13/2009

The Pentagon is considering the creation of a
new cyber-command that would oversee
government efforts to protect the military’s
computer networks and would also assist in
protecting the civilian government networks,
the head of the National Security Agency said
yesterday. The new command would be
headquartered at Fort Meade and its focus
would be to better protect the U.S. military’s
computers by joining the offensive and
defensive capabilities of the military and the
National Security Agency. As proposed by the
Pentagon, the command would fall under the
U.S. Strategic Command, which is tasked with
defending against attacks on vital interests.
http://www.washingtonpost.com/wpdyn/content/technology/

In a recent press briefing, U.S. Air Force General
Kevin Chilton said that a cyber attack on the
United States could result in a conventional
military response from the U.S., and that
“Pentagon advisors would not rule out a
physical attack on any force that attacks the
United States through the Internet.” Chilton
also said that the Pentagon’s cyber commands
should be joined into a single command which
he estimates would need 2,000 to 4,000 new
employees. President Barack Obama and
Defense Secretary Robert Gates have not yet
announced what type of organization the U.S.
military would pursue in the cyber domain.
http://www.theregister.co.uk/2009/05/13/us_c
yber_attack_response/

StratCom Wants DoD Cyber Units Joined
DoD Offers More Details of How Cyber
Command Would Work
BY: JASON MILLER, FEDERAL NEWS RADIO
05/06/2009

This article provides some details about the
Defense Department’s new cyber command,
which would operate under U.S. Strategic
Command. Many expect Lt. Gen. Keith
Alexander, the National Security Agency’s
director, to be the head of the new command.
The NSA will not be put in charge of
cybersecurity efforts, but will work closely with
the new cyber command on cyber efforts.
Lawmakers report that they are working on
legislation that would define the responsibilities
and powers of the new command.
http://www.federalnewsradio.com/index.php?
nid=35&sid=1669746
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BY: BRUCE ROLFSEN, AIR FORCE TIMES
05/10/2009

Air Force Gen. Kevin Chilton recently spoke
about his recommendations for a joint cyber
command, and said that he believes the
command should be a part of Strategic
Command which would unite the Department
of Homeland Security and the Defense
Department. Chilton also said that hackers are
attempting to infiltrate Defense Department
computers thousands of times a day, and that
the goal of the attacks was espionage, not
shutting the systems down.
http://www.airforcetimes.com/news/2009/05/
airforce_space_commander_050809/
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Hard Drive Purchased on eBay contained
the Launch Procedures for U.S. Military Air
Defense System
SECURITY PARK
05/11/2009

A computer hard drive that was recently
purchased on eBay reportedly contained
information about Lockheed Martin, “including
a document detailing test launch procedures
and blueprints of facilities as well as employees’
personal data.” Michael Callahan, Credant
Technologies’ senior vice president, says that
the report is worrying because it may not be the
only hard drive that contains dangerous
information. Callahan also says that U.S.
government agencies “should have a policy of
crushing hard drives once they have been
removed from office PCs.”
http://www.securitypark.co.uk/security_article
263064.html
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Defense Budget to Aid IT, Cybersecurity
Firms
BY: KAREN JACOBS, REUTERS
05/08/2009

The Obama administration recently asked
Congress for $663.8 billion for the Pentagon
which would “bolster funding for systems that
gather, monitor and disseminate intelligence,
and provide more battlefield coverage by
unmanned aerial vehicles.” Brian Ruttenbur,
defense analyst with Morgan Keegan says that
companies that are developing technologies
that will help warfighters stand to gain the most
from the budget increases, while projects from
other companies that had “high costs and
questionable returns” will be cut.
http://www.reuters.com/article/reutersEdge/id
USTRE54741520090508
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General Calls for New Thinking on
Cyberspace

Expert: Even Routine Work Poses Cyber
Threat

BY: CHUCK PAONE, AIR FORCE LINK
05/12/2009

BY: ERIK HOLMES, AIR FORCE TIMES
05/12/2009

Maj. Gen. William Lord, commander of Air
Force Cyber Command (Provisional), recently
spoke at the Hanscom Representatives
Association meeting, and told the industrybased audience that the cyber arena is creating
new business opportunities and some
challenges. General Lord also said that existing
laws often make it difficult for U.S. cyber
experts to conduct investigations or launch an
attack. Technology that cannot keep up with
the latest exploits is also making it more
difficult to stay ahead of the hackers. Air Force
cyber officials are calling for quicker response
times to intrusions and attacks and the
development of offensive cyber capabilities.
http://www.af.mil/news/story.asp?id=1231488
76

Security experts say that even routine daily
business could put sensitive Air Force
information at risk despite aggressive security
efforts. Peter Brookes, cyber and national
security expert with the Heritage Foundation,
explains that the military stores valuable
information on systems like NIPRNet, the NonSecure Internet Protocol Router Network which
are still connected to the Internet, making the
systems vulnerable to attacks.
http://www.airforcetimes.com/news/2009/05/
airforce_cyber_security_051209/

Lackland Chosen as Cyber Numbered Air
Force Headquarters
U.S. AIR FORCE
05/15/2009

Air Force officials recently announced that
Lackland Air Force Base in Texas would be the
location of the 24th Air Force, a new
headquarters focused on cyber operations. Air
Force survey teams evaluated six possible
locations for the headquarters by assessing
each bases’ capabilities and other important
factors including mission synergy, proximity to
other cyber operational missions and access to
scientific and technical expertise. Each base was
also evaluated on communication and
bandwidth capabilities, infrastructure, security
and transportation.
http://www.af.mil/news/story.asp?id=1231494
60
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The Lockdown
STRATEGY PAGE
05/07/2009

This article discusses how the U.S. Air Force and
Microsoft have developed a customized version
of the Windows operating system that “has
over 600 operating system setting shut down or
modified so that hackers have a harder time
penetrating air force network security.” The
customized system does not allow admin
passwords to be the same as lower level
passwords, and requires users to create new
passwords every 60 days. The Air Force will also
have a “locked down configuration” of
Windows 7, which is to be released this year.
http://www.strategypage.com/htmw/htiw/artic
les/20090507.aspx

Navy to Test How Network Outages Affect
NMCI
BY: JOAB JACKSON, DEFENSE SYSTEMS
05/13/2009

The Navy is testing a new service, the Common
Operational Picture (COP), which will identify
specific mission areas and individuals that have
been affected by a network service disruption.
The new service will be used by the Navy to
show how network outages have an effect on
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mission readiness. Personnel will also receive
alerts that warn them when an activity may
impact them.
http://defensesystems.com/articles/2009/05/1
2/navy-cop.aspx

Thompson Files: Electronic-war Alert
BY: LOREN B. THOMPSON, SPACE WAR
05/18/2009

This article discusses how cyber capabilities are
key to winning a war “in the information age”
and how combat relies on technologies such as
sensors, networks, navigation aids and smart
bombs. The article also claims that the Navy is
the only service branch that has made cyber
capabilities a priority, and that there is a lack of
a “coherent plan for meeting future electronic
warfare needs.”
http://www.spacewar.com/reports/Thompson_
Files_Electronic-war_alert_999.html

DoD Official Charged With Handing Over
Classified Data to China
BY: KELLY JACKSON HIGGINS, DARK READING
05/14/2009

James Wilbur Fondren Jr., deputy director for
the U.S. Pacific Command (PACOM) Washington
Liaison Office, has been charged with espionage
conspiracy for providing classified information
and documents to the Chinese government.
Fondren sold information to a Taiwanese-
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American man as part of his at-home consulting
business from November 2004 to February
2008. Fondren reportedly provided the man
with information about a joint U.S.-China naval
exercise, U.S.-China military meetings, and a
DoD draft report on China.
http://www.darkreading.com/insiderthreat/sec
urity/government/showArticle.jhtml?articleID=
217500189

Defense Networks Breach Reveals
Weaknesses in Federal Info Security
BY: JILL R. AITORO, NEXTGOV
05/14/2009

Tom Kellermann, vice president of security
awareness at Core Security Technologies,
discusses the recent leak of confidential
documents by a Pentagon official to a Chinese
operative, and says that there should be strict
security controls in place that limit copying of
classified information, and that employee logs
should be reviewed for activities on the
systems. The Pentagon official, James Wilbur
Fondren Jr., worked from both a classified and
unclassified computer and had a Top Secret
Clearance. Fondren is charged with espionage
conspiracy for providing a Chinese operative
with Defense Department documents and other
information from classified online systems.
http://www.nextgov.com/nextgov/ng_2009051
4_7707.php
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CYBERSPACE – DEPARTMENT OF HOMELAND SECURITY (DHS)
Special Report: DHS Focuses Cyber
Research on Commercial Market
BY: JASON MILLER, FEDERAL NEWS RADIO
05/14/2009

DHS Science and Technology’s Cybersecurity
Research and Development Center is funding
companies including Telcordia, Ironkey and
Secure 64 which work to make the Internet
more secure. Doug Maughan, the program’s
director, says that DHS is working with the
companies to perform research and
development, but also to help them move their
services into the marketplace.
http://www.federalnewsradio.com/index.php?
nid=35&sid=1675637

More Money and Staff a Must for DHS to
Take Lead Role for Cybersecurity
BY: JILL R. AITORO, NEXTGOV
05/13/2009

The article reports that the Homeland Security
Department will begin to have an increasing
role in cybersecurity, and Homeland Security
Secretary Janet Napolitano says that the
department will be “the non-DoD locus for
cybersecurity.” James Lewis, director of the
technology and public policy program at the
Center for Strategic and International Studies,
says that DHS has only one-third of the
resources it will need, and that DHS must
receive proper funding and staff.
http://www.nextgov.com/nextgov/ng_2009051
3_8393.php

Information-Sharing Platform Hacked
BY: BEN BAIN, FEDERAL COMPUTER WEEK
05/13/2009

Operations Coordination and Planning, confirms
that hackers were able to gain access to the
Homeland Security Information Network, which
allows DHS to share sensitive but unclassified
information with state and local authorities. The
hackers used the HSIN account of a federal
employee or contractor to get into the system,
and accessed administrative information such
as telephone numbers and e-mail addresses of
state and federal employees. A DHS
investigation says that no malicious code or
applications were left behind, and DHS is
awarding a $62 million contract to upgrade
HSIN to a new platform offering improved
security.
http://fcw.com/Articles/2009/05/13/Web-DHSHSIN-intrusion-hack.aspx

DHS Asks for Nearly $1 Billion to Protect
Critical Networks, Systems
BY: JILL R. AITORO, NEXTGOV
05/07/2009

DHS recently requested a 15 percent increase in
funding for 2010 that would go to defending
U.S. critical infrastructure such as the electrical
grid and financial sector as well as other
cybersecurity projects for protecting
government systems. A large portion of the
money would go to the Office of Infrastructure
Protection, and other funds would go to the
Office of Cyber Security and Communications,
which includes the national Communications
System, the Office of Emergency
Communications and the National Cyber
Security Division.
http://www.nextgov.com/nextgov/ng_2009050
7_9685.php

Harry McDavid, chief information officer for the
Homeland Security Department’s Office of
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CYBERSPACE – INTERNATIONAL
Mediterranean Hacktivism on the Rise
BY: LOUCIF KHAROUNI, TREND MICRO BLOG
05/18/2009

The number of website defacements in the
Mediterranean region is increasing as patriotic
hackers are looking for notoriety and because
of the spread of broadband Internet facilities in
Morocco, Algeria and Tunisia. Internationally,
the cost for ADSL services has decreased while
connection speeds have been improved. The
Mediterranean region hackers deface enemy
websites using exploits, SQL injections or DNS
poisoning.
http://blog.trendmicro.com/mediterraneanhacktivism-on-the-rise/#ixzz0Fy72J2FD&B

Analyst: Cyberwarfare Arms Race with
China Imminent
BY: RYAN PAUL, ARS TECHNICA
05/14/2009

Kevin G. Coleman, security expert with the
Technolytics Institute, recently gave a
presentation on Chinese cyber-espionage
efforts and said that the United States is lagging
in technological defense capabilities and that
the U.S. is not adequately prepared for cyber
attacks. Coleman explains that China is
hardening their technical infrastructure and
using new technologies, such as the Kylin

operating system, which could make them more
protected from U.S. offensive capabilities.
http://arstechnica.com/security/news/2009/05
/analyst-cyberwarfare-arms-race-with-chinaimminent.ars

China Blocks U.S. from Cyber Warfare
BY: BILL GERTZ, THE WASHINGTON TIMES
05/12/2009

China has developed a secure operating system,
called Kylin, in hopes of making “Beijing’s
networks impenetrable to U.S. military and
intelligence agencies,” and has begun installing
the software on its government and military
networks. Kevin G. Coleman, a security
specialist and government consultant, says that
the United States and China are “in the early
stages of a cyber arms race” and that the
deployment of the Kylin software is important
because it will harden Chinese servers, making
U.S. offensive capabilities less effective. Experts
say that Beijing’s military is also recruiting
computer hackers for its forces, including one
expert that set up a company that was linked to
attacks that penetrated Pentagon computers.
http://www.washingtontimes.com/news/2009/
may/12/china-bolsters-for-cyber-arms-racewith-us/print/

Raytheon
Aspiring to be the most admired defense and aerospace systems
supplier through world-class people and technology Raytheon is
a technology leader specializing in defense, homeland security,
and other government markets throughout the world. With a
history of innovation spanning more than 80 years, Raytheon
provides state-of-the-art electronics, mission systems
integration, and other capabilities in the areas of sensing;
effects; command, control, communications and intelligence
systems, as well as a broad range of mission support services.
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China Turns Unix Into A Weapon
STRATEGY PAGE
05/14/2009

The Chinese government is now mandating that
government servers use a Unix variant
operation system, even though they push the
adoption of Linux for business users. The
government is subsidizing Linux training for
Chinese engineers and computer technicians,
and has also begun to develop the Kylin Unix
based server software which is meant to be
more secure than Microsoft server software.
http://www.strategypage.com/htmw/htiw/artic
les/20090514.aspx

Stopping Chinese Cybercrime
SCIENCE DAILY
05/11/2009

Chinese experts claim that although China is
making progress in cybercrime legislation, it is
still in the “early stages of development” and
faces challenges to keep up with the country’s
increase in Internet use. China leads the world
in Internet user numbers, with 300 million, and
some say that cybercrime is not being
addressed by Chinese laws when criminals are
prosecuted. Experts say that many countries
will have to introduce new legislation or face
cybercrime challenges since hackers can attack
any country through security loopholes.
http://www.sciencedaily.com/releases/2009/05
/090507055702.htm

Europe Wants Smaller Role for U.S. Within
ICANN
EWEEK.COM
05/04/2009

European Union Information Society
Commissioner Viviane Reding recently released
a statement which said that the Internet
Corporation for Assigned Names and Numbers
(ICANN) should be completely privatized when
the operating agreement with the U.S.
government expires in September. Reding has
asked President Barack Obama to work with the
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EU to make a more accountable, transparent
and democratic form of Internet governance.
Reding wants ICANN to be completely
independent and accountable to an
independent judicial body rather than the U.S.
Department of Commerce.
http://www.eweek.com/c/a/Security/EuropeWants-Smaller-Role-for-US-within-ICANN366613/

European Parliament Adopts Position on
Data Breach Notification Requirement for
Telecoms and ISPs
HUNTON & WILLIAMS LLP
05/12/2009

The European Parliament is currently reviewing
proposed amendments to the e-Privacy
Directive that will include a definition of
“personal data breach” and data breach
notification requirements. The review aims to
improve network security by increasing
protection for user personal data and improve
prevention against spam and “cyber attacks.”
http://www.huntonprivacyblog.com/2009/05/a
rticles/european-union-1/european-parliamentadopts-position-on-data-breach-notificationrequirement-for-telecoms-and-isps/

Strong Increase in Data Security Awareness
in the Public Sector
SECURITY PARK
05/12/2009

A survey of United Kingdom IT professionals,
London Boroughs and police authorities found
that five times as many councils use data
security solutions since the last survey
published in October 2007. BeCrypt, the
company that performed the survey, has
worked with the UK government to develop
encryption and data security projects that
protect sensitive data “while still enabling it to
be accessed and used with no impact on
productivity.”
http://www.securitypark.co.uk/security_article
262646.html
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Conficker Enters Attack Mode in India
BY: SHARATH KUMAR, CIOL
05/11/2009

The Conficker worm has been “lying low” since
April 1 when many believed that the worm
would be activated. Indian security experts now
report that Conficker is infecting thousands of
personal computers and using them to
distribute spam and install spyware. Security
experts believe that India has been affected so

dramatically by Conficker because of its heavy
use of peer-to-peer file sharing programs and
not updating anti-virus software regularly.
Indian Internet users also often use pirated
software which does not allow Windows to
download updates.
http://www.ciol.com/Technology/Security/New
s-Reports/Conficker-enters-attack-mode-inIndia/11509119428/0/

CYBERSPACE RESEARCH
Researchers Renege on Security Flaw
Promise
BY: SUMNER LEMON, TECHWORLD
05/07/2009

Indian security researchers released proof-ofconcept code at the Hack in the Box (HITB)
security conference in Dubai which could be
used to take over a computer running Windows
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7. The hackers had previously said that they
would not release the code, which could be
misused by criminals. With control of the
victims’ computers, the hackers would have the
ability to remove and restore user passwords
and strip DRM protection from media files.
http://www.techworld.com/security/news/inde
x.cfm?newsid=115483
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not even always know where their data was
being stored or how it is replicated.
http://www.techworld.com/news/index.cfm?R
SS&NewsID=115702

GAO Cites Information Security
Weaknesses
BY: BEN BAIN, FEDERAL COMPUTER WEEK
05/19/2009

A new draft report from the Office of
Management and Budget includes revisions to
FISMA guidance, and discusses the weakness of
information security throughout federal
agencies. The report analyzed information
security from agencies, inspector generals,
OMB, Congress and the GAO and found that
controls over financial systems and information
were weak and that 22 of the identified
agencies said that information security was a
“major management challenge.”
http://fcw.com/Articles/2009/05/19/WebFISMA-information-security.aspx

Web Attacks Routinely Hosted by Real
Websites
BY: JOHN E. DUNN, TECHWORLD
05/15/2009

MessageLabs reports that 84.6 percent of
websites that have been hacked to host
malware were well-established domains older
than a year, while only 3.1 percent of the sites
were less than one week old. This is contrary to
the popular belief that hackers would create
malicious websites that would only stay up for a
days at a time to better avoid detection and
filtering.
http://www.techworld.com/news/index.cfm?R
SS&NewsID=115931

New Warning Over Cloud Security Gaps
BY: JON BRODKIN, NETWORK WORLD
05/12/2009

Forrester analyst Chenxi Wang recently
released a report called “How Secure Is Your
Cloud?” which examines the security gaps in
cloud computing. The report found that cloud
computing could actually cause more security
challenges, as well as legal challenges, than
traditional IT outsourcing models. Users would
110 Royal Aberdeen 
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Cyber Espionage Reveals Spammer
Strategies
BY: JEFF HECHT, NEW SCIENTIST
05/11/2009

Christian Kreibich of the International Computer
Science Institute recently infiltrated the Storm
botnet and analyzed the way its internal
communications worked. They found that the
bots use templates for spam creation, which
allows the hackers to create unique messages.
This new research could give anti-spam
software developers an upper hand, because
they could create a filter for known botnets by
analyzing spam and recognizing the templates.
http://www.newscientist.com/article/mg20227
075.900-cyber-espionage-reveals-spammerstrategies.html

Conficker Hype Obscures Sneaky Botnet
Growth
BY: JOHN LEYDEN, THE REGISTER
05/06/2009

Cybercriminals are working to rebuild their
botnets after the takedown of the McColo ISP
last November. A security report from McAfee
says that cybercriminals have taken control of
12 million new IP addresses in the first quarter
of 2009, a dramatic increase from the last
quarter of 2008. McAfee’s Threat Report also
found that the United States is the location of
18 percent of all botnet-infected computers.
http://www.theregister.co.uk/2009/05/06/botn
et_spam_trends_mcafee/
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Report: Security Worries Hinder Enterprise
Plans for Social Networks
BY: LEO KING, COMPUTERWORLD UK
05/04/2009

A recent survey found that 50 percent of
businesses are stopping collaborative
technology plans because of security concerns.
Collaborative technology projects include the
use of tools that allow people to communicate

through social networking, instant messaging,
wikis and video conferences. Paul Simmonds,
member of the board at the Jericho Forum, says
that businesses should proceed with
collaborative technology plans but focus on
maintaining a secure architecture.
http://www.cio.com/article/491586/Report_Se
curity_Worries_Hinder_Enterprise_Plans_for_S
ocial_Networks

CYBERSPACE HACKS AND ATTACKS
Q&A: FBI Agent Looks Back on Time Posing
as a Cybercriminal
BY: ELINOR MILLS, CNET NEWS
05/07/2009

FBI agent J. Keith Mularski answers questions
about his time acting as a hacker during an
undercover operation that attempted to
penetrate the underground Internet forum,
Dark Market. Mularski assumed the identity of a
hacker and was even able to take over
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administration of the server that hosted the
Dark Market forum, eventually leading to the
arrests of many alleged members of Dark
Market. Mularski answers questions about the
kinds of crime on Dark Market, the type of
criminals and the similarities between hacking
groups and organized crime groups.
http://news.cnet.com/8301-1009_3-1023487283.html
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Dark Market Interceptor Speaks on
Experiences as He Claims That Hackers Are
Involved In Organized Crime
SC MAGAZINE
05/11/2009

FBI agent J. Keith Mularski spent two years on
the underground Dark Market forum, where
cyber criminals post hacks and sell credit card
numbers, harvested bank accounts and
malware programs. Mularski says that he could
see connections to organized crime from some
of the hackers, especially those from countries
like Romania or Russia. Mularski also said that
the hackers are becoming more financially
motivated, and that he rarely saw hackers that
were launching attacks just to show off their
hacking skills. Mularski worked with the
Spamhaus Project to acquire a false identity for
the site, and his penetration of the Dark Market
forum led to several arrests in September 2008.
http://www.scmagazineuk.com/Dark-Marketinterceptor-speaks-on-experiences-as-heclaims-that-hackers-are-involved-in-organisedcrime/article/136503

Do Social Networks Invite Hackers into the
Office?
BY: C.G. LYNCH, CIO.COM
05/10/2009

This article discusses how hackers are often
using social networking sites like Facebook and
Twitter to spread spam and malware rather
than traditional e-mail spam campaigns due to
the maturity of e-mail systems and users
spending more time communicating on social
networking sites. These attacks can be
particularly harmful because when the hackers
gain access to a social networking account, they
have access to the users’ personal information
as well as the ability to spread spam and
malware.
http://www.pcworld.com/article/164655/social
_networks_invite_hackers_to_office.html
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Cyber Breaches: Worse Than You Think
BY: JILL R. AITORO, NEXTGOV
05/06/2009

James Lewis, director of the technology and
public policy program at the Center for Strategic
and International Studies, recently released a
report which includes 17 significant security
incidences in the past two years. Each of the
incidents includes a government target, and
Lewis says that his list does not include every
breach, and that it would be much larger if he
included non-government targets.
http://techinsider.nextgov.com/2009/05/yes_it
_is_that_bad_security_br.php

Web Attack that Poisons Google Results
Gets Worse
BY: ROBERT MCMILLAN, CIO
05/18/2009

The U.S. Computer Emergency Response Team
is warning that a new attack which includes
malicious links with Google search results is
spreading quickly by targeting flaws in Adobe’s
software. The malware steals login credentials
from the infected machines and uses their
accounts to spread the malware further. The
number of infected sites has increased
dramatically in the past couple of weeks,
jumping to 3,000 from just 800 a week ago.
http://www.cio.com/article/492966/Web_Atta
ck_That_Poisons_Google_Results_Gets_Worse

Hard Question in Wake of Reputed Health
Data Theft
BY: ANITA KUMAR, WASHINGTON POST
05/13/2009

Delegate Joe T. May, who chairs the Joint
Commission on Technology and Science,
questioned state officials at a House
appropriations Committee meeting about why
proper security measures were not in place
when millions of personal pharmaceutical
records were recently stolen from a
prescription drug database. Hackers stole more
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than 8 million patient records and 35 million
prescriptions, and also attempted to blackmail
the state by threatening to sell the stolen
information if they did not receive $10 million.
The FBI, the U.S. attorney’s office and Virginia
State Police are conducting an investigation into
the theft.
http://mobile.washingtonpost.com/detail.jsp?k
ey=386267&rc=tech&npc=tech

Websites Infested with Major New
Malware Attack
HELP NET SECURITY
05/15/2009

A new web-based attack, JSRedir-R, is
reportedly being found six times more than its
nearest rival malware. JSRedir-R loads malware
from a third-party site without the victims’
knowledge and can steal sensitive information
to be used for financial gain, to commit identity
theft or to change search engine results.
http://www.netsecurity.org/malware_news.php?id=1059

Update: 160,000 Accounts Breached at UC
Berkeley
BY: JAIKUMAR VIJAYAN, COMPUTERWORLD
05/08/2009

The University of California-Berkeley has
notified more than 160,000 students, alumni
and others about a recent data breach that may
have compromised their social security
numbers, health insurance information and
other personal information. Hackers used a SQL
injection vulnerability in a Web application to
gain access to multiple databases including the
one that contained sensitive information.
http://www.computerworld.com/action/article.
do?command=viewArticleBasic&articleId=9132
737
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Hackers Compromise 160,000 Student
Healthcare Records at Berkeley, Mills
College
BY: MATTHEW HARWOOD, SECURITY MANAGEMENT
05/11/2009

Hackers broke into the databases of the
University of California-Berkeley’s health
services center from October 2008 to April 2009
and gained access to 160,000 student health
records including 3,400 from Mills College,
whose healthcare is linked to Berkeley’s.
http://www.securitymanagement.com/news/h
ackers-compromise-160000-studenthealthcare-records-berkeley-mills-college005621

Image Spam Returns with a Vengeance
BY: GREGG KEIZER, COMPUTERWORLD
05/06/2009

Image spam has made a comeback as
spammers are recycling a years-old tactic by
planting their messages in images, a security
researcher warned May 6. It's surprising
because spammers that rely on technological
trickery rarely return to an older tactic once
anti-spam vendors have figured out how to
detect the junk mail. Most anti-spam filters
should block the mail.
http://www.computerworld.com/action/article.
do?command=viewArticleBasic&articleId=9132
600

W.Va. Bar Says Internal Network Hacked
ASSOCIATED PRESS
04/28/2009

The West Virginia State Bar reported that its
organization’s website and internal computer
network were attacked, potentially
compromising all personal information.
Information on the network included its
members’ names, e-mail addresses and social
security numbers.
http://www.wsaz.com/news/headlines/439122
07.html
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CYBERSPACE TACTICS AND DEFENSE
‘Prevention is the Best Cure for New-Age
Crime’
THE TIMES OF INDIA
05/12/2009

International experts discussed cyber terrorism,
identity theft and hacking techniques at the
recent IIM-A security conference, and said that
“the only cure for new-age crimes like data
theft, impersonation, phishing and cyber
terrorism is prevention.” Participants in the
conference also agreed that there needs to be
strict international legislation to stop hackers,
and that the digital security of businesses and
people should be a top priority. T Koshy,
executive director of National Securities
Depository Ltd., said that companies are
sometimes apathetic about cyber security, and
that database protection needs to be included
in the managerial process.
http://timesofindia.indiatimes.com/Cities/Preve
ntion-is-the-best-cure-for-new-agecrime/articleshow/4511400.cms

Are Your “Secret Questions” Too Easily
Answered?
BY: ROBERT LEMOS, TECHNOLOGY REVIEW
05/18/2009

Researchers from Microsoft and Carnegie
Mellon will present at the upcoming IEEE
Symposium on Security and Privacy about how
hackers are able to access their victims’
accounts by answering the “secret questions”
used for password recovery. During the
campaign, hackers were able to answer former
vice-presidential candidate Sarah Palin’s secret
question, which gave them the password to her
Yahoo e-mail account.
http://www.technologyreview.com/web/22662
/page1/
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Malware Most Potent on Social Networks
BY: CHUCK MILLER, SC MAGAZINE
05/12/2009

Stefan Tanase, malware analyst at the EEMEA
Research Center, Kaspersky Lab Global Research
and Analysis Team, recently spoke at the Kuwait
ICT Security Forum and said that malware on
social networking sites is 10 times more
effective than malware that is spread through
e-mail. Tanase says that cybercriminals are
using the popularity and trust of social
networking sites to exploit users and spread
links to infected sites. Kaspersky estimates that
social networking sites will be used by 80
percent of all internet users in 2009. Tanase
recommends that social networking site users
keep their antivirus definitions updated and
only allow JavaScript code from trusted sources.
http://www.scmagazineus.com/Malware-mostpotent-on-social-networks/article/136659/

New Cyber-Security Standards for N.
American Power System
BY: JOAN GOODCHILD, CSO
05/06/2009

The North American Electric Reliability
Corporation’s (NERC) independent board of
trustees recently approved revised cybersecurity standards which include “40 good
housekeeping requirements designed to lay a
solid foundation of sound security practices.” A
statement from NERC said that the standards
will provide protection for critical infrastructure
against cyber attacks, and that entities that do
not comply with the new standards could pay as
much as $1 million per day. The article provides
a link to a full copy of the revised standards.
http://www.csoonline.com/article/491943/New
_Cyber_Security_Standards_for_N._American_
Power_System
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NERC Approves Strengthened Cyber
Security Standards
HS DAILY WIRE
05/13/2009

The North American Electric Reliability Corp.’s
(NERC) Independent Board of Trustees recently
approved eight revised cyber security standards
that address concerns raised by the Federal
Energy Regulatory Commission. Organizations
that violate the revised standards could be
fined as much as $1 million per day, and audits
of the 13 current cyber security standards are
expected to start in July 2009.
http://hsdailywire.com/single.php?id=7968

Deloitte Urges Government Action on
Cyber Security
BY: PHIL MUNCASTER, VNUNET.COM
05/06/2009

Consultancy firm Deloitte recently released a
report that urges governments to create
security standards and partner with the private
sector to improve cybersecurity. The report

calls for standards on security and protection,
new legislation on data privacy and universal
metrics for internet service providers.
http://www.vnunet.com/vnunet/news/224173
8/deloitte-urges-government

Gateshead College Offers Courses to Tackle
Cybercrime Menace
SECURITY PARK
05/18/2009

Gateshead College has announced a new Digital
Forensics Lab which will offer courses to help
companies track criminal activity and
implement preventative security measures. The
lab will use advanced software to teach inhouse IT technical staff the latest tactics in hightech digital investigation. Companies can enroll
their IT staff in the labs digital forensics
investigations course which features the latest
forensics equipment and systems.
http://www.securitypark.co.uk/security_article
263098.html

CISCO
Cisco (NASDAQ: CSCO) enables people to make powerful
connections-whether in business, education, philanthropy,
or creativity. Cisco hardware, software, and service
offerings are used to create the Internet solutions that
make networks possible-providing easy access to
information anywhere, at any time. Cisco was founded in
1984 by a small group of computer scientists from Stanford
University. Since the company's inception, Cisco engineers
have been leaders in the development of Internet Protocol
(IP)-based networking technologies.
Today, with more than 65,225 employees worldwide, this
tradition of innovation continues with industry-leading
products and solutions in the company's core development
areas of routing and switching, as well as in advanced
technologies such as: Application Networking, Data Center,
Digital Media, Radio over IP, Mobility, Security, Storage
Networking, TelePresence, Unified Communications, Video
and Virtualization. For additional information: www.cisco.com
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Cyber “Chain of Trust” to Fight Malware
BY: MATTHEW HARWOOD, SECURITY MANAGEMENT
05/19/2009

The Anti-Spyware Coalition (ASC), the National
Cyber Security Alliance and StopBadware.org
have announced that they will work together on
the Chain of Trust Initiative which aims to
connect security vendors, researchers,
government agencies, companies, network
providers and education groups to stop
malware. The group will develop new ways to
fight malware which is increasingly using social
networking sites to spread rather than
traditional e-mail attacks.
http://www.securitymanagement.com/news/cy
ber-%E2%80%9Cchain-trust%E2%80%9D-fightmalware-005644

Cybersecurity Groups Pledge to Work
Together
BY: GRANT GROSS, COMPUTERWORLD
05/19/2009

Three cybersecurity groups, the Anti-Spyware
Coalition, the National Cyber Security Alliance
and StopBadware.org, announced that they will
work together to develop new ways of stopping
malware. The group will also focus on
strengthening the government’s partnerships
with the private sector to help identify criminals
and stop attacks. Ari Schwartz, the ASC’s
coordinator and VP at the Center for
Democracy and Technology, says that strong
security in just one organization or sector is not
enough, but that we must all work together to
form a system that is resilient to exploits.
http://www.computerworld.com/action/article.
do?command=viewArticleBasic&taxonomyNam
e=spam,_malware_and_vulnerabilities&articleI
d=9133255&taxonomyId=85&intsrc=kc_top

Steps to Mitigate Web 2.0 Security Risks
SECURITY PARK
05/14/2009

This article discusses the security risks involved
with Web 2.0 applications, and the steps that
110 Royal Aberdeen 
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can be taken to mitigate those risks. The article
recommends avoiding infections and injections
with anti-virus and anti-spyware software;
stopping data leaks and losses by specifying
which tools are allowed; and educating users on
the importance of following company security
policies.
http://www.securitypark.co.uk/security_article
263061.html

Cellcrypt Mobile Encrypts Voice
Conversations on BlackBerry Smartphones
SECURITY PARK
05/13/2009

Cellcrypt recently announced that Cellcrypt
Mobile is not available for BlackBerry
smartphones. Cellcrypt Mobile allows
individuals within corporations and
governments to have highly secure
conversations that are protected by end-to-end
real-time encryption without specialized
equipment or new infrastructure. Cellcrypt
provides international calling, high reliability
and real-time encryption standards that are
specified by the U.S. government. Jeremy Green
of Ovum says “voice is the last unsecured data
service” and that cellcrypt is providing high
security voice calling that is easily accessible to
everyone.
http://www.securitypark.co.uk/security_article
263069.html

McAfee Launches Cybercrime Unit
BY: JOHN WAGLEY, SECURITY MANAGEMENT
05/08/2009

McAfee recently announced the launch of an
online center for consumers and businesses to
get information about and report cybercrimes.
The site includes a questionnaire for visitors, an
online scanning tool which checks for infections
and provides users with credit agency and
appropriate law enforcement contact
information.
http://www.securitymanagement.com/news/m
cafee-launches-cybercrime-unit-005618
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Grid Computer Vendor Offers DDoS Testing
BY: LUCIAN CONSTANTIN, SOFTPEDIA
05/06/2009

Parabon, who currently provides computation
on demand, is offering a new service, called the
Parabon Blitz Distributed Testing Service, which
will simulate DDoS conditions on a company’s
computer to test how well their infrastructure

and security mechanisms could cope with a real
attack. The Department of Defense recently
tested the Blitz service at the DISA Customer
Partnership Conference in Anaheim.
http://news.softpedia.com/news/GridComputer-Vendor-Offers-DDoS-Testing110916.shtml

CYBERSPACE - LEGAL
Helping Cybersleuths Untangle Web’s
Clues

Implications of Proposed Cybersecurity Act
of 2009, Part 2

BY: JOHN MARKOFF, ENTERPRISE SECURITY TODAY
05/14/2009

BY: M.E. KABAY, NETWORK WORLD
05/13/2009

Social scientist Rafal Rohozinski says that it is
difficult to determine what information is
valuable and which information is garbage in
cases including Internet crimes. Rohozinski has
founded two groups, Information Warfare
Monitor and Citizen Lab, which attempt to
provide investigative tools used by law
enforcement agencies and computer security
investigators to groups that have limited cyber
resources. The article also discusses
cyberforensics challenges including technical
challenges, hacker tactics and attribution.
http://www.enterprise-securitytoday.com/story.xhtml?story_id=66567

In this article, author, M.E. Kabay, discusses the
proposed Cybersecurity Act of 2009 which says
that society can no longer function without the
cyber infrastructure, that cybersecurity is
currently inadequate and that we are
vulnerable to a major attack, and that all users
of the infrastructure should be providing
security for the good of all users. Supporters of
the act are also urging that the president have
the power to shut down private networks on
the Internet in the case of a cyber attack.
http://www.networkworld.com/newsletters/se
c/2009/051109sec2.html

Cybersecurity Act of 2009: Power Grab, or
Necessary Step?
BY: MICHAEL S. MIMOSO, SEARCH SECURITY
05/09/2009

The article discusses the Cybersecurity Act of
2009, proposed by Jay Rockefeller (D-W.Va.)
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and Olympia Snowe (R-Maine). The bill’s
controversial provisions include one that would
give the president authority to shut down
networks in the case of cyber attacks. Another
section of the bill would establish the
Department of Commerce as “a clearinghouse
of threat and vulnerability information for
federally- and privately-owned critical
infrastructure systems and networks.”
http://searchsecurity.techtarget.com/loginMe
mbersOnly/1,289498,sid14_gci1355141,00.html

As Hacking Hits Home, China Strengthens
Cyber Laws
BY: ROBERT MCMILLAN, COMPUTERWORLD
05/11/2009

Chinese hacker, Tan Dailin, was arrested last
month in Chengdu, China and is “facing seven
years in prison under a new Chinese cybercrime
law that was passed in late February.” Experts
agree that China has made progress in
cybercrime legislation but that the country’s
new laws are still in the early stages of
development so the new legislation includes
“gaps and inadequacies.” Even the new laws are
not as strict as U.S. cybercrime laws, and many

believe that the Chinese government may
sponsor politically-motivated hackers or ignore
cybercrime.
http://www.computerworld.com/action/article.
do?command=viewArticleBasic&articleId=9132
875

E.U. to Consider More Stringent Reporting
of Data Breaches
BY: KEVIN J. O’BRIEN, THE NEW YORK TIMES
05/06/2009

The European Union Commission recently
announced that it would propose new
legislation that would require businesses and
agencies to notify consumers in the case of a
data breach involving sensitive customer
information. Most U.S. states already have
notification laws in place. Viviane Reding, the
European telecommunications commissioner
said that the commission would seek approval
by the end of 2012 for a mandate that would
require such notification.
http://www.nytimes.com/auth/login?URI=/200
9/05/06/business/global/06data.html&OQ=_rQ
3D5&REFUSE_COOKIE_ERROR=SHOW_ERROR

Intelligent Software Solutions
ISS is a leading edge software solution provider for enterprise and system
data, services, and application challenges. ISS has built hundreds of
operationally deployed systems, in all domains – “From Space to Mud”™.
With solutions based upon modern, proven technology designed to
capitalize on dynamic service-oriented constructs, ISS delivers innovative
C2, ISR, Intelligence, and cyber solutions that work today and in the
future. http://www.issinc.com.
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CYBERSPACE-RELATED CONFERENCES
Note: Dates and events change often. Please visit web site for details. Please provide additions, updates, and/or
suggestions for the CYBER calendar of events here.
24 – 28 May 2009
26 – 29 May 2009
31 May – 2 Jun
2009
2 June 2009
2 – 5 Jun 2009
3 – 4 Jun 2009
7 – 10 Jun 2009
14 – 18 Jun 2009
14 – 19 Jun 2009
16 - 18 Jun 2009
16 – 18 Jun 2009
17 – 19 Jun 2009
21 – 23 Jun 2009
22 – 24 Jun 2009
25 – 26 Jun 2009
28 Jun – 3 July
2009
July 2009
1 – 3 Jul 2009
6 – 7 Jul 2009
6 – 8 Jul 2009
7 – 10 Jul 2009
25 – 30 July
17 – 19 Aug 2009

Internet Monitoring and Protection, Venice Italy,
http://www.iaria.org/conferences2009/SECURWARE09.html
Network Centric Warfare Europe, Cologne, Germany,
http://www.asdevents.com/event.asp?ID=358
2009 National Laboratories Information Technology Summit, Knoxville, TN,
http://www.fbcinc.com/event.aspx?eventid=Q6UJ9A00IK2F
Defense Daily’s Cyber Security Summit, Washington D.C.,
http://www.defensedaily.com/events/cybersecurity/
Applied Cryptography and Network Security (ACNS), Paris-Rocquencourt, France,
http://acns09.di.ens.fr/
FISC 2009, Colorado Springs, CO,
http://www.fbcinc.com/event.aspx?eventid=Q6UJ9A00IC04
Information Hiding Workshop, Darmstadt, Germany, http://www.ih09.tu-darmstadt.de/
IEEE International Conference on Communications (ICC) 2009, Dresden, Germany,
http://www.comsoc.org/confs/icc/2009/index.html
International Conference on Emerging Security Information, Systems and Technologies;
Athens Greece, http://www.iaria.org/conferences2009/SECURWARE09.html
Air Force Cyberspace Symposium 2009, Bossier City, Shreveport, LA,
http://www.cyberspacesymposium.com/
Information Assurance Conference of the Pacific (IACP), Honolulu, HI,
http://www.fbcinc.com/event.aspx?eventid=Q6UJ9A00IGGP
Conference on Cyber Warfare, Tallinn, Estonia, http://www.ccdcoe.org/7.html
th
14 Annual CyberTherapy & CyberPsychology Conference, Lago Maggiore, Verbania-Intra,
Italy, http://www.e-therapy.info/
Information Operations Europe 2009: Delivering Effects Through Influence Activity,
London, UK, http://www.defenceiq.com/ShowEvent.aspx?id=173906
Workshop on Digital Forensics & Incident Analysis, Athens, Greece, http://www.wdfia.org/
Annual Computer Security Incident Handling Conference (FIRST), Kyota, Japan,
http://www.first.org/conference/
International Conference on Detection of Intrusions and Malware, and Vulnerability
Assessment (DIMVA), Milan, Italy, http://www.dimva.org/
Australasian Conference on Information Security and Privacy (ACISP), Brisbane, Australia,
http://conf.isi.qut.edu.au/acisp2009/
European Conference on Information Warfare and Security (ECIW), Lisbon, Portugal,
http://www.academic-conferences.org/eciw/eciw2009/eciw09-home.htm
th
4 Global Conference: Visions of Humanity in Cyberculture, Cyberspace and Science
Fiction, Oxford, United Kingdom, http://www.inter-disciplinary.net/ati/Visions/v4/cfp.html
Conference on Ubiquitous Intelligence and Computing, Brisbane, Australia,
http://www.itee.uq.edu.au/~uic09/
Black Hat USA 2009, Las Vegas NV, http://www.blackhat.com/
Digital Forensics Research Workshop, Montreal, Canada, http://www.dfrws.org/

110 Royal Aberdeen 

CyberPro

Smithfield, VA 23430 

National Security Cyberspace Institute

ph. (757) 871-3578

P a g e | 31

CyberPro
Keeping Cyberspace Professionals Informed

Volume 2, Edition 10
May 21, 2009
18 – 20 Aug 2009
31 Aug – 4 Sep
2009
20 – 25 Sep 2009
29 – 30 Sep 2009
28 – 29 Oct 2009
4 – 5 Nov 2009
18 – 20 Nov 2009

International Conference on Information Assurance and Security, Xi’an, China,
http://www.ias09.org/
th
6 International Conference on Trust, Privacy & Security in Digital Business, Linz, Austria,
http://www.icsd.aegean.gr/trustbus2009/
Hacker Halted USA 2009, Miami, FL;
http://www.hackerhalted.com/Conference/tabid/67/Default.aspx
Detroit SecureWorld Expo; Detroit, MI;
http://secureworldexpo.com/events/index.php?id=257
Seattle SecureWorld Expo; Seattle, WA;
http://secureworldexpo.com/events/index.php?id=249
Dallas SecureWorld Expo; Dallas, TX;
http://secureworldexpo.com/events/index.php?id=250
MINES 2009 International Conference on Multimedia Information Networking and
Security, Wuhan, China; http://liss.whu.edu.cn/mines2009/

CYBERSPACE-RELATED TRAINING COURSES
Note: Dates and events change often. Please visit web site for details. Please provide additions, updates, and/or
suggestions for the CYBER calendar of events here.
Certified Ethical Hacker

Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=104
63&catid=191&country=United+States
EC-Council, Online, http://www.eccouncil.org/Course-Outline/ECSP.htm

Certified Secure Programmer
(ECSP)
Certified VoIP Professional
CISA Prep Course

CISM Prep Course

CISSP Prep Course

Computer Hacking Forensic
Investigator
Contingency Planning

Cyber Law
Defending Windows Networks

EC-Council, Online, http://www.eccouncil.org/Course-Outline/ECVP.htm
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=941
6&catid=191&country=United+States
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=987
7&catid=191&country=United+States
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=802
9&catid=191&country=United+States
EC-Council, Online, http://www.eccouncil.org/CourseOutline/CHFI%20Course.htm
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=119
19&catid=191&country=United+States
EC-Council, Online, http://www.eccouncil.org/CourseOutline/CyberLaw%20Course.htm
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=108
36&catid=191&country=United+States
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DIACAP – Certification and
Accreditation Process

Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=117
76&catid=191&country=United+States
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=117
78&catid=191&country=United+States
EC-Council, Online, http://www.eccouncil.org/CourseOutline/Disaster%20Recovery%20Course.htm
EC-Council, Online, http://www.eccouncil.org/Course-Outline/eSecurity%20Course.htm
EC-Council, Online, http://www.eccouncil.org/Course-Outline/ECommerce%20Architect%20Course.htm
EC-Council, Online, http://www.eccouncil.org/Course-Outline/ECSA-LPTCourse.htm
EC-Council, Online, http://www.eccouncil.org/CourseOutline/Ethical%20Hacking%20and%20Countermeasures%20Course.htm
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=978
&catid=191&country=United+States
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=793
8&catid=191&country=United+States
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=979
&catid=191&country=United+States
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=119
05&catid=191&country=United+States
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=119
43&catid=191&country=United+States
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=119
33&catid=191&country=United+States
EC-Council, Online, http://www.eccouncil.org/CourseOutline/Linux%20Security%20Course.htm
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=119
37&catid=191&country=United+States
EC-Council, Online, http://www.eccouncil.org/Course-Outline/ENSA.htm

DIACAP – Certification and
Accreditation Process,
Executive Overview
Disaster Recovery
E-Business Security
E-Commerce Architect
ESCA/LPT
Ethical Hacking and
Countermeasures
Foundstone Ultimate Hacking

Foundstone Ultimate Hacking
Expert
Foundstone Ultimate Web
Hacking
INFOSEC Certification and
Accreditation Basics
INFOSEC Forensics

INFOSEC Strategic Planning

Linux Security
Network Management

Network Security
Administrator (ENSA)
Network Vulnerability
Assessment Tools
NIST 800-37 - Security
Certification and Accreditation
of Federal Information
Systems

Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=117
84&catid=191&country=United+States
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=117
80&catid=191&country=United+States
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NIST 800-37 - Security
Certification and Accreditation
of Federal Information
Systems - Executive Overview
Policy and Procedure
Development
Project Management in IT
Security
Red Hat Enterprise Security:
Network Services
Risk Analysis and Management

Security Certified Network
Architect
Security Certified Network
Professional
Security Certified Network
Specialist
Security for Non-security
Professionals
SSCP Prep Course

Vulnerability Management

Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=117
82&catid=191&country=United+States
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=119
23&catid=191&country=United+States
EC-Council, Online, http://www.eccouncil.org/CourseOutline/Project%20Management%20in%20IT%20Security%20Course%20Outline
/Project%20Management%20in%20IT%20Security%20Course%20Outline.html
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=797
2&catid=191&country=United+States
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=119
13&catid=191&country=United+States
Security Certified Program, Self-Study,
http://www.securitycertified.net/getdoc/ac8d836b-cb21-4a87-8a344837e69900c6/SCNA.aspx
Security Certified Program, Self-Study,
http://www.securitycertified.net/getdoc/6e1aea03-2b53-487e-bab686e3321cb5bc/SNCP.aspx
Security Certified Program, Self-Study,
http://www.securitycertified.net/getdoc/f6d07ac4-abc2-4306-a54119f050f32683/SCNS.aspx
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=846
1&catid=191&country=United+States
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=987
6&catid=191&country=United+States
Global Knowledge, Dates and Locations:
http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=119
41&catid=191&country=United+States
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EMPLOYMENT OPPORTUNITIES WITH NSCI
Job Title
Operational Deterrence Analyst
Defensive Cyber Ops Analyst
Cyber SME
Geospatial Analyst
Logistics All-Source Intelligence Analyst
SIGINT Analyst
Cyber Operations SME
Website Maintainer
Cyberspace Specialists
Cyberspace Manning IPT

Location
NE, VA
NE, VA, CO
NE, VA, TX, CO
NE
NE
NE, CO
NE
NE
NE
NE
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