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THIS WEEKIN CYBERPRO

BYLINDSAY TRIMBINATIONAL SECURCMBERSPACE INSTITINTE

The recent presidential election and resulting mass protests in Iran have topped the headlines this week.
In this edition ofCybe&Prg we highlight the cybespecific news stories in that part of the worlghge

21). Experts believe that Iran is working to disrupt broadcast, mobile phone and Internet
communications. Social networking site Facebooi 8MS text messaging haaleeadybeen

disconnected and disabled. Hackers have also blocked access to seveékhhmdinejad government

websites page 2).

In the United States, leaders are discussing the ehgdls ahead in defending U.S. networks against

cyber attacksgage 13. Threats in cyberspace must be combated with strong policies and cyber
capabilities, but some say the U.S. government has a long way to go ingpésation page 273. An

MSNBC report says that the most significant challenge is in the identification of cyber attackers, as well
as in dealing with privacy conceripage 13.

The Department of Defense vgorking out the details fothe creation of a new Cyber Command as a

way of preparing for cyber attack&n article fromGlobal Guerrillagpage 17 argues that the United
Statesshouldcre®& | abSGg2N)] /2YYFYyRé AyadadSIR GKFG ¢2dz
aspects of networkspecificallyDefense Secretary Robert Gates is still evaluating proposals and

finalizing plans for how the new organization will waokde 18. Deputy Secretary of Defense William

Lynn Il said that the proposed cyber command would focus on military data networks and would work
with private companies and federal agencipade B). Some military leaders have recommended that

the role of STRATCOM in the cyber mission be decreased, leaving time for STRATCOM to focus on oth
vital aspects of the missiannuclear weapons, space satellites and missile defense syspems (8.

CKA&d SRAGA2Y QA G{SYA2NJ [ SIFRSNJt SNELISOUGABS: Ayl YND
advocate at Headquarters U.S. Air Forces in Eunogge(§. In his iterview, Williamson discusses the

legal aspects of cyber operations and cyber attacks, highlighting the ways that national laws will

intersect with international laws in this new realm. He also discusses thethatythe traditional Laws

of Armed Conflicwvill apply in cyber warfare.

Government leaders, militargrganizationsand legateamsall around the world have a huge task ahead
of them to prepare for the many possible scenarios ttethappen in the vast world of cyberspace. We
hope you enjoy thigdition of CyberPrb
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SENIOR LEADER PERSPECTIVE : CoL. CHARLES W ILLIAMSON I

b{/LQa [AYyRal & ¢ N YigdrviwolorrRChariesS 02
Williamson Ill, deputy staff judge advocate, Headquarters U.S. Air Fo
in Europe (USAFE), RaemstAir Base, Germany. In his current position
Williamson assists the senior legal counsel in providing services to th

USAFE commander and staff, and in overseeing 21 subordinate Iega

for the Air Force Intelligence, Surveillance and Reconnaissance Ager}
and as legal advisor for the Joint Information Operations Warfare
Command.

The views expressed in this intiew are the views of Col. Williamson,
not the views of the Department of Defense or the U.S. Air Force.

NSCIHow has the legal world been affected by the increase in cyber operations and cyber attacks?

COL. CHARLES WILLIAMS®B&llegal world is inomstant motion, so this is yet another change that the
legal world has had to adapt to. When the world went from the horse to the automobile, it raised a
whole new list of questions, and when it went from labased artillery in warfare to the airplargeand

the range that it brought we had a whole new set of legal issues. In fact, one of the very earliest
treaties on the application of force came in the transition from luaded artillery to aircraft.

The legal world is always adapting. The Intern@ids a whole new set of challenges because the speed
and the range are essentially unlimited. Before, pretty much everything had tangible, humanly

dzy RSNRUGI YRFO6ES fAYAGFGA2ya 2y AG® . dzi LIS2LH S R
GSN¥Ya 2F 3ISGGAYy3 dzaSR (G2 Adoe L GKAY]l OGKFdGQa |
learned how airplanes workedllift, drag and thrust; in fourth grade. The people who are now in third

and fourth grade are starting to figure outWwahe Internet works the same way that you and | learned
K2g FEAIKOG 62N ad {2 20SNI GAYST AGQff 06S02YS A
significant transition period.

NSCI: Do the same rules apply to cyber conflict as thesrof armed conflict?

WILLIAMSON: Yes, they do, but how they apply is the trick. The U.S. Department of Defense position is

D

GKIFIG dKS@ R2 FLIWJXe&ed ¢KS 5h5 DSYSNIft /2dzyaSt 4N
gAE T FLILJ & NIXKISGNBF SAKISRIYIAYFRS 6KAOK AyOf dzRSa

DOD instruction, called the DOD Law of War Program, that says we will apply the Law of War in all
contexts. So, yes, the DOD is going to apply the Law of War in cyberspace.conflict

But those ruleg; necessity, proportionality, distinction, perfigdyare generally setip to handle the
application of force and violence. So, when we expect blood on the streets, broken glass, twisted steel,
110 Royal Aberdeen, Smithfield, VA 23430, ph. (757) 8713578
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GKFiQa ¢KIG GK2as ightddorSBut hewSdblbu dpphyitiatintte inferdet R S &
SYGANRYYSYy(s 6KSNB AGQa OSNIIFAyte GKS2NBGAOKT ¢
KFEgSy Qi aSSy GKSY a2 7Tl NK

There are some tricky challenges that are not addressed in the DOD papénstance, we have

databases on our blood supply. So if somebody breaks into that database and messes with that data,
FYR S Ol yQi GNHzA (G ¢2dNIOd ty DAR (G N#MADIDE & O wEMYNBOK |
people lose their lives becausetbft, we now have a Law of War violation by somebody because they
messed with medical things, which are typically not lawful targets.

NSCI: Wow. | never thought of that aspect.

2L[[L'a{hbY ,Sasx AdQa NARIKG Ay ( KIBngEmeSabdul10JS NE
years.

Mike Schmitt, a professor, wrote a paper in the Columbia Law Journal and talked about how to decide
GKSY @2dzQNB Fd 61 N Ay Oe o-aNkdITHe S5AD GeeralTourise! agplies
the same kind of testdut they boil it down to a simpler question: If the effects are equivalent to what
we would see with the traditional application of force, then we expect that the world will apply the
traditional Law of Force rules. As | said, if we expect blood onttbets, broken glass, twisted steel,

then we would expect the Law of War to apply.

| SNBQa |y SEFYLXSY 28 02dZ R RS&aiNRe +y SySyvyeQa
Ao LGQa Ffaz2 GKS2NBGAOKT t & tralgyatemitatnfanagegtheSt SOG N
temperature controls for the petroleum refinery and override them, causing the plant to explode. It has
the same effect, but is caused by different agents. In the cyberspace example, it could be caused by
somebody 10,000 mileswvay. But the DOD is still going to apply the same standard of force principles to
RSOARS AT A0Q&a F fl ¢gFdAd dzaS 2F F2NOS 2N y2i00

NSCI: The enormity of cyberspace is stretching the boundaries of the possibility of attacks worldwide.
How is international lawintersecting with national law in this realm?

WILLIAMSON: This is probably one of the areas that is the most frustrating to the operators, because
(KS& gs2df R NBFffte tA1S G2 4SS Y2NB 3IdARIYyOS 2y
dewelop rules that way. The world has generally developed rules through sad experience; where we
YIRS YAadlr(18a YR 6S ates a GKS 62NIRS 665 R2
set of rules. It tends to be backwaldoking.

So there are ertainly national laws that are being developed. The biggest example of that comes out of
GKS /2dzy OAf 2F 9dzNBLISQA / &0 SNONR Y S-pliszoasiries, pivs 2 y ¢
a number of observer countries, that got together and basicaligle a big list of bad things that can

happen on or through the Internet. Then, the countries said they were going to take the list of bad
things and turn it into national law in each country that will prohibit the bad things, provide
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punishmentsforviolaA 2y 2F GKSa$S NMHzZA S&a GKIG YSSO GKIFIG az2di S

respecting certain important societal interests. For instance, in Europe the Cybercrime Convention said
the countries would pass laws regulating hate speeoally focusingn things like distribution of Nazi
YSY2NI 0Af Al FYyR GKAy3a GKIG GKS2Q@S 0SSy 02yO0S
violate our first amendment, so the U.S. said that we were going to take a reservation and not agree to
that particular povision.

NSCI: Were the rules across all European countries the same? Or did each country get to tailor the
rules?

WILLIAMSON: Each country takes this list from the convention and passes its own laws to enforce with
national law what the countries haagreed is a list of bad things. All countries include the same
aspects, but apply it nationally. There will be some differences from country to country because each
country will apply their own rules in a slightly different way. This respects nationateigmty, but also
allows for international cooperation.

One of the biggest things that it changes, though, is that it sets up a mechanism for the countries to pass
their own rules that would allow for the exchange of information between countries maséyethan

would have happened without the convention. For instance, one country can ask another country for
information about an intrusion and if the providing country has passed a law saying they can collect the
data by court order from their own compas, then they could get the data and turn it over to the
requesting country. Before the Cybercrime Convention, it was pretty spotty as to whether that kind of
thing would happen.

NSCI: How is the Air Force legal team reshaping their mission to encongyassspace and cyber
attacks?

WILLIAMSON: The Air Force, as a service, has been doing information operations for a long time, so the
' ANJ C2NOS GKNRddzZAK G(GKS Whpna (1AYR 2F (G221 | tSIRQ+yY
around at some othe early legal writings on information operations and Internet law, you will see Air
C2NDS W DaQ yIYSa LRL dzaJd {AyOS (GKSys 46SQ@S oSy
(Provisional) and the 24th Air Force will have its own legal office thapeitlialize in cyberspace

operations. The 67th Network Warfare Wing has a legal office and they have worked to be engaged in

OB O0SNRBRLI OS AadadsSad 2 KSNBOSNI GKSNBQa Fy ! ANJ C2 NS
lawyers involved; the Air Force Iformation Operations Center, the Air Force Communications Agency.

And AFOSI JAGs have been in the middle of it for a long time.

In addition to that, the AF has provided a lot of the lawyers who are working in joint billets for
cyberspace Joint Task FoecGlobal Network Operations, the Joint Functional Component Command
Network Warfare, U.S. Strategic Commanaherever the joint arena is, there will be Air Force people.
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NSCI: Are the U.S. military branches joining together in this effort?

WILLIAMSONEverybody is trying to get in and support the fight. In the legal world, there are a lot of
crossservice events. For instance, when one of the JAG schools hosts a conference or course, other
people from other services are always invited.

NSCI: What abat other government organizations?

WILLIAMSON: | have less insight in that now than | used to. | know that, for example, there were DOD
flrg@8SNE Ay@2ft SR Ay t NBAARSY(d . dzakKQa OeoSNI RSTHya
R2y Qi (RSAIA AliraS 2T K2g (GKS@QOS OK l-afehéyrifor thabDQDdzli G K I
lawyers were involved in.

NSCI: Are new laws being developed as cyber education and legal cases increase?

WILLIAMSON: Law in this area is mostly not written ddwaw in this area is mostly developed by

LIN} OGAOS® ¢KSNB IINB | f2G 2F OKFftSy3asSa (2 aSOQgNA
G§23aSGKSNE YI1S | fF¢ YR gNARGS Al R2gyd wiIKI{ 2 4
K2 ¢ eigdng @ conduct conflict on the Internet. There is certainly a lot of spying going on, but

beyond thatg in terms of using it to help fight warsit is still very slowly developing. A lot of this work is
0SAYy3 R2yS Ay &S ONE (for disaudsion & NSothér thgh2far instadz® K 2 LIS Y
hypotheticals raised in the many law review articles.

{AYyOS GKSNBQa y20G I 02YY2y dzy RSNEGIFYyRAYy3a &Sia 2 K
hard for governments to sit down and write dowimese rules. That means that we have to develop

things by practice. So, some country will do something on the Internet and the rest of the world will say,
G22FKH 2SS R2y Qi fA1S GKIFIG YR R2y Qi gyl GKI G I LJ

NSCI: Such as the Russian attachEstonia?

2L[[L'a{hbY ¢KIGQa Iy SEIYLXS 2F 2y8 2F (KS OKIft ¢
2dzi FyR Al@& GKIFG GKS wdzaaAly F288NYYSyd 6Fa Aydat
China. The evidence seems reasonal@ylcNE o6dzi y2 2yS Kl & 0SSy ¢gAff A3
GKS / KAYySasS 3I20SNYYSyids alLRyaz2NBR (KAa | OGAQGAGYoe

{LRBAYI A& RAFFSNBYy(G FNRY GKS LI AOFGA2Y 2F T2 S
haSy Qi KIFIR (GKFd NBFOGA2Y FNRBY GKS g2NIR aleéAy3 | S
FYR 6SQNB 3J2Ay3a (2 adGd2L) Ad o0& ONBFiAy3a I ySg adi
bad effects before the world can seethe cauBe tONB | 1S ySg NHz Sad ¢KI Q& El
with the air weapon, balloons and airplanes. Those changes happened pretty quickly: It was about 40

years between the first military use of the balloon and the first regulations about balloons. Herart

it was about 800 years from the first military use in Europe of artillery until you had the first major set of

rules governing the use of weapons.
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These things tend to take a long time, but in the meantime, we have the principles we live withrfor
andthe UNCharteta @ Ay 3 ¢SQff 2yteé& dzaS F2NOS Ay asStF R
gKI G 82dz R2 ¢gKSYy a2YSUGUKAY3 o0FR KILWLSya G2 2
these changes will happen a lot faster, tigh.

LT GKSNBQa Fye RANBOGAZ2Y Ay GKAOK GKS fl g OFy as
things. This is the area where international cooperation is likely to achieve the best effects. But there are

a lot of challenges to overcaswith mistrust. You look at things like arms limitation treaties, for

example. Those are based on strong verification regimes, where each country allowed the other country

G2 Ffte 20SNIAda ylraArAz2ylFt | ANALIF O&y witlyvery shet noticed dz- fft &
and do onsite inspections, where the military forces from another country get to walk around some of

the most sensitive areas of a countryhe places where they store their nuclear weapons. And so the

U.S. and Soviet Unioradl to really establish some basic level of trust before they would allow each

20KSNJ G2 R2 GKFIGX FYR AG o1& Ydzidzr £ @ ¢KFGQa GK 2
Ly O80SNERLI OS: AlQa (2dAKSNJ 06SOFdzasS &2dz KIF@S
OF y QU LI2ZNIGK: off RNRPdRIK S@PSNEo2ReéQa O02YLIziSNE® ! yR
An arms limitation treaty is not likely to work, but on the other hand, some kind of detection treaty may
help.

&‘ -
M\

During the Cold War, NATO operated the Distant Early Waulrine near the Arctic Circle. If the

Russians came over the Pole, we would see them and respond. So, if the international community can
O02YS dzLlJ s A0GK a2YSGKAYy3 tA1S GKFGZ AG YxBKG KSt o
protected mostly Naih America and Europe. Is there a way to start with a kernel of that in cyberspace

and expand? | think that will be one of the big challenges for the international community.

b{/LY L& GKSNB FyeidKAy3 S$tas &2dQR fA1S (2 I RR

WILLIAMSONEis is a prettyxciting time to be involved in this because it has such huge and unknown
potential ¢ for good or ill. You can look at how even developing countries are getting into cyberspace

activities. Look at, for instance, thigkneration cell phones. There are paofsChina that, at some

GAYSS 6SNB KSR 2F (GKS !'yAGSR {dGrasa Ay G8Nyvalfz2+
SOSNEGKSNBED® LYy ! FNAOFSY GKSNB IINB 2064 2F LJX I OS
land linesg and those ell phones are able to reach into the Internet. So that power to get the

information is really spreading everywhere. How the world is going to figure out how to use it well and
to minimize harm will be interesting to see.

[O
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EDUCATION & TRAINING
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(

Global Knowledge .

Worldwide, Scalable

IT & Business

Training Solutions

That Help You
Meet Your Mission

Ohbjectives

Compliancy Training

IT & Certification-
Based Training

Management Training

Tactical Training

1-877-333-8326
globalknowledge, com.federal

Voiceover IP Security

Organizations who want to effectively secure their Voice over IP
(VolP) Systems must fully understand the different types of
associated threats and attacks and how to protect against them.

Let Global Knowledge get you prepared to segurer Voice over IP
Systems.

VoIP Security Training

Voice over IP Security4 Day CourseCourseCode 3290
Examine the architecture ofoWP attacks and threats and learn
countermeasures through intense hands labs.

FREE Obemand Seminar

In this seminarVoice over |P Senty, Stuart McLeodGlobal
Knowledge course director and instructor, covers the types of VolP
attacks and how they are executed.

About Global Knowledge

Global Knowledge is the worldwide leader in IT and business training.
We deliver via training center private facilities and the internet,
enabling our customers to choose when, where and how they want
to receive training programs and learning services. Our core training
is focused on Cisco, Microsoft, Nortel and Project Management. Our
IT courses inclle networking, programming, operating systems,
security and telephony. Our business training courses feature project
management, professional skills and business process curriculum,
including ITIL. Our more than 700 courses span foundational and
specializd training and certifications. We offer multiple

procurement options, including our own GSA schedule. For more
information, visitwww.globalknowledge.com

For a list of cyberspaceelated training coursesseepage32.
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CYBERSPACE T BIG PICTUR E

Threats Imperil The Entire U.S. http://defensesystems.com/articles/2009/06/1
Infastructure O/cover-story-sidebarone.aspx

BY: ROBERT K. ACKERMSIGNAL MAGAZINE

06/15/2009 How to Retaliate in Cyber Attacks Debated

Lt. Gen. Harry D. Raduege Jr., chairman of the BY: LOLITA C. BALDRIBRNBC.COM

Deloitte Center for Network Innovation, says 06/02/2009

that the United States i8 y  &-@LJG OWKR S ¢ This article discusses the challenges that the

when it comes to cybersecurity, and that we government has in defending U.S. networks

OLyyz2i O2ylGAydsS aR2gy &8dnstybarSttagks. Th& mastHrongrent ,
been on and somehow expect dramatically OKIttSy3asS Aa ARSYuATeAy U
different results in the futuré Raduege anonymous cyberspageBrivacy concerns also

explains that we musbftus on three pose a challenge fdederal cybersecurity, as

operational areas: cybercrimeyloerthreats and the government has to decide how to handle
espionageand cyberattack. investigations that include privately owned
http://www.afcea.org/signal/ systems, and how to handle attacks against a

private company as opposed to a federal
Ma CKAY3IE 2dz 5S5ARY QU 3J9gngyg | o 2 dzi

Cyberwarfare http://www.msnbc.msn.com/id/31072773/

BY: CAROLYN DUFFRBAN, NETWORK WORLD

06/08/2009 Are We Really Inching Towards

This article discussd® key ideas for Cybarmageddon?

cybewarfare, including the nature of a cyber BY: MATTHEW HARWOGBCURITY MANAGEMENT

attack, what the threts areand who is 06/04/2009

targeted. Dan Kuehl, professor ofdormation At a recent panel discussion at the Computers,

operations at the NaBonal Defense University, Freedom and Privacy Conference 2009 in

says that the private sectorilvbe targeted in Washington, Kevin Poulsen askéthe hacking

cyberwarfareand that our adveraries are threat to national securityvasoverblown. This

looking for any weakness that they can exploit. article summarizes the answers to that question

http://www.networkworld.com/news/2009/06 from Amit Yoran, a former Bush mghistration

0809-cyberwarfare.html cybersecurity czaDr. Herb Lin, a cyberattack
expert & the National Research Couneihd

Sounding the Cyber Alarm secuity expert Bruce Schneier.

BY: DAVID PERERAFENSE SYSTEM http://www.securitymanagement.com/news/ar

06/10/2009 e-we-reallyinchingtoward-cybarmageddon

The article discusses cyber deterrence 005738

strategies and the challenge of attributing cyber
attacks accurately. The article also talks about
some nations, such as China, that see
exploitation of "military reliance on information
technology as aambat tactic"
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Is the Hacking Threat to National 8erity

Overblown?
BY: RYAN SINGEL, BDBLOG NETWORK
06/03/2009

overblown threat "whose magnitude is being
exaggerated to expand government budgets

and power" Poulsen also called cyber terrorism

"preposterous” and saithat exaggeratinghe

At a recent panel in Computers, Freedom and threatis causing more information to be
Privacy in Washingtoff;hreat Levetditor Kevin classified than necessary.

Poulsen askegarticipants if hacking is a real

http://www.wired.com/threatlevel/2009/06/cy

threat to the United States, or if it is just an berthreat/

International Corporation.

Leading the Convergence of
National Security and Technology *

ManTech’s Cyber Solution Center Helps Combat Threats to
our National Infrastructure

ManTech International Corporation is a leading provider

of innovative technologies and solutions for mission-critical
national security programs for the Intelligence Community; the
departments of Defense, State, Homeland Security and Justice; the
Space Community and other U.S. federal government customers.
It has recently established a Cyber Solution Center that marshals
expertise from across the company to help the U.S. government
and private industry fight the increasing threats to our IT and
communications infrastructure. ManTech has been providing
cyber operations services to the U.S. government and private
industry for 11 years and its cyber security professionals have
authored books and articles on honeypots (catching hackers),
service oriented architecture security and network security
monitoring. They have also taught for leading cyber security
education providers such as SANS, Foundstone, USENIX, HTCIA
and Black Hat. For additional information on ManTech'’s Cyber
Solutions contact Mark Root at: mark.root@ManTech.com

CYBERSPACE T U.S. GOVERNMENT

How Can Cyberspace be Defended?

BY: SHANE HARRISTIKDNAL JOURNAL
06/08/2009

and Michael P. Jacksorrggident of Firebreak
Partners, LLC.
http://security.nationaljournal.com/2009/06/h

In this article, four secumtpros discuss the ow-cancyberspacebe-protecte.php?rss=1
challenges facing the U.S. government in

defending cyberspaceh€ article features Ron

CvberSecurity Should Not Limit Enterprise

Marks, €niorvice presidenfor Governmen Privacy

Relations at Oxford Analyticdim Harper,

BY: DON REISINGEREEK.COM

director of information policy studies at the 06/03/2009

Cato Istitute; James Lewis, senicelfow at the

Center for Streegic and International Studies; Cybersecurity Act of 2008riginally promsed
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in April by Sen. Jay Rockefeller. The proposed
bill would give PresiderBarackObama

authority to shut down private networks in the
case of a cybersecurity emergency, and would
also allow the Secretary of Commerce access to
al f ¢
regard to any provision of law, regulation, rule
or policy restricting such accasZhe bill is not
I OGdz £ €& LI NI 27
hol Y KFa &FAR GKI G
O O0SNBSOMZNRARGE gAff
prival S aSOG2NJ ySGig2N] a
gAff GLINBaASNBS I yR
and civil liberties that we cherish as Americéris
http://ww w.eweek.com/c/a/Security/Cybersec
urity-ShouldntLimit-EnterprisePrivacy192267/

DNI: Public Trust Important for

Cybersecurity

BY: BEN BAIN, FEDER®MPUTER WEEK
06/09/2009

Dennis Blairgdirector of National Intelligence,
says that the government musssure the
public that it can protect civil liberties. As part
of his new cybersecurity program, President
BarackObama said that he will not including
monitoring privatesector networks or Internet
traffic.
http://fcw.com/Articles/2009/06/09/Web-Blair
SpeechNSAcyber.aspx

Security Pros Find Cyberspace Review
Lacking

BY: JABULANI LEFFAQVERNMENT COMPRTE
NEWS

06/08/2009

Industry security experts believe that President
BaackObama's Cyberspace Policy Review is a
"positive step” but is lacking key details. Chris
Schwartzbauer, senior vice president of Shavlik
Technologies, says that the report does not
focus on where the threats are coming from.
Phil Lieberman, president afeberman
Software, says that there nedd be clear

hol YI Q@206 SNE S OdzNA { &

K A & Indudtdgaedurityrekiper® Fay that President
y 20 Bayalki a2RBI X3 YO & & SiEdS ¢ ENA (0 &
2 Npositiydis@Nthwards iniphalir§ ©.5.0 ¢
LINE (i &laeisecirity, Dut thiS NGl ese dhallddtes. d I O
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incentives and regulations for enterprises in
order to strengthen cybersecurity.
http://gcn.com/articles/2009/06/08/security
pros-saycyberspaceeviewlacking.aspx

NB t S @ ing detwrrksinithoud 2 y O Syiddfsecurity Policy Will Pose Challenges,

Security Pros Say
BY: JABULANI LEFEAEDERAL COMPUTHFEW
L FyS F

Iy R

Phil Lieberman, president of Lieberman
Software, says that the report did not
adequately address the legakues that are
hindering cybersecurity efforts, and @h
Schwartzbauer, senior vice president of Shavlik
Technologies, says that the report did not focus
enough on where the threats are coming from
and how we can reduce response time to those
threats.
http://fcw.com/Articles/2009/05/29/Cybersecu
rity-PolicyWill-PoseChallengesSecurity

Pros.aspx

At Long Last, Internet's Root Zone to be

Secured
BY: DAN GOODIN, TREGISTER
06/04/2009

The U.S. governnmé recently announced that it
will digitally sign the Internet's root zone by the
end of this year. The Internet Corporation for
Assigned Names and Numbers (ICANN) and
Verisign will reportedly work together to
implement the new measure, known as
DNSSEC.
http://www.theregister.co.uk/2009/06/04/dnss

ec_coming/
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Gore Backs ICANN on Eve of Hearing Assessment program helped organizations test
BY: ANDREW NOYESTKNAL JOURNAL TECH their computer network and system seayrin
DAILY DOSE various sectors including banking and finance,
06/03/2009 energy, food chain, health, transport and water.
FormerVicePresident Al Gore sayisat the http://risky.biz/news_and_opinion/patrik-
Internet Corporation for Assigned Names and gray/200906-03/attorney-generatconfirms

bdz2Yo SNB KFa 088y adz00S & ghjadteper®dm ¥ 3 G Y dzf G A

a0l 1SK2t RSNE 0602002Y dzLJ 32@0SNYIFyO0S¢ FyR GKI
L/tbb GKEa 2SOdNAGE +a @hha ABiraioh BehihdWork oh &
responsible to all global stakeholders and is Cvbersecurity R&D
independent and democratiz A Congressional BY: ANDREW NOYESXKEOV.COM
hearing will be held to determine the future of 06/03/2009
(KS I20SNYYSydQa NBf I (ARekidhBaddcki d B ¥ Q4! P8P O0KSS
joint project agreement between ICANN and plan includes increasing government
the U.S. government expires this September. investment in federhcybersecurity research
http://techdailydose.nationaljournal.com/2009 YR RS@St2LSyio ¢KS 2K
106/gore-backsicannon-eve-of-hea.php cyber czar will create a framework for R&D
strategies and help to provide the research
Attorney General Confirms CNVA community with access to information which
"Suspension” can be used to develop tools and testing
BY: PATRICK GRASBKRLBIZ theories. Another irtiative is a National Science
06/03/2009 Foundation grant program that would help
The Attorney General's Department recently students pursuing cyberelated government
confirmed that it is suspending its "dolkor- careers.
dollar subsidy of security testing services for http://www.nextgov.com/nextgov/ng_2009060
companies operating critical infrastructute 3 2540.php
The Computer Network Vulnerability
NORTHROP GRUMMAN
DEFINING THE FUTURE"
World-Class Cyber Solutions
®= Proven, complete understanding of the entire cyber environment
®= Combined experience and value of classified & unclassified domains
= Accessible, distributed world-class cyber integration capabilities
® High-performance computing centers, labs, test ranges, and R&D facilities
® Measurable, repeatable cost-effective application of technology
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U.S. CYBER LEADERSHIP DEBATE

A Czar You Can Believe In

BY: JIM GERAGHTYTNONAL REVIEW
06/03/2009

This article explains why we need a
cybersecurity czar like PresidéBarackObama
has decided to appoint. Author Jim Geraghty
says that the cyber threat is real, atitht new
and increasing threats demand an official
GF20dzaSR ALISOAFAOIf £ &
impeded by the traditional jurisdictional
wranglingb &eraghty also says that current
policymakers are not fluent in the cybersecurity
world, and thattheapp A y G SR OT |

2 yluthdrified that thefoflicdzheesth K 2

Ad F aLRAaAGAGS adSLI T2 NH N
2dzNJ O 0 SNABELI OS AYTFTNI &G NIROG
would like to know more details abotie

amount of authority the cyber czar will be

given. Langevin also says that it is important for
Obama to appoint someone who has
OeoSNBSOdNARGEe SELISNRARSYO
to work closely on the budgetary and policy ]
AayQu
http://www.federalnewsradio.com/index.php?
nid=35&sid=1687807

- NJ RABA M§8|téd for Domestic beersecurlty
Rcﬂ zUu U

ySSR (2 06S I doA3 yIYSs
0KFG OFy &SELX Fpatiori KS G KNSl LELE KaReR LJNJS
options, the tradeoffsand the consequences, all 06/10/2009

Ay freYlyQa (SNya:z
computersavvyb &
http://article.nationalreview.com/?g=MWVmN
Dk2MGMwZTcwNjl3ZjlyZTUxZGRIODNKkMWM4Z

Wy

Cyber Leader Powers Still Unknown
BY: BEN BAIN, FEDER®MPUTER WEEK
06/08/2009

Experts say that it is still not @eif President
BarackObama's cybersecurity coordinator will
have the authority to make the comprehensive
cybersecurity improvements that are needed.
Obama has said that he will personally choose
the coordinator, and that the appointed person
would have fs "full support and regular access"
to the president.
http://fcw.com/Articles/2009/06/08/NEWS

cyberplan.aspx

Rep. Langevin Touts Importance of Cyber
Czar Position

BY: DOROTHY RAMIENSEDERAL NEWS IRAD
06/03/2009

Rep. Jim Langevin{®) says that President
Barackh 6 I YI Q& RSOA&AAZ2Y

02

a2 |

AukilezStbphdd Ledélirhstihatdivihy rbke
responsibility for cybersecurity to the National
Security Agency is "a bad ide&ee says that, in
the past, the NSA has been "stymied by new
generation Westan-engineered telephone
networks and mobile technologies" and
alsoaccuses NSA

of projectmismanagemenandwaste.
http://www.examiner.com/x13426CIA
Examiner~y2009m6diNSAillsuited-for-
domesticcybersecurityrole

Lawmékers Question Whether DHS
Cybersecurity Role Will be Undercut by
White House Appointment

BY: JAIKUMAR VIJAYS®MPUTERWORLD
06/04/2009

Members of the U.S. Senate Committee on
Homeland Security and Governmental Affairs
hope that the appointment of a Whitelouse
cybersecurity coordinator will not affect DHS's
cybersecurity mission. Sen. Susan Collins (R
Maine) says that the appointment of a federal
coordinator would make it more difficult for

T B0 ahooriment St eoke e
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cybersecurity coordinator position, although
she does not knowniow many other candidates
there are. Hathaway said that the
administration is stilputting together their

992 cyber strategy, as well as consolidatingoélihe
recently introduced cybelegislation.
http://fcw.com/Articles/2009/06/12/Web-
cyberreview-coordinator.aspx

Hathaway Confirms She's a Candidate for

Cyber Chief
BY: BEN BAIN, FEDER®MPUTER WEEK

06/12/2009
Melissa Hathaway recently confirmed that she
is a candidate for the White House

CYBERSECURITY
2009 SYMPOSIUM

Presented by AFCEA DC e June 25, 2009

AFCEA DC

Armed Forces Communications
& Electronics Association
Washington, DC Chapter

www.afceadc.org/cybersecurity

With Speakers:
¢ LTG Keith B. Alexander, USA, Director, NSA
e Mr. Steven Thompson, Director of Cybersecurity, Natl Security Council (NSC)

e RADM Michael A. “Mike” Brown, USN, Acting Assistant Secretary, Cyber Security and Communi-
cations (CS&C), DHS

¢ Dr. Ron Ross, Team Lead, FISMA, NIST

e Panel of Cyber Leads from the Armed Forces with Maj. Gen. Senty, AFCYBER; BGen Allen, USMC
Dir C4/CIO, RDML Klein, NETWARCOM COO, and MG Schumacher, Army Deputy G-2 & Modera-
tor Lt. Gen. Harry Raduege (USAF, Ret), Co-Chair, Commission on Cybersecurity for the 44th
Presidency

e Panel of CISOs from DHS, HHS, Energy, IRS

e Panel of Cl0s from USA, DoD, National Weather Service, ODNI

CYBER SPACE i DEPARTMENT OF DEFENSE (D oD)

network command would be the defense of
networks that underlie organizational and
commercial function; offensive network
operations including physical and loal
attacks; defense of social and information
networks; and the development of offensive

Not Cyber Command, Network Command!
BY: JOHN ROBB, GLOBAJERRILLAS
06/08/2009

This article discusses how the UsBould be
focusing on building a "Network Command"
rather than a "Cyber Command." The focus of a
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capabilities that could "break the cohesion of
the social systems of the enemy."
http://globalguerrillas.typepad.com/globalguerr
illas/2009/06/notcybercommandnetwork-
command.html

5250a

Brushstrokes
BY: MAX CACAS, FEREREWS RADIO
06/16/2009

Deputy Secretary of Defense Willidrynn 111
spoke at the Center for Strategic and
International Studies in Washington, and said
0 KI G
would work with Congress, although it would
not require congressional legislation to
function. The proposed cyber conamd would
focus on military data networks and would work
with private companies and federal agencies to
protect .com and .gov Internet domains.
http://www.federalnewsradio.com/indexphp?
nid=35&sid=1697089

Official: Gates Still Considering Cyber
Command

BY: WILLIAM JACKS®ROUG BEIZER, FERER
COMPUTER WEEK

06/15/2009

Defense Secretary Robert Gates has not made
the final decision about the establishment of a
new major command foryber defense, and is
SOFfdz GAYy3a LINRPLRAIT &
how the organization will work and what the
chain of command will beBeputy Defense
Secretary William Lynn says that the Defense
Department will focus on the .mil domain, while
the civlian .gov domain will remain with the
Homeland Security Department. Lynn also says
that the private sector would still be
NBalLlRyaAriofS F2N GKS
Internet infrastructure.
http://fcw.com/Articles/2009/06/15/cyber
commandupdate.aspx?Page=1
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Pentagon Cyber Unit Prompts Questions
BY: ELLEN NAKASHIMASHINGTON POST
06/13/2009

alyed NS ¢62yRSNARY3
new cyber command will play in our natiain
cyber strategy and how other groups such as

W/ 80 SND2 YYLI yRE= QthgNational ggeyritRAgency and Defense

Department will fit in. Lt. Gen. Keith B.
Alexander, the head of the NSA, says that the
NSA will most likely provide technical support to
the new cyber command. Someefigence
agencies also worry that the new command will
GLIzi ySé 0dzZNRSya 2y

F2NI yIFGA2y+Ff &a0dNXGS3IAO
http://www.washingtonpost.com/wp -
dyn/content/article/2009/06/12/AR200906120
4373.html

A Reduced Role for STRATCOM?

BY: MATTHEW HANSENE OMAHA WORLD
HERALD

06/12/2009

Some military leaders have recommended that
the cyber missin be taken away from
STRATCOM, and that the command be left to
oversee the military's nuclear weapons, space
satellites and missile defense systems. A
STRATCOM spokesman said that the Defense
Department has not made a final decision about
the future of thecyber mission, but that the

|y ommiahdN@pyepayed to uppdrt the Sybar A £ &

mission. Lt. Gen. Keith Alexander, a STRATCOM
commander and director of the National

Security Agency, advocates a reorganization of
the military's cyber mission and says that a new
cybercommand headquarters could be based

at Fort Meade in Maryland.

http://omaha.com/

NEBad 27

0KS O2dzy G NB Q&
Pentagon has Bold Plan for Digital Warfare

BY: CHAD PERRIN,HREPUBLIC

06/04/2009

In response to criticism of the Defense
Department's potiies regarding digital warfare,

g KI G

iKS
(KS 58FSyasS 5SLI NINVBSYERNBESBE 6 BNI B2 ¢ ¥ § RS NA

110 RoyalAberdeen ,

CyberPro

Smithfield, VA 23430, ph.

National Security Cyberspace Institute

(757) 8713578

Page | 18



http://globalguerrillas.typepad.com/globalguerrillas/2009/06/not-cyber-command-network-command.html
http://globalguerrillas.typepad.com/globalguerrillas/2009/06/not-cyber-command-network-command.html
http://globalguerrillas.typepad.com/globalguerrillas/2009/06/not-cyber-command-network-command.html
http://www.federalnewsradio.com/index.php?nid=35&sid=1697089
http://www.federalnewsradio.com/index.php?nid=35&sid=1697089
http://fcw.com/Articles/2009/06/15/cyber-command-update.aspx?Page=1
http://fcw.com/Articles/2009/06/15/cyber-command-update.aspx?Page=1
http://www.washingtonpost.com/wp-dyn/content/article/2009/06/12/AR2009061204373.html
http://www.washingtonpost.com/wp-dyn/content/article/2009/06/12/AR2009061204373.html
http://www.washingtonpost.com/wp-dyn/content/article/2009/06/12/AR2009061204373.html
http://omaha.com/

Volume 2, Edition 12

féwét?onan/ Cybe rPro June 18, 2009

S

¢ Security
Cyberspace ) .
Nscl Institute Keeping Cyber space Professionals Informed

the Pentagon has announced that it will create OKIfftSyasS 2F aYl{1Ay3a (K
a new military command dedicated to computer a ¢l Reded to quickly build a team that is ready

warfare operations. Air Fora8en.Kevin G2 02y RdzO0 2LISNI GA2Yyadé
Chilton, commander of the .8 Strategic http://fcw.com/Articles/2009/06/15/NEWS -
Command, says that the new command will Air-Force-Cyber-leader-takes-office.aspx
need2,000to 4,000personnel over the next
five years. Defense SecretdRpbertGates has Air ForceNames Leader of Cyber Unit
not yet approved the final plans. BY: DOUG BEIZER, FRAL COMPUTER WEEK
http://blogs.techrepublic.com.com/security/?p 06/05/2009
=1732 Air Force officials have announced that Ma;.
Gen. Richard Webber will assume command of
Navy Wants Proposals oByber Research the new 24th Air Force, which focuses on the
BY: BEN BAIN, FEDER®MPUTER WEEK Air Force's cyber mission. Webber is currently
06/15/2009 the assistant deputy chief for air, space and
The Office of Naval Research recently information operations at thé\ir ForcePlans
announced that it will award more than $14.5 and Requirements headquarters in Washington.

YAtEA2Y GKNRAZAK FAAONE  jutp/iow.coPaiidleNIDEHE/0S/EHKy et dza S R
F2NJ GKS bl @& Qa 7¥dzidzZNB A goihidaNdiebdeérlaghy A Y T NI & G NHzO G dz
that officialsexpect to be highly mobile,

dynamic, nonstop and larggcale and operating Pentagon: Sooner is Better for

over many network® the article also discusses Cybersecurity Testing

the areas of research that will receive funding. BY: CAROLYN DUFFREAN, NETWORK WORLD

http:// fcw.com/articles/2009/06/15/webnavy 06/11/2009

cyberresearch.aspx Steven Hutchison, test and evaluation executive
for the Defense Information Systems Agency

Air Force Cyber Leader Takes Office (DISA), says "the sooner you statarity

BY: DOUG BEIZER, HEAL COMPUTER WEEK testing, the more secure your systems will'be

06/15/2009 Hutchison's staff conducts developmental,

Gary McAlum, consultant at Deloitte and operational, interoperability and security

Touche, says that the new 24ir Force which testing for the Defense Department.

isinchargeofthe AE2 NDS Q& O& 6 SNJ Nidh:Avdnvly. Be¥ndrkwdrd tdm/news/2009/06
oversee cyber attacks, exploitation and defense.  1109pentagoncybersecuritysoftware-
McAlum also says that Maj. Gen. Richard testing.html

Webber, who has been chosen as commander

of the new organization, will have to face the

(7)) Alion is a progressive employee-owned research, management and technology

1ON company with worldwide government and commercial capabilities supporting

ANCgL‘ND etk complex programs including network and information security, M&S, experimenta-
Algned sih your néeds tion, testing and Risk /Vulnerability tools.
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CYBER SPACE T DEPARTMENT OF HOMELAND SECURITY (DHS)

Homeland Security Keeps Cybersecurity
Role

BY: BEN BAIN, FEDER®MPUTER WEEK
06/15/2009

Philip Reitinger, National Protection and

t NEINF Ya 5ANBOG2NI §SQa
says that the new federal cybersecurity
coordinator would work along with the new
DHS cybersecurity officials recently appointed
by Homeland Security Secretarynéa

Napolitano. Napolitano also announced that the
DHS deputy undersecretary for the NPPD will

Hacker Named to Homeland Security
Advisory Council

BY: ELINOR MILLSETNNEWS

06/05/2009

Jeff Moss, founder of the Black Hat and Defcon
tha&kedduid eculity” doFavch BIANECENtYNE
sworn into the Homeland Security Advisory
Council. Mss is a former computer hacker
calledb 5 NJ ¢clana Sy i ¢

saysthat he believesthe governmentis putting
more emphasis on cybersecurity and "looking to
diversify the members and to ka alternative

Ffa2 2SNBRSS (KS RSLI NI weSpoint®% bl GA2Yy I €
Cybersecurity Center. http://news.cnet.com/83011009 310258634
http://fcw.com/Articles/2009/06/15/NEWS 83.html
New-cybersecuritycenterleadertestifies.aspx

E i hnologies.
merging tec I:O gg‘les

Unpredictable threats.®

A

A
Elusive enemies.

\

—— Ready for what's next. Now more than ever, mission success
depends on the ability to continually adapt thinking and operations.
With the perspective, experience, and know-how from battlefields and
boardrooms, the strategy and technology consultants of Booz Allen
Hamilton can help you achieve your cyber goals. Whether you're managing
today’s issues or looking beyond the horizon, count on us to help you be
ready for what's next.

Booz | Allen | Hamilton

delivering results that endure

Ready for what’s next. www.boozallen.com
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Iran Blocks TV, Radio and Phones, but Web

Proves More Difficult

BY: KEVIN ANDERE GUARDIAN.CO.UK
06/15/2009

BBC World Service director, Peter Horrocks,
says that whoever is interfering with broadcasts
in Iran are also disrupting TV broadcasts in the
Middle East and Europe. Experts believe that
Iran is trying to disrpt broadcast, mbile phone
and hternet communications following
controversy over contested election results.
Although it is more difficult to shut down the
Internet, in countries like Iran and China, the
government owns much of the infrastructure
and can censor some infoation.
http://www.guardian.co.uk/technology/2009/j
un/15/iran-jammingtechnologytv-radio-

internet

Iran Election: State Moves to End

WCI OS02 AA2wP2 f dz

BY: PATRICK FOSTHRES ONLINE

06/14/2009

After the controversial results of the recent
Iranian presidential election, many believe the
Iranian government is disrupting Internet and
phone communications to combat independent
media organizations andebsites that doubt

the validity of the election restd. The social
networking site Faceboadkas been
disconnected and SMS text messaging has also
been disabled.
http://technology.timesonline.co.uk/tol/news/t
ech_and_web/article6497569.ece

Social Hacktivists Take Down Iranian

Government Websites

BY: REUVEN COHEN)WID COMPUTING
06/15/2009

An Iranian opposition group recently launched a
series of cyber attacks thatocked access to
sevaal proAhmadinejad Iranian websites,

includingthe NBa A RSy (i Q&
used social tools such as Facebook anittér

to launch attacks including defacement and
distributed denial of service attacks without an
organizedbotnet.
http://cloudcomputing.ulitzer.com/node/10025
16

Israel and Foes in Internet War
BY: AHMAD BUDEIRB@BARABIC, JERUSALEM
06/15/2009

Israeli intelligence agencies are warning citizens
agdnst using social networking sites because of
cyber attacks from its enemies, including
Hamas, Hezbollah and Iranian groups. Israeli
intelligence officials worry that citizens will leak
sensitive information online, and say that
people who use social netwking sites may let
G§KSANI 3dz2r NR R2g6Yy Ay |
to-face.
http://news.bbc.co.uk/2/hi/middle_east/80797
74.stm

Belarus Media Sites Under Attack by
Zombies

BY: JOHN LEYDEN, REBISTER

06/12/2009

Several media websites in Belarus are
experiencing distduted denial of service
attackssimilar to attacks on the Georgian
presidential website in July 2008. The attacks
have followed increased political tension
between Russia and Bels and Alexander
Lukashenko, the president of Belarus, believes
that Russia is launching the attacks as a
punishment for not recognizing the
independence of rebéheld regions of Georgia.
http://www.theregister.co.uk/2009/06/12/bela
rus_ddos/
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ENTERPRISE SECURDDAY
06/16/2009

Zhang Chenmin, manager of Jinhui Computer
System Engineering, says that the Chinese
Ministry of Industry and Information
Tednology has ordered software producers to
create security patches in response to reports
that the new Internet filtering system may allow
NBY20GS Y2yAid2NRAY3 | YR
computers. The government also ordered
manufacturers to prenstall Green Dam
software on all new computers from July 1.
http://www.enterprise-security
today.com/story.xhtml?story id=67156&full_sk

ip=1

Chinese Firm Hits Back at Cyberspyi@iia
BY: CHRIS WILLIANIHE REGISTER

06/12/2009

Chinese networking giant Huawei is denying
claims that it could be "in collusion with the
Beijing government and could cause massive
disruption to UK communicatits in a future
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BY: CHRIS WILLIAMIBE REGISTER

06/15/2009

United Kingdonofficials report that theJKwill
centralize their national cybersecurity strategy
under one higlprofile umbrella agency. The
Ministry of Defence, Home Office, M15, M16
and GCHQ all currently have some part in
cybersecurity oversight in thenited Kingdom

Ohy propdsél is pamt of i S NEHR YA Yy IR

updated National Security Strategy.
http://www.theregister.co.uk/2009/06/15/cabi
net office_cybersec_agency/

Business Fears ICANN Domain Changes will

Fuel Crime
BY: JOHN E. DUNNCFSVORLD
06/09/2009

A survey ofmore than1,000United Kingdom
based respondents found frustration with the
current domain naming structure. ICANN has
proposed an expansion of domain names in
2010 to include new structures including
geographical names, company names and

O&0SNJ O2y Tt A Oinwligencey A U S Rthefnbd/nan2. Kesponderitsthe survey said

officials are concerned because Huawei
equipment is included in BT's 21CN network
backbone upgrade, and they believe that
Huawei could disable critical communications if
relations with China deteriorate.
http://www.theregister.co.uk/2009/06/12/cybe
rsecurity _huawei/

EU Lacks Cyber Policies
BY: COLIN CLARK, [BDIZZ
06/08/2009

This article includes a piece by Kevin Coleman,
consultant for Strategic Command, that was
written for Defense Tech. Coleman discusses
what the European Union @oing to improve
cybersecurityand the need for thézuropean
Unionto develop common policies on
protecting the web
http://www.dodbuzz.com/2009/06/08/eu
lackscyberpolicies/

that they worry that the changes will bring a
new wave of security problems.
http://www.techworld.com/news/index.cfm?n
ewsid=117160

UK Website Abused by Chinese Hackers
BY: JOHN LEYDEN, REBISTER

06/05/2009

Websites of the UK Communist Party were
reportedly infected with malicious code that
serves up an iFrame pointing visitors to a
malicious Googlspoofing website in China.
Graham Cluley of net security firm Sophsesys
that the infection is "invisible to the naked eye,
but buried inside the code of a plug for their
webpages."
http://www.theregister.co.uk/2009/06/05/uk_c
ommunist_nalicious_script/
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CYBER SPACE RESEARCH

Report: No Magic Bullet for Database,
Server Security

BY: KELLY JACKSGBGHIS, DARK READING
06/11/2009

Forrester Research recently released a report
which found that encryption will continue to be
the most popular ool for locking down data,
and that database monitoring and web filtering
will continue to be the most popular tools for
breach detection. Jonathan Penn, vice president
of tech industry strategy/security at Forrester,
says that he does not see a "miracutou
technology" that will save the day anytime
soon, and says that brute force tools like
encryption and data masking will continue to
play an important role in data protection.
http://www.darkreading.com/database securit
y/security/encryption/showArticle.jhtml?article
ID=217800855

Vinton Cerf: Outer Space Could be Next

Frontier for Cybersecurity

BY: ALIYA STERNSTEBKTGOV

06/11/2009

Google &ecutive Vinton Cerf discusses a new
tool for securing ad hoc networks used in
warfare. Cerf explains that he has been working
with NASA to regulate data transmission among
outer space devices, and says that NASA
successfully tested interplanetary data
transmission last year. Information transmitted
through outer space would be held in an orbiter
or lander until safely communicated, rather

than relying on continuous ent-end
communication like the Internet.
http://www.nextgov.com/nextgov/ng 2009061

1 8017.php

U.S. Geeks Struggle in NSA Hacking Contest
BY: PATRICK THIBODEAOMPUTERWORLD
06/09/2009

Programmers from China and Russia dominated
the recent TopCoder Open contest, excelling at
writing algorithms and designing components.
Of the 70 finalists in the competition, only two
were from the United States. The winner of the
contest was an 18ear old student from China.
http://www.techworld.com/news/index.cfm?R
SS&NewsID=117142

Internet Cleanroom: New Weapon Against

Drive-by Download Attacks Emerges

BY: CAROLYN DUFFRBAN, NETWORK WORLD
06/08/2009

Network managers are seeing an increase in
malware infections known agige-by

download attacks and cybersecurity researchers
say that users should use PCs running virtual
machine software which detects malware
infections immediately and prevents them from
infecting enterprise networks. The technology
was developed by Geord#ason University's
Center for Secure Information Systems.
http://www.networkworld.com/news/2009/06
080%internet-cleanroom.html

Intelligent Software Solutions

ISS is alea ding edge software solution provider for enterprise and system

y
'&
-
@ :
ISSis

capitalize on dynamic service

data, services, and application challenges.
operationally deployed systems, in all domains
With solutions based upon modern, proven technolo

ISS has built hundreds of
TAFrom Space t o
gy designed to

-oriented constructs, ISS delivers innovative

C2, ISR, Intelligence, and cyber solutions that work today and in the

future. http://www.issinc.com
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CYBER SPACE HACKS AND ATTACKS

Cyber Crimes, Small Businesses and
hol YI Qa
BY: TOM PATTERSONDAM\VID SZADY,
HUFFINGTON POST

06/02/2009

This article discusses recent cyber attacks
against U.S. companies that control the national
electric power grid as wehs suppliers to our
defense industrial base. Attacks are coming
from individual criminals, foreign governments,
organized crime groups and terror
organizdl A2yad ! Gil O &
Y A t fsdl gnd miesized businesses are
increasing, ad must be included in President
Barackh 6 I YI Q& yIF A2yl f
http://www.huffingtonpost.com/tom-
patterson/cybercrimessmalt

busine b _210577.mtl

Cybercrime's Executive Focus
BY: ANDY GREENBERRBES
06/11/2009

This article discusses sophisticated malware
attacks that are more targeted ambsean
increasing threat to corporations. Officials at
the SANS Institute say that many cyber
espionageattacks, for example, use spear
phishing attacks that are targeted at executives
with "highly targeted spoofed-eails”
http://www.forbes.com/fdc/welcome _mijx.sht
ml

Social Networking Attacks Targe

Enterprise Data

BY: ALEX ROTHACKEREATPOST
06/15/2009

Cyber criminals are increasingly targeting social
networking sites, since many users interact
heavily with other users without regards to
security. Hackers can use clickjacking, cross site
scripting and cross site request forgery attacks
G2 GFr1S O2y (NPt

/| @0 SNJ { SOdzNA

2F GAOGA

websites, giving them access to personal or
enterprigeyddtadzy OS Y Sy (i

http://ww w.threatpost.com/blogs/social
networkingattackstargetenterprisedata

The Spy in Your Hand
BY: BENJAMIN SUTH&ERD, NEWSWEEK
06/06/2009

Thanks to recently developed technology,
hackers can now wirelessly transfer wiretapping
programs to any mobile ph@nwithout any

I 3 A yspedial $kiNsSTNAI&Belst Prdgrash @ Mleltohtd €

on the handset microphone, allowing the
hacker to listen to voices halfway around the

O & 0 WoNd The vzhidh isl ihablelfo deye@ the

program, and neither call logs nor phone bills
show records ofhe transmitted data.
http://www.newsweek.com/id/200878

New DoS Attacks Threaten Wireless Data
Networks

BY: CAROLYN DUFFRBAN, NETWORK WORLD
06/05/2009

Krishan Sabnani, vice president of networking
reseach at Bell Labs, spoke at the Cyber
Infrastructure Protection Conference in New
York, and said that new DoS attacks repeatedly
establish and release connections, making the
attacks simple to launch and difficult to detect.
Sabnani also discusses what hasiders to be
the five most prominent data network threats.
http://www.networkworld.com/news/2009/06
0509wirelessdosthreats.html

ATM Malware Spreading Around the
World, Researcher Says

BY: JEREMY KIRK, BOMERWORLD

06/05/2009

ATMs around the world have been infected
with malware that could steal a person's card

detalls E)Zy recordln tge rr?g?\lnetlc strip
zu
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information onthe back of the card as well as
the PIN.The informatia is printed oran ATM
receipt role using a master card that launches a
user interface. Experts say that they have never
seen malware of this kind, and that they are
surprised at the sophistication of the attack.
http://www.computerworld.com/action/article.
do?command=viewArticleBasic&articleld=9134
013

BlackBerry Maker Warns of Weakness
Aqgainst Hackers

FOX NEWS

06/04/2009

BlackBerry maker Reselarm Motion Ltd.
recently issuea security patch for BlackBerry
devices, and said that hackers could exploit a
vulnerability¢ although they have not yet. The
vulnerability could allow hackers to take control
of BlackBerry systems and install malicious
software onthe server which could be used to
send spam or steal corporate data.
http://www.foxnews.com/story/0,2933,525114
,00.htmlI?sPage=fnc/scitech/cybersecurity

SpamDrops 15 Percent After FTC Pricewert

Takedown
BY: ROBERT MCMILLA®MPUTERWORLD
06/08/2009

The U.S. Federal Trade Commission recently
took down an Internet Service Provider,
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Pricewert, which was a safe haven for
spammers. Security vendor Marshal8e6 says
that total spam volumes have dropped by 15
percent following the takedown. The ISP was
home to illegal activity including distribution of
viruses, phishing, spyware and child
pornography.
http://www.computerworld.com/action/article.
do?command=viewArticleBasic&articleld=9134
125

Social Engineering Aids Malware Delivery
BY: KARTHIK RAMANCAFEE AVERT LABS®BLO
06/02/2009

A SANS blog post talks about a makva
campaign that tricks users into visiting a site
thatwasdesif SR (2 YAYAO Fy 1
webpage, and then download malware through
a link that appeared to be an updated digital
certificate. McAfee recommends that users not
follow links in emails hat appear to be
suspicious and also sayonly visit banking

sites through your bookmarks, and not through
an email link.
http://www.avertlabs.com/research/blog/index
.php/2009/06/02/socialengineeringaids
malwaredelivery/
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StrongWebmail CEO's Mail Account
Hacked via XSS

BY: RYAN NARAINENED BLOGS

06/04/2009

A group of hakers were ale to compromise a
webmail service CEO'sneail usinga cross

site scrigging vulnerability as part of a hacking
contest. The companyffered $10,000 to
anyone that could break into the-mail.
http://blo gs.zdnet.com/security/?p=3514

Twitter Users Plagued by Rogue AMirus

Attack
BY: SHAUN NICHOLSUNXET.COM
06/04/2009

site Twitter in posts from hijacked user
FOO02dzytilad ¢KS Llada
viRS2¢ (GKIFG GF1Sa
if clicked. The malware installs a fake security
program that attempts to trick users into buying
fake antivirus programs.
http://www.vnunet.com/vnunet/news/224350
7/rogue-av-attack-seepstwitter

is not an option.
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Stolen FTP Credentials Likely in Massive
Website Attacks

BY: ROBERT WESTERVEEARCH SECURITY
06/03/2009

A massive attack that has compromisedre
than 40,000 websites is being loleed on stolen
FTP credentials. Experts believe that the
attackers are members of the Russian Business
Network, because the attacks use the Google
analytics engine similarly to a previous attack.
http://searchsecurity.techtarget.com/news/arti
cle/0,289142 sid14 gci1l357912,00.html

Stolen VCU Computer Puts Social Security

Numbers at Risk
BY: KARIN KAPSIDERISHMONDIMES DISPATCH
06/06/2009

O 2 v Hokidl secutitknfiniss &f Na2 54 Viiginid & (i
0 KS dza Eddmiodravealth URiivelsify st@ani shgy havk 3 S

been put at risk when a computer was stolen
from the Cabell Library. The computer
contained student information includingames,
social security numberand test scores. A
suspect was idenfé#d and the case was turned
over to the Richmond Commonwealth's
Attorney Office.
http://www.timesdispatch.com/rtd/news/local/
education/article/VCUUQ6 GD90605
221601/272195

You need to focus on dozens of tasks each second in order to keep information operations at full speed. Being concerned about the
security of your information shouldn't be one of them. Whether your mission is to secure information from a crime scene or prevent

network intrusions, ITT makes it our mission to relieve that concern. We provide the most comprehensive suite of tools available to ensure
that your information arrives at its destination, without compromising data integrity and timeliness. Learn more at aes.itt.com.
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CYBER SPACE TACTICSAND DEFENSE

How Can Cyberspace be Defended?

BY: DANIEL GOURETNOWAL JOURNAL
06/08/2009

This article discusses the current threats in
cyberspace, including threats from other
nations and cyber terrorismAuthor Daniel
Gourealso writes that the U.S. effort to develop
policies and cyber capabilities has "barely
begun" Goure says that th&nited Statedas
many capabilities to conduct cyber operations,
but that we need to catch up with policy and
through cwrdinating federal agency
operations.
http://security.nationaljournal.com/2009/06/h
ow-cancyberspacebe-protecte.php

U.S and UK Prepare to Fight Back Against
Eastern Hackers

BY: PETE WARREN, GHBRDIAN

06/04/2009

Discussions over the idea of launching cyber
attacks back at hacker groups is quickly
becoming one of the "hottest topics in
cyberspace" and a CIA officer reports that these
discussions are a "huge aldn Washington and
it is a highpriority." In response to criticism
over attacking hacker groups, Pat Tyrrell, a
former official at the UK Ministry of Defence
says, "you can either do nothing, which leaves
you open to attack or you can do something
and acept there might be a risk downstream.
One of the risks is that you do something and
get caught but the people attacking us are
already doing that."
http://www.guardian.co.uk/technology/2009/j
un/04/hackingsecurityauthorities

It's the Information, Stupid

BY: JASON STRADIXVIPUTERWORLD
06/03/2009

This article discusses how enterprise
information is at risk, and how to develop a

framework for mitigating risks angrotecting

an organization. The article addresses the
different ways that data is lost, how to protect
enterprise information and the different
technologies that can help protect information.
http://www.computerworld.com/action/article.
do?command=viewArticleBasic&taxonomyNam
e=cybercrime_and_hacking&atrticleld=9133909
&taxonomyld=82&intsrc=kceht

Raytheon Pushes Math and Science, Both

Critical to Cybersecurity It Says

BY: MATTHEW HARWOGBCURITWANAGEMENT
06/12/2009

Steve Hawkins, vice president for Information
Security Solutions at Raytheon, says that
Raytheon is committed to math literg@nd
cybersecurity training, and that "it's not enough
for our children and students to master today's
technologieg; social networking and-eailing
and texting and blogging. We need them to
pioneer the technologies that will allow us to
work effectivelythrough these new media."
http://www.securitymanagement.com/news/ra
ytheon-pushesmath-and-scienceboth-criticat
cybersecurityit-says005756

Crypto Flaws Becoming a Killer for Web

Applications
BY: DENNIS FISHEBRREAT POST

06/08/2009

This article discusses the "haphazard use of
cryptography" and how security and training for
cryptography must be improved. The
complexity of crypmgraphy and difficulty of
develgpment has kept even technicalbavvy
organizations from even trying to develop
custom cryptography.
http://www.threatpost.com/bloggcrypto-
flaws-becomingkiller-web-applications
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