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Conference Co-hosts:

Keeping Cyberspace Professionals Informed

Security

2008 Hampton Roads Cyber
Security Awareness Conference

g CYBER
SECURITY

Time: 8:00 am - 4:30 pm

Hampton Roads Convention
Center

1610 Colisenum Drive
Hampton, VA 23430

Contact person:
Larry McKee
Larry.McKee@nsci-va.org
Ph. (757) 871-3578

The City of Hampton and National Security Cyberspace Institute are
Conference Sponsors pleased to announce the 2008 Hampton Roads Cyber Security Awareness
Conference (HRCSAC) to be held on October 21 at the Hampton Roads

I‘i‘ TELEDYNE CollaborX, Inc.| Convention Center.

A Teledyne Technologies Company

Cyber Security is a fundamental building block for facilitating commerce

This one-day event brings together professionals for thought-provoking
presentations on current cyberspace issues and best-practices to facili-

S F) E CT R U M tate improved cyber security.

Ci1sco SYSTEMS

and securing the homeland. Over the next few years we will see tremen-
/‘ dous growth and innovation in cyber security.

@ ®

ENVISION THE FUTURE M ALION ZEI.TECH nay'henn
kit kol Zel Technologies, LLC

Highlights 3

o Scheduled speakers include Maj Gen Koenraad (Koen) A. Gijsbers (NATO ACT), Mr. Pat Ryan (Cisco), Mr. Keith Boswell
(VEDP), Maj Gen (ret) Wallace Arnold (Hampton University), Maj Gen Mike Worden (USAF ACC), Mr. Hugo Teufel Il
(Department of Homeland Security), and Ms Peggy Ward (Virginia).

e The core mission of the conference is to inform the community about cyberspace security challenges and opportunities.

o Attendees will gain knowledge from local government, industry, and Department of Defense experts on

existing and emerging cyberspace organizations, concepts, challenges, and activities.

o Attendee Profile: A mix of academia, military, industry experts and government officials, including decision-makers from
numerous local, state, and federal agencies.

o Attendee check-in and continental breakfast will begin at 7:00 am.
o Speakers will include state and local government officials, industry, and military experts.

e Registration fee of $75 includes one-day event, continental breakfast, and lunch

More information is available at: http://nsci-va.org/hrcsac

110 Royal Aberdeen ® Smithfield, VA 23430 ® ph. (757) 871-3578
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Nation has to change to cyber culture,
author says

BY: JOHN ANDREW PRIME, SHREVEPORT TIMES
10/07/2008

Author Douglas Rushkoff, who spoke at the
Cyber Awareness Summit at the Shreveport
Convention Center, explains that a shift in way
Americans think about computer literacy,
military openness and lessening of
compartmentalization in cyber research are
required to make America less vulnerable to
cyber threats. Rushkoff believes the computer
education model and our perception of basic
Internet building blocks must be changed to
give America a cyber security advantage. A
graduate of Princeton University, Rushkoff has
served as a commentator on shows such as

http://www.gcn.com/print/27 24/47222-

1.html?topic=security&CMP=0TC-RSS

US cybersecurity shake up would give prez

more control

BY: JOHN LEYDEN, THE REGISTER

10/02/2008

In response to recent criticism of the
Department of Homeland Security, the new
DHS authorization bill would require the
director of the National Cyber Security Center
be appointed by the president. The NCSC
director would report to the president on key
strategies including critical infrastructure
protection and inter-agency strategies. The bill
would also allocate $30 million to the DHS over
the next year.

G/ . { {dzyRI & Ga 2 Ny & \K3AY JAY Rtp://www.theregister.co.uk/2008/10/02/cybe

/| 2y aARSNBRE¢ I -skllifdauthiod
http://www.shreveporttimes.com/apps/pbcs.dl

|/article?AlID=/20081007/NEWS01/810070346/
1060

Elevate cybersecurity

BY: WYATT KASH, GOVERNMENT COMPUTER NEWS
09/29/2008

The results of a new study by the Cybersecurity
Commission at the Center for Strategic and
International Studies were presented during
House Homeland Security subcommittee
hearings in September. Some of the

O02YYAaaArz2yQa O2yOf dza A 2 Y GomprefieksiveN&tioral Bybersécdrify Inifiafivéd G SR A y

the article, were that the government currently
lacks a unified national approach to
cybersecurity challenges; interaction between
the federal government and critical
infrastructures is inadequate; DHS lacks the
capability and employees to oversee
cyberspace; and deterrence against threats will
also require offensive capabilities.

I £ & Recutity shdked ub/

U.S. urged to go on offense in cyberwar
BY: SHAUN WATERMAN, WASHINGTON TIMES
09/29/2008

Rep. Jim Langevin explained the importance of
developing offensive cyberwar capabilities to
United Press International, and stated that
offensive capabilities are a necessary part of a
deterrence plan. Langevin, chairman of the
House Homeland Security subcommittee on
emerging threats, cybersecurity, and science
and technology also believes that more of the

should be declassified, and that DHS should not
be in charge of leading cyberspace defense. The
Commission on Cyber Security for the a4"
Presidency discussed offensive capabilities and
other issues, such as cyber attribution in House
hearings in September.
http://www.washingtontimes.com/news/2008/
sep/29/us-urged-to-go-on-offense-in-cyberwar/
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security requirements.

.

Cyber Assurance Department
ADVANCEIL
Our goal is to design, develop, evolve and
transition information technology solutions
and provide engineering services in
response to cross-domain information
sharing, information assurance and cyber

) ENGINEERING & SCIENCES

7T

Securityl s n ' t a DIY Job
BY: TIM WILSON, DARK READING
10/03/2008

Author, Tim Wilson, claims that many security
professionals are reluctant to admit when they
are unable to solve problems. In his latest
report, for example, Jeremiah Grossman writes
that a new attack called "clickjacking" is
inevitable and is overlooked by much of the
industry. In response to failed "do-it-yourself"
security policies, IBM is offering retailers a
package of services and tools that will assess
vulnerabilities and make recommendations for
fixing them.
http://www.darkreading.com/blog.asp?blog se
ctionid=327&doc id=165217&WT.svil=bloggerl
1

DHS: President’s Cybe
BY: WILLIAM JACKSON, GOVERNMENT COMPUTER

NEWS

10/02/2008

Greg Garcia, Assistant Homeland Security
Secretary, kicked off National Cyber Security
Awareness Month by explaining how the
AYLX SYSy Gl GdAazy 27
LYAGAFGAGS KI &
are safer now than they were a year ago. Garcia
explained that one of the features of the
initiative that has improved security is the
Einstein program, which collects data in an
effort to monitor and understand Internet

iKS

LINBG ARSY
Yllsyg&ns 0 KS™ I2OSNY YSy i Qa

activity and to spot suspicious or malicious
activity. Garcia said that Einstein will soon be
enhanced with intrusion detection and
prevention capabilities.
http://www.gcn.com/online/voll nol/47275-
1.html

GAOQ: Los Alamos Lab has cybersecurity
gaps

BY: ALICE LIPOWICZ, FEDERAL COMPUTER WEEK
09/26/2008

According to a report from the Government
Accountability Office, the Los Alamos National
Laboratory suffers from cybersecurity
weaknesses that affect protection of
information on its sensitive networks including
controlled nuclear information, export control
information and personally identifiable
Inforrhatioh about antployaeseThe G4 yeporfi
found that there are still pervasive security gaps
despite a budgeted $200 million in FY 2007 for
security improvements. The report made 52
recommendations for fixing the cybersecurity
gaps.

http://www.fcw.com/online/news/153921-
uQa [ eoSNJ

L

Are Nuke Labs 'Vulnerable' to Spies?
WASHINGTON POST

09/25/2008

A letter from Terry Turchie, 29-year veteran of
the FBI, to Rep. John D. Dingell was released

of
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before a congressional hearing on the security sets new policies for IT system issues including
breaches at the Department of Energy. The security, reciprocity, dispute resolution and risk
f SGGSNI Ot F AYSR GKIF G I Ondlanagemnght. ThedBectivenbish@as Qa 0Oe& 6 S
security budget has created vulnerabilities, and announced on the Office of the Director of
that new policies have not been outlined National Intelligence website on Sept. 30, also
properly, and also criticized the restructuring at includes new policies for certification and
the Lawrence Livermore Nuclear Weapons accreditation principles. The new guidelines
Laboratory. The House Committee on Energy were agreed upon by the intelligence
and Commerce released a statement criticizing O 2 Y Y dzy WiefiidfdndatioRofficer, the
the letter, and calling the consolidation 55SF¥SyasS 5SLINIYSyidiQa /L
necessary and mandated by Congress. Management and Budget and National Institute
http://voices.washingtonpost.com/washington of Standards and Technology.
postinvestigations/2008/09/ex security chief http://www.fcw.com/online/news/153957-
nuke labs vu.html 1.html

‘Catastrophic Cons equ@editcardsecurifystandact issBeel &fter| |

Weapons Lab much debate
BY: EMMA SCHWARTZ, ABC NEWS BY: ELLEN MESSMER, NETWORK WORLD
09/25/2008 10/01/2008
Terry Turchie, a former counterintelligence The Payment Card Industry Security Standards
officer at Lawrence Livermore National Lab, Council has released the PCl 1.2 data security
wrote to Rep. John Dingell (D-Mich.), who is the standard, a new set of security rules for
chair of the House Committee on Energy and handling credit and debit card processing. The
Commerce, stating that the Department of Council also explained that it will focus on end-
Energy has been misleading Congress about to-end encryption, payment machines and
security at nuclear weapons labs. Turchie virtualization capabilities for next year. Web-
blames the consolidation of two applications will undergo vulnerability testing
counterintelligence offices at the Department and the Council will phase out Wired Equivalent
of Energy into the Office of Intelligence and Privacy, which is thought to be too weak, and
Counterintelligence for the diminished security will replace it with the Wi-Fi Protected Access
efforts. Turchie wrote that there must be more standard.
emphasis on intelligence; communication http://www.networkworld.com/news/2008/10
between the field and headquarters has been 0108-pci-credit-card.html
drastically reduced; and that lab directors have
not had much influence over Filters on in-flight Wi-Fi may be just the
counterintelligence principles. start
http://abcnews.go.com/Blotter/Blotter/story?id BY: STEPHEN LAWSON, COMPUTERWORLD
=5882866 10/06/2008

Delta, which plans to provide Wi-Fi services on
Intell community gets new IT policies some plans on its entire domestic fleet by 2009,
BY: BEN BAIN, FEDERAL COMPUTER WEEK has released a list of inappropriate Web sites
10/01/2008 that will be blocked. American Airlines flight
The Director of National Intelligence has issued attendants originally voiced concerns about
Intelligence Community Directive 503, which other passengers being exposed to
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inappropriate content or forced to listen to cell
phone calls made over the Internet during the
flight. Marc Rotenberg, executive director of
the Electronic Privacy Information Center,
criticized the plan to block inappropriate Web
sites, but some feel that expectations about
Internet use in the air should be separate from
normal expectations.
http://www.computerworld.com/action/article.
do?command=viewArticleBasic&articleld=9116
410

Creative Cooperation
BY: BEN WORTHEN, THE WALL STREET JOURNAL

09/29/2008

John Garing is the chief information officer and
director of strategic planning for the Defense
Information Systems Agency, which spends $7
billion a year on information technology. The

FNIAOES O2yidlAya DI NRY 3 QaatheiDyDs NIsted duldsené da i K S

Street Journal which includes questions about
how the agency spends its $7 billion budget,
and how technology could bring the different
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military branches together by addressing
common needs.
http://online.wsj.com/article/SB122227470431
471451.html

DOD expands NCES program

BY: DOUG BEIZER, FEDERAL COMPUTER WEEK
10/03/2008

The Defense Information Systems Agency is
currently looking for a vendor that can provide
services such as instant messaging and Web
conferencing services on both classified and
unclassified networks for a variety of
environments. The vendors will need to provide
collaboration services on demand, originally for
2.5 million users, which must be available to
users aboard ships, on the move, or working in
a coalition network. Bernie Skoch, an analyst at
Suss Consulting/retired Air Force general, claims

blueprint for future collaboration efforts.
http://www.fcw.com/online/news/153999-
1.html

High Tech Problem Solvers
www.gtri.gatech.edu

Georgia [Res@are  From accredited DoD enterprise systems to exploits for

Tech | Institute

heterogeneous networks, GTRI is on the cutting edge of

cyberspace technology. Transferring knowledge from research

Problem. Solved.

activities with the Georgia Tech Information Security Center, GTRI

is able to bring together the best technologies, finding real-world
solutions for complex problems facing government and industry.

INTERNATIONAL CYBERSPACE

UK government coughs up for new e-crime
unit

BY: LEO KING, COMPUTERWORLD UK

10/01/2008

The UK government has committed to provide
£3.5 million ($6.3 million) of funding for a
specialist national e-crime unit. The new unit
will open in spring 2009 and is expected to work

closely with the National Fraud Reporting
Centre with a focus on fraud cases. The unit was
established in response to complaints from IT
industry figures that they had no dedicated unit
to which they could report online crime. The UK
Home Office has also promised to begin to
provide updates to the House of Lords on
actions taken to stop e-crime.
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http://www.techworld.com/news/index.cfm?R
SS&NewsID=105085

Lords to attack UK.gov failings on internet

security

BY: CHRIS WILLIAMS, THE REGISTER

10/07/2008

Members of the House of Lords Science and
Technology Committee and other U.K. security
experts claim that there has been little
government response to recommendations
produced by the Committee in a report last
@SN ¢KS 2NARIAAYL €
included the establishment of an e-crime police
dzy A (0 =
flaws and enabling citizens to report fraud
directly to the police. The Committee also
produced a follow up report which states that
the Committee will continue to monitor
government developments in internet security
until their recommendations are implemented.
http://www.theregister.co.uk/2008/10/07/lord
s security debate/

Estonia posts its cybersecurity strategy

BY: ROBERT VAMOSI, CNET NEWS

10/02/2008

The Estonian Ministry of Defense has posted a
detailed report on the denial-of-service attacks
in May 2007, which contains national steps to
prevent another cyber attack as well as global
security recommendations. The report
recommends a graduate system of security
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measures, increasing information security
awareness, developing a regulatory/legal
framework of information systems and
promotion of international cooperation. The
report also suggests that Estonia could share its
experience at global security conferences to
help promote international cooperation.
http://news.cnet.com/8301-1009 3-10056893-
83.html?part=rss&subj=news&tag=2547-

1009 3-0-20

Myanmar on the cyber-offensive

NB L2 NI McNBrORaYa St RE G A2y 4

10/01/2008

a2F06F NB RS@St 2 LIS Namibuted denialofisdrvicaiaBackFtaNI & S O dzN

disabled exile media websites in September are
being attributed to the Myanmar's military
regime's attempts to silence critics. Media
sources, including The Irrawaddy magazine and
Democratic Voice of Burma television station,
state that they received information that
attacks on their Web sites could be linked to the
Myanmar military officers who had received
computing and information technology training
in Russia and China. The opposition movement
in Myanmar has been increasingly using the
Internet to transfer information, reports and
news that the regime had tried to suppress,
forcing the intelligence service to counter the
flow of information through harassment and
the DDoS attacks.
http://www.atimes.com/atimes/Southeast Asi
a/JJ01Ae01.html

CYBERSPACE RESEARCH

Air Force: Contractors wanted to support
cyberspace center

BY: WILLIAM WELSH, DEFENSE SYSTEMS

10/03/2008

The Air Force Research Laboratory-Rome
Research Site published a sources-sought notice
on October 2 for contractors that can assist in
cyber and command-and-control requirements.

Work areas include technical analysis; systems
design and engineering; hardware and software
demonstration; network-centric
communications and development; and
capability testing and assessment. The Air Force
expects to award a five-year contract worth as
much as $49.9 million.
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http://defensesystems.com/Articles/2008/10/A
ir-Force-Wanted-contractors-to-support-
cyberspace-center.aspx

Americans Confused as Ever over Cyber-
security

BY: ROY MARK, EWEEK.COM

10/02/2008

A study conducted by the National Cyber
Security Alliance and Symantec used a
combination of user polling and computer
checkups to evaluate security precautions. For
example, more than 80% of American computer
users claimed to have a firewall installed, but
the study found that only 42% had adequate
firewall protection. The study was released as
part of the National Cyber Security Awareness
Month, which focuses on public education and
awareness of cyber security. The study also
found that although a majority of computer
users were aware of the risks involved with
using the internet, one-fifth of all users do not
have adequate spyware defenses.
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http://www.eweek.com/c/a/Security/American

s-Confused-As-Ever-Over-Cyber-

Security/?kc=rss

IBM, Secret Service among elite group to
study identity/cyber crime issues

BY: JOHN FONTANA, NETWORK WORLD
10/08/2008

The Center for Applied Identity Management
Research (CAIMR) is bringing together a group
of corporations, government agencies and
academic institutions including LexisNexis and
the Secret Service, to study and solve identify
management challenges facing cybercrime and
terrorism. CAIMR will examine challenges, gaps
and necessary research for solving identity
issues in areas of privacy, cybersecurity and
data breaches, and also analyze how the issues
affect national security, public safety and
commerce. The article also includes details of
the four initial areas of study that have been
identified by CAIMR.
http://www.networkworld.com/news/2008/10
0808-group.html?fsrc=netflash-rss

Intelligent Software Solutions

ISS is a leading edge software solution provider for enterprise and system
1, data, services, and application challenges. ISS has built hundreds of
': operationally deployed systems, in all domainsi iFr om Space t g
iSS@‘e With solutions based upon modern, proven technology designed to
= capitalize on dynamic service-oriented constructs, ISS delivers innovative
C2, ISR, Intelligence, and cyber solutions that work today and in the

future. httE:ééwww.issinc.com.

Researcher finds evidence of massive site
compromise

BY: GREGG KEIZER, COMPUTERWORLD
10/03/2008

lan Amit, director of security research at
Aladdin Knowledge Systems, Inc., infiltrated a
server of a customer of the hacker tool kit,
Neosploit, and found hacker gang logs with
administrative log in credentials for more than
208,000 Web sites. Over 80,000 of the Web
sites had already been infected with malicious

content. Amit is working with law enforcement
agencies, both in the United States and
overseas, to secure the compromised sites and
purge malicious code. Amit explains that
authorities may not be able to identify hackers,
although they are pursuing leads on who is
responsible for the server.
http://www.computerworld.com/action/article.
do?command=viewArticleBasic&articleld=9116
138&source=rss topic82
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NY tops computer virus threat list

MX LOGIC

10/01/2008

Security software firm PC Tools conducted
research that found that New York is the U.S.
city most at risk of infection. Other high-risk
cities include Houston, Los Angeles, Chicago and
Miami. Spokesperson Michael Greene explains
attacks included spyware, adware, viruses and
keyloggers due largely to a lack of sufficient
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for cybercriminals, especially for industries that
store sensitive information or rely on the
Payment Card Industry Data Security Standard

(PCI5 { { 0 F2 NJrédzard 2 YSNARAQ O

information. In response to this increasing area
of risk, unified threat management solutions
firm, Fortinet, has developed a line of security
appliances specifically for database vulnerability
assessment. Kolodgy explains that because of
the monetary value of the sensitive information
in corporation databases, security tools such as

C2NI Ay S Qai009BGré no Bl A 5 .
optional.
http://www.infoworld.com/article/08/09/25/Cy

virus protection.
http://www.mxlogic.com/securitynews/viruses-
worms/ny-tops-computer-virus-threat-

list682.cfm bercriminals raise the heat on databases-
MIS Asia 1.html?source=NLC-SEC&cgd=2008-

Cybercriminals raise the heat on databases 09-29

BY: AVANTIKUMAR, IDG NEWS SERVICE

09/25/2008

Charles Kolodgy, IDC research director, states
that databases have become the major target

CYBERSPACE HACKS, TACTICS AND DEFENSE

Worl d' s el ectrical
BY: DAN GOODIN, THE REGISTER
09/25/2008

g r boftiwgre confpols aniticat infrastraicturte, a ¢ k
including electrical grids. ABB has already issued
a patch for the bug.

Researchers from C4, a firm that specializes in http://www.theregister.co.uk/2008/09/25/abb

SCADA security, found a critical vulnerability in critical bug/

.. Qa tNRrOS&a /2YYdzyAOlIUA2Yy ! yAlX 6KAOK

affects versions 4.4, 4.5, and 4.6. The vulnerable

(7)) Alion is a progressive employee-owned research, management and technology

LION company with worldwide government and commercial capabilities supporting

Am  a et doLooY complex programs including network and information security, M&S, experimenta-
tion, testing and Risk /Vulnerability tools.

demonstrate the hacking tool at the SecTor
conference in Toronto. The plug-and-play
hacking tool generates attacks on online

Free Tool Hacks Banking, Webmail, and

Social Networking Sessions
BY: KELLY JACKSON HIGGINS, DARK READING

10/06/2008 banking, Gmail, LiveJournal and other social
Jay Beale, a researcher who recently released networking sites despite secure login processes
0KS &aAi RRAr&kBl, wll LISY 08 Of2yAy3a | dzaSNNa 2yt My S
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malicious code onto the Web pages. Beale plans
to demonstrate how Middler can launch cross-
site request forgery (CSRF) attacks, remove

7 online blunders

CONSUMERREPORTS.ORG

10/08/2008

The article lists seven of the most common
security mistakes that internet users make, and
the best things that a user can do to avoid each

YAall1S® 9FOK daof dzy RSNE

are discussed in detail. The seven blunders
include: assuming security software is
protecting you; accessing an account through e-
mail links; using the same password for all
account; downloading free software; thinking a
Mac shields you from all risks; clicking on a pop-
up ad; and assuming online shopping is secure.
http://www.consumerreports.org/cro/electroni
cs-computers/computers/internet-and-other-
services/7-online-blunders/overview/7-online-
blunders-ov.htm?EXTKEY=172RSEQ

Crypto attack unveils hidden backups

BY: JOHN LEYDEN, THE REGISTER

10/06/2008

Bernd Roellgen of PMC Ciphers discovered a
comparison-based technique that uncovers the
presence of hidden or encrypted volume in a
disc backup. The new attack is capable of
detecting information that is hidden under a
second encrypted volume in an encrypted
backup, which is used to bury sensitive
information for protection even if the volume of
information is found. PMC Ciphers has
developed an encryption product that is able to
withstand the attack.
http://www.theregister.co.uk/2008/10/06/hidd
en_data crypto attack/
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Secure Sockets Layer (SSL) protection, and
inject Trojans on to computers and iPhones.
http://www.darkreading.com/document.asp?d
oc id=165303

How to Root Out Bots in Your Network

BY: KELLY JACKSON HIGGINS, DARK READING
10/02/2008

Matt Sergeant, senior anti-spam technologist
for Messagelabs Ltd., will speak at the SecTor
sedurjfyRRonfdkEn 2 th Yoo & o/abolut deketiyiga
and cleaning botnet infested machines. His
presentation, "Tracking Current and Future
Botnets" explains the importance of DNS
blacklists tracking botnets and the need for
more tracking and listing of IP addresses.
Sergeant also explains that most anti-virus
technology does not detect bot infections, and
while the botnet problem continues to increase,
awareness among enterprises is still relatively
low.
http://www.darkreading.com/document.asp?d
oc id=165143&f src=darkreading default

Gaping security hole found in RFID chips
BY: JEREMY KIRK, IDG NEWS SERVICE

10/02/2008

Dutch researcher Jeroen van Beek released a
demonstration video that shows how RFID chips
can be encoded with false information without
detection. 50 countries are using passports with
embedded RFID chips containing personal data
in an attempt to cut down on passport fraud,
but security experts claim the system has
several weaknesses. Part of the problem is due
to the fact that only 10 out of 50 of the
countries using RFID chips have agreed to
upload their digital certificate to the Public Key
Directory, a database that is necessary for
certificate authentication.
http://www.techworld.com/news/index.cfm?R
SS&News|D=105167
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Third-Party Hack

BY: JOHN H. SAWYER, DARK READING

10/06/2008

According to Kris Harms of Mandiant, most
companies learn about data breaches through
third party notifications, often when the original
O2YLI ye& Qa &S NIDpStHE
company. Author, John H. Sawyer, discusses
what liability an organization would have if a
server was compromised and then used to
attack another company.
http://www.darkreading.com/blog.asp?blog se
ctionid=447

Encrypted image backups open to new
attack

BY: JOHN E. DUNN, TECHWORLD

10/03/2008

Bernd Roellgen of PMC Ciphers explains how
bitmaps that are stored within encrypted
backup files are vulnerable to a new
‘comparison' attack. The attack involves
comparing two versions of encrypted volumes,
which exposes the original information that has
been hidden in the encrypted second volumes.
The attack is especially effective against
bitmaps because of their low entropy values,
and affects every encryption program currently
on the market. Roellgen explains that the
defense against the attack is to use
independent keys on encrypted backup files,
which is currently mandatory in PMC Cipher's
encryption tool, TurboCrypt.
http://www.techworld.com/news/index.cfm?R
SS&NewsID=105263

Defenders of cyberspace

BY: RAVI SOMAIYA, THE GUARDIAN

10/02/2008

Cyber attacks in Estonia and Georgia, the
speculation that Chinese hackers were
penetrating U.S. Pentagon computers, and
millions of probes from malicious computer on
GKS 525Q4 Df2ol f
the creation of the $2 billion Air Force Cyber
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Command project, which was suddenly
suspended last month. Bruce Schneier, chief
security technology officer at BT, explains the
importance of thinking of cyberspace as a
domain for warfighting, and states that the
Cyber Command would be responsible for

I G 4 F Ohilitdry actidhshinNyBerspace, both offensive

and defensive. Schneier also speaks about the

importance of separating the military

surveillance of Cyber Command from the law
SYyT2NOSYSyiQa NBtS Ay OMOA
http://www.guardian.co.uk/technology/2008/0

ct/02/4

Hackers resurrect notorious attack tool kit
BY: GREGG KEIZER, COMPUTERWORLD

09/25/2008

lan Amit, director of security research at
Aladdin Knowledge Systems Inc., announces
that Neosploit, the hacker exploit kit that had
been retired, is back and responsible for a
dramatic increase in attacks. The hacker tool
first appeared in 2007, and was used to launch
attack code at vulnerabilities in Windows,
Internet Explorer, and others. According to
Amit, researchers at Aladdin found a server
hosted in Argentina that contained a new
version of Neosploit.
http://www.computerworld.com/action/article.
do?command=viewArticleBasic&articleld=9115
599

Tiger TeanMember Attacks Developers,

Not Apps

BY: KELLY JACKSON HIGGINS, DARK READING
09/25/2008

ChrisNickSNE2Y > | a¢A3ISNJI
demonstrated how to penetrate applications at
the Open Web Application Security Project
(OWASP) USA Conference in New York.
Nickerson can be seen on the reality show Tiger
Team, which focuses on assessment of physical
security, electronic security, and social

LY F 2 NI énginke?ing weBkNehsd3. NidkBrsdrigkpliics R A Y
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that profiling developers and online research http://www.darkreading.com/document.asp?d
can often lead a hacker to application codes, oc id=164643&f src=darkreading default

and companies need to focus on physical
security as well as patching software holes.
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CYBERSPACE i LEGAL

Chertoff urges caution on potential of new http://www.fcw.com/online/news/154033-
cybersecurity laws 1.html

BY: BEN BAIN, FEDERAL COMPUTER WEEK

10/08/2008 Analysis: Bringing law to the Internet

DHS Secretary Michael Chertoff explains how BY: SHAUN WATERMAN, UPI

Congress should process cautiously when 10/02/2008

passing new laws or authorities for improving The Internet Corporation for Assigned Names
OO0 SNBSOMINRAGES FyR akK2 dzin®RNuhberysentibfeactdnBticedtatw® A G SR A
when working with the private sector on accredited registrars, giving them only 15 days
cybersecurity. Chertoff states the government to fix security problems or lose their

currently has the authority required to protect accreditation. The two registrars lease out

its own government and military assets, but he almost 900,000 domain names between them.
does recognize that new regulations are If the registrars are de-accredited, their leased
necessary for securing critical infrastructures domains would be transferred to other

within the private sector. Chertoff believes the registrars. ICANN Vice President for Corporate

51 {Qa ySg bliA2ylft [ &0 SMNHESRUIMndedplaits $e/irdpSriddcetor f f
bring many leaders together, although the sending a serious public message about being
Cyber Commission on Cyber Security panel vigilant in Internet security.

ONRGAOAT SR GKS 32 3SNY Y Shiti: évw.D&ideS.ddik/Se D rdzXB08/80/02
efforts for overlapping missions, and lacking /analysis_bringing law to the internet/72bb/

coordination and focus.

CIsco
Cisco (NASDAQ: CSCO) enables people to make powerful
connections-whether in business, education, philanthropy,
or creativity. Cisco hardware, software, and service
offerings are used to create the Internet solutions that
make networks possible-providing easy access to
information anywhere, at any time. Cisco was founded in
CISCO SYST E M S 1984 by a small group of computer scientists from Stanford
University. Since the company's inception, Cisco engineers
have been leaders in the development of Internet Protocol
(IP)-based networking technologies.
Today, with more than 65,225 employees worldwide, this
tradition of innovation continues with industry-leading
products and solutions in the company's core development
areas of routing and switching, as well as in advanced
technologies such as: Application Networking, Data Center,
Digital Media, Radio over IP, Mobility, Security, Storage
Networking, TelePresence, Unified Communications, Video
and Virtualization. For additional information:
WWW.CiSCO.com
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Senate bill sets guidelines for cybersecurity http://news.cnet.com/8301-13578 3-
center 10056047-38.html

BY: STEPHANIE CONDON, CNET NEWS

10/01/2008 Two Europeans indicted for US

The Senate Homeland Security and cyberattacks

Governmental Affairs Committee has BY: MATTHEW BROERSMA, ZDNET.CO.UK
introduced a new DHS authorization bill which 10/06/2008

calls for the director of the National Cyber Two European men have been indicted as part
Security Center to be appointed by the of the FBI's Operation Cyberslam, a 2003
president, which would give the White House distributed denial-of-service attack on a digital
more oversight of the Homeland Security recorder vendor. The FBI states Operation
5SLI NIYSyidQa OeoSNES OdzNBybeBlamSvdsTha fistisdcedssfdl iKvSstigatidnt f
provides guidelines for the new National Cyber of a large scale commercial attack in the U.S.
Security Center including US-CERT and the and the losses resulting from the attack range
intrusion detection system, Einstein. Under the from $200,000 to more than $1 million. The two
new bill, the NCSC would be within the DHS, men, Lee Graham Walker and Axel Gembe

and a Senate-confirmed presidential appointee created a botnet to carry out the attacks, which
would report directly to the president and were arranged over Internet Relay Chat

provide budgetary evaluations to Congress. The discussions.

new bill would authorize $30 million for the http://news.zdnet.com/2424-9595 22-

NCSC for FY 2009.

239395.html
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CYBERSPACE-RELATED CONFERENCES

Note: Dates and events change often. Please visit web site for details. Please provide additions, updates, and/or

suggestions for the CYBER calendar of events here.

16-17 Oct 2008

8th Annual C4ISR Integration Conference , Defense News Media Group, Arlington, Virginia,
http://www.dnmgconferences.com/07c4isr/index.php?content=home

16-17 Oct 2008

Cyber Security Conference, Caesars Palace Hotel and Casino, Las Vegas, NV,

http://www.asdevents.com/event.asp?ID=319

20-22 Oct 2008

Internet Measurement Conference, Vouliagmeni Greece, http://www.imconf.net/imc-2008/

21 Oct 2008

Hampton Roads Cyber Security Awareness Conference, Hampton VA, http://www.nsci-
va.org/hrcsac

28-30 Oct 2008

International Conference on Risks and Security of Internet Systems, Tozeur Turkey,
http://www.redcad.org/crisis2008/

3-5 Nov 2008 Global MilSatCom 2008 Conference & Exhibition, Millennium Conference Centre, London, UK,
www.smi-online.co.uk/08globalmilsatcom?20.asp
3-4 Dec 2008 FinSEc 2008, Palm Beach Gardens FL,

http://www.misti.com/default.asp?page=65&Return=70&Product|D=7474

11-12 Dec 2008

European Conference on Computer Network Defense, Dublin Ireland,
http://2008.ec2nd.org/ec2nd/597-EE.html

19-21 Jan 2009

International Workshop on e-Forensics Law, Adelaide Australia, http://www.e-forensics.eu/

26-29 Jan 2009

U.S. Department of Defense Cyber Crime Conference, St Louis MO,
http://www.dodcybercrime.com/9CC/

16-19 Feb 2009

Black Hat DC 2009, Washington DC, http://www.blackhat.com/

9-11 Mar 2009

INFOSEC World Conference & Expo, Orlando FL,
http://www.misti.com/default.asp?page=65&Return=70&Product|D=5539

13-15 Mar 2009

Cybercultures: Exploring Critical Issues, Salzburg Austria, http://www.inter-
disciplinary.net/ci/Cyber/cybercultures/c4/fd.html

30 Mar ¢ 2 Apr
2009

Computational Intelligence in Cyber Security, Nashville TN, http://www.ieee-
ssci.org/index.php?g=node/21

6-8 Apr 2009

Cyber Security and Information Intelligence Workshop, Oak Ridge National Laboratory,
http://www.ioc.ornl.gov/csiirw07/

14-17 Apr 2009

Black Hat Europe, Amsterdam The Netherlands, http://www.blackhat.com/

20-24 Apr 2009

RSA Conference, San Francisco CA, http://www.rsaconference.com/2009/US/Home.aspx

24 ¢ 28 May
2009

Internet Monitoring and Protection, Venice Italy,
http://www.iaria.org/conferences2009/SECURWAREQ9.html

14 ¢ 19 Jun 2009

International Conference on Emerging Security Information, Systems and Technologies;
Athens Greece, http://www.iaria.org/conferences2009/SECURWARE09.html

15-19 Jun 2009

Air Force Cyberspace Symposium 2009, http://www.cyberinnovationcenter.org

25-30 July

Black Hat USA 2009, Las Vegas NV, http://www.blackhat.com/

7-10 Jul 2009

Conference on Ubiquitous Intelligence and Computing, Brisbane Australia,
http://www.itee.ug.edu.au/~uic09/

17-19 Aug 2009

DFRWS (Digital Forensics Research) 2009 Annual Conference, Montreal Canada,
http://www.dfrws.org/2009/
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