CyberPro

Special Edition 1
December 24, 2008

Keeping Cyberspace Professionals Informed
Officers
President
Larry K. McKee, Jr.
Senior Analyst
Jim Ed Crouch
-----------------------------CyberPro Research
Analyst
Kathryn Stephens

CyberPro Archive

The articles and information appearing herein are intended for
educational purposes to promote discussion in the public interest and to
keep subscribers who are involved in the development of Cyber-related
concepts and initiatives informed on items of common interest. The
newsletter and the information contained therein are not intended to
provide a competitive advantage for any commercial firm. Any
misuse or unauthorized use of the newsletter and its contents will result
in removal from the distribution list and/or possible administrative, civil,
and/or criminal action.
The views, opinions, and/or findings and recommendations contained in
this summary are those of the authors and should not be construed as
an official position, policy, or decision of the United States Government,
U.S. Department of Defense, or National Security Cyberspace Institute.

To subscribe or unsubscribe to this newsletter click here CyberPro News Subscription.
Please contact Larry McKee , ph. (757) 871-3578, regarding CyberPro subscription,
sponsorship, and/or advertisement.

110 Royal Aberdeen 

CyberPro

Smithfield, VA 23430 

National Security Cyberspace Institute

ph. (757) 871-3578

Page |1

CyberPro

Special Edition 1
December 24, 2008

Keeping Cyberspace Professionals Informed

Table of Contents
Table of Contents ................................................................................................ 2
A Note from National Security Cyberspace Institute, Inc. ........................ 3
Questions and Answers with General Robert “Bob” Kehler,
Commander, Air Force Space Command ................................................ 4
Questions and Answers with United States Army Chief Information
Office / G-6 .............................................................................................. 7
Questions and Answers with North Atlantic Treaty Organization
Cooperative Cyber Defence Centre of Excellence ................................... 8
Questions and Answers with Brigadier General Mark Schissler,
Director for Cyber Operations ................................................................ 10
Emerging Cyber Threats Report for 2009 .............................................. 13
How new models of collaboration are improving cyber security and
helping government, industry and academia achieve high
performance .......................................................................................... 15
Building A Cyber Security Cadre ........................................................... 18
Collaboration in Cyberspace: Importance of a Knowledge-Based
Workforce .............................................................................................. 21

110 Royal Aberdeen 

CyberPro

Smithfield, VA 23430 

National Security Cyberspace Institute

ph. (757) 871-3578

Page |2

CyberPro

Special Edition 1
December 24, 2008

Keeping Cyberspace Professionals Informed
A Note from National Security Cyberspace Institute, Inc.
NATIONAL SECURITY CYBERSPACE INSITUTE, INC., JIM ED CROUCH
DECEMBER 23, 2008
National Security Cyberspace Institute is pleased to present this special, year-end edition of the
CyberPro newsletter. Our normal, biweekly editions provide summaries and links to open-source
articles and opinion pieces that might be of interest to the various communities composing our
readership. However, in this special edition, we provide a forum for a few of our subscribers to add
their cyberspace perspectives to the mix.
NSCI president Larry McKee recently submitted questions to a few senior DoD and international
leaders whose organizations are engaged in cyberspace. We lead off this edition of CyberPro with
these Q&As – from organize, train, and equip issues to cyber security and command and control.
Included are Gen Bob Kehler, Commander, Air Force Space Command; United States Army Chief
Information Office / G-6; Estonia’s Cooperative Cyber Defence Centre of Excellence; and Brig Gen
Mark Schissler, Director of Cyber Operations, Headquarters, Air Force. We hope you will find these
interviews to be informative and helpful in shaping your cyber planning for the upcoming year. The
Naval Network Warfare Command was also contacted, but was unable to respond with answers to
the questions provided.
We follow with our ―Guest Help‖ section: commentary from a few of our subscribers. First up is
Fred Wright of the Georgia Tech Information Security Center (GTISC), providing a recap of their
annual summit on cyberspace threats and countermeasures. Included are discussions on the
increase of cyber attacks through the Voice-over-IP medium and the rapid growth of botnets, along
with a call for more government involvement in establishing standards for network security.
In our second subscriber piece, Jesse Bowen of Accenture discusses the imperative for speed in
developing cyber security solutions and the resulting demand that industry, government and
academia collaborate in new ways. He recommends two complementary models to bring cyber
pros together to enhance information sharing among the various organizations dedicated to cyber
security.
In ―Building a Cyber Security Cadre,‖ Michael Tanji of ManTech Security and Mission Assurance has
a step-by-step approach for recruitment, training, and retention of a professional cadre of cyber
experts.
Finally, Brooke Mitchell of the Cyber Innovation Center discusses the far-reaching impact of
cyberspace on virtually all elements of society and advocates for enhanced cyber collaboration now
in order to produce the knowledge-based workforce of tomorrow.
We intend to publish these special editions of the CyberPro on a quarterly basis. Themes for
follow-on editions will focus on legal aspects, R&D, strategy/policy, and education and training for
cyberspace. We welcome your feedback and suggestions for particular themes and encourage you
to submit articles for inclusion in future editions.
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Questions and Answers with General Robert “Bob” Kehler, Commander, Air
Force Space Command
NATIONAL SECURITY CYBERSPACE INSTITUTE, INC., LARRY K. MCKEE, JR.
DECEMBER 10, 2008
Gen. C. Robert "Bob" Kehler is Commander, Air Force Space Command, Peterson Air Force Base,
Colo. He is responsible for the development, acquisition and operation of the Air Force's space and
missile systems. The general oversees a global network of satellite command and control,
communications, missile warning and launch facilities, and ensures the combat readiness of
America's intercontinental ballistic missile force. He leads more than 39,700 space professionals
who provide combat forces and capabilities to North American Aerospace Defense Command and
U.S. Strategic Command.
NSCI: CORONA recently decided the AF will stand-up a cyber Numbered Air Force (NAF)
under Air Force Space Command (AFSPC). What is the cyber mission AFSPC given this
re-organization?
AFSPC: Our mission is to organize, train, and equip cyber forces for use by the Joint Force
Commander. The NAF, which is tentatively designated 24 th Air Force, is the operational arm that
will conduct the full range of cyber operations. As a component NAF, these forces can be called
upon by the combatant commander to provide mission critical capabilities. AFSPC, as lead
MAJCOM for cyber, will ensure Air Force capabilities continue to outpace rapid advances in
technology.
NSCI: Can you provide an update on how this re-organization is progressing and/or any
key milestones?
AFSPC: A transition team, led by AFSPC and members of the AFCYBER (P) team, are working these
details. A roadmap (with key milestones) and a Program Action Directive (that assigns units and
missions to the command) are in development. Those details will be released at a later time, but
the overall intention is to stand up the NAF and our initial operational capabilities within the next
year.
NSCI: The AF obviously believes there are significant synergies between space and
cyber. Can you go into any detail on these synergies?
AFSPC: There’s great synergy between the space and cyber domains. Space is inherently strategic
and tactical. Its effects are everywhere from strategic to tactical and global to local, just like
cyberspace. AFSPC has spent the last 10 years bringing space to the tactical level and can
leverage that experience in cyberspace. The cyber and space missions are similarly dependent on
technology and AFSPC has focused on more quickly developing and fielding technology as part of
its effort to deliver new space capabilities. In terms of career development, the cyberspace career
plan is modeled after the Space Professional Development Program.

110 Royal Aberdeen 

CyberPro

Smithfield, VA 23430 

National Security Cyberspace Institute

ph. (757) 871-3578

Page |4

CyberPro

Special Edition 1
December 24, 2008

Keeping Cyberspace Professionals Informed
NSCI: What are the envisioned cyber-related relationship between AFSPC, the Cyber
NAF, and Combatant Commands such as USSTRATCOM and/or USNORTHCOM?
AFSPC: While under consideration now, we believe the relationship in the cyber domain will in
many cases mirror those in the Air and Space domains. Our MAJCOMs, like AFSPC, organize, train,
and equip forces and our NAFs present these forces to the COCOMs. For cyber, 24th AF will
present cyber capability to US Strategic Command and that capability will come from the 67 th
Network Warfare Wing and its tactical units. USSTRATCOM in its global role will support
USNORTHCOM and the other Combatant Commanders with cyber capabilities.
NSCI: How do you envision the Headquarters growing to support the additional
cyberspace mission area?
AFSPC: Cyberspace is a multi-dimensional domain that requires specialized expertise in many
areas and successfully integrating cyberspace and space missions will be essential to mission
success. While we expect to bring new expertise into the headquarters to work on cyberspace
issues, this will be balanced by the transition of functional expertise as other missions are
realigned.
NSCI: Regarding industry and/or academia support, can you comment on the cyberrelated expertise in or around Colorado Springs to support your cyber mission?
AFSPC: Industry and academic partners are absolutely essential to our success, especially as we
develop our cyber professionals, both military and civilian. Cyber Professional development will
require heavy leveraging of the civilian and commercial sectors. We will continue to explore these
partnerships especially within the local area. Having local area partners will significantly enhance
our mission success.
NSCI: Can you discuss a few of the key challenges and AFSPC priorities regarding
cyberspace operations?
AFSPC: Our top priorities for this transition are to ―Take care of the people‖ and ―Do no harm‖.
Our cyber forces are currently supporting operations around the globe and we will not negatively
affect the support they provide to the warfighter. Anytime there are changes in large
organizations, there are many challenges such as how to best integrate the mission, people, and
culture. We must ensure we can manage these changes with minimal impact.
NSCI: What areas would you like to see industry and/or academia focus on to improve
DoD cyberspace capabilities?
AFSPC: We will continue to partner with industry experts who are already providing solutions to
many hardware/software issues, especially as we continue to consolidate our communications and
networking infrastructures and ensure we’re talking the same language to our sister services.
We’ve made strides in the academic arena as colleges are now offering cyber-related degree
programs and sponsoring cyber-themed exercises and competitions. There’s a huge community of
interest that is following what we’re doing in the Air Force...and throughout the military...as we
work to keep our systems secure, and we plan to fold that enthusiasm and skill into our team.
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NSCI: From a Major Command perspective, what changes do you think are needed in the
way we acquire and test cyberspace capabilities?
AFSPC: As you know, the acquisition process can be quite cumbersome and lengthy. We’re
involved in a mission where technology improves faster than we can get it to our troops and that’s
just not acceptable. So, we’ve been working closely with Air Force Materiel Command to change
some of these processes to reduce acquisition time from months to weeks to get the right
resources in the hands of the warfighter. We’ve got a lot of work to do still, but we are headed in
the right direction.
NSCI: Is there anything else you would like to add?
AFSPC: Given the nature of our mission, we tend to focus on the technology that makes us the Air
Force, but I want to acknowledge the contributions of the men and women who work these
missions every day. There are many challenges facing us as a command and as an Air Force, yet
time and time again the quality, commitment, and innovation of our people make the mission
happen. In cyber, just like in all Air Force missions, our people are our greatest asset.
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Questions and Answers with United States Army Chief Information Office / G-6
NATIONAL SECURITY CYBERSPACE INSTITUTE, INC., LARRY K. MCKEE, JR.
DECEMBER 15, 2008
NSCI: What are the current organizational arrangements regarding Army cyber forces,
USSTRATCOM, and the Regional Combatant Commanders?
CIO / G-6: The Army defines cyberspace as the global domain consisting of information networks
and technology infrastructures, including the Internet, telecommunications networks, computer
systems, and embedded processors and controllers. Overall authority for the protection of DoD
networks lies with U.S. Strategic Command; however, the Army’s Global Network Operations and
Security Center (A-GNOSC) in coordination with the respective TNOSCs execute continuous
network defense operations of the Army network.
As the Army’s global eyes and ears in cyberspace, the A-GNOSC, in coordination with Army
Computer Emergency Response Teams, actively monitors and defends Army networks on a 24
hour a day each calendar day. The Army also provides each combatant command cyber-related
support down to the tactical level as part of the overall DoD cyber operations structure.
NSCI: Can you give us an overview of any Joint initiatives the Army is working with
USSTRATCOM and/or RCCs?
CIO / G-6: The Army is working with USSTRATCOM to develop a trained joint force capable of
accomplishing the cyberspace missions outlined in Unified Command Plan (UCP) 2006. As such,
USSTRATCOM, together with the DoD and other agencies, has identified a core of 19 cyber skill
sets. The next step is to identify the proper manning mix and related training requirements.
NSCI: How does the Army address training and equipping cyber forces?
CIO / G-6: The Army is actively enhancing its network defense capabilities, upgrading technology,
such as intrusion detection systems, improving information assurance and adding training for the
Soldiers and civilians who use the network. To keep the Army on the cutting edge, the CIO/G-6,
the Army Combined Arms Center and the Army Capabilities Integration Center are co-chairing an
Integrated Capabilities Development Team to develop new concepts, requirements and solutions
for cyberspace operations.
NSCI: What do you see as the most pressing cyber-related threats to Army operations in
the next few years?
CIO / G-6: Cyber intrusions and attacks are a real and continuous threat to national security. The
United States’ adversaries actively target both our information systems and our information
infrastructure, hoping to exploit, disrupt or destroy networks. The Army specifically faces a
dangerous combination of known and unknown vulnerabilities complicated by limited cyberspace
situational awareness.
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NSCI: What are your primary cyber-related goals for 2009?
CIO / G-6: The Army CIO/G6 Cyber Directorate Goals for 2009 are:


Enhance the Army’s Information Assurance posture through extensive knowledge sharing,
collaboration, compliance standardization and situational awareness



Establish a CIO/G6 Cyber directorate capable of providing oversight to all CIO/G6 Cyber
initiatives



Facilitate the capability to develop and track the Army’s Cyber Warriors by close
collaboration with TRADOC, FORSCOM, SIGCEN and HRC



Facilitate the development of Cyber Operations across the Army by actively participating in
the QDR/QRM process and by enhanced integration and collaboration with DA Staff, Joint
Staff, OSD, other services, and agencies



Facilitate standardized IT products and processes across HQDA

NSCI: What are some of your priorities in the area of cyber-warfare and computer
network defense?
CIO / G-6: The Army is committed to providing the Warfighter with a secure information
environment resistant to known and emerging cyber threats. As such, the CIO/G6 is dedicated to
defending LandWarNet, the Army’s portion of the global information grid, in order to enable
effects-based operations to support the Warfighter and enable decision dominance.

Questions and Answers with North Atlantic Treaty Organization Cooperative
Cyber Defence Centre of Excellence
NATIONAL SECURITY CYBERSPACE INSTITUTE, INC., LARRY K. MCKEE, JR.
DECEMBER 19, 2008
NSCI: NATO recently stood-up the Cooperative Cyber Defence Centre of Excellence in
Estonia (CCD COE). What key activities to improve international cyberspace operations
are underway via this Center of Excellence?
CCD COE: Our primary client is NATO. Therefore, we mostly work within the NATO framework,
providing insight, subject matter expertise and assistance on various facets of cyber defence:
providing input to NATO Cyber Defence concept development, organizing training and exercises,
researching cyber events and problems as well as cornering the legal issues.
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NSCI: What countries are participating in the activities of the CCD DOE?
CCD COE: There are currently seven Sponsoring Nations: Estonia, Germany, Italy, Latvia,
Lithuania, Slovak Republic and Spain. In addition, US and Turkey have announced their intent to
join in the near future. The CCD COE is open to all NATO nations and may cooperate with other
nations.
NSCI: What key challenges does the CCD COE face?
CCD COE: The main challenges surrounding Cyber Defence include: lack of universally agreed
definitions and legal framework, attribution of cyber attacks, deeply integrated military and civilian
assets as well as low resources required to develop offensive cyber capabilities.
NSCI: It has been 18 months since the cyber attacks on Estonia brought cyberspace to
center stage. Can you comment on international efforts in general since that time?
CCD COE: The Estonia 2007 and Georgia 2008 cyber attacks have elevated the issue into public
awareness. However, little measurable progress, aside from potentially increased funding for
various national defensive programs, has been made. The international law is still quite vague on
cyber attacks.
NSCI: What big picture lessons learned should the world take away from the Estonia
attacks?
CCD COE: We need a universally agreed standard (backed by legal measures) that defines the use
of cyber attacks. This would allow us to better coordinate the investigations and defense against
cyber attacks.
NSCI: What does the CCD COE view as the most urgent international cyber threat(s) over
the next several years?
CCD COE: State sponsored cyber attacks against critical (civilian) infrastructure as part of a wider
political/military campaign. This would require a conflict between two or more technologically
advanced states.
NSCI: What are the CCD COE priorities for 2009 and 2010?
CCD COE: As 2009 will be the first full year for the Centre, then number one priority is to execute
Centre's Programme of Work for 2009. Main events include the Cyber Warfare Conference,
scheduled in June and Cyber Defence Legal Conference, scheduled in September.
NSCI: Is there anything else you would like to add?
CCD COE: CCD COE's homepage is its final stage to come on-line. Address is www.ccdcoe.org
Please contact CCD COE PAO Mr. Madis Tüür (madis.tuur@mil.ee) for further queries.
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Questions and Answers with Brigadier General Mark Schissler, Director for
Cyber Operations
NATIONAL SECURITY CYBERSPACE INSTITUTE, INC., LARRY K. MCKEE, JR.
DECEMBER 8, 2008
Brig. Gen. Mark O. Schissler is the Director for Cyber Operations, Deputy Chief of Staff for
Operations, Plans and Requirements, Headquarters U.S. Air Force, Washington, D.C. He is
responsible for establishing and advocating policy, guidance and resources for cyber and
information operations. In addition, his responsibilities include developing programs and plans for
overall Air Force IO and cyber, to include electronic warfare operations, network warfare operations
and influence operations. Additionally, he is responsible for the creation and development of the Air
Force Cyber Career Force. He interfaces with congressional, Office of the Secretary of Defense,
combatant commander, joint and major command staffs to ensure warfighting requirements are
met.
NSCI: There have been a lot of opinions in the press regarding the AF’s intent as it first
sought to stand-up an AF Cyber Command and now is standing up a cyber Numbered Air
Force under AFSPC. Can you clarify the real intent of the AF with its various cyber
activities?
AF/A3O-C: Our intent has never been in doubt. The United States Air Force mission is to Fly, Fight,
and Win in Air, Space and Cyberspace. Our intent has always been to organize, train, and equip
our cyber forces in order to provide Combatant Commanders with capabilities to defend and
operate in cyberspace and achieve our national objectives. In fact, given the digital nature of our
space mission, a numbered air force assigned to Air Force Space Command is a natural fit.
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It seems there has been a lot of confusion out there. Thank you for clearing that up. If I
can, I’d like to follow up a few aspects of this.
NSCI: Given the relative infancy of cyberspace operations, how would you compare it to
the path the AF traveled when the air domain came into being as a part of our nation’s
defense?
AF/A3O-C: While cyberspace operations may be a new frontier, our nation was quick to recognize
the cyber domain as an equal amongst land, sea, air, and space. The US government has taken
bold steps to build forces and policy to defend our national interests in this domain. The Air Force
is committed to building a joint capability that dovetails with what our sister services and agency
partners have so ably accomplished.
NSCI: From an operational perspective, how do you see the AF supporting organizations
such as USSTRATCOM’s JTF-GNO and JFCC-NW, and/or the theater Combatant
Commanders?
AF/A3O-C: The Air Force will continue to build capability in both forces and equipment and be an
able force provider to our Combatant Commanders. We will work with their requirements in mind
seeking innovative solutions to cyber issues facing these commanders and fully integrate planning
and operational support into their warfighting operations.
NSCI: Can you tell us about any initiatives the AF is currently working with the COCOMs,
other Services, or agency partners?
AF/A3O-C: We have partnered with service, agency and COCOM representatives to develop a
joint/interagency organizational construct for cyber operations. Recently, the Secretary of Defense
signed a letter, based on this work, aligning JTF-GNO under JFCC-NW as an initial step toward a
broader joint/interagency command and control solution.
NSCI: In a recent interview with Defense Systems, Maj Gen Maluda mentioned cochairing a General Officer’s Steering Group to look at cyber issues. Have there been any
discussions about a similar group being established at the Joint level that would include
all the Services and/or key Combatant Commander’s representatives?
AF/A3O-C: This is an opportunity that needs further exploration. We have been a member of many
working groups addressing specific issues of joint organization and force development. Most of the
senior leader stewardship has taken place in ―Tank‖ sessions at the Pentagon as issues arise
needing senior-level decisions or guidance.
NSCI: Maj Gen Maluda also commented that his organization is working with the AF
Doctrine Center to develop doctrine for cyberspace operations. Given the recent reports
of defense networks being under attack, are there any AF activities working tactical level
issues such as cyberspace TTPs and/or Lessons Learned?
AF/A3O-C: Our 33 NWS (AFCERT), part of our AF Network Operations Center (AFNOC,) defends AF
networks everyday and has built much expertise in this area. We also participate in Net Defense
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exercises, such as BULWARK DEFENDER to hone tactical Net Defense skills. Also our 23 IOS has
the mission of capturing / developing / refining Network Warfare TTPs. The 39 IOS, the Air Force’s
IO Schoolhouse, has created the Undergraduate Network Warfare Training (UNWT) course
providing initial qualification training (IQT) for NW Ops specialists. UNWT incorporates lessons
learned into the development of our Air Force network warfare operators.
NSCI: Many have observed that cyberspace solutions at all levels (strategic, operational,
and tactical) will benefit greatly from a partnership between government, industry, and
academia. Can you tell us about any efforts within the AF to foster this type of
collaboration?
AF/A3O-C: The Air Force has sought the expertise and experience of a number of partners. Former
Air Force CSAF, Gen Welch, and the Institute for Defense Analyses has been instrumental in
shaping the ways we think about cyberspace. On the tactical side, the Air Force Lab at Rome NY is
building new cyber operators through their Cyber Boot Camp program bringing in the brightest of
our ROTC cadets to learn advanced network operations and cyberspace operations techniques. We
have also partnered with industry associations like AFCEA to promote industry solutions to
emerging cyberspace requirements.
NSCI: Are there any efforts to include international partners?
AF/A3O-C: I just attended a luncheon at the Estonian Embassy here in Washington DC where we
agreed that cooperation with our allies and international partners will be critical to securing our
network infrastructures and protecting our commercial as well as national defense interests.
NSCI: Command and control of cyberspace is obviously a critical piece. Can you give us
your perspective on what, if anything, makes command and control of cyberspace a little
different than the other domains?
AF/A3O-C: The general principles of C2 that guide military ops will continue to guide military ops in
cyberspace. However, we do have to address the rapid timescale and range of effects from
local/tactical to global/strategic that cyberspace forces can provide.
NSCI: What is the AF doing to ensure it is prepared for uniqueness of cyberspace
command and control, while also ensuring cyber operations are integrated with other
operations?
AF/A3O-C: The Air Force participates in DOD-wide decision-making to determine appropriate
authority levels for approving different types of network warfare and cyberspace operations
activities. For example, Net Defense actions that have no effect outside the effected network may
be delegated to lower-level commanders, where as other actions may require approval from higher
levels commanders. To a large extent, those that try to treat cyberspace as different, special or
otherwise stovepipe cyberspace C2 just hinder our ability to integrate with operations in other
domains.
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NSCI: At one time, there was an AF Command and Control Center focused on C2
requirements, integration, and advocacy. Is there any specific organization working
these aspects of cyberspace C2 at this time?
AF/A3O-C: The 505th Command and Control Wing at Hurlburt Field, FL is the AF focal point for
integration of all Air Force command and control processes. At the Air Staff level A3/5 is investing
more time/resources in larger C2 issues with the C2 Battle Management Operations Division
(AF/A3O-AY). Specifically for cyberspace C2, there is no one organization working it; it’s a team
effort.
NSCI: It seems there is a lot of work left to do in defining cyberspace C2 arrangements,
identifying capability gaps, and building relationships and trust with the various
organizations that will be involved. Can you tell us about any efforts within the AF to
experiment with and/or exercise cyberspace operations to flesh some of this out?
AF/A3O-C: Well, since our defenders are engaged on a daily basis they are training in a real-world,
real-time environment. Lessons learned are gathered from these actions. But we also conduct
NetD exercises. An example we’ve had a lot of success with is BLACK DEMON. It started out as an
AF only, tactical NetD exercise, but has grown into the USSTRATCOM sponsored BULWARK
DEFENDER today. We’ve also begun putting Network Warfare play into exercises at our Warfare
Center, like RED FLAG at Nellis AFB, NV
The Air Force encourages combatant commanders to include or expand the participation of network
warfare and cyberspace operations in their exercises. It is essential that our warfighters have
practical experience integrating all aspects of military force, including cyberspace operations, and
combined exercises is one of the best ways of practicing joint operations that integrate cyberspace
operations with operations in the other domains.
NSCI: Is there anything else you would like to add?
AF/A3O-C: Thank you for the opportunity to inform your readers of our services dedication to our
nation’s cyber defense.

Emerging Cyber Threats Report for 2009
GEORGIA TECH INFORMATION SECURITY CENTER, G.A. “FRED” WRIGHT
DECEMBER 10, 2008
On October 15, 2008, the Georgia Tech Information Security Center (GTISC) hosted its annual
summit on emerging security threats and countermeasures affecting the digital world. The topics
summarized here are drawn from the accompanying 2009 threat report, GTISC research and
interviews with key information security experts from government, industry, and Academia. The
keynote address (“Global Operations and Mission Assurance in a Contested Cyber Environment”)
was given by Lt. General Robert J. Elder, Jr., commander, Eighth Air Force, Barksdale Air Force
Base. (The report and General Elder’s presentation are available for download at
http://www.gtisc.gatech.edu)
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Cyber Warfare
Security experts consulted by GTISC believe cyber warfare will accompany traditional
military interaction more often in the years ahead. They expect it will also play a more
shadowy role in attempts by antagonist nations to subvert the U.S. economy and infrastructure. In
addition to the DDoS attacks against Georgian media outlets and government web sites during the
recent conflict with Russia, researchers observed route hijacking, brute force server compromise,
and defacement and hosting of fake Georgian web pages containing misinformation and
propaganda.
Jon Ramsey, chief technology officer for SecureWorks, attributes increasing cyber warfare activity
to the low cost to launch cyber attacks compared with physical attacks, the lack of cyber defenses,
―plausible deniability‖ the Internet affords and the lack of ―cyber rules of engagement‖ in conflicts
between nation states.
Howard Schmidt, GTISC faculty and former Whitehouse security adviser, advocates a multi-step
approach to bolstering U.S. cyber defenses, including identifying the Internet-enabled systems we
depend on and the interdependencies between them, and developing a comprehensive plan to
protect those systems.
Botnets
In 2008, botnets -- groups of computers infected with malicious code and unknowingly controlled
by a malicious master -- have become worse, a trend expected to continue next year. GTISC
estimated in last year’s report that 10 percent of online computers were part of botnets (with a
projected growth to 15 percent in 2009). ―Compared with viruses and spam, botnets are growing
at a faster rate,‖ said Wenke Lee, an associate professor at GTISC and a leading botnet researcher.
Lee cites several factors that are spurring botnet growth, including infection through legitimate
Web sites. According to a report compiled by Panda Labs, in 2Q 2008, 10 million bot computers
were used to distribute spam and malware across the Internet each day. Damballa continues to
discover that 3-5 percent of enterprise assets are compromised on average by targeted threats
such as bots—even in the presence of the best and most up-to-date security.
Threats to VoIP and Mobile Convergence
As Internet telephony and mobile computing handle more and more data, they will become more
frequent targets of cyber crime. Cyber criminals will be drawn to the VoIP medium to engage in
voice fraud, data theft and other scams—similar to the problems email has experienced. Denial of
service, remote code execution and botnets all apply to VoIP networks, and will become more
problematic for mobile devices as well. ―Most people have been trained to enter social security
numbers, credit card numbers, bank account numbers, etc. over the phone while interacting with
voice response systems,‖ said Tom Cross of IBM ISS. ―Criminals will exploit this social conditioning
to perpetrate voice phishing and identity theft. At the same time, customers will demand better
availability from phone service than they would from an ISP, so the threat of a DoS attack might
compel carriers to pay out on a blackmail scam.‖ ―At this point, mobile device capability is far
ahead of security,‖ said Traynor. ―We’ll start to see the botnet problem infiltrate the mobile world
in 2009.‖ When it comes to the mobile experience, the iPhone has dramatically changed the
perception of what mobile devices can do, and who is using them. Now in addition to business
users, consumers are more likely to want the advanced capabilities of a smartphone for everything
from mobile banking to iTunes access.
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The evolving cyber crime economy
Sources of cyber crime will become increasingly organized and profit-driven in the years
ahead. Gunter Ollmann, chief security strategist for IBM Internet Security Systems describes
today’s (and tomorrow’s) cyber criminals as ―an international conglomerate of professionally
trained authors motivated by high profit.‖ You can buy, lease, subscribe and even pay-as-you-go to
obtain the latest malware kits, which are much more sophisticated than their predecessors.
―Malware transitioned to the criminal world just over three years ago,‖ said Ollmann. Ollmann
reports that several malware kits are supported by product guarantees and service level
agreements. A few malware developers are even offering multiple language ―customer support‖ in
order to reach a wider audience of criminals.
Should Government regulation play a role?
Howard A. Schmidt believes the government should play a role in security regulation for cyber
defense. ―The government should establish a regulatory construct for assessing the state of
security and setting minimum standards of security for entities that are part of our critical
infrastructure,‖ he said. ―The goal would be to identify deficiencies and assess certain sectors with
a security grade. It could be supported with a tax credit for businesses that make the grade. Most
importantly, any government involvement should not inhibit innovation or investment.‖ ―If you
own a dangerous old jalopy that can’t pass emission standards and you want to drive it around
your private 10-acre field, that’s fine. But as soon as you take that unsafe car out onto the public
road, you become a threat to others,‖ said Barrett. ―The same is true of a PC running Windows 98
and Internet Explorer 3 without any meaningful AV or firewall protection. If that machine never
connects to the Internet, fine. But once it does, it can become infected and in turn be used to
compromise more machines.‖

How new models of collaboration are improving cyber security and helping
government, industry and academia achieve high performance
ACCENTURE, JESSE W. BOWEN
DECEMBER 10, 2008
Cyber threats are a priority concern for government and industry. In an Accenture/IDC survey,
71 percent of government IT executives reported that security attacks are becoming more
110 Royal Aberdeen 

CyberPro

Smithfield, VA 23430 

National Security Cyberspace Institute

ph. (757) 871-3578

P a g e | 15

CyberPro

Special Edition 1
December 17, 2008

Keeping Cyberspace Professionals Informed
frequent and pervasive. In addition, 53 percent pointed to vulnerabilities in operating systems
and applications as the common point of entry for attackers.

Both the pervasiveness of the problem and the imperative for speed in developing solutions
demand that industry, government and academia collaborate in new ways. Just as new threats
require new security solutions, new approaches are required to deliver value in days and
weeks, rather than months and years. For example, the current, lengthy procurement strategy
in governments leads to a final product that is often obsolete when finally delivered.
Two innovative models are enabling government agencies and departments to move quickly
with effective, secure solutions. Both the ―Innovating Partnership Model‖ and the ―Consortium
Model‖ are complementary approaches that bring the best and brightest in all areas of
information assurance (IA) together to provide greater information sharing and in turn, more
innovative solutions to stay one step ahead of cyber terrorists.
Innovating Partnership Model
In this approach, a core team is dedicated to managing relationships with other Defense
contractors, academics, national laboratories and business alliance partners. This team
becomes the central point of contact for the agency or department, while simultaneously
responsible for directing and coordinating three groups: an advisory council for strategic
direction comprised of IA thought leaders from government (federal, state and local), business
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and academia; primary partners who will provide leading capabilities. The third includes various
sub-contractors such as relevant academicians who provide research and development as well
as engineering support.
The advantage of this model is that it provides a single point of contact and responsibility,
allowing the agency or department to focus on desired outcomes and strategic issues of
―positive results‖ and less on the tactical process requirements of the solution. By selecting an
innovative partner with an established methodology to provide leadership and control, decisions
of what tools and techniques are needed, and issues such as quality assurance can be handled
by experts and specialists in their respective areas. The broader the network of partnerships
and alliances and the deeper the knowledge in program management, the greater the value
and innovation the core team can provide.
Consortium Model
Like the Innovating Partnership Model, the Consortium Model is designed to leverage the best
of a network of players from government, industry and academia. The structure and dynamic of
members of a consortium make it a longer-term commitment; the members of a consortium
have a shared mission of improving critical infrastructure security and decision-making by
speeding the response time to cyber security issues. A consortium’s goal is to promote
interaction and collaboration with government to deliver capabilities and assets that together
exceed those of the individual members and help agencies achieve high performance through
cyber security. By engaging with the broader community of the consortium, government is
better able to collaborate on problems and solutions and thus achieve greater innovation.
Greater diversity, greater potential for innovation
In addressing issues of cyber security, Accenture has collaborated with a broad range of
commercial industry’s leading security solution providers. Some of the opportunities for
innovation identified through this model are:


Enterprise Security Management (ESM). ESM solutions do an excellent job
correlating events across the network as gathered by the sensors deployed throughout
the enterprise. But the consortium is exploring ways to go beyond detecting attacks or
logging events to integrating knowledge about asset availability and performance as well
as human behavior threat tendencies and the fusion of logical and physical events.



Resilient, self-defending, self-healing networks. As we race to build the
competency of the next wave of cyber warriors, commercial and public service
organizations have a lot of research to share to bring these self-healing networks to
fruition.



Transmission over untrusted infrastructure. Examining the timeliness of the
information, the content itself and its proposed collection and dissemination points all
factor into whether or not to secure the information over untrusted capabilities.



Proactive countermeasures. Today, the ability to maneuver in the network both to
defend and to attack is purely a function of what capabilities a cyber warrior has on his
desktop. Consistent access to the right tools and intelligence will determine who wins.
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Mounting an effective cyber security defense against the breadth and depth of today’s
threats is considerably more demanding than staging attacks, both in terms of resources
and cost or preparation. Just as we must find new tools for the tasks, we must explore
these and other new models for collaborating -- to move quickly, effectively and proactively.
About the Author
Jesse W. Bowen, Accenture
312-693-4492, jesse.w.bowen@accenture.com
Jesse Bowen is the Accenture security lead for Public Service clients in the United States. As
a program manager and security architect, Jesse has more than 15 years experience
leading security projects for large, complex clients, with a particular emphasis on public
service and health care. His background includes design of security organizations,
development of security strategy and architecture, technical and procedural controls to
enforce security and privacy policies, and security risk assessments. Jesse has an MS in
Electrical Engineering and a PhD in Biomedical Sciences and holds the Certified Information
Systems Security Professional (CISSP) and Certified Information Security Manager (CISM)
credentials.
About Accenture
Accenture is a global management consulting, technology services and outsourcing
company. Combining unparalleled experience, comprehensive capabilities across all
industries and business functions, and extensive research on the world’s most successful
companies, Accenture collaborates with clients to help them become high-performance
businesses and governments. With more than 186,000 people serving clients in over 120
countries, the company generated net revenues of US$23.39 billion for the fiscal year ended
Aug. 31, 2008. Its home page is www.accenture.com.

High Tech Problem Solvers
www.gtri.gatech.edu
From accredited DoD enterprise systems to exploits for
heterogeneous networks, GTRI is on the cutting edge of cyberspace
technology. Transferring knowledge from research activities with
the Georgia Tech Information Security Center, GTRI is able to bring
together the best technologies, finding real-world solutions for
complex problems facing government and industry.

Building A Cyber Security Cadre
MICHAEL TANJI
Michael Tanji, CISSP, is a senior technical manager with ManTech Security and Mission
Assurance. He lectures on security and intelligence issues at George Washington University.
It almost goes without saying that absent well-developed technical skills, no practitioner in
the cyber security domain will be in business for long. Not every job requires the skills of a
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top-tier subject matter expert, but few cyber defense problems are so straight forward that
they can be solved by rookies or those with a deep but narrow skill-set.
Yet what constitutes an expert? Some of the most skilled in this business hold no degree
and few colleges have curriculums that are heavy on the practical application of cyber
defense knowledge. Certifications abound, but getting creative about your experience on an
application and testing well after a "boot camp" just means you know how to game the
system (and to an extent perpetrate fraud). Line up ten widely acknowledged experts in this
field and they will most likely tell ten different stories about how they got to where they are
today. Given the importance of such skills in a business context (not to mention at the
national or even personal levels) should you be placing the future of your cyber security
capabilities in the hands of chance?
What is lacking in so many institutions dedicated to cyber security is a structured, rigorous
approach to building an expert cadre that is capable of dealing with both discrete problems
and strategic issues. The Department of Defense's move to adopt Department of Defense
Directive 8570 is certainly a step in the right direction, but the acknowledgement of the
value of training and education without a parallel plan to effectively employ said cadre is
merely a band-aid. David Dittrich of the University of Washington pointed out as much in his
paper On Developing Tomorrow’s ―Cyber Warriors‖. Quoting a military officer:
―We can create a Private in 14 weeks. It takes us 10 years to produce a Major,
20 years to produce a Colonel, and 25 years to produce a General.‖
Who do you want protecting your organization's systems and data: the Marine private or
the Marine General? The General probably hasn't picked up a rifle and performed a fire-andmaneuver drill in a decade; the flip side of that coin is that you don't want the private
planning your next invasion. The answer of course is that you want an organization that has
Generals (and Captains and Sergeants) as well as Privates because you need both bigpicture and narrow-focus expertise. The General has a much broader base of skills upon
which to draw and he has the wherewithal to apply them accordingly; to those with more
narrow expertise problems are viewed through a very narrow lens and courses of action are
more limited.
The first step in building your truly expert cyber security cadre involves identifying the core
concepts and principles that must be understood in order to understand and solve problems.
Using a mnemonic to get past superficial test questions about the TCP/IP stack is a gimmick
that will not be very useful when you are asked to explain why some issue at layer 2
resulted in a compromise. This is in essence the education aspect of building a cyber
defense professional; building a solid foundation upon which specialty skills and deeper
expertise is built.
Next comes the establishment of practical performance standards that must be met in order
to solve security problems. How you achieve mastery of those standards is really
immaterial: that you can demonstrate mastery in is paramount. This is in essence the
training aspect of building a cyber defense professional; putting your "book learning" to
practical effect in order to defend systems and defeat attacks.
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Third is the development and active employment of a continuous professional development
process. Not just more education or training, but opportunities to employ acquired skills in
new environments and against new and more complex problems in order to challenge the
abilities of your staff. There is a tendency to put your best people on the hardest problems,
which is not altogether unwise, but such a strategy unintentionally stifles the development
and motivation of the next generation. Talented people who are not afforded "opportunities
to excel" will simply leave to find said opportunities. You recruit Privates and Lieutenants;
you grow Sergeants and Captains.
Unless your organization has been employing such a strategy for the last ten or more years,
your strategic capabilities are questionable even if your tactical capabilities are first rate. It
could be argued that you could assemble such a capability by hiring your way to the desired
end-state, but taking a lesson from the military again, there is a whole other level of
training and practice that is required before experts from different organizations and
cultures (e.g. individual military services) can work together effectively (e.g. joint
operations).
Employers often complain that investments in education and training walk out the door
when employees leave, but how many employers take the pro-active step of ensuring that
an employee's new knowledge, skills or abilities are applied shortly after acquisition, or at
all? Under-employment is a much stronger motivation to leave a job than money is, so
employers can make the most use of their people and avoid the steep cost of recruiting and
replacing team members by providing them even modest opportunities – via matrixing or
other means – to grow.
True security expertise is something that must be invested in over the course of many years
and be addressed in the most creative and flexible way possible. Hiring, training and
mentoring decisions should be viewed as marital additions to a family, not speed dating. Or,
in keeping with the military context, you want your skilled workforce to keep reenlisting
with you, not retiring to a greener pasture.
Intelligent Software Solutions
ISS is a leading edge software solution provider for enterprise and system
data, services, and application challenges. ISS has built hundreds of
operationally deployed systems, in all domains – “From Space to
Mud”™. With solutions based upon modern, proven technology designed
to capitalize on dynamic service-oriented constructs, ISS delivers
innovative C2, ISR, Intelligence, and cyber solutions that work today and
in the future. http://www.issinc.com.

110 Royal Aberdeen 

CyberPro

Smithfield, VA 23430 

National Security Cyberspace Institute

ph. (757) 871-3578

P a g e | 20

CyberPro

Special Edition 1
December 17, 2008

Keeping Cyberspace Professionals Informed
Collaboration in Cyberspace: Importance of a Knowledge-Based
Workforce
BY BROOKE MITCHELL
CYBER INNOVATION CENTER
Cyberspace represents a domain transcending the physical, social and logical layers. Its
reach has reshaped the way our society does business, educates and governs. The impact of
this virtual domain has produced a large need for a knowledge-based workforce to address
the national security implications, information assurance necessities, social engineering
aspects and a limitless amount of other cyber initiatives. This article advocates the need for
cyber collaboration now in order to produce the knowledge-based workforce of tomorrow.
Elementary educators are faced with the responsibility of educating tech savvy students in a
domain they themselves were not educated or trained in and expected to produce the
―Cyber Class‖ of the future. Just as cyberspace transcends the physical, social and logical
layers, industry and government must join with academia forming a cyber community which
rallies behind the advent of students trained in Science, Technology, Engineering and Math
(STEM) curriculums. The National Science Foundation (NSF) compiled data from countries
which awarded first university degrees in STEM fields. This data concluded that the US has
one of the lowest STEM to non-STEM rates of degree production in the world.1
Beginning in the early formation years, we must expose students to the transforming impact
of cyberspace to our society. From cell phones, to iPods®, to the Internet and beyond,
students today do not know a world without the infiltration of cyberspace touching their
daily lives. Social networking websites such as MySpace® and Facebook® are developing
students’ interpersonal skills through the guise of anonymity. Online students are able to
connect with anyone, be whoever they wish and enter any place in the world without
leaving their bedroom. We must prepare and engage students in the larger picture that
cyberspace plays to our national security, critical infrastructures and commercial activities.
This is a dual-step process which involves equipping teachers with the tools they need to
educate and engage students in dynamic curriculums. Such support from the cyber
community invests in developing students into cyber-leaders.
The development of such a knowledge-based workforce is critical in preparing our society
for the challenges cyberspace brings to our world. Cyberspace will continue to produce a
need for lawyers versed and trained in interpreting and implementing cyber law; the
Department of Defense will seek high caliber recruits as its new ―war-fighter;‖ industry will
demand CTOs, engineers and analysts to create new technologies; and academia will in turn
seek well-trained educators to begin the cyber education process anew. . . . Collaboration in
Cyberspace is a cornerstone in adequately developing the knowledge-based workforce the
virtual domain demands. For more information, please contact the Cyber Innovation Center
at info@cyberinnovationcenter.org.
1 Kuenzi, Jeffrey J.. "Science, Technology, Engineering and Mathematics (STEM) Education: Background Federal
Policy, and Legislative Action." CRS Report for Congress (2008): 34. http://www.fas.org/sgp/crs/misc/RL33434.pdf.
[Article Online.] Order Code RL33434, 18.
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